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Applies To: | Websense Web Filter 7.1.1
Websense Web Security 7.1.1

Version 7.1.1 is an important maintenance release that includes corrections for
customer issues, as well as support for new OS platforms and integrations with third-

party software tools.

+ Compatibility with V-Series 1.2.x
& New in this version
= Expanded platform support
»  Expanded integration support
Preparation
Resolved and known Issues

To upgrade from Upgrade Step One Upgrade Step Two
v6.3.0,v6.3.1,and v6.3.2 | v7.1.0 V7.1l
v6.3.3 | v7.00 V7.1l
v7.0.0 V711 ' done
v7.0.1 + Upgrade from English done

only: upgrade directly to

v7.1.1.

+ No upgrade from

localized version of

v7.0.1. (Version 7.1.1is

an English-only release.)
v7.1.0 v7.1.1 done

See the Upgrade Supplement for upgrade process details.
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http://www.websense.com/content/support/library/web/v711/ws711_v7xupgrade/first.aspx

Compatibility with V-Series 1.2.x

Web Security Gateway running on Websense V-Series appliances at version 1.2.x is
compatible with v7.1.1 off-box Web Security components (such as Network Agent,
Filtering Service, and Policy Server). No upgrade is required for the appliance itself.

New in this version

Version 7.1.1 for Web Security and Web Filter introduces support for new OS
platforms, new database management systems, and updated third-party integrations.

Expanded platform support

Websense Web Security and Websense Web Filter at version 7.1.1 introduce support
for the following Operating Systems and database management systems.

Version 7.1.1 has been certified on the new operating systems. Websense Technical
Support offers support for running the listed operating systems on VMware ESX and
ESXi Server, version 3.5 and version 4.

For a full list of older, certified operating systems that also run version 7.1.1, see
Chapter 2 in the Deployment Guide.
+ Microsoft Windows Server 2008 SP2 (32-bit edition only)
Network Agent does not support stealth mode NIC on Windows Server 2008.
Microsoft Windows Server 2003, R2 SP2 (Standard or Enterprise)
Red Hat Enterprise Linux 5, update 3 (32-bit)
Red Hat Enterprise Linux 4, update 7 (32-bit)
For Logon Application:
= Windows Vista SP2
= Windows 7 (32-bit only)
= Windows 2000 Professional, SP4
m  Windows NT Server or Workstation 4.0 SP6
+ For Remote Filtering Client:
»  Windows 7 (32-bit only)
= Windows Vista SP2

* & o o

Expanded integration support

Websense Web Security and Websense Web Filter version 7.1.1 introduces support for
the following integrations:

o Websense Content Gateway 7.1.6
+ Cisco ASA firmware 8.0
& Check Point 7.0
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http://www.websense.com/content/support/library/web/v71/wws_pdfs/ws_deployment_guide.pdf

Preparation

Back up your servers before upgrading.

When upgrading to v7.1.1, note that configuration settings for Active Directory in
Websense Manager cannot be saved. Before upgrading, navigate to the Settings >
Directory Services page and take note of your configuration. After the upgrade,
this page needs to be reconfigured.

+ During the process of upgrading to v7.1.1, the parameter redirect_children, in the
squid.conf file located by default in the /etc/squid directory, is reset to default.
Take note of your current setting for redirect_children because it needs to be reset
after the upgrade.

+ If Remote Filtering Client is installed from the command line on a Windows
machine, the REBOOT parameter, which defines whether the client computer is
restarted automatically after installation or uninstallation, does not take effect. A
manual restart of the client machine after installation or uninstallation of Remote
Filtering Client works around this issue.

+ One correction in this version fixes an issue with users who were not being
filtered. After the upgrade, you will need to delete those users who were not being
filtered, then add them again, and then reassign the correct filtering policy to
them.You may want to make note of these user names before the upgrade.

Resolved and known Issues

A list of resolved and known issues is available in the Websense Technical Library.
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