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Use the Release Notes to find information about what’s new and improved in
Forcepoint Behavioral Analytics version 3.4.

Features

Containerization

We have updated the installation package to enable customers to install Forcepoint
Behavioral Analytics in a customized directory and under a custom, provisioned user.
This change allows customers to run all of Forcepoint Behavioral Analytics under a
single directory, controlled by a single user, following the least-privileges model for
user permissions. The application also now includes an allow list of sudo commands,
which are used during the installation or upgrade of a Forcepoint Behavioral Analytics
instance.

Updated EULA in Ul

The End User License Agreement has been updated and is available in the Ul Users
will be required to accept the new EULA when they log into the Forcepoint
Behavioral Analytics application.

SAML configuration property field has been renamed

The SAML config property field has been renamed from samlEmailField to
samINamelD in the server/config/saml config.js. if the file exists.

Modify the FBA app user authentication flow to incorporate DoD
PKl-based user authentication

We have introduced a PKI-based method for users to authenticate into the Forcepoint
Behavioral Analytics Ul This enables customers to enable and disable users based on
their certificate. This feature can be enabled or disabled via configuration. Also
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available is a hybrid mode wherein users can authenticate using either certificate or
local username and password.

Admins in certificate-enabled environments manage users in the User Management
page, where a user DN can be entered, enabling that user to authenticate with a
certificate.

Known Issues

A list of resolved and known issues in this release is available to Forcepoint
Behavioral Analytics customers here.

If you are not currently logged in to the Forcepoint support website, clicking the link
brings up a My Account login prompt. Log in to view the list.
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