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Legal Notice

No part of this document shall be reproduced, stored in a retrieval system, or transmitted by any means, electronic,
mechanical, photocopying, recording, or otherwise, without written permission from the company. No patent liability is
assumed with respect to the use of the information contained herein. Although every precaution has been taken in the
preparation of this document, the authors and the company assume no responsibility for errors or omissions. Neither is
any liability assumed for damages resulting from the use of the information contained herein.

All terms mentioned in this document that are known to be trademarks or service marks have been appropriately
capitalized. The company cannot attest to the accuracy of this information. Use of a term in this document should not be
regarded as affecting the validity of any trademark or service mark.

Every effort has been made to make this document as complete and as accurate as possible, but no warranty or
completeness is implied. The provided information is on an "as is" basis. The authors and the company shall have neither
liability nor responsibility for any loss or damages arising from the information contained in this document. Printed in the
United States of America.

This document contains proprietary information and is furnished for evaluation purposes only, and, except
with written permission of the vendor, such information shall not be published, or disclosed to others, or used
for any other purpose, or duplicated in whole or in part.

Attributions

All terms mentioned in this document that are known to be trademarks or service marks have been appropriately
capitalized. The company cannot attest to the accuracy of this information. Use of a term in this document should not be
regarded as affecting the validity of any trademark or service mark.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.
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NewFeatures
AUDIT LOG REPORTING

Three new audit reports have been added to allow insight into activity on the system.

The Browser Log Report Captures events viewed by analysts.

The Audit Log ReportCaptures modifications to the analytic definitions and event data.

The Request Log Report Captures data requests made by the UI.

Administrative users with the appropriate roles can access and download these reports from the User
Interface. The reports are downloadable as .csv files.

ENTITY RISK CONTEXT REPORT
The Entity Risk Context report allows analysts to build an entity risk report on a selected user, that can be
exported to .pdf. The report will include an active scenario graph, risk score breakdown, score
comparison, event breakdown, and a top features graph.

ENHANCED EMAIL DECODING
Forcepoint Behavioral Analytics now has the ability to decode email data using the ISO-2022-JP Character
Set.

ENHANCED EMAIL PARSING CAPABILITIES
Expanded the PST Parser utility's capability to enable the text content of an embedded email message
within a PST file to be parsed and displayed as a .txt file in FBA.

PKI-BASED USER AUTHENTICATION
We have introduced a PKI-based method for users to authenticate into the Forcepoint Behavioral Analytics
UI. This enables customers to enable and disable users based on their certificate. This feature can be
enabled or disabled via configuration. Also available is a hybrid mode wherein users can authenticate using
either certificate or local username and password.

Admins in certificate-enabled environments manage users in the User Management page, where a user DN
can be entered, enabling that user to authenticate with a certificate.

Click here to review the bug fixes and improvements that were done for the FBA 3.3.3 release.
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https://support.forcepoint.com/s/article/v3-3-3-Resolved-and-Known-Issues-for-Forcepoint-Behavioral-Analytics
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