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Preface

This guide provides the information you need to work with your Forcepoint product.

Conventions

This guide uses these typographical conventions and icons.

Book title, term, emphasis

Bold
User input,

Interface text

Hypertext

=
@

o

code,

message

Title of a book, chapter, or topic; a new term; emphasis.
Text that is strongly emphasized.

Commands and other text that the user types; a code sample; a
displayed message.

Words from the product interface like options, menus, buttons, and
dialog boxes.

A link to a topic or to an external website.

Note: Additional information, like an alternate method of accessing an
option.

Tip: Suggestions and recommendations.

Important/Caution: Valuable advice to protect your computer system,
software installation, network, business, or data.

Warning: Critical advice to prevent bodily harm when using a
hardware product.

Find product documentation

On the Forcepoint support website, you can find information about a released product, including product
documentation, technical articles, and more.

You can get additional information and support for your product on the Forcepoint support website at
https://support.forcepoint.com. There, you can access product documentation, Knowledge Base articles,
downloads, cases, and contact information.



http://forcepoint.com
https://support.forcepoint.com
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(d CHAPTER 1
Introduction to Sidewinder

*  Features of Sidewinder on page 11

*  Networking elements on page 11

*  How to control access on page 14

*  Protection from attacks on page 15

*  Encrypted content inspection on page 16
e Global Threat Intelligence on page 16

Forcepoint Sidewinder (Sidewinder) allows you to protect your network from unauthorized users and attackers, and to
protect internal users as they access the Internet.

Features of Sidewinder

Sidewinder combines an application-layer firewall, user-based policy, IPsec VPN capabilities, SSL decryption,
and McAfee® Global Threat Intelligence™ into one security appliance that is designed to offer centralized
perimeter security.

These features provide powerful configuration options that allow you to control your users’ access to almost any
publicly available service on the Internet, while mitigating threats to your organization.

Sidewinder uses SecureOS, an enhanced UNIX operating system that employs Type Enforcement security
technology. SecureOS removes the inherent security risks often found in a network application running on non-
security focused commercial operating systems, resulting in superior network security.

Networking elements

These sections describe the networking features of Sidewinder.

Related concepts

Zones on page 12

IPv4 and IPv6 support on page 12
DNS on page 13

VPN on page 13

Routing on page 13

Introduction to Sidewinder | 11
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Zones

Zones are compartments that isolate networks with different security requirements from each other. Zone is a
term that refers to a firewall network interface and all the systems it connects.

Zones allow you to assign policy to individual interfaces; firewall policy is enforced when traffic attempts to cross
from one zone into another zone.

As an example of how zones are used, suppose your organization has two internal (protected) networks that
need to be connected to the external network (Internet). Your corporate security policy requires that information
flow is limited between the two internal networks. In this scenario, you would configure three zones for your
Sidewinder, as shown in the following figure.

Figure 1: Multiple type enforced areas (zones)
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To allow network traffic from one zone to another, create the appropriate access control rule.

Related concepts
Configuring zones on page 370

Related tasks

Create or modify a zone on page 370
Create or modify a zone group on page 371
Delete a zone or zone group on page 372

IPv4 and IPv6 support

Forcepoint Sidewinder supports both IPv4 and IPv6 addresses, allowing you to integrate with more networks.
IPv6 support also gives you access to larger blocks of routable addresses.

The following connection types are supported:

*  IPv4-to-IPv4
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*  IPv6-to-IPv6
* [non-transparent HTTP only] IPv4-to-IPv6
E Note: An IPv4 host cannot connect directly to an IPv6 host or vice versa under any

circumstances. (For HTTP IPv4-to-IPv6 translation, the firewall is acting as a proxy server, so
there is no direct connection between source and destination.)

DNS

Sidewinder offers two main DNS modes, giving you the option of a simple firewall configuration that can be used
with a separate DNS server, or a firewall-hosted DNS configuration that allows you to manage external DNS and
gives you control of all DNS records.

* Transparent DNS — Transparent DNS is designed for simple DNS configurations. The DNS server is on
a separate computer, and DNS requests are passed through the firewall. This mode is the default DNS
configuration for a newly installed Sidewinder.

* Firewall-hosted DNS — Firewall-hosted DNS is a more complex DNS configuration that uses the integrated
Sidewinder DNS server. In firewall-hosted DNS mode, DNS servers run directly on the firewall, so you do not
need an extra computer. This places the DNS servers on a hardened operating system, preventing attacks
against these servers from penetrating your network. Sidewinder uses Berkeley Internet Name Domain (BIND
9).

You can configure firewall-hosted DNS to use a single server or split servers.

* Single server — The hosted DNS server is not bound to any zone.

* Split server — Two DNS servers are hosted on the firewall, one bound to the external zone, and another
for use by all internal zones. Internal network architecture is hidden in this configuration.

Routing

The firewall uses static and dynamic routes to integrate with your networks, and it can act as a default gateway
for your network.

The firewall supports five dynamic routing protocols:

* Routing Information Protocol (RIP)

* Open Shortest Path First (OSPF) protocol

*  OSPF IPv6 protocol

* Border Gateway Protocol (BGP)

* Protocol Independent Multicast - Sparse Mode (PIM-SM) protocol

VPN

You can provide secure access between protected and remote networks, or between protected networks and
remote users, through the firewall Virtual Private Network (VPN).

You can provide secure access between protected and remote networks, or between protected networks and
remote users, through the firewall Virtual Private Network (VPN). The firewall VPN uses the IPsec protocol suite,
which provides secure data transmission across unsecured networks through an encryption and decryption
process.
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You can apply access control to VPNs using rules in the same way you do for physically connected networks.

How to control access

Access control rules determine what traffic is permitted through the firewall and what is denied.

Each rule requires an application, which identifies the type of traffic matched by the rule. An application can be as
general as a protocol and port(s), or targeted at a particular web application using signature information.

McAfee AppPrism

McAfee® AppPrism™ provides the application discovery and control that allows you to monitor the applications
running through your network, and to allow or deny them based on your policy.

You can use McAfee AppPrism to create policy that protects against specific threats and reduces bandwidth
usage by restricting the use of non-business applications.
* Application discovery — When enabled, identifies which applications are traversing your network

* Application control — Allows you to determine which applications are allowed and denied
The burden of identifying an application’s protocols and ports is placed on the firewall instead of the
administrator. Use the provided applications, firewall applications, or create custom applications. Create access

control rules based on individual applications, application groups, or application category filters that block all
applications belonging to a specified category.

User-based policy

User-based policy allows you to tailor access rights to individual users and groups. Users and groups can be
stored on the firewall or on separate servers such as Active Directory, LDAP, or RADIUS.

You can configure the firewall to validate user identity either passively or actively.

* Passive identity validation leverages the users and groups that are already configured in your organization’s
Microsoft Active Directory. User status information is monitored by the McAfee Logon Collector software and
communicated to the firewall—the user is not prompted for authentication by the firewall.

* Active identity validation prompts a user to provide credentials. You can also configure an Active Passport
so that an authenticated user’s source IP address is cached, and subsequent connection attempts are not
prompted for authentication.

Tip: You can also use McAfee® Endpoint Intelligence Agent (McAfee EIA) to collect user and
connection information from Windows-based systems.
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Protection from attacks

Sidewinder attack protection defends against attacks in both allowed and denied traffic.

The firewall has multiple layers of protection that work together to protect against known and unknown attacks.
Some of these defenses occur automatically, and some of them must be configured. The following sections
explain the different options.

Application Defenses

You can increase the protection provided by access control rules and SSL rules by using Application Defenses,
which offer customizable protection at the application layer.

The defenses can be used to enforce Request for Comments (RFC) standards, enforce allowed parameters,
and enable inspection methods, such as McAfee Global Threat Intelligence. Configurable parameters include
headers, commands, versions, and file sizes. You can use these controls to deny any parameters that are
not essential to your business needs and to minimize your network’s attack surface; the fewer the number of
parameters allowed into your network, the fewer parameters an attacker can use to attack.

Intrusion Prevention System

The Sidewinder Intrusion Prevention Service uses signature-based files to detect and prevent known network-
based intrusion attacks, such as hacker-generated exploits and protocol anomalies.

IPS can be added to access control rules to inspect allowed, incoming traffic for these attacks as the traffic
enters the firewall. If an attack is detected, the rule handles the attack according to the configured response.
Response options range from completely ignoring the traffic to blackholing all traffic sent from the originating
host. This attack protection is particularly valuable when you cannot minimize your attack surface because your
organization requires services with known vulnerabilities.

Attack responses

Attack Responses can be configured to notify administrators when audit events are generated by suspicious
traffic.

If a specified attack audit occurs a certain number of times in a given time period, the firewall can alert an
administrator, blackhole all traffic from the IP address originating the attack, or both. Being aware of attempted
attacks is an important part of maintaining your network security.

Network defenses

Sidewinder is preconfigured to block an extensive list of suspicious traffic at the data link, network, and transport
layers.

Packets that do not adhere to their protocol standards are always dropped, as are packets that match known
attack configurations.
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Encrypted content inspection

Conventional firewalls allow encrypted connections to pass through without inspection. Sidewinder can decrypt,
inspect, and re-encrypt encrypted connections for both inbound and outbound traffic.

* SSL — By decrypting SSL connections, the firewall can inspect their contents and enforce access control on
SSL-encapsulated applications. For example, you can do the following:

e Allow only HTTPS while denying other SSL content
* Enable virus scanning and other HTTP Application Defense enforcements on HTTPS connections
* Inspect inbound HTTPS connections before they reach internal web servers

*  SSH — Use to control port forwarding, SFTP operations, and the encryption algorithm.

Global Threat Intelligence

Global Threat Intelligence spans the entire Internet, effectively using millions of sensors to gather real-time
intelligence from host IP addresses, Internet domains, specific URLs, executable files, images, and email
messages.

Global Threat Intelligence seeks new and emerging threats, including malware outbreaks, zero-day exploits, and
malicious zombie senders generating spam and web attacks.

Web reputation

Global Threat Intelligence is a global reputation service that assigns a reputation score to an |P address or
executable file based on the behavior attributes of the traffic it generates. A reputation score is like a credit score
that indicates the trustworthiness.

With Global Threat Intelligence, the Sidewinder is able to infer the likelihood of malicious intent from network
traffic, protecting your users from unwanted risk.

Global Threat Intelligence uses servers around the world to gather and analyze billions of packets dynamically
to determine reputation scores. For each IP address or executable file on the Internet, Global Threat Intelligence
calculates a reputation value based on attributes such as sending behavior, blacklist and whitelist information,
and spam trap information.

You can enable Global Threat Intelligence on access control rules, allowing rules to selectively match the Global
Threat Intelligence web reputation scores of your choice.
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Geo-Location

Geo-Location identifies the country of origin of an IP address. Using a Geo-Location network object in an access
control rule, you can allow or deny connections based on where they came from or where they are going.

Virus protection

You can create access control rules that scan HTTP traffic, FTP files, and mail messages for viruses, giving you
another layer of protection.

SmartFilter web filtering

SmartFilter is a web filtering solution designed to manage access to the Internet.

Using SmartFilter mitigates your organization’s exposure to viruses, malware, and other security risks, while
reducing legal liability, maximizing employee productivity, and preserving bandwidth for business-related
activities.

You can enable SmartFilter on access control rules to filter your users’ web access.
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Planning and setup

*  Planning on page 21

e Installation and configuration on page 41
e  Startup on page 53
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[0 CHAPTER 2
Planning

*  Planning your setup on page 21

* Integration Checklist on page 37
*  Quick Start Wizard Response Form on page 38

Plan your considerations for setting up and integrating the Sidewinder appliance into your network environment.

E Note: Some of these tasks can take several weeks. Preparation greatly reduces the disruption to your
r production network.

Planning your setup

This section explains the various configuration options to help you determine your initial firewall configuration.

Use the decision table in each section for an overview of the main decision and actions. The text that follows
each decision table explains the topic in more detail.

Table 1: Sample decision table

1) Print the Quick Start Wizard Response Form.

2) Review the following topics—each explains a configuration decision:
* Zones
* Deployment options
* Initial active policy
* Network information
* Control Center management

3) Record your responses on the Quick Start Wizard Response Form for use when running the Quick Start
Wizard.

The Sidewinder appliance contains pre-installed software. The shipment includes additional management
software that you install on a Microsoft Windows-based computer, which contains:

* Quick Start Wizard — Assists you with the initial firewall configuration
* Admin Console — Used to manage your firewall
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Figure 2: Basic Sidewinder appliance environment
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Related concepts

Zones on page 12

Deployment options on page 23

Control Center management on page 36
Network information on page 33

Related reference
Quick Start Wizard Response Form on page 38
Initial active policy on page 32

Renaming default zones

The firewall uses a logical division of network spaces called zones. Zones divide networks from each other, and
each zone connects the firewall to systems with the same security requirements.

Decide whether you want to change the default zone names.

Record your decision in Section 4 of the Quick Start Wizard Response Form.

A newly installed and configured firewall has two zones. Each zone is associated with a network interface and
automatically assigned a default name:

* External — This zone handles your external network. This is often, but not always, your network connection
to the Internet.

* Internal — This zone handles your internal network. Users on the internal network are generally trusted, so
your security policy allows more traffic out through the firewall than is allowed in.

Access rules are applied to all traffic entering the firewall from any given zone. The rules enforce your security
policy by controlling the direction of traffic between or within zones.

For the initial configuration, you can change the default zone names. The following naming criteria applies:

* Must contain 1-64 characters
* Must begin with a letter; the name can contain letters, digits, underscores (_), and dashes (-)

O Tip: As you create your policy, there are multiple ways to configure more interfaces and zones.
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Deployment options

You can deploy firewall in Standard (routed) mode or Transparent (bridged) mode.

Decide on an interface mode for the initial configuration.

1) Determine whether you want to use Standard (routed) mode or Transparent (bridged) mode.

* [Conditional] If you choose standard mode, review Network interfaces to determine how the firewall
should get its external IP address and to specify an internal IP address.

* [Conditional] If you choose transparent mode, review Network interfaces to determine the IP address for
the transparent interface.

2) Record your decisions in sections 3 and 4 of the Quick Start Wizard Response Form.

For traffic to pass through your firewall, it must arrive on an interface and leave on a different interface.

The internal and external network interfaces are defined during initial configuration; however, you can configure
additional interfaces to suit the needs of your network infrastructure. The firewall can be used for the following (or
any combination):

* Gateway between your internal network and the Internet

* Gateway between any networks with different security needs

* Transparent firewall inside a single network

The relationship between configured interfaces can be classified as:

* Standard (routed) mode
* Transparent (bridged) mode

* Hybrid mode (the firewall can be simultaneously configured with a single bridge and additional routed
interfaces)

* SPAN mode (available in either Standard or Hybrid mode)

Related concepts

Standard (routed) mode on page 23

Network interfaces on page 29

Hybrid mode on page 30

SPAN mode on page 30

Transparent (bridged) mode deployment on page 25

Related reference
Quick Start Wizard Response Form on page 38

Standard (routed) mode

In this mode, a network interface connects the firewall to each network. The firewall allows traffic to pass between
the networks like a router, enforcing your security policy.

The Sidewinder appliance is deployed at the intersection of multiple networks. Each firewall interface is assigned
a unique IP address in the connected subnet.
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The protected networks must be unique' each network must be a different subnet. Hosts in a protected network
communicate with other networks using the firewall IP address as the gateway.

Each firewall interface is assigned to a unique zone. When traffic attempts to cross from one zone to another, the
configured security policy is enforced.

Protecting a single network

A firewall can protect the internal network from the Internet.

The following figure illustrates how the firewall protects the internal network. This configuration uses two network
interfaces. To reach the Internet, hosts on the internal network route traffic to the firewall.

Figure 3: Routed mode on a single network
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Protecting multiple networks

A firewall can protect the user and server networks from each other and the Internet.

The following figure illustrates the firewall protecting two separate networks from each other and from the
Internet. This configuration uses three network interfaces. To reach the Internet or one of the other protected
networks, hosts route traffic to the firewall.
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Figure 4: Protecting multiple networks
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Network interface IP addresses

Each network interface on the firewall must be assigned an IP address in a unique network. The networks cannot
overlap.

You must assign IPv4 addresses to the network interfaces during initial configuration.

Note: The firewall supports IPv6 addresses, but IPv6 addresses cannot be assigned during initial
configuration; they can be assigned after the initial configuration is complete.

* For the external IP address, consider these options:

* Obtain an IP address automatically — Automatically assigns an external address using a Dynamic Host
Configuration Protocol (DHCP) server.
If you select this option, an access control rule is configured to allow DNS requests to all destinations in the
external zone. To improve security, you might want to modify this rule to restrict which DNS servers can be
reached from your network. However, if you restrict the rule and the DNS information that is assigned via
DHCP is updated, there is a possibility that legitimate DNS traffic might be denied.

* Specify an IP address — If you are manually assigning an IP address, identifies a unique IP address for
the external network interface.

* For the internal address, identify a unique IP address for the internal network interface.

Tip: The netmask is automatically populated in the Quick Start Wizard, but you can change it if it
is not correct.

Transparent (bridged) mode deployment

In transparent (bridged) mode, two or more firewall interfaces are connected inside a single network and bridged
to form a transparent interface. Each interface is assigned to a unique zone. Traffic passes through the firewall
like a switch, allowing you to enforce security policy inside the network without re-addressing the network.
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Figure 5: Transparent mode inside a single subnet
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E Note: The firewall supports only one configured transparent interface (bridge) at a time.

The following table shows the default firewall interface configuration. These interfaces—or any other interfaces—
can be used to configure a transparent interface.

Table 2: Standard interfaces

User defined interface name NIC or NIC Group

external_network em0 external

internal_network em1 internal

The following table shows a transparent interface configured using the default interfaces. Note that bridgeO is
made up of em0 and em1.

Table 3: Transparent interface

User defined transparent interface name NIC or NIC Group

bridged_network bridge0 (em0, em1)

Access control rules determine if traffic is allowed to cross the transparent interface (from one zone to the other).
Since hosts inside the network are not aware that the firewall is deployed, they communicate with each other as if
they were directly connected by a switch.

e If two hosts reside in the same zone (the same side of the transparent interface), they communicate directly
over the network, and no security policy is enforced.

* If two hosts reside in different zones (different sides of the transparent interface), they communicate through
the firewall, and security policy is enforced.

Consider the deployment scenarios as follows.

Related concepts
Transparently enforcing security policy inside a single subnet on page 27
Transparently protecting a single network on page 28
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Transparently enforcing security policy inside a single
subnet

You can use the transparent mode to protect servers in a single subnet.

The following figure illustrates a single subnet (192.168.0.0/24) that contains both servers and users.
Scenario:

Assume that the network administrator is introducing a firewall to protect the servers from the users. However,
the network cannot be re-addressed, and all of the servers and users must retain their current IP addresses. The
Sidewinder appliance meets these requirements using the transparent mode.

Figure 6: A single subnet containing servers and users
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The following figure illustrates the firewall in transparent mode protecting the servers from the users. As traffic
between the users and servers crosses the firewall transparent interface, it also crosses from one zone to the
other. Access control rules enforce security policy on the traffic.

E Note: While deploying the firewall in transparent mode does not require re-addressing the
" network, the firewall does require a management IP address. (In this example, 192.168.0.10 was
reserved for the firewall.)

Figure 7: Transparent firewall inside a single subnet
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Transparently protecting a single network

You can use the firewall in router or transparent mode to protect the internal network.

The following figure illustrates an internal network that is protected from the Internet by a router only.
Scenario:

Assume that the network administrator is introducing a firewall to protect the internal network from the Internet.
However, there is a requirement that the network cannot be re-addressed, and all of the servers and users must
retain their current IP addresses.

Figure 8: No firewall
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There are two options for using the firewall to protect the internal network:
* Deploy the firewall in router mode, and re-address the networks around it.
* Deploy the firewall in transparent mode inside the internal network.

Using transparent mode provides an advantage—none of the networks around the firewall need to change. In
addition, the hosts on the internal network will have no knowledge that the firewall has been deployed between
the switch and the router as shown in the figure below.
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Figure 9: Transparent firewall protecting a single network
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The default route for the hosts on the internal network remains the router (192.168.0.1), which is on the other
side of the firewall. As traffic bound from the internal hosts to the Internet crosses the transparent interface, it also
crosses from the internal zone to the external zone. Access control rules enforce security policy on the traffic.

E Note: While deploying the firewall in transparent mode does not require re-addressing the

network, the firewall does require a management IP address. (In this example, 192.168.0.10 was
reserved for the firewall.)

Network interfaces

Assign a management IP address for the transparent interface. This must be an IPv4 address that is unique on
the bridged network.

Tip: The netmask is automatically populated in the Quick Start Wizard, but you can change it if it
is incorrect.

Restrictions for transparent (bridged) mode

When you configure a transparent interface, you cannot enable or configure some features.
* Split DNS

* HA

*  Sendmail

* Dynamic routing

e DHCP on the transparent interface

* DHCP Relay agent

* VPN termination in a transparent zone

* |Pv6 addresses on the transparent interface

Note: A transparent interface passes traffic at layer two, similar to a bridge. Sidewinder does not

run the Spanning Tree bridging protocol; therefore, we do not recommend enabling Spanning
Tree on the switch that is connected to the firewall.

(4
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Hybrid mode

E Note: This option is available after you complete your initial configuration.

The firewall can be simultaneously configured with a single bridge and additional routed interfaces. The following
figure illustrates the firewall configured with a transparent interface and a routed interface. In this example, the
firewall protects the internal and DMZ networks from each other and from the Internet.

Note: The firewall has two IP addresses, a transparent IP address for management
(192.168.0.10, assigned to both bridged interfaces) and a routed IP address on the DMZ interface
(192.168.20.10).

4

Figure 10: Hybrid firewall
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To reach the Internet:

* Hosts in the internal network route traffic to the router’s IP address (192.168.0.1) on the other side of the
firewall.

* Hosts in the DMZ route traffic to the firewall’'s DMZ IP address (192.168.20.10).

As traffic crosses from interface to interface, it also crosses from one zone to another. Access control rules
enforce security policy on the traffic.

Related concepts
Types of interfaces on page 374

SPAN mode

In Switched Port Analyzer (SPAN) mode, the firewall passively listens on the network to analyze traffic.

When SPAN is enabled on an interface, the firewall receives copies of all packets on the network. This allows
the firewall to inspect traffic, determine the action to take, and audit accordingly without actually participating in
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the connection. This mode is ideal for seeing how the firewall allows or denies traffic based on policy without
impacting traffic on the network.

The figure shows the standard in-line placement of Sidewinder in a network:

Figure 11: Firewall placement in a standard in-line mode
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This figure shows the placement of Sidewinder in a network when configured for SPAN mode:

Figure 12: Firewall placement in SPAN mode
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SPAN mode can be enabled only on a standard or VLAN interface after the installation and initial configuration.
Setup requires enabling SPAN mode on a per-interface basis and configuring zones and access control rules to
process SPAN traffic.

Note: Sidewinder can process in-line and SPAN ftraffic at the same time but not on the same

" interface. Separate interfaces must be configured for in-line and SPAN ftraffic.
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Related concepts
SPAN interfaces on page 376

Related tasks
Create a SPAN interface on page 385
Create a SPAN policy on page 272

Initial active policy

A new Sidewinder appliance includes a set of preconfigured rules on the Rules window. Some rules are enabled
by default to allow firewall administration. Other rules are not enabled by default and, therefore, do not pass

traffic.

Select an initial rule group.

Record your decision in section 3 of the Quick Start Wizard Response Form.

Consider the following default policy options for the initially configured firewall.

Table 4: Default policy options

opion —————— oamnien

Allow administrative services only Enables only the Administration rule group, which
contains preconfigured access control rules that are
necessary for firewall administration:

dnsp (names vary) — Allows DNS clients in all
zones through to the external zone resolvers

Login Console — Allows administrators to log on
directly at the firewall using an attached keyboard
and monitor

Admin Console — Allows administrators to
connect to the firewall using the Admin Console

Passport — Allows authentication to the Passport
server and facilitates the use of single sign-on
authentication

Deny All — Denies all connections from any
source zone to any destination zone

Note: Other preconfigured rules appear
on the Rules window by default; however,
they are not enabled and do not pass
traffic.

(4
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oo oamnien

Allow administrative and basic outbound Internet | Enables the following default policy:

services * Administration rule group — Contains
preconfigured access control rules that are
necessary for firewall administration.

* Internet services rule — Allows users access to
the most commonly used Internet services; the
preconfigured Internet Services application group
regulates access to the following applications:

« FTP

e HTTP

e HTTPS

* Ping

* Real Media

« RTSP

* Telnet

Allow all (transparent mode only) Enables the following default policy:

Administration rule group — Contains
preconfigured access control rules that are
necessary for firewall administration.

Allow all rule group — Contains three access
control rules that allow all traffic to pass between
the transparent (bridged) interfaces:

Allow All tcp and udp — Allows all TCP and UDP
traffic between the bridged zones

Allow All icmp — Allows all ICMP (ping) traffic
between the bridged zones

Allow All other protocol — Allows all other
protocols traffic between the bridged zones

Related reference
Quick Start Wizard Response Form on page 38

Network information

Identify the network information for the firewall.

1) Determine the following:
* DNS resolver IP addresses
* Default route
* Internal mail host
* Host name for the firewall

2) Record your decisions in sections 4 and 5 of the Quick Start Wizard Response Form.
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Transparent DNS offers a simplified DNS configuration. When you configure transparent DNS for the firewall,
DNS traffic passes transparently through the firewall. The firewall uses rules to pass all DNS traffic to the
appropriate zone.

E Note: In transparent DNS mode, the firewall does not host any DNS servers. Instead, DNS rules
" allow DNS traffic to pass through the firewall to remote name servers.

Related reference
Quick Start Wizard Response Form on page 38

DNS resolver IP addresses

Select the primary and secondary DNS resolver IP addresses.

*  Primary — IP address of the main DNS resolver that will handle the firewall DNS requests

* Secondary — IP address of a backup DNS resolver that the firewall queries if the primary IP address does
not respond

E Note: This option is not available for firewalls using DHCP.

Tip: You can use a different primary DNS resolver in the other zone (one in the external zone,
another in the internal zone). You can also use an alternate server in the same zone.

Default route

Traffic between computers on different networks or subnets requires routing. Each computer must be configured
with where to send traffic it cannot deliver directly. Traffic generally goes to a router that allows access to distant
subnets.

Determine the default route. A default route is a route of last resort and defined as the IP address where packets
are forwarded that have no explicit route. A default route is usually the IP address of a router that forwards
packets to your Internet Service Provider (ISP).

Internal mail host

Designate an internal mail host to forward all mail addressed to users on your internal network.

Related concepts
Types of DNS modes on page 459

Additional administration route

You need to add a static or remote administration route when running the Quick Start Wizard.

Define a static route for reaching your remote management console.

Record your decision in Section 6 of the Quick Start Wizard Response Form.
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[Conditional] The computer running the Admin Console and your firewall must be able to connect to each other.
If they are not on the same network and cannot connect through the default route, you must define a static route.
If no static route exists, you must add a static route, or remote administration route, when you run the Quick Start
Wizard.

This route can be to a specific host or to an entire subnet. Other routes can be added after the firewall is
operational.

If you need a route to begin managing your firewall, enter the Admin Console computer IP address or subnet;
then enter the IP address of the gateway (router) to reach that IP address/subnet.

E Note: You will not have the option of configuring another administration route during the Quick
Start Wizard.

Related reference
Quick Start Wizard Response Form on page 38

Administrator information

You need to add details for an administrator user account when running a Quick Start Wizard.

Determine the user name and password for connecting to the firewall.

Record your decision in Section 7 of the Quick Start Wizard Response Form.

Related reference
Quick Start Wizard Response Form on page 38

Administrator user name and password

You need to create a user name and password that you will use to connect to the firewall.

* The user name must be between 1-16 alphanumeric characters.
*  We recommend using strong passwords:

*  Minimum of eight characters.

* Mix of uppercase, lowercase, numeric, and special characters.

Planning | 35



Sidewinder 8.3.2P03 and later | Product Guide

Use alternate administrator email address

By default, status updates and alerts are emailed to the administrator’'s mailbox on the firewall. You can enter an
email address that is on or off the firewall to receive these messages instead.

Control Center management

You can manage a firewall using Control Center.

Do you want to use the Forcepoint Sidewinder Control Center rapid deployment option?

Record your decision in section 2 of the Quick Start Wizard Response Form.

[Conditional] If you are using a Control Center appliance to manage the firewall, you can use the Quick Start
Wizard to automatically register the firewall.

E Note: Do not use rapid deployment if you intend to use the firewall in a managed HA cluster.

Only firewalls at version 7.0.0.04 and higher can be managed by a Control Center appliance. Management
support is also dependent on the Control Center version. Refer to the Control Center Release Notes for version
compatibility information.

E Note: When you register with Control Center, the firewall automatically creates an administrator
" account named ccfwadmin. If you already have an administrator account with that name, it will be
overwritten.

To use rapid deployment, you will need:

* Fully qualified domain name (FQDN) of the Control Center Management Server
e |P address of the Control Center Management Server

Note: If you are using a High Availability Management Server configuration, use the FQDN

¥ and IP address of the active Management Server.

* Password for use in enrolling the firewall with the Control Center server; the password must be between 8-256
characters

[Optional] To quickly populate the Control Center server Sign Up window, save the password information in a text
file, then import it into the Control Center server when you initiate rapid deployment.

* Default password — If you are using a default password, list the host names and IP address of all security
devices using that password. Separate the columns with spaces, and press Enter to start a new row.

* Unique password — If you are using a unique password for each security device, list only one security
device per file. Separate the columns with spaces.

O Tip: You can initiate rapid deployment using the Control Center Sign Up Firewalls window.

Related reference
Quick Start Wizard Response Form on page 38
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Integration Checklist

Print this checklist to help you prepare and schedule your firewall integration tasks.

Network information

[Conditional] If you are new to the Sidewinder appliance, we recommend that you review network perimeter
security concepts and basic issues for integrating a firewall into your existing network.

Organize your network information. Prepare a diagram that indicates where you will place firewalls in your
existing network. Include the following:

* Routers, mail servers, web servers, FTP servers, and DNS servers
* Internal or partner networks and their routes

Internet connection and registration considerations

Verify that your site has an Internet connection. If you do not already have a connection, obtaining one might
take several weeks. Contact your ISP for assistance with this task.

Verify that your site IP address and domain name are registered with an Internet registration association.
Contact your ISP for assistance with this task.

[Conditional] If you plan to use the firewall-hosted DNS or secure split SMTP servers, you can use the
Admin Console to configure them after the initial configuration is complete.
Before you configure them, make sure you address the following issues:

* [Conditional] If your company has an existing Internet presence, notify your ISP of the date your network
traffic will start flowing through the firewall. The ISP must change your mail exchanger (MX) and name
server records to point to the firewall’s external IP address.

* Notify ICANN (or equivalent domain registrar) that your firewall will be an authoritative name server for
your domain.

Support staff and materials considerations

Schedule experts for your existing network components to be onsite or available during installation.

Schedule experts for Internet services and applications that will interact with the firewall to be onsite or
available during installation.

Locate any documentation that can be useful if problems occur.

Network services downtime considerations

Develop a test plan to verify that all key services are functioning as desired.
Schedule an appropriate amount of time for the installation. Include time for:
*  Preparation
* Physical firewall installation
* Testing critical features and services
Note: An experienced firewall installer requires approximately eight hours to install,

configure, and test a basic installation. Adjust this time accordingly based on your experience
and the complexity of your security policy and test plan.

(4

Inform your users and help desk when the network will be unavailable. Include information about any new
access controls that will affect their use of the network.
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Quick Start Wizard Response Form

Print this form, and record your Quick Start Wizard responses. You will use these responses during initial
configuration.

1. License Information

License Information —‘

Serial Number

' Tip: You can find your serial number on
the Activation Certificate and attached to
the top of the appliance.

Contact Information

First Name

Last Name

Phone Number

Email

Purchased From

Company Information

Name

Street

City

State/Province

Postal (Zip) Code

Country

2. Control Center Management
Control Center Management

Primary Server host name

Primary Server IP address

Sign Up password
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3. Initial Policy

Initial Policy

Interface mode
Standard
Transparent

Rule group

Allow administrative services only

Allow administrative and basic outbound
Internet services
Allow all (transparent mode only)

Allow All tcp and udp

Allow All icmp

Allow All other protocol

]

4. Host name and Network Location

Host name and Network Location

Standard (routed) mode

]

Host name

Network interfaces
* external
Obtain an IP address automatically (DHCP)

Specify an IP address

IP address

Netmask

internal

IP address

Netmask

Zones

External (Internet) zone

Internal zone

Transparent (bridged) mode

Host name

Transparent interface setup

IP address

Netmask
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Host name and Network Location

Zones
* External (Internet) zone

¢ Internal zone

5. Network information

Network information

DNS Resolver IP Addresses
Primary

Secondary (optional)

Default route

Internal Mail Host

6. Additional Administration Route

Additional Administration Route

Host

IP Address

Gateway

Net

IP Address
Netmask

Gateway

7. Administrator Information

Administrator Information

Administrator user name

Password

Use alternate administrator email address
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CHAPTER 3

Installation and configuration

* Requirements on page 41

* Install the Management Tools on page 42
e Configure Sidewinder on page 43

e Configure using other methods on page 46

Install Sidewinder and complete the initial configuration. You can also consider alternate configuration methods.

Requirements

Before you begin, make sure that your management computer meets the minimum requirements and you have

the necessary hardware.

To install the Management Tools, you must provide a management computer that meets the minimum

requirements listed in the following table.

Table 5: Management computer minimum requirements

Component Minimum requirements

Operating system

One of the following Microsoft operating systems:
*  Windows Server 2008

* Windows 7

* Windows 8

* Windows 10

E Note: Windows 8 and Windows 10
¥ are supported in traditional desktop
mode. Tablet mode is not supported.
Touchscreen is not supported.

Compatible legacy Microsoft operating systems:

¢ Windows XP Professional
*  Windows Vista

Web browser

One of the following:
* Microsoft Internet Explorer, version 7 or later
* Mozilla Firefox, version 3.0 or later
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Component Minimum requirements

Hardware At minimum:

* 2 GHz x86-compatible processor

* 2 GB of system memory

* 300 MB of available disk space

* CD-ROM drive

* 1024 x 768 display

*  Network card (to connect to your firewall)
* USB port

To configure your firewall, you must provide the items listed in the following table.

Table 6: Required hardware

N

Monitor Provide a display for the appliance.

Keyboard Provide input for the appliance.

Network cables Connect the appliance to the appropriate networks.
USB drive or serial cable Transfer the initial configuration file from the

management computer to the appliance.

e USB drive — Must be formatted with the FAT,
FAT16, or FAT32 file system

CAUTION: If an installation USB drive
is included in your shipment, do not
save a configuration file to it.

e Serial cable

Note: Use a serial console cable: 6ft,
RJ-45 to DB-9 female, part number
403-1132-00.

(4

Install the Management Tools

Install the Management Tools on a Windows-based computer.

The Sidewinder Management Tools include:

* Quick Start Wizard — Creates the initial configuration
* Admin Console — Used to manage the firewall

E Note: Sidewinder management tools are version-specific. Make sure you install the current
" version of the Admin Console—you cannot connect to a version 8.x firewall using an older version
of the Admin Console. You can have multiple management tools that co-exist on the same
Windows-based computer.
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Steps

1) Insert the media into the appropriate drive.

» Sidewinder with CD-ROM drive — If your Sidewinder appliance has a CD-ROM drive, install using the
Management Tools CD .

» Sidewinder without CD-ROM drive — If your Sidewinder appliance does not have a CD-ROM drive,
install using the installation USB drive.

The Welcome window appears.

E Note: If the InstallShield program does not start automatically, use Windows Explorer to view
4 A
the media contents, then go to \Install\Setup.exe.

2) Follow the on-screen instructions to complete the setup program. We recommend using the default settings.

Tip: You should also install an SSH client on your computer. An SSH client can be used to
provide secure command line access to the firewall.

Configure Sidewinder

The configuration includes several main activities.

We recommend that you follow this process to configure Sidewinder.
Steps
1) Set up your firewall appliance and cables.

2) Use the Quick Start Wizard to create a configuration file and save it to a USB drive.
The file should be saved as qsw_dat afi | e.

3) Plug the USB drive into the firewall, and turn on the appliance. The firewall automatically loads the
configuration information from the USB drive.

Note: Alternative configuration methods are available that require connecting through the

¥ Admin Console or directly to the appliance.

Related tasks
Configure using other methods on page 46

Set up the hardware

Use this procedure to set up your hardware.

You will need these items:

* Quick Start Wizard responses you collected on the Quick Start Wizard Response Form
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* Management Tools installed on a Windows-based computer
* USB drive

E Note: Do not use the installation USB drive.

Set up the Sidewinder appliance and cables.
Steps

1) Use a diagram of your network to determine the proper Sidewinder placement. The firewall must be able to
reach the appropriate routers, subnets, and servers (such as mail servers and name servers).

2) Attach the power cord to the firewall, and plug it into an electrical outlet.
* Do not turn on the firewall.

* If your firewall has redundant power supplies, attach and plug in both power cords. If only one power
supply is connected, the amber indicator blinks, indicating an error.

3) Connect two network cables for access to:

e External network
¢ Internal network

Note: Pay close attention to the cable you connect to each network interface. See the Port
Identification Guide included in your shipment for cabling information specific to your model.
If you cannot find your model, visit https://support.forcepoint.com to obtain the latest Port
Identification Guide.

4

4) [Optional] Connect a display to the firewall using one of these methods:

* Terminal or terminal emulator connected to the serial port (use a serial console cable, 6ft, RJ-45 to DB-9
female, part number 403-1132-00)

* Monitor and keyboard connected to the VGA port

Related concepts
Planning your setup on page 21

Related tasks
Install the Management Tools on page 42

Related reference
Quick Start Wizard Response Form on page 38
Integration Checklist on page 37
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Run the Quick Start Wizard

Run the Quick Start Wizard on your Windows-based computer.

Steps
1) Insert a USB drive into your Windows-based computer.

2) From the Windows desktop, select Start > All Programs > Forcepoint > Sidewinder v8 Admin Console >
Quick Start Wizard.

3) Read and accept the License Agreement.

4) Follow the Quick Start Wizard instructions.
* Use the responses you collected on the Quick Start Wizard Response Form.
* Answer all questions as appropriate for your site.

O Tip: For option descriptions, click Help.

5) Save configuration file to the USB drive.
The file should be saved as qsw_dat afi | e.

Related concepts
Planning your setup on page 21

Related reference
Quick Start Wizard Response Form on page 38
Integration Checklist on page 37

Apply the configuration

Load the configuration and apply it to Sidewinder.

Steps
1) Insert the USB drive containing the Quick Start Wizard configuration file into a USB port on your firewall.

2) Turn on the Sidewinder appliance.

* The firewall automatically loads the configuration information. If you have a terminal or monitor connected
to the firewall, messages appear during the configuration.

* When configuration is complete, the firewall connects to the activation server to automatically activate
the license. If you receive a message, "Unable to get license from server," you must activate the license
manually after you log on to the firewall. When the configuration and licensing process completes, a login
prompt appears.

3) Remove the USB drive from the USB port.
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Configure using other methods

The following procedures explain alternative configuration methods. These methods require connecting through
the management computer or directly to the appliance.

E Note: We recommend that you use the procedure in Configure Sidewinder.

Related concepts

How to use the Admin Console default settings on page 46
How to use a locally attached terminal on page 49

How to use a locally attached management system on page 51

Related tasks
Configure Sidewinder on page 43

How to use the Admin Console default settings

With this method, you can start up the appliance, then log on to the Admin Console using the factory default
configuration settings.

The appliance searches for a configuration file from the command line, PXE boot, USB drive, or a serial port
connected to Sidewinder. If the appliance does not find one and there is no response at the command line, the
appliance loads the default settings.

Internal IP address 192.168.1.250

Note: The Admin Console access control
rule that is automatically created is set to
the internal zone.

(4

External IP address 192.168.2.250
Netmask 255.255.255.0 (both interfaces)
Default gateway 192.168.1.1
Username admin
Password admin
I\(()(;lijnwill be required to change the password upon

Q Tip: Passwords must be at least eight
alphanumeric characters long. We
recommend using a mix of uppercase,
lowercase, numeric, and special
characters.
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<MACaddress>_fwlocal.com
Where <MACaddress> is the MAC address of the first
interface.

Host Name

DNS

Interface type
Administrative privileges
Managed by Control Center
Serial number

Other fields

Prepare the firewall

192.168.1.254
[S] (standard)

[A] (administrator authority)

[N] (not Control Center managed)

00-00000000

Below is a list of the fields that have an initial value of
XXXXX

First Name

Last Name
Phone

Email
Purchased From
Company
Address

City

State

Country

Postal code
License comments

Set up your firewall and cables.

Steps

1) Use a diagram of your network to determine the proper placement of your firewall. Your firewall must be able
to reach the appropriate routers, subnets, and servers (such as mail servers and name servers).

2) Attach the power cord to the system, and plug it into an electrical outlet.

O Tip: If your appliance has redundant power supplies, attach and plug in both power cords. If
only one power supply is connected, the amber indicator blinks, indicating an error.
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3) Connect two network cables for access to:

¢ External network

* Internal network
The Sidewinder appliance network port 1 must be connected to a network. If it is not connected, the
default configuration will not be applied.

E Note: Pay close attention to the cable you connect to each network interface. See the Port
" Identification Guide included in your shipment for cabling information specific to your model.

If you cannot find your model, visit https://support.forcepoint.com to obtain the latest Port
Identification Guide.

Result

CAUTION: Do not turn on your firewall.

Connect with the Admin Console

Sidewinder includes default configuration settings that allow you to complete the configuration from the Admin
Console.

Before you begin

Make sure the Sidewinder appliance network port 1 is connected to a network. If it is not connected, the
default configuration will not be applied.

Steps
1) Turn on the appliance and wait for the configuration to load from the default factory settings.

Note: When the appliance does not find a configuration file and there is no response within

¥ 60 seconds at the command line, the appliance loads the default settings.

2) If you want to designate the IP address and netmask of the internal interface, you must access the appliance
through the console.

a) Press Enter when the appliance searches for the configuration.

b) Press M for minimal configuration and follow the prompts.

3) Connect your management computer to the same network you used for network port 1.

4) Start the Admin Console by selecting Start > All Programs > Forcepoint > Sidewinder v8 Admin
Console > Admin Console.

5) Connect to the firewall internal IP address using the default settings.
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6) Follow the prompts to change your password.

Tip: Passwords must be at least eight alphanumeric characters long. We recommend using a

mix of uppercase, lowercase, numeric, and special characters.
7) Review the license agreement and accept.

Result

You are now logged on to the firewall and can update the configuration as needed.

How to use a locally attached terminal

With this method, you attach a console to Sidewinder and run a text-mode Quick Start Program to create the

initial configuration.

You can use either of the following:

* Terminal or terminal emulator connected to the serial port (use a serial console cable, 6ft, RJ-45 to DB-9

female, part number 403-1132-00)
* Monitor and keyboard connected to the VGA port

E Note: Available ports vary by model.

Figure 13: Connect directly with the text-mode Quick Start Program

Prepare the firewall

Set up your firewall and cables.

Steps

1) Use a diagram of your network to determine the proper placement of your firewall. Your firewall must be able

to reach the appropriate routers, subnets, and servers (such as mail servers and name servers).
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2) Attach the power cord to the system, and plug it into an electrical outlet.

O Tip: If your appliance has redundant power supplies, attach and plug in both power cords. If
only one power supply is connected, the amber indicator blinks, indicating an error.

3) Connect two network cables for access to:

¢ External network
¢ Internal network

E Note: Pay close attention to the cable you connect to each network interface. See the Port
¥ Identification Guide included in your shipment for cabling information specific to your model.
If you cannot find your model, visit https://support.forcepoint.com to obtain the latest Port
Identification Guide.

4) Turn on your firewall.

5) Connect a keyboard and monitor to the VGA port, or connect a terminal or terminal emulator to the serial
port.

Configure the serial connection

If you are using a terminal, select a terminal emulator software program, and set the parameters listed in the
table.

Table 7: Serial connection parameters

Bits per second 9600
Data bits 8
Parity None
Stop bits 1
Flow control None

Run the Quick Start Program

After the firewall starts up and the systems connect, a “Welcome to the Quick Start Program” message appears
on the terminal.

Steps

1) Follow the on-screen prompts to enter the configuration information.

* Use the responses you collected on the Quick Start Wizard Response Form.
* Answer all questions as appropriate for your site.
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2) Review and accept the configuration responses. Messages appear while the configuration is applied.

* When configuration is complete, the firewall connects to the activation server to automatically activate the
license.

Note: If you receive a message, “Unable to get license from server,” you must activate the
license manually after you log on to the firewall.

*  When the configuration and licensing process completes, a login prompt appears.

Related reference
Quick Start Wizard Response Form on page 38
Integration Checklist on page 37

How to use a locally attached management
system

With this method, you connect the Windows-based computer with Management Tools directly to the firewall using
a serial cable, then run the Quick Start Wizard and apply the configuration to the firewall using the serial cable.

Prepare the management system

Initiate preparing the management system with these items.

* Quick Start Wizard responses you collected on the Quick Start Wizard Response Form
* Management Tools installed on a Windows-based computer

Related reference
Quick Start Wizard Response Form on page 38

Prepare the firewall

Set up your firewall and cables.

Steps

1) Use a diagram of your network to determine the proper placement of your firewall. Your firewall must be able
to reach the appropriate routers, subnets, and servers (such as mail servers and name servers).

2) Attach the power cord to the system, and plug it into an electrical outlet.

Tip: If your appliance has redundant power supplies, attach and plug in both power cords. If
only one power supply is connected, the amber indicator blinks, indicating an error.
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3) Connect two network cables for access to:

* External network

* Internal network
E Note: Pay close attention to the cable you connect to each network interface. See the Port
" Identification Guide included in your shipment for cabling information specific to your model.

If you cannot find your model, visit https://support.forcepoint.com to obtain the latest Port
Identification Guide.

4) Using a serial cable, connect one end of the cable to the firewall and the other end to a Windows-based
computer containing the Management Tools.

E Note: Use a serial console cable, 6ft, RJ-45 to DB-9 female, part number 403-1132-00.
5) Turn on your firewall.

Run the Quick Start Wizard

Run the Quick Start Wizard from the Windows desktop.

Steps
1) Select Start > All Programs > Forcepoint > Sidewinder v8 Admin Console > Quick Start Wizard.
2) Read and accept the License Agreement.

3) Follow the Quick Start Wizard instructions.

¢ Use the responses you collected on the Quick Start Wizard Response Form.
* Answer all questions as appropriate for your site.

O Tip: For option descriptions, click Help.

4) From the Quick Start Summary window, apply the configuration to the firewall.

Related concepts
Planning your setup on page 21

Related reference
Quick Start Wizard Response Form on page 38
Integration Checklist on page 37
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CHAPTER 4

Startup

*  What the Admin Console does on page 53

* Activating the license on page 56
*  Complete post-setup tasks on page 61

To start using the firewall, you need to use the Admin Console to connect to the firewall, activate the license, and
complete post-setup tasks.

Related concepts
Admin Console access management on page 565

What the Admin Console does

Use the Admin Console to connect to and manage one or more firewalls.

The Admin Console is the primary user interface for the firewall. The firewall policy must allow Admin Console
access for the zone the Admin Console computer resides in. By default, access is enabled on the internal zone.

E Note: Make sure you use the Admin Console version that you installed.

Related tasks
Install the Management Tools on page 42

Navigating through the Admin Console

The Admin Console contains three main sections.

* Toolbar
e Left pane
* Right pane
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Toolbar

The toolbar contains menus and buttons for completing a variety of actions.

Figure 14: Admin Console menu and toolbar

File Tools Help

New Firewall Rollback Start ticket
| | |
2 d® g0 @
|
Sa\.|re Refresh H!::_-Ip

O Tip: For option descriptions, click Help.

Add a firewall and connect

Using the information on the Quick Start Wizard Response Form, add a firewall and connect to it.

Steps
1) From a Windows desktop on your internal network, select Start > All Programs > Forcepoint > Sidewinder
v8 Admin Console > Admin Console.
2) Add a firewall to the Admin Console.
a) From the toolbar, click New Firewall. The Add Firewall window appears.
b) Complete the information.
c) Click Add.
The firewall appears in the Admin Console tree.
3) To connect, select the firewall in the left pane, then click Connect.
o Tip: If a message appears stating "Failed to connect to SSL server," the firewall might not
have finished restarting. Wait a few minutes, then try connecting again.
4) [Initial connection only] A pop-up window appears with the firewall certificate that will be used for with all

subsequent administrative connections.
* Accept — To accept the certificate, click Yes. The Login window appears.

» Verify — To verify the certificate before accepting it, you must obtain the certificate fingerprint before you
log on to the Admin Console.

Note: If you have not configured remote access, you will need to attach a monitor and

" keyboard directly to your firewall.
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5)

6)

* Using command line, log on to the firewall.
* Type srol e to change to the Admn domain.

e Enter the command: cf cert view fw nanme=Def aul t SSL_Cert .The contents of the certificate
appear.

* Locate the certificate fingerprint at the bottom of the certificate directly beneath the END CERTIFICATE
identifier. Use this fingerprint to verify the fingerprint that appears when you initially connect to the firewall
via the Admin Console.

Log on to the firewall.

a) From the Admin Console tree, select the firewall and click Connect. The Login window appears.
b) Type the administrator's user name, then click OK. The Password Authentication window appears.

c) Type the password, then click Enter. The Feature Notification window appears listing the features that
are licensed on your firewall.

Tip: If you do not want this window to appear again for any firewall, select the Don't show
this again checkbox.

Click Close. The main Admin Console window appears, and you are connected to the Sidewinder appliance.

Related concepts

Activating the license on page 56
Planning your setup on page 21
Startup on page 687

Disconnect from a firewall

End an Admin Console session for a firewall.

Steps

1)

2)

In the left pane, select the firewall.

In the right pane, click Disconnect.
The firewall disconnects from the Admin Console.

E Note: Disconnecting does not shut down the firewall.

O Tip: For option descriptions, click Help.
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Activating the license

After you log on, the firewall automatically attempts to activate the license.

* |If the license activates, a window appears listing the features currently licensed for that firewall.

* |If a message appears, "Unable to get license from server," you must activate the license manually. Until the
license is activated, the firewall operates using a trial license that is valid for 30 days. A trial license includes:

*  Firewall

e Support

* Global Threat Intelligence
* IPS

* Application

* Geo Location

* Anti-Virus

Related tasks

Configure the license tabs on page 59
Verify a license on page 56

Manually activate a license on page 57

Verify a license

Verify a firewall license and its associated features.

Steps
1) From the Admin Console, select Maintenance > License.

2) Click the Firewall tab.

O Tip: For option descriptions, click Help.

3) Examine the Activation Key field to determine if the firewall license is activated.
» If the field is populated with a key, the firewall license is activated.

* If the field is blank, the firewall license did not automatically activate. Manually activate the firewall license
to prevent it from expiring after the trial period ends.

Related concepts
Licensing on page 688
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Manually activate a license

You can manually activate the license for a firewall connected to the Internet, or a firewall on an isolated network.

You can also use the following processes to relicense a firewall. If at any time you change the terms of your
support contract, purchase additional features, or perform a major version upgrade, you must relicense your
system.

E Note: If you relicense to a new system ID, you must call technical support.

License a firewall connected to the Internet

If your firewall is connected to the Internet, you can license it from the Admin Console.

Steps

1)

2)

3)

4)

5)

6)

Locate the serial number for your firewall using the information on the Quick Start Wizard Response Form
you completed earlier.

In the Admin Console, select Maintenance > License. The License window appears.

O Tip: For option descriptions, click Help.

Click the Contact tab, and enter your company contact information.
Click the Company tab, and enter your company information.

Click the Firewall tab, and enter the firewall information:
a) Serial Number — Type the 16-digit alphanumeric serial number for this firewall.

b) System ID — Accept the default.

E Note: Do not change the system ID unless instructed by technical support.

Click Activate firewall. The firewall uses an encrypted HTTPS session to send the license information to the
licensing website.

If the data is complete, a new activation key code appears in the Activation Key field. The Current
Features list updates with the new license information.

Your firewall software and any features you licensed are activated.

Related concepts
Planning your setup on page 21

Related tasks
Configure the license tabs on page 59
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License a firewall on an isolated network

If you are on an isolated network and do not have access to the activation server, you can activate your license
from a computer that has Internet access.

After activating the license and saving the activation key, use the Admin Console to import the activation key into
the firewall.

Obtain an activation key

License a firewall on an isolated network.

Steps

1)

2)

3)

4)
5)
6)

7)

8)

9)

On the Admin Console, select Maintenance > License. The License window appears.

O Tip: For option descriptions, click Help.

Click the Firewall tab.

a) Serial Number — Verify that the 16-digit alphanumeric serial number matches the serial number on the
Quick Start Wizard Response Form you completed earlier.

b) System ID — Accept the default.

E Note: Do not change the system ID unless instructed by technical support.

[Conditional] If your Admin Console computer does not have Internet access, move to a computer that has
access. You will need:

e Serial number
* System ID

Open a web browser, and navigate to http://sidewinder.activations.forcepoint.com.
Browse to the Forcepoint Sidewinder activation page.
Complete the form on the website, and click Submit. A confirmation screen appears.

Verify that the information you entered is correct.

O Tip: If you want to make changes, use the Back button to return to the form.

Click Submit. After approximately one minute, a new webpage appears displaying the activation key.

Follow the on-screen instructions to save the activation key to a USB drive.

Tip: You can continue following the on-screen instructions to import the file using command
line or the Admin Console.
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Related reference
Quick Start Wizard Response Form on page 38

Import the activation key into the firewall

Import the activation key from a USB drive.

Steps

1)

2)

3)

4)

5)

6)

Insert the USB drive into the Admin Console computer.

Select Maintenance > License. The License window appears.

O Tip: For option descriptions, click Help.

Click the Firewall tab.
Click Import Key. The Import Key window appears.

Complete the information.
a) Select Local File.

b) Enter the file name, or click Browse and navigate to the file.

Click OK. The activation key is extracted from the file, and it appears in the Activation Key field.

Your firewall software and any features you licensed are activated.

Related tasks
Run the Quick Start Wizard on page 45
Configure the license tabs on page 59

Configure the license tabs

Configure licensing information on the tabs on the License window.

Configure the Contact tab

Configure license information for the Contact tab.

Steps

1)

2)

Select Maintenance > License. The License window appears.

Click the Contact tab, and enter the contact information.
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3) From the toolbar, click Save.

O Tip: For option descriptions, click Help.

Configure the Company tab

Configure license information for the Company tab.

Steps
1) Select Maintenance > License. The License window appears.
2) Click the Company tab.

O Tip: For option descriptions, click Help.
3) Click the Company Address tab, and complete the information.
4) Click the Billing Address tab, and complete the information.

5) From the toolbar, click Save.

Configure the Firewall tab

Configure license information for the Firewall tab.

Steps
1) Select Maintenance > License. The License window appears.

2) Click the Firewall tab.

O Tip: For option descriptions, click Help.

3) [Conditional] If you are manually activating a license or relicensing a firewall, verify that the 16-digit
alphanumeric serial number matches the serial number on the Activation Certificate or the appliance.

4) Inthe System ID field, accept the default.

E Note: Do not change the system ID unless instructed by technical support.

Related tasks
Manually activate a license on page 57
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Complete post-setup tasks

Perform additional tasks that, depending on your site configuration, might be beneficial starting points for
implementing your policy.

Table 8: Post-setup tasks

Check for updates
and patches.

Configure rule
elements, access
control rules and
groups, and SSL
rules.

Set up accounts for

other administrators.

Reconfigure DNS to
Firewall Hosted.

Configure your
internal mail server
to route email
through the firewall.

If you have a support contract, set your
firewall to automatically load and install
available patches. You can check for
patches manually or check our website
periodically for available patches and other
technical support information.

Access control rules determine which
network flows are allowed and denied, and
SSL rules determine if the firewall inspects
SSL connections.

You might need more than one
administrator account on the system if your
site divides administrative tasks among
several administrators.

Using hosted DNS places the DNS servers
on the firewall's hardened operating
system, which helps prevent any attacks
against these servers from penetrating your
network.

How you do this depends on the email
software you use internally. Note:
E Note: If your routing directs

¥ outbound mail to the firewall,
you do not need any additional
configuration of your internal
mail server.

General maintenance
http://sidewinder.downloads.forcepoint.com

Policy overview
Network objects and time periods

Identity validation
Content inspection
Applications
Application Defenses
Content inspection
Access control rules
SSL rules

General maintenance

DNS (domain name system)

Check your mail server documentation for
help.
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Run Reconfigure
Mail.

Setup an
authentication server
to validate remote
users.

Set the date and
time.

Create a
configuration
backup.

Configure your basic mail services
using the Reconfigure Mail tool. After
configuration is complete, create the
necessary objects and access control
rules.

* Transparent — With this selection:

e Create two access control rules—
one for inbound mail and one for
outbound mail.

* Use the SMTP application.

* Use two Mail (SMTP proxy)
application defenses—one
for inbound traffic and one for
outbound traffic, each with direction-
appropriate settings.

* Secure Split SMTP Servers — With
this selection:

* Create two access control rules—
one for inbound mail and one for
outbound mail.

* Use the Sendmail Server application.

* For each rule, make sure:
* Destination zone is <Any>
* Destination endpoint is <Any>

* Use two Mail (Sendmail) application
defenses—one for inbound traffic
and one for outbound traffic, each
with direction-appropriate settings.

You might need to register the firewall with
that server and perform additional steps.

Accurate date and time are important for
audit records and time-dependent access
control rules.

An initial configuration backup is
automatically created when you first
configure your firewall. If you have made
changes, now is a good time to create
another configuration backup. Backing

up the configuration files lets you quickly
restore a firewall to its desired operational
state. By storing your configuration, you
can:

* Back up your initial configuration.

* Quickly reconfigure your system after a
hardware failure.

Email

Identity validation

General maintenance
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Task Description Related topics

Complete your audit
management setup.

Complete the setup, then test it to make

sure you are getting the results you intend.

Once setup is complete, log files transfer
and roll automatically, giving you the audit
data you need and keeping the firewall
running freely.

Managing log files

Related concepts

Applications on page 70
Managing log files on page 309
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PART II
Policy

Contents

e Policy overview on page 67

*  Network objects and time periods on page 85
e Identity validation on page 93

e Content inspection on page 113

* McAfee EIA on page 147

*  Applications on page 165

¢ Application Defenses on page 179

*  Access control rules on page 197

e SSL rules on page 213

* Policy in action on page 223
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CHAPTER 5
Policy overview

Types of rules on page 67

What access control rules do on page 68
Logic of SSL rules on page 73

Interaction between rule types on page 80
Rule order on page 81

Rules provide the means for applying Sidewinder policy — they determine how the firewall processes network traffic.

Types of rules

There are two types of rules — access control rules and SSL rules.

* Access control rules — Enforce policy on connections that attempt to pass through or connect to the firewall.
* SSL rules — Determine whether the firewall decrypts SSL connections.

The firewall examines both types of rules for each new connection.

Rules are defined using the following types of elements:

* Condition — Determine if a connection matches a rule.

* Action — Specify how a rule processes a connection.

Rule order is important because Sidewinder searches the enabled rules in sequential order, and rules are applied
on a first-match basis.

Related concepts

Interaction between rule types on page 80
Rule order on page 81

Configuring SSL rules on page 213

Related information
Creating and managing access control rules on page 197
Working with policy on page 223
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What access control rules do

Access control rules enforce policy on network flows that attempt to pass through or connect to the firewall. All
network flows that do not match a rule are denied.

Related concepts

Types of access control rules on page 68

Access control rule elements on page 69

Interaction between rule types on page 80
Rule order on page 81

Types of access control rules

There are two types of access control rules.

* Allow rules
* Deny and drop rules

Allow rules

Allow rules permit a connection to proceed to its destination after the firewall inspects it.

In the figure below, an internal client connects to an external HTTP server. For this connection to succeed, it must
match an allow rule.

Figure 15: Allowed connection

Sidewinder

O

:
Internal zone External zone

Client HTTP server

The following rule would allow the connection shown in the table below.

Table 9: Outbound allow rule

Option Selection

Action: Allow Application: HTTP
Source zone: internal Destination zone: external
Source endpoint: Any Destination endpoint: Any
NAT address: localhost Redirect: None
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Deny and drop rules

Deny and drop rules prevent a connection from reaching its destination. A deny rule notifies the sender that the
request was rejected while a drop rule does not.

In the figure below, an internal client attempts to connect to an external HTTP server, but the firewall denies the
connection.

Figure 16: Denied connection

Sidewinder

O

D Internal zone External zone

Client HTTP server

The following rule causes the firewall to deny the connection.

O Tip: A connection is also denied if it does not match any of the active allow rules.

Table 10: Outbound deny rule

Action: Deny Application: HTTP

Source zone: internal Destination zone: external
Source endpoint: <Any> Destination endpoint: <Any>
NAT address: <localhost> Redirect: <None>

Access control rule elements

Access control rules are defined using Condition elements and Types of Action elements.

¢ Condition elements — Determine if a connection matches a rule

*  Types of Action elements — Specify how a rule processes a connection

Table 11: Rule element processing

Does the connection match the condition
elements?

Yes The rule handles the connection according to the
specified action elements

No The connection passes to the next rule

The following sections describe these rule elements and provide an overview of how to use them in a rule.
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Condition elements for access control rules

Sidewinder examines the condition elements specified on a rule to determine if a connection matches that rule.

The condition elements are as follows.

Applications

We have an extensive list of applications that classify network flows based on function. To specify which network
applications are managed by an access control rule, select one or more applications.

Each application identifies the following, which simplifies administration:

* Ports
*  Protocols

e Signatures

Customize the application or tailor the access control rule to meet your needs.

Related information
Using applications in policy on page 165

Source and destination

A rule matches the source and destination of a connection based on the specified endpoints, zones, and user
groups.

Table 12: Source and destination elements

e

Endpoints Match the source and destination of a connection based on the network identity of the
source or destination host.

Use network objects to specify endpoints. Network objects identify hosts based on
network attributes such as IP address or host hame.

* Source endpoints are specified using network objects, which define the identity of a
host using network characteristics, such as an IP address or host name.

* Destination endpoints are specified using network objects and SmartFilter URL
categories.

Zones Match the network region that contains the endpoint .
* A rule can reference a single zone, multiple zones, or a zone group.
* If no endpoints are specified, all endpoints in the specified zone are allowed.
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User groups Match the source of a connection based on the identity of the user that is logged on to
the initiating host.
Specify users and user groups as source attributes of SSL rules. User identity is
established using two types of identity verification:

* Passive — If your organization uses Microsoft Active Directory, each user is defined
in an Active Directory object. The firewall monitors the authentication status, group
membership, and current IP address of each user by communicating with the
McAfee Logon Collector agent, which is installed on a Windows server. Users are not
prompted for authentication by the firewall.

* Active — The firewall prompts users to provide credentials.

Global Threat Intelligence

McAfee Global Threat Intelligence is an Internet reputation service that assigns a reputation score to an IP
address based on the behavior attributes of the traffic it generates.

A reputation score is like a credit score that indicates the trustworthiness of an IP address. When enabled on
a rule, Global Threat Intelligence matches the source or destination of a connection based on the specified
reputation categories.

Time Periods

Time periods determine the segment of time a rule is in effect.

Time periods can be recurring, making the rule active for the same time on the same day every week, or
continuous, making the rule active one time only.

The lifetime of a rule can also be controlled by delaying the start time and scheduling an end time.

Types of Action elements

Action elements determine how the firewall processes a connection if it matches a rule.

The action elements are:

* Action

° NAT

* Redirect

* Audit

* Intrusion Prevention System (IPS)
* Application Defenses

Action

The action determines how a rule primarily processes a matching connection.

The actions are:

* Allow — Permits the connection to continue to its destination.

* Deny — Prevents the connection from going through the firewall and sends the source a message that the
request was rejected.

Policy overview | 71



Sidewinder 8.3.2P03 and later | Product Guide

* Drop — Prevents the connection from going through the firewall without notifying the source.

NAT

Network address translation (NAT) replaces the source IP address of a connection with a new source IP address.
NAT is enabled on an access control rule by selecting a network object or <localhost>, which uses the firewall’'s
IP address in the destination zone.

NAT is commonly used to allow hosts in a private address space to communicate with hosts in a public network.

In the example illustrated below, an internal host (192.168.0.50) initiates a connection to an external host
(2.2.2.2). Because the source host has a private IP address, the firewall changes the source IP to its own
external IP address (1.1.1.1) using NAT.

Figure 17: NAT in action

O

Sidewinder -
Translated source

address: 1.1.1.1

Source address: Destination
192.168.0.50 address: 2,2.2.2

The outbound access control rule must translate the internal host address to the firewall’s external address.

Table 13: Outbound NAT rule

Source zone: internal Destination zone: external
Source endpoint: 192.168.0.50 (internal host) Destination endpoint: 2.2.2.2 (destination host)
NAT: <localhost> Redirect: <None>

E Note: In an audit entry for a rule using NAT, the source IP is the original source IP. The NAT
" address does not appear in the audit.

Redirect

Redirection replaces the destination IP of a connection with a new destination address. A redirect is enabled on
an access control rule by selecting a network object.

In the figure below, an external client (2.2.2.2) initiates a connection to the Sidewinder external IP address
(1.1.1.1). The firewall redirects the connection to the appropriate internal server (192.168.0.50).

Figure 18: Redirection in action

- Sidewinder -y
Criginal destination
Redirected destination address: 1.1.1.1 Source acddress:
address: 192.168.0.50 2.2.2.2
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The inbound access control rule must redirect the connection to the internal host.

Table 14: Inbound redirect rule

Source zone: external Destination zone: external

Source endpoint: 2.2.2.2 (external client) Destination endpoint: 1.1.1.1 (external firewall
address)

NAT address: <None> Redirect: 192.168.0.50 (internal server)

Audit

Audit levels determine how much audit data a rule generates. By default, all rules generate connection data
that includes the connection's source, destination, and application. The amount of audit data generated can be
increased to aid in troubleshooting or decreased to include errors only.

Intrusion Prevention System (IPS)

The IPS area consists of both a signature group and a response mapping. The signature group identifies which
signatures of known network-based intrusion attacks to compare to the connection. The response mappings
indicate what to do if an attack is recognized.

Available response mappings are:

*  Allow
* Deny
* Drop
* Blackhole

Application Defenses

Application Defenses determine application-specific constraints and filtering actions.

* Protocol enforcement — Enforces RFC (Request for Comments) standards and allowed parameters;
configurable parameters include headers, commands, versions, and file sizes

* Connection settings — Control timeouts, request and response rates, error and control messages, and the
audit rate

* Virus protection — Scans connections for viruses and spyware
* SmartFilter web filtering — Filters HTTP-based applications

Logic of SSL rules

SSL rules determine whether the firewall decrypts SSL connections. Regardless of an SSL rule match, SSL
connections must match an access control rule to pass through the firewall.

Use an SSL rule when you want to identify and inspect SSL-encapsulated applications.

O Tip: Applications that use SSL include SSL ports (example: SSL/443).
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Types of SSL rules

Available rule actions vary depending on the selected SSL rule type.

Table 15: SSL rule types and actions

SSL rule type Available SSL rule actions

<Any> — Exempts matching connections from No decryption — Exempts the connection from
decryption regardless of whether they are inbound or | matching subsequent SSL rules

outbound

Outbound — Protects clients behind the firewall * No decryption J— Exempts the connection from

matching subsequent SSL rules

* Decrypt/re-encrypt — Decrypts the connection so
the content can be inspected, then re-encrypts it

Inbound —_ ProteCtS servers beh|nd the ﬁreWa” ° No decryption J— Exempts the Connection from
matching subsequent SSL rules

* Decrypt only — Decrypts the connection so the
content can be inspected

Note: The connection leaves the

" firewall decrypted.

* Decrypt/re-encrypt — Decrypts the connection so
the content can be inspected, then re-encrypts it

Outbound SSL rules

Outbound SSL rules process encryption for SSL connections that originate from clients protected by the firewall.

Two actions are available:

No decryption for outbound connections

No decryption SSL rules exempt outbound connections from matching subsequent SSL rules.

In the figure below, an internal client connects to an external HTTPS banking server. The connection remains
encrypted from end to end.

Figure 19: Outbound no decryption connection

Sidewinder

O Encrypted HTTPS connection [

-
Internal zone l External zone

HTTPS client HTTPS banking server

Tip: The SSL rule below is required only if you need to exempt the connection from matching a
subsequent decrypting SSL rule.
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Table 16: Required rules

Access control rule SSL rule I

Action: Allow Application: SSL/TLS Type: Outbound
Source zone: internal Destination zone: Action: No decryption Port: <Any> or 443
external
Source endpoint;: <Any> | Destination endpoint: Source zone: internal Destination zone:
<Any> external
NAT: <localhost> Redirect: <None> Source endpoint: <Any> | Destination endpoint:
Finance/Banking (URL
category)

E Note: The example rules above illustrate one of several ways to achieve this outcome.

Decrypt/re-encrypt for outbound connections

Decrypt/re-encrypt SSL rules decrypt matching connections to perform SSL content inspection. Before the

connection leaves the firewall, it is re-encrypted.

In the figure below, an internal client connects to an external server. The firewall decrypts the connection,
inspects it, re-encrypts it, then forwards the encrypted connection to the server.

Figure 20: Outbound decrypt/re-encrypt connection

Sidewinder

O Encrypted HTTPS connection Decrypted HTTPS connection

Re-encrypted HTTPS connection

Py — — — — — — = -
Internal zone

HTTPS client

External zone

HTTPS server

The following rules are required to take the action shown in the table below.

' Tip: To avoid certificate errors, the clients must trust the firewall CA certificate.

Table 17: Required rules

Access control rule SSL rule

Action: Allow Application: HTTP or Type: Outbound
SSL/TLS

Source zone: internal Destination zone: Action: Decrypt/re- Port: <Any> or 443
external encrypt

Source endpoint: <Any> | Destination endpoint: Source zone: internal Destination zone:
<Any> external

NAT: <localhost> Redirect: <None> Source endpoint: <Any> | Destination endpoint:

<Any>

E Note: The example rules above illustrate one of several ways to achieve this outcome.
|4
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Inbound SSL rules

Inbound SSL rules process encryption for SSL connections that are destined for servers protected by the firewall.

The following actions are available.

No decryption for inbound connections

No decryption SSL rules exempt inbound connections from matching subsequent SSL rules.

In the figure below, an external client connects to the firewall external IP address and is redirected to an internal
server. The connection remains encrypted from end to end.

Figure 21: Inbound connection without decryption

Sidewinder

1 Encrypted HTTPS connection O

Internal zone J External zone

Server Client

The following rules are required to take the action shown in the following figure.

Tip: The SSL rule below is required only if you need to exempt the connection from matching a
subsequent SSL rule.

Table 18: Required rules

Access control rule SSL rule

Action: Allow Application: SSL/TLS Type: Inbound

Source zone: external Destination zone: Action: No decryption Port: <Any> or 443
external

Source endpoint: <Any> | Destination endpoint: Source zone: external Destination zone:
Firewall external IP external

NAT: <None> Redirect: Server IP Source endpoint: <Any> | Destination endpoint:

<Any>
E Note: The example rules above illustrate one of several ways to achieve this outcome.

Decrypt only

Decrypt only SSL rules decrypt matching connections to perform SSL content inspection. When the connection
leaves the firewall, it remains decrypted.

In the figure below, an external client connects to the firewall external IP address and is redirected to an internal
server. The firewall decrypts the connection, inspects it, then redirects the decrypted connection to the server on
port 80.
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Figure 22: Inbound connection with decryption

Sidewinder
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The following rules are required to take the action shown in the table below.

Table 19: Required rules

Access control rule SSL rule

Action: Allow Application: HTTP or Type: Inbound
SSL/TLS

Source zone: external Destination zone: Action: Decrypt only Port: <Any> or 443
external

Source endpoint: <Any> | Destination endpoint: Source zone: external Destination zone:
Firewall external IP external

NAT: <None> Redirect:: Server IP Source endpoint: <Any> | Destination endpoint:
Redirect port: 80 <Any>

Decrypt/re-encrypt for inbound connections

Decrypt/re-encrypt SSL rules decrypt matching connections to perform SSL content inspection. Before the
connection leaves the firewall, it is re-encrypted.

In the figure below, an external client connects to the firewall external IP address and is redirected to an internal
server. The firewall decrypts the connection, inspects it, re-encrypts it, then redirects the encrypted connection to
the server.

Figure 23: Inbound connection with decryption and re-encryption

Sidewinder
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The following rules are required to take the action shown in the table below.

Table 20: Required rules

Access control rule SSL rule

Action: Allow Application: HTTP or Type: Inbound
SSL/TLS

Source zone: external Destination zone: Action; Decrypt/re- Port: <Any> or 443
external encrypt

Policy overview | 77




Sidewinder 8.3.2P03 and later | Product Guide

Access control rule SSL rule

Source endpoint: <Any> | Destination endpoint: Source zone: external Destination zone:
firewall external IP external
NAT: <None> Redirect: Server IP Source endpoint: <Any> | Destination endpoint:
<Any>

E Note: The example rules above illustrate one of several ways to achieve this outcome.
4

SSL rule elements

SSL rules are defined using Condition and Action elements.

* Condition elements — Determine if a connection matches a rule
* Action element — Specifies how a rule processes a connection

Table 21: SSL rule element processing

Does the connection match the condition
elements?

Yes The rule handles the connection according to the
specified action elements

No The connection passes to the next rule

Condition elements for SSL rules

Sidewinder examines the condition elements specified on an SSL rule to determine if an SSL connection
matches that rule.

e SSL rules only match SSL connections.

*  Non-SSL connections are not examined.

Ports

An SSL rule matches the destination port of a connection based on the specified TCP ports.

Source and destination

A rule matches the source and destination of a connection based on the specified endpoints, zones, and users.

Table 22: Source and destination elements

et oaserpion

Endpoints Match the source and destination of a connection based on the network. address of the
source or destination host Use network objects to specify endpoints. Network objects
identify hosts based on network attributes such as IP address or host name.
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Zones Match the network region that contains the endpoint.

* Arule can reference a single zone, multiple zones, or a zone group.
* If no endpoints are specified, all endpoints in the specified zone are allowed.

Users and groups Match the source of a connection based on the identity of the user that is logged on to
the initiating host. Specify users and user groups as source attributes of access control
rules. User identity is established using two types of identity verification:

* Passive — If your organization uses Microsoft Active Directory, each user is defined
in an Active Directory object. The firewall monitors the authentication status, group
membership, and current IP address of each user by communicating with the
McAfee Logon Collector agent, which is installed on a Windows server. Users are not
prompted for authentication by the firewall.

* Active — The firewall prompts users to provide credentials.

Action element for SSL rules

The action determines how a rule primarily processes a matching connection.

* No decryption — Exempts the connection from matching subsequent SSL rules; the connection remains
encrypted

* Decrypt only — Decrypts the connection so the content can be inspected
E Note: The connection leaves the firewall decrypted.

* Decrypt/re-encrypt — Decrypts the connection so the content can be inspected, then re-encrypts it
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Interaction between rule types

When the firewall processes a new connection, it checks access control rules and SSL rules as shown by the
figure below.

Figure 24: Rule processing

New connection
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Does 55L rule and identify
ssL? e ves decrypt? application based on
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=/41&&:‘:&:5

o control rule?

Because SSL connections are encrypted, decryption is required to fully identify the applications used in SSL
connections.

* If an SSL connection is decrypted by an SSL rule, the content of the connection is examined to identify the
application.

* If an SSL connection is not decrypted by an SSL rule, the application must be identified without examining the
connection content.

* In some cases, the application can be identified based on other factors such as port or packet data.

* If no identifying factors are available, the application is identified as SSL/TLS.

The access control rule that matches the SSL connection must take into account whether the connection was
decrypted by an SSL rule, since decryption allows the application to be more accurately identified. For example,
consider how an access control rule to allow HTTPS connections changes if the connection is decrypted.
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Table 23: Rules to allow HTTPS connections

Decrypted by Application identified as... Application required on access control rule
SSL rule?

Yes HTTP Several options are available:
e SSL/TLS — Matches all applications inside the SSL
connection

* HTTP — Matches only HTTP-based applications inside
the SSL connection

* HTTP-based application — Matches only that specific
application inside the SSL connection (for example:
Facebook)

No SSL/TLS SSL/TLS
E Note: If the access control rule that matches the SSL connection specifies an Application
" Defense group that does not assign an HTTP Application Defense (for example: the connections
settings group initially specified as the <Default Group>), the following SSL rule Decrypt/

Re-encrypt selections are not enforced: Display notification to web browser and Perform
certificate hostname matching.

Rule order

The order in which access control rules and SSL rules appear in your policy is significant.

When the firewall receives a connection, it searches the enabled rules in sequential order. If the connection
does not match the condition elements of the first rule, it forwards to the next rule. The first rule that matches
the connection manages the connection. Once a rule matches, the rule processes the connection based on the
configured action elements, and the search stops.

The following figure depicts first-match processing for access control rules.
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Figure 25: How a connection matches an access control rule
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Rule placement

Place specific rules before general rules.

For example, if you want to deny access to social networking applications and allow web browsing, put the rule to
deny social networking before the rule that allows web browsing.

Both the access control rule list and the SSL rule list contain a final default rule that indicates how the firewall
processes connections that do not match a previous rule.

Table 24: Default last rule for access control and SSL rule lists

Access control rules Deny All

SSL rules Exempt All

All connections that reach it are
denied; even if the rule is deleted,
the firewall denies connections that
do not match an access control
rule.

All connections that reach it are
exempted from decryption; even
if the rule is deleted, connections
that do not match an SSL rule are
exempted from decryption.
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CAUTION: Do not disable or delete the logon rules located in the Administration rule group or
place them below the Deny All rule.

Scenario for ordering access control rules

Suppose you want to deny access to Facebook and allow access to all other HTTP-based applications. The
scenarios below illustrate correct and incorrect access control rule placement.

* Correct rule order — To deny a particular application, place the deny rule before the allow rule.

Table 25: Correct rule placement

Rule 1: Deny Facebook for all internal systems to all external systems.
Rule 2: Allow HTTP for all internal systems to all external systems.

* Incorrect rule order — The following table shows a rule order that is incorrect for this scenario.

Table 26: Incorrect rule placement

Rule 1: Allow HTTP for all internal systems to all external systems.

Rule 2: Deny Facebook for all internal systems to all external systems.

Problem: When an internal system attempts to connect to Facebook, the firewall checks rule 1. Because that
rule allows access to all HTTP-based applications, the firewall detects a match, stops searching the rules, and
grants the connection.
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@ CHAPTER 6
Network objects and time periods

*  Types of network objects on page 85
Manage network objects on page 86
Manage netgroup membership on page 89
Manage time periods on page 90

Network objects can be used as endpoints in access control and SSL rules. Use network objects to simplify rule

creation.

A network object is the source or destination of a connection to or through the Sidewinder appliance.

Types of network objects

A network object can be any of these types.

IP address — Specifies an IP address. Use an IP address network object in a rule to allow or deny a network
connection based on the source or destination IP address.

IP range — Specifies a range of IP addresses. Use an IP range network object in a rule to allow or deny a
network connection based on a range of a source or destination IP addresses.

Subnet — Specifies an IP address subnet. Use a subnet network object in a rule to allow or deny a network
connection based on the subnet of source or destination IP address.

Netmap — Maps multiple IP addresses and subnets to alternate addresses. A netmap network object
removes the need to create numerous rules.

A netmap consists of one or more netmap members. A netmap member is any IP address or subnet that you
add to a netmap. Each member in the netmap is mapped to an alternate address or subnet that you specify.

Domain — Specifies a domain. Use a domain network object in a rule to allow or deny a network connection
based on the source or destination domain.

Domain objects have features that set them apart from other network objects. Before using domain objects in
rules, note the following:

* Domains are dependent on DNS. Because DNS is beyond administrator control, the use of domain
network objects can be a security risk.

* Domain objects require a DNS lookup each time they are used. These DNS lookups can slow
performance.

Note: [P filtering does not work on rules that follow a rule that uses a domain object. Rules

" that follow will be processed using proxies.

Host — Specifies a host name. Use a host network object in a rule to allow or deny a network connection
based on the source or destination host.
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E Note: In IP filter rules, the localhost network object is supported, but DNS-resolvable host
" names should be avoided. DNS-resolvable host names become inoperative during any periods
when the appropriate DNS server is unavailable or unreachable.

* Geo-Location — Specifies the country of origin of an IP address. More than one country can be included in
a single Geo-Location network object. Use a Geo-Location network object in a rule to allow or deny a network
connection based on source or destination countries.

E Note: Periodically update the Geo-Location database to ensure that you have the latest
r country database.

* Netgroup — Groups multiple network objects into a single network object. Use a netgroup network object to
reference multiple network objects in a single rule.

Tip: You might find it more convenient to create all of your network objects before defining
your netgroup objects. That way, as you set up your netgroup objects, you will be able to
immediately assign the desired network objects to the group.

Related tasks
Manage service updates on page 600

Manage network objects

View, create, and maintain network objects.

Steps
1) Select Policy > Rule Elements > Network Objects. The Network Objects window appears.
O Tip: For option descriptions, click Help.
This window lists the network objects currently configured on the Sidewinder.

2) Use the toolbar to perform the listed tasks.
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Task

Create a network
object

Steps

1) Click New.

2) Select an object from the drop-down menu.

3) Configure the selected Network Objects window that appears.

E Note: The name you create here is what you will see as endpoints
" when you create an access control rule or SSL rule. You will not see

any of the object’s values, so make a descriptive name to ensure that
you will recognize it in the rule windows.

4) Click Add.

Task

‘

Create a netgroup

1)

Click New Group. The Netgroup window appears.

2) Configure the Network Objects: Netgroup window.

3) Click Add.

Task

‘

Modify an existing
network object or
netgroup

Select the object from the list.

2) Click Modify.
3) Make your changes in the Network Objects window.
4) Click OK.

(Read-only administrators can click View to view a network object or netgroup.)

Task

«“

View a network
objects or netgroup

Steps
1)

Select the object from the list.
2) Click Modify.

(Read-only administrators can click View to view a network object or netgroup.)
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Task

L

Steps

Delete an existing | 1) Select the object from the list.
network object or
t
netgroup 2) Click Delete. A message appears asking you to confirm the deletion.
3) Click Yes.
Task Steps
Create a duplicate of | 1)  Select the object from the list.
an existing network
ject t
objectornetgroup |, ik puplicate.
3) Change the name and make any desired changes.
4) Click Add.

Task

«“

Rename a network
object or netgroup

Steps

1) Select the object from the list.

2) Click Rename.
3) Type the new name in the Network Objects window.

4) Click OK.

Task

«“

View where a
particular network
object or netgroup
isused

Steps

1) Select the object from the list.

2) Click Usage. The Usage window appears listing the netgroups, netmaps, and rules

that use the network object or netgroup.

Task

«“

Delete unused
network objects

Steps

1) Click Delete unused network objects. The Delete unused objects window
appears.

2) Select the objects that you want to delete.

3) Click OK.
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T e

Search for specific | Type your search criteria in the Find field. Objects with matching elements appear in the
elements in the list | list.

e e

View or modify the | 1)  Select the object from the list.
group membership

of a network objector 2
netgroup )

Click Groups Object In. The Group Membership window appears.
3) Select the groups to assign the network object to.

4) Click OK.

Manage netgroup membership

Manage the groups that a network object belongs to.

You can modify a group membership in two ways:

* Modify the group:
1) In the Network Objects window, select the desired netgroup from the list.

2) Click Modify.
3) Make the membership changes in the Netgroup window.
4) Click OK.

* Modify the group member:
1) Inthe Network Objects window, select a network object from the list.

2) Click Groups Object In. The Group Membership window appears.
O Tip: For option descriptions, click Help.
3) Move groups to and from the Selected list.

4) Click OK.
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Manage time periods

A time period is a rule element that can specify a segment of time a rule is in effect. Time periods can be selected
on access control rules.

Use the Time Periods

Steps

window to view, create, and maintain time periods.

1) Select Policy > Rule Elements > Time Periods. The Time Periods window appears.

9 Tip: For option descriptions, click Help.

2) Use the toolbar or

the lower pane to perform the listed tasks.

Task

Create a new time
period

Steps

1) Click New. The Time Periods: New Time Period window appears.
2) Configure the fields for the new time period.

3) Click Add.

Task

Modify a time period

Steps

1) Select a time period from the list.

2) Do one of the following:
* Modify the settings in the lower pane.
* Click Modify. The Time Periods: Modify Time Period window appears.
1) Make your changes.

2) Click OK.

Task

«“

View a time period

Steps

Select a time period from the list. Information about that time period appears in the lower
pane.

Task

Delete a time period

Steps

1) Select a time period from the list.
2) Click Delete. A message appears asking you to confirm the deletion.

3) Click Yes.
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Task

Rename a time
period

Steps

1) Select a time period from the list.
2) Click Rename. The Time Periods: rename window appears.
3) Type a new name.

4) Click OK.

Task

L

View which rules are
using a time period

Steps

1) Select a time period from the list.

2) Click Usage. An Info window appears, listing all the rules that use the selected time
period.

Task

L

Search for specific
elements in the list

Steps

Type your search criteria in the Find field. Time periods with matching elements appear
in the list.

Network objects and time periods | 91




Sidewinder 8.3.2P03 and later | Product Guide

Network objects and time periods | 92



CHAPTER 7
Identity validation

Validating users and user groups on page 93
Passive identity validation on page 94

Active identity validation on page 95

Users and user groups on page 106

The firewall can validate the identity of matching users trying to gain access. Identity can be validated in a passive or
active way.

Validating users and user groups

A user is a person who uses the networking services provided by the firewall. A user group is a logical grouping
of one or more users, identified by a single name.

Users and groups can be used as matching elements in access control rules and SSL rules.

E Note: Users that do not match a rule are not explicitly denied and could be allowed by a
é subsequent rule.

The firewall can validate the identity of matching users trying to gain access. Identity can be validated in two
ways:

* Passive — All user status information is stored on a Microsoft Active Directory server. McAfee Logon
Collector gathers this information, and you configure a Passive Passport on the firewall to communicate with
McAfee Logon Collector. Users are not prompted for authentication by the firewall.

* Active — An authenticator is configured on the firewall, and the firewall prompts users to provide credentials.
You can configure an Active Passport so that an authenticated user’s source IP address is cached, and
subsequent connection attempts are not prompted for authentication.

Tip: You can also use McAfee EIA to collect user and connection information from Windows-
based systems.

E Note: All IP addresses in identity validation must be IPv4.

This chapter explains how to configure passive and active identity validation, and how to manage users and user
groups.
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Related concepts

Passive identity validation on page 94
Active identity validation on page 95
Users and user groups on page 106
How McAfee EIA works on page 147

Passive identity validation

You can use Passive Passport to allow matching users to connect without prompting for authentication.

If your organization uses Microsoft Active Directory, each user is defined as an Active Directory object.

The firewall monitors the authentication status, group membership, and current IP address of each user by
communicating with the McAfee Logon Collector software, which is installed on a Windows server. Users are
authenticated by the Active Directory server. They are not prompted for authentication by the firewall.

The following high-level tasks must be performed to use Passive Passport.

1) Define users on an Active Directory server.

2) Install McAfee Logon Collector on a Windows server. Refer to the McAfee Logon Collector Product Guide for
information.

3) On the firewall Passport window, enable Passive Passport and configure the connection between the
firewall and McAfee Logon Collector.

4) In the Rule Properties window for access control rules or SSL rules, allow connections for selected users
and groups based on organizational criteria.

To configure Passive Passport:
1) Select Policy > Rule Elements > Passport. The General tab of the Passport window appears.

O Tip: For option descriptions, click Help.

2) Select Passive (MLC).

3) Configure the connection between the firewall and McAfee Logon Collector.
* [P address — Enter the address of the server that McAfee Logon Collector is installed on.

* Certificate — The MFE_Communication_Cert certificate is selected by default to identify the firewall to
McAfee Logon Collector. You can select your own certificates if you want.

O Tip: Click Test MLC Connection to verify connectivity with McAfee Logon Collector.
4) Click the Advanced tab.

5) Select the CA that should be used for validation of the McAfee Logon Collector connection:
* To use the McAfee Logon Collector default self-signed certificate, click Retrieve MLC Root Cert.
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¢ To use a previously defined CA, select a CA from the Cert Authority drop-down list.

6) Inthe User cache timeout field and drop-down list, set the length of time that users and groups are cached
on the firewall when not connected to McAfee Logon Collector.

7) Save your changes.

Active identity validation

Active identity validation requires a user to provide a user name and valid password and/or a special passcode or
personal identification number (PIN) before being logged on to a server.

To use active identification, configure an authenticator and then do either of the following:

* Configure Active Passport for that authenticator. Active Passport caches the source IP address of an
authenticated user for a specified time. Subsequent connection attempts from the same IP address are
allowed without prompting for authentication.

* Select the configured authenticator when creating an access control rule. Depending on the authentication
method used, a person must provide a user name and valid password and/or a special passcode or personal
identification number (PIN) before being logged on to a server.

E Note: Active identification cannot be established by an SSL rule. However, users that are first
r granted an active passport by an access control rule can subsequently match an SSL rule.

Related concepts

Active Passport configuration on page 95
Authenticator configuration on page 100
User password management on page 104

Active Passport configuration

Active Passport associates an authenticated user with their IP address. A Passport is acquired by successfully
logging on using a designated authenticator.

1) On the Authenticators window, you configure authenticators.
2) On the Passport window, you select authenticators that can be used to acquire an Active Passport.

3) Create an access control rule and include the following selections:
¢ Authenticator — <None/Passport >

e Users and Groups — <Authenticated> or specific users and groups

4) After a user successfully authenticates the network connection using a designated authenticator, they
acquire an Active Passport and their IP address is cached for a specified time. Subsequent connection
attempts from the same IP address are assumed to be from the same authenticated user, and if <None/
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Passport> is the authentication method for the rule, the connection is allowed without prompting for
authentication.

Active Passports can be revoked in these ways:

A Passport can expire after a configured time has passed.
A Passport can expire after a configured idle period.
An administrator can revoke a Passport directly.

Active Passport options

There are several ways to use Active Passport.

Authenticator groups — You can designate a group of authenticators that can be used to acquire a
Passport. If Passport is the authentication method in a rule, any of the selected authenticators can be used to
authenticate the connection and acquire a Passport.

Require a web login — You can require an HTTP connection to acquire an Active Passport. Users are
redirected from a web request to an authentication logon page, or they can go directly to the web logon page.
Active Passport authentication for other connection types are denied.

After a user has been authenticated, a “Successful Login” browser window appears and the user is redirected
to the requested web page. Any type of connection with an Active Passport authentication method is then
allowed for the life of the Active Passport.

Active session mode — You can use active session mode with web logon to require the Active Passport
holder to maintain an open HTTP network connection to the firewall. This increases security when multiple
users share the same IP address, for example, if a computer is shared or if users connect through a VPN
concentrator.

When active session mode is enabled, the “Successful Login” browser window must remain open during

the life of the Active Passport. Other browser windows must be used to access web sites. If the user was
redirected to the web logon page, the “Successful Login” browser window contains a link to the requested web
page.

A heartbeat message periodically tests the HTTPS connection and refreshes the “Successful Login” web
page. If the connection is broken, the Active Passport is revoked. The Active Passport can also be revoked by
clicking Stop on the browser window, closing the browser window, or restarting the computer. When an Active
Passport is revoked, all of the sessions that were authorized by that Active Passport are closed.

Other authentications — Because an Active Passport holder does not need to be authenticated for
subsequent connections, Active Passport can be used for encrypted services or for services that do not have
an authentication mechanism, such as ping.

Configure Active Passport

Configure the firewall to authenticate users with Active Passport.

Select Policy > Rule Elements > Passport.

O Tip: For option descriptions, click Help.

Create and modify Active Passports using these tasks.
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Configure an inband Active Passport

Configure Active Passport to authenticate inband.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) On the General tab, make the following selections:
* Inband

« Authenticators used to establish Passport credentials — Select the authenticators that can be used
to acquire an Active Passport. Configured authenticators populate this list.

« Default authenticator — Select the authenticator used by default for connections that have Passport as
the authenticator on the Rules Properties window.

2) Onthe Advanced tab, configure the Active authentication options.

3) Save your changes.

Require an HTTP connection to acquire an Active
Passport

Users will need to authenticate through a web page before they are assigned an Active Passport.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) On the General tab, make the following selections:
* Web login
* Authenticators used to establish Passport credentials — Select the authenticators that can be used
to acquire an Active Passport. Configured authenticators populate this list.

* Default authenticator — Select the authenticator used by default for access control rules that have
<None/Passport> as the authenticator.

2) Inthe Advanced tab, configure the Active authentication options and Web login settings.

3) Save your changes.
Users can also access the authentication logon page by directing their browser to:
https://firewall_address:8111/login.html

If a user wants to log off of the Active Passport cache manually (before their authentication cache expires),
they can point their browser to:

https://firewall_address:8111/logout.html
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Require an Active Passport holder to maintain an open
network connection to the firewall

Require a user to maintain an active connection through the firewall to keep their Active Passport.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) On the General tab, make the following selections:
*  Web login with active session mode

¢ Authenticators used to establish Passport credentials — Select the authenticators that can be used
to acquire an Active Passport. Configured authenticators populate this list.

* Default authenticator — Select the authenticator used by default for access control rules that have
<None/Passport> as the authenticator.

2) On the Advanced tab, configure the Active authentication options and Web logon settings.

* Use the Refresh period field to configure how frequently a heartbeat message is sent to the “Successful
Login” web page. A heartbeat message periodically tests the HTTPS connection and refreshes the page.
If the connection is broken, the Active Passport is revoked.

* Use the Grace period field to configure how many seconds the HTTPS connection can be broken before
the Active Passport is revoked.

E Note: Timeouts vary among web browsers. A high refresh period could result in revoked
¥ Active Passports for some browsers due to the HTTPS connection timing out.

3) Save your changes.

Revoke the Active Passport authentication cache for
users

Revoking an Active Passport forces the user to authenticate to the firewall at the next connection.

Steps
1) Click Manage Passports.

O Tip: For option descriptions, click Help.

2) Select a user and click Revoke Passport(s).
To revoke all users, click Revoke All Passports.

3) Click Close.

Result

E Note: This revokes only Active Passports.
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Browser settings for non-transparent Active
Passport

Users connecting over non-transparent HTTP or HTTPS must correctly configure their browser proxy settings to
access the authentication page.

Specifically, users must:

* Create an exception for the firewall address on port 8111.

* Configure a separate port for secure connections.

Configure Passport for Internet Explorer

Configure browser settings for Microsoft Internet Explorer 8.

Steps
1) Select Tools > Internet Options > Connections.
2) Select the connection to configure and click Settings or LAN settings. The settings window appears.

3) Select the Use a proxy server for this connection checkbox, then click Advanced. The Proxy Settings
window appears.

4) Inthe HTTP field, type the firewall address and port 80.
5) Inthe Secure field, type the firewall address and port 443.

6) [Conditional] If the clients are using non-transparent HTTP, in the Exceptions field, add an entry in the form
<firewall_address>:8111.
Example: 192.0.2.0:8111

Tip: Alternatively, on the settings window, you can select the Bypass proxy server for local
addresses checkbox.

7) Click OK, then click OK again.

Configure Passport for Firefox

Configure browser settings for Mozilla Firefox 3.6.

Steps

1) Select Tools > Options > Network.

2) Click Settings. The Connection Settings window appears.
3) Select the Manual proxy configuration option.

4) Inthe HTTP Proxy field, type the firewall address; in the Port field, type 80.
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5)

6)

7)

In the SSL Proxy field, type the firewall address; in the Port field, type 443.

[Conditional] If the clients are using non-transparent HTTP, in the No Proxy for field, add an entry in the
form <firewall_address>:8111.
Example: 192.0.2.0:8111

Click OK, then click OK again.

Authenticator configuration

When users trying to make a network connection match an access control rule, you can use authenticators to
validate their identity.

1)

2)

3)

You configure an authenticator on the Authenticators window.
Select the authenticator in the access control rule.

A user matching the rule is prompted to provide a user name and valid password and/or a special passcode
or personal identification number (PIN) before being logged on to a server.

Authenticators can be used to establish Active Passport credentials, which caches the source IP address so that
subsequent connections are not prompted for authentication.

The following applications support authenticators:

Admin Console

HTTP and HTTP-based applications
FTP

Login Console

SOCKS Proxy

Telnet

Telnet Server

SSH Server

Authenticator options

You can create the following authenticators on the firewall.

Password — Standard password authentication requires users to enter the same password each time they
log on. The user database is maintained on the firewall.

Standard password authentication is typically used for internal-to-external SOCKS5, Telnet, FTP, and HTTP
connections, and for administrators logging on to the firewall from the internal (trusted) network.

Password is a default authenticator. It cannot be deleted.

LDAP (Lightweight Directory Access Protocol) — Four types of LDAP authentication are available: iPlanet,
Active Directory, OpenLDAP, and Custom LDAP.

Use LDAP to provide fixed password authentication for SOCKSS5, Telnet, FTP, and HTTP sessions through
the firewall. It can also be used to authenticate logons and SSH logons to the firewal

CAC (Common Access Card) — Use this authenticator to log on to a firewall using a U.S. Department of
Defense Common Access Card.
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E Note: For complete instructions on configuring and using a CAC authenticator, see
the application note about configuring Department of Defense Common Access Card
authentication at https://support.forcepoint.com.

Windows domain — You can use this authenticator if your organization operates a Windows primary domain
controller (PDC) or backup domain controller (BDC).

Use a Windows primary domain controller (PDC) or backup domain controller (BDC) to provide password
authentication for logon, SOCKS5, Telnet, FTP, HTTP, and SSH sessions to the firewall.

E Note: Be sure the domain controller does not allow blank or default logons that can be easily
r guessed by outsiders.

For browsers that support it, you can also use transparent browser authentication (also known as NTLM
or integrated Windows authentication). For more information about configuring your organization's PDC or
BDC to use transparent browser authentication on the firewall, see the related application note located at
https://support.forcepoint.com.

RADIUS — You can use this authenticator if your organization operates a RADIUS server.
RADIUS is a standard protocol used to authenticate users before they are allowed access to your system.

Use RADIUS to provide authentication for SOCKS5, Telnet, FTP, and HTTP sessions through the firewall.
RADIUS can also be used to authenticate logons and SSH logons to the firewall.

Manage authenticators

Create and manage authenticators.

Select Policy > Rule Elements > Authenticators.

O Tip: For option descriptions, click Help.

You can perform the following tasks on the Authenticators window.

Table 27: Authenticator tasks

o e

Create a new To create LDAP, Windows domain, and RADIUS authenticators, see the following tasks:
authenticator

* Configure an LDAP authenticator
* Configure a Windows domain authenticator
* Configure a RADIUS authenticator

Note the following:

* Password is a default authenticator that can be modified. You cannot create a new
password authenticator.

* To configure and use a CAC authenticator, see the application note about
configuring Department of Defense Common Access Card authentication at
https://support.forcepoint.com.
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e e

Modify an
authenticator

Delete an
authenticator

Rename an
authenticator

View where an
authenticator is
being used

Block access after
consecutive failed
authentication
attempts

1)

2)

3)

1)
2)

3)

Select an authenticator in the list.

Modify the settings in the lower pane, or click Modify and make your changes in a
pop-up window.

Save your changes.

Select an authenticator in the list.

Click Delete.

Save your changes.

E Note: Password is a default authenticator and cannot be deleted.

1)
2)
3)

4)

Select an authenticator in the list.

Click Rename.

Enter a new name in the pop-up window.

Click OK and save your changes.

E Note: Password is a default authenticator and cannot be renamed.

1)

2)

2)

3)

4)

Select an authenticator in the list.

Click Usage.

Click Manage Authentication Failures.

Select Enable.

In the Lockout Threshold field, enter the number of authentication attempts
allowed before a user is locked out.

Click OK and save your changes.

Related tasks

Configure an LDAP authenticator on page 103
Configure a Windows domain authenticator on page 103
Configure a RADIUS authenticator on page 104
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Configure an LDAP authenticator

Configure the firewall to connect to an LDAP server to authenticate users.

Steps
1) Click New, then select one of the LDAP authenticators from the submenu:

O Tip: For option descriptions, click Help.

* jPlanet

* Active Directory
e Open LDAP

* Custom LDAP

2) Enter a name and optional description.

3) Complete the General tab.

e Click New to configure a new server. Click the up and down arrows to rank the servers in the list.
* Make entries in the Login options section to specify how the firewall will connect to LDAP servers.

4) Click the Search tab and define the search parameters for LDAP authentication.

* Enter the LDAP identifiers. (Custom LDAP only; these default attributes cannot be modified in the other
LDAP authenticators.)

* Define the search filter options.
» Select which containers will be searched.

5) Click Add and save your changes.

Configure a Windows domain authenticator

Configure the firewall to connect to a Windows domain server to authenticate users.

Steps
1) Click New > Windows.

O Tip: For option descriptions, click Help.

2) Enter a name and optional description.

3) Complete the General tab.

¢ Click New to configure a new domain controller. Click the up and down arrows to rank the domain
controllers in the list.

¢ [Optional] Modify the logon and password prompts and the failed authentication message that users see.
e Select prompted or transparent browser authentication.
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4) Click Add and save your changes.

Configure a RADIUS authenticator

Configure the firewall to connect to a RADIUS server to authenticate users.

Steps
1) Click New > RADIUS.

O Tip: For option descriptions, click Help.

2) Enter a name and optional description.

3) Complete the General tab.
* Click New to configure a new server. Click the up and down arrows to rank the servers in the list.
¢ [Optional] Modify the logon and password prompts and the failed authentication message that users see.

4) Click the Groups tab and enter the attributes defined in the dictionary files on the RADIUS server.

5) Click Add and save your changes.

User password management

Users can switch authentication methods or change their own passwords.

Switching authentication methods during a
logon session

The firewall allows you to use multiple authentication methods for a given access control rule (for example, users
might use RADIUS or Password for Telnet authentication). When logging on, a user can change to another
authentication method by typing : aut hent i cat or after the user name.

Setting up users to change their own
passwords

The Change Password Server allows users to use a web browser to change their firewall or LDAP logon
password.

To allow this process, you must do the following:
* Create an access control rule that allows users to change their passwords.
* Inform users how they can change their own passwords using a web browser.
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Create a change password rule

Create a rule for the Change Password Server.

Steps
1) Select Policy > Access Control Rules.
2) Select the appropriate settings from the following table.

O Tip: For option descriptions, click Help.

Table 28: Access control rule settings to allow users to change their logon passwords

crioia s

Action: Allow

Application: Change Password Server

Source Zone: Desired zone (for example, internal)
Destination Zone: Desired zone (for example, internal)
Source Endpoint: Site dependent

Destination Endpoint: localhost (a default host object)
Redirect: <Firewall> (IP)

Redirect port: 1999

Change user passwords

With standard password authentication, users can change their passwords from a web browser.

Using standard password authentication, you can authenticate trusted and Internet users who request SOCKS5,
FTP, HTTP, and Telnet access by way of proxies.

As an administrator, you should inform those users how they can change their own password from their terminal
or computer by using a web browser.

However, there are some restrictions:

* Users can change their own password only if they are using standard password or LDAP authentication.
* To allow users to change their logon passwords, you must first create a rule for the firewall to allow this.

To change a user password:
Steps
1) Start a web browser.

2) [Conditional] If you are using a non-transparent proxy, configure your browser not to proxy requests going to
the firewall on port 1999.
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3) Open an HTTP connection to your firewall. For example: http.//myfirewall.example.com: 1999/
A pre-defined HTML change password form appears.
4) Enter your user name.
5) Enter your current password. This is your current password for establishing network connections.
6) Enter your new password. This will be your new password for establishing network connections.
7) Re-enter the new password. This confirms the spelling of the new password.
8) Select one of the following password types:
* If you are changing a firewall logon password, select Password.
* If you are changing an LDAP password, select LDAP.
9) Click Send Request.
Result

This sends the change password request to the firewall. You will be notified if the request failed or if it is
accepted. If the request is accepted, the password database is updated and the new password must be used for
all future connections.

Users and user groups

A user is a person who uses the networking services provided by the firewall. A user group is a logical grouping
of one or more users, identified by a single name. Users and groups can be used to match access control rules
and SSL rules.

E Note: Users that do not match a rule are not explicitly denied and could be allowed by a

subsequent rule.

You can configure the following types of users and user groups on Sidewinder:

Firewall user — User and password information is configured and stored on the firewall.

* Administrators are created on the Administrator Accounts window. They appear in user lists as a firewall
user.

* Administrators connect to the firewall. Other users connect through the firewall.

Firewall user group — The group is configured and stored on the firewall. Members you add to the group can
include any of the following:

* Firewall users and user groups
* External groups
* Logon Collector users, groups, and distribution lists

E Note: Both a firewall group and its individual group members appear in the Users and User
r Groups list. Firewall user group members are treated individually on access control rules and
SSL rules, and they appear individually in audits.
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* External group — An external group configured on the firewall corresponds to a group configured and stored
on an LDAP or RADIUS authentication server. The group names are compared for a match in access control
rules and SSL rules.

* MLC user — A Logon Collector user configured on the firewall is a placeholder for a corresponding user that
has not yet been configured on an Active Directory server. When the user is added to the Active Directory
server, you do not need to update access control rules or SSL rules this user is included in. Logon Collector
also works in conjunction with McAfee EIA to collect user credentials.

* MLC group — A Logon Collector group configured on the firewall is a placeholder for a corresponding
group that has not yet been configured on an Active Directory server. When the group is added to the Active
Directory server, you do not need to update access control rules or SSL rules this group is included in.

* MLC distribution list — A Logon Collector distribution list configured on the firewall is a placeholder for
a corresponding distribution list that has not yet been configured on an Active Directory server. When the
distribution list is added to the Active Directory server, you do not need to update access control rules or SSL
rules this distribution list is included in.

To configure users and user groups:

1) Select Policy > Rule Elements > Authenticators.

2) Click Users and Groups. The User and User Groups window appears.
O Tip: For option descriptions, click Help.

You can perform the following tasks to manage users and user groups:

Related concepts
How McAfee EIA works on page 147

Related tasks

Create a firewall user on page 108

Create a firewall user group on page 108

Create an external group on page 109

Create a McAfee Logon Collector user on page 109
Create a McAfee Logon Collector group on page 109
Create a McAfee Logon Collector distribution list on page 110
Modify a firewall user or user group on page 110

View where a user or group is being used on page 111
Rename a user or group on page 111

Delete a user or group on page 111

Filter the list by type on page 112

Search for a user or group in the list on page 112
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Create a firewall user

Create a new firewall user.

Steps
1) Click New > Firewall user.
O Tip: For option descriptions, click Help.
2) Enter identifying information in the User Information tab.
3) Click the User Password tab and enter a password or generate a password automatically.

4) Click OK and save your changes.

Create a firewall user group

Create a group of users that have been configured on the firewall.

Steps
1) Click New > Firewall user group.

O Tip: For option descriptions, click Help.

2) Enter a firewall group name and optional description.

3) On the Groups tab, select the Member checkbox next to the groups or distribution lists you want included in
the firewall user group.

4) On the Users tab, select the Member checkbox next to the users you want included in the firewall user
group.

5) Click OK and save your changes.

Result

a Note: You can click New on either tab to create users or user groups.
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Create an external group

Create a user group that corresponds to a group on your external authentication server.

Steps
1) Click New > External group.

O Tip: For option descriptions, click Help.

2) Enter a name for the group. The name must exactly match the name on the external authentication server.

3) Click OK.

Create a McAfee Logon Collector user

Create a McAfee Logon Collector user.

Steps
1) Click New > Firewall user group.

O Tip: For option descriptions, click Help.

2) Click the Users tab.
3) Click New > MLC user.
4) Enter the name of the user as it will be configured on the Active Directory server.

5) Click OK.

Create a McAfee Logon Collector group

Create a McAfee Logon Collector group.

Steps
1) Click New > Firewall user group.

O Tip: For option descriptions, click Help.
2) On the Groups tab, click New > MLC group.

3) Enter the name of the group as it will be configured on the Active Directory server.
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4) Click OK.

Create a McAfee Logon Collector distribution
list

Create a placeholder for a distribution list that has not yet been configured on the Active Directory server.

Steps
1) Click New > Firewall user group.
O Tip: For option descriptions, click Help.
2) On the Groups tab, click New > MLC distribution list.
3) Enter the name of the distribution list as it will be configured on the Active Directory server.

4) Click OK.

Modify a firewall user or user group

Modify users or user groups.

Steps
1) Select a user or group in the list, then click Modify.

O Tip: For option descriptions, click Help.

2) Make your changes in the pop-up window.

3) Click OK.

Result

E Note: You can modify only firewall users and user groups.
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View where a user or group is being used

View the rules that reference a particular user or user group.

Steps
1) Select the user or group you want to investigate.

O Tip: For option descriptions, click Help.

2) Click Usage.
The Usage window appears.

Rename a user or group

Rename users or user groups.

Steps

1) Select the user or group you want to rename.
O Tip: For option descriptions, click Help.

2) Click Rename.

3) Enter a new name.

4) Click OK.

Delete a user or group

Delete users or user groups.
Steps
1) Select the user or group that you want to delete.

O Tip: For option descriptions, click Help.

2) Click Delete. A confirmation message appears.

3) Click Yes, then save your changes.
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Result

E Note: If you delete an administrator, that administrator will also be deleted from the
”  Administrator Accounts window. If you delete an administrator from the Administrator
Accounts window, that administrator will also be deleted from the Users and User Groups

window.

Filter the list by type

Filter the list of users and user groups that are shown
In the Show area, select one or more user and group options.

To clear a category filter, deselect the category.

Search for a user or group in the list

Filter the list of users or groups displayed.
In the Search field, type your search criteria. ltems are filtered based on the characters entered.

O Tip: To reset your search, click the X in the Search field.
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CHAPTER 8
Content inspection

* Methods of content inspection on page 113

*  Configure IPS inspection on page 114

e Configuring virus scanning on page 125

*  How McAfee Global Threat Intelligence works on page 128
*  Benefits of SmartFilter on page 136

Sidewinder content inspection methods provide additional security features by examining the content of a connection
after it has matched an access control rule.

Methods of content inspection

The following methods are available for content inspection.

* Intrusion Prevention System (IPS) — IPS is a signature-based inspection tool that identifies attacks before
they pass through the Sidewinder.

* Virus scanning — The anti-virus service is a licensed add-on module that uses a firewall-hosted virus
scanner that allows you to configure rule-based MIME, virus, and spyware scanning.

* Global Threat Intelligence — Global Threat Intelligence is an Internet reputation service that assigns a
reputation score to an IP address based on the behavior attributes of the traffic it generates. A reputation
score is like a credit score that indicates the trustworthiness of an IP address.

* SmartFilter — SmartFilter is a content management solution that controls your company’s users’ access to
the Internet.

Once a content inspection method is configured, it becomes available for selection on access control rules or in
some cases Application Defenses.

Related concepts

Configuring virus scanning on page 125

How McAfee Global Threat Intelligence works on page 128
Benefits of SmartFilter on page 136

Related tasks
Configure IPS inspection on page 114
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Configure IPS inspection

The Sidewinder Intrusion Prevention System (IPS) is a signature-based inspection tool that identifies attacks
before they pass through the firewall.

IPS plays an important role in protecting hosts and services that have known vulnerabilities and exploits, yet are
required components of your organization.

E Note: For IPS conceptual information, review How IPS inspection works.

To configure IPS inspection:

Related concepts

Configuring a response mapping on page 118

Configuring a signature group on page 120

Managing signatures on page 123

Adding IPS inspection to access control rules on page 124

How IPS inspection works

The Sidewinder IPS inspection uses signatures to detect and prevent known network-based intrusion attacks,
such as hacker-generated exploits.

How the firewall responds to an attack is configurable; options range from allowing but auditing the attack to
blackholing all traffic coming from the attacker.

IPS inspection is enforced on access control rules. Each access control rule that uses IPS inspection is assigned
a signature group and a response mapping. The signature group is used to limit scanning to relevant signatures.
The response mapping specifies the action to take when a packet or session is identified as an attack.

IPS signatures

The foundation of IPS inspection is its signatures. The signatures are the data for recognizing attacks. Each
signature has a category attribute, a threat level attribute, and a class type attribute.

The signature category is classified by the network service targeted for attack, and consists of a main category
and a subcategory. The class type identifies the attack’s intended purpose, such as Root Level Exploit or
Discovery. One or more categories can be added to a signature group. For example, to create a signature group
for an inbound Oracle server access control rule, create a group named Oracle that includes the categories
DB:Oracle, Component:Encoder, and Component:Shellcode. The firewall also provides default signature groups
based on common attack targets, such as the Database Servers group and the Internal Desktops group.

Within each category and response mapping, the signatures have a threat level attribute: IPS or IDS. This threat
level indicates a relationship between confidence level and severity. Signatures classified as IPS detect attacks
that are considered dangerous. Signatures classified as IDS detect attacks that are either considered minor, such
as probe or discovery activity, or they are suspected attacks, meaning the signature might be likely to incorrectly
identify legitimate traffic as an attack. The default signature groups and response mappings include both the IPS
and IDS threat levels.

Signatures classified as Policy identify network traffic that you want to control based on your organization’s
security policy, such as instant messaging or P2P communication. Policy signatures are added individually
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to a signature group—they are not included in the default signature categories since they are specific to an
organization.

IPS responses

Based on class type and threat level, you configure the response the firewall will take when an attack matches a
signature.

Options are:

* Allow no audit — Allows the traffic to pass and does not generate an IPS audit event. This is the default for
all class types when creating a new response mapping.

* Allow — Allows the traffic to pass and generates an IPS audit event. Use this setting for traffic that is an
anomaly and appears suspicious but is not an identifiable attack.

* Drop — Denies only those packets that are suspect while allowing trusted packets. The firewall will not alert
the attacker that the connection was closed. This generates an IPS audit event.

* Deny — Similar to Drop except that this response sends a TCP reset informing the originating host the
connection was deliberately closed. This generates an IPS audit event.

E Note: Use this setting only when troubleshooting or when instructed by technical support.
" Sending a TCP reset or other connection-denied response could notify the attacker that the
firewall has recognized the attack, prompting the attacker to switch to a new attack.

* Deny no audit — Similar to Deny except that this response does not generate an IPS audit event.

* Blackhole — Denies all traffic from the host originating the hostile traffic for a set period of time. This
generates an IPS audit event. The firewall will not alert the attacker that the connection was closed. Use this
setting when you are sure all traffic coming from an address is malicious.

In general, the response should correspond to the severity of the attack. Categories labeled IDS might generate
some false positives or might be probing or discovery attacks. Therefore, attacks of this threat level should
generally never be blackholed.

For example, to create a response mapping that protects against root level exploits against an Oracle server,
create a mapping named Oracle and set Root Level Exploit type IDS to Allow and Root Level Exploit type IPS to
Blackhole for 10,000 seconds.

IPS processing example

IPS processing is performed in a particular order.

In this example:

1) An Oracle attack matches an Oracle access control rule.
2) IPS inspection is enabled on the Oracle access control rule.
3) The packet is compared to the signatures in the signature group and a match is found.

4) The firewall checks the access control rule’s response mapping for instructions on responding to the attack.

« If the identified attack matches a signature with a threat level of IDS, the connection is allowed through
but generates an IPS audit event.

« If the identified attack matches a signature with a threat level of IPS, the connection is blackholed for
10,000 seconds, so all traffic from the source’s IP address is blackholed for that length of time.
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Figure 26: IPS_process_flow

Figure 104: IPS process flow
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Using IPS with other Sidewinder attack
protection tools

Sidewinder supports several different scanning tools to help detect harmful connections.

There are several different approaches to protecting your internal network. One approach is to prohibit any traffic
from entering your network. While this solution is secure, it is also impractical. Another approach is to attempt to
scan all incoming traffic for known attacks, viruses, etc., but this can slow down the firewall, and therefore your
network connectivity.

The best solution is first use tools to minimize your network’s attack surface, and then use scanning to protect
services that must be allowed. You can reduce your network’s attack surface by creating the minimum number of
access control rules necessary to allow essential inbound traffic and limiting the source and destination endpoints
to hosts or address ranges. In addition, Application Defenses can be used to further refine what traffic is allowed
into your network by prohibiting unnecessary commands, header, protocol versions, and other parameters. Once
your policy is sufficiently restrictive, use IPS and other signature-based services such as anti-virus to inspect
traffic destined for vulnerable yet essential services.

For example, an administrator is running a web server that requires allowing inbound HTTP traffic. The
administrator knows that the Content Length header and the Content Location header are often used in attacks.
The Content Location header is not required by the web server, and therefore does not need to be allowed into
the network. The administrator uses the HTTP Application Defense to deny that header. The Content Length
header is required, so the administrator allows it but adds IPS inspection to the access control rule allowing that
traffic to make sure known attacks using that header are blocked.
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While a small attack surface and inspection tools are a strong defense, you should still use Attack Responses to
monitor attack activity. Even attacks that are not allowed through the firewall are noteworthy as they might be an
attempt from a hacker who will later try a more sophisticated attack. Attack Responses can send out alerts when
your network is under attack. These alerts will notify you of situations that might require a configuration change to
increase the security of your network or investigation into the reason for the attack.

Related concepts
Managing attack responses on page 318

Verify that your firewall is licensed for IPS

To enable IPS inspection, the IPS and IPS Signature features must be licensed.

To verify that these features are licensed:
Steps
1) Select Maintenance > License, then click the Firewall tab.

O Tip: For option descriptions, click Help.

2) If you are not licensed for IPS and IPS Signature, contact your sales representative.

Download IPS signatures and enable automatic
signhature updates

Since new attacks are constantly identified, it is important to update the signatures frequently. When new
signatures are added to the firewall, they go into effect based on how the existing signature categories and
response mappings are configured.

Note: Policy signatures are not included by default in any signature category group and general
class types are not applied to them. Therefore, new policy signatures must be specifically added
to category groups in order to use them.

4

To download IPS signatures and configure automatic signature updates:
Steps
1) Select Maintenance > Updates.

2) Inthe upper pane, select IPS signatures.

O Tip: For option descriptions, click Help.

3) Download the IPS signatures.

a) Click Update Database Now. A pop-up window appears.
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b) Click Background or Wait. The firewall downloads the IPS signatures.

4) Select Enable automated updates, then specify the update frequency.

E Note: We recommend enabling automatic IPS signature updates.

5) Save your changes.

Related tasks
Manage service updates on page 600

Configuring a response mapping

A response mapping contains a list of class types, their threat level, and their response settings.

Each class type refers to a set of known network-based attacks. Class types classified as IPS detect confirmed
attacks that are also considered dangerous. Class types classified as IDS detect either suspected attacks or
traffic that is considered less dangerous, such as probe or discovery activity. Class types classified as Policy
identify traffic based on organizational security practices.

Response mappings are configured on the Response Mapping tab. They can then be selected on the access
control rule to determine how the firewall responds when an attack is detected.

To configure a response mapping, select Policy > IPS. The Response Mappings tab appears.

The upper pane contains the toolbar and the existing response mappings. When you select a mapping, its
properties appear in the lower pane.

Use the toolbar and table in the upper pane to perform the actions listed here:

Table 29: Response Mappings toolbar

New Create a new response mapping by clicking New. The
New Response Mapping window appears.

Modify Modify a response mapping:
* Select it and modify its properties in the lower pane.
* Double-click it and modify it in the new window.

e Selectit, click Modify, and edit it in the new
window.

Note: Read-only administrators are not
supported in 8.2.0.

|4

Delete Delete a response mapping by selecting it and clicking
Delete.
Duplicate Create a copy of an existing response mapping

by selecting themapping, clicking Duplicate, and
customizing the copy asneeded.
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Rename Rename a response mapping by selecting it and
clicking Rename.

Usage View what access control rules currently use a
response mapping by selecting a mapping and clicking
Usage.

Find Search for a specific element(s) in the list using the

Find field. Type your search criteria, and response
mappings with matching elements will appear in the
list. Clear this field to see the full list again.

Create or modify response mappings

Create or modify IPS response mappings.

When you click New, Modify, or Duplicate, the New/Modify Response Mapping window appears.

Steps

1)

2)

3)

In the Name field, enter a name that identifies the purpose of the response mapping.

O Tip: For option descriptions, click Help.

For example, if you create two mappings to address different threat levels to your web servers, you would
name them web server high and web server low.

Valid values include alphanumeric characters, dashes (-), underscores (_), and spaces (). However, the first
and last character of the name must be alphanumeric. The name cannot exceed 100 characters. You can
rename the mapping later.

[Optional] In the Description field, enter any useful information about this mapping. For example, a mapping
that allows but audits probe and discovery attacks would have the description Pr obe- Di scovery audit
only.

In the Class Types area, identify the class types to which you want the firewall to respond by setting the
responses to one of the following:

E Note: Signatures with any risk of false positive are always given a threat level of IDS.
¥ Therefore, do not deny, drop, or blackhole traffic for class types with a threat level of IDS.

* Allow no audit — Allows the traffic to pass and does not generate an IPS audit event. This is the default
for all class types when creating a new response mapping.

* Allow — Allows the traffic to pass and generates an IPS audit event. Use this setting for traffic that is an
anomaly and appears suspicious but is not an identifiable attack.

* Drop — Denies only those packets that are suspect while allowing trusted packets. The firewall will not
alert the attacker that the connection was closed. This generates an IPS audit event.

* Deny — Similar to Drop except that this response sends a TCP reset informing the originating host the
connection was deliberately closed. This generates an IPS audit event.

CAUTION: Use this setting only when troubleshooting or when instructed by technical
support. Sending a TCP reset or other connection-denied response could notify the
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attacker that the firewall has recognized the attack, prompting the attacker to switch to a
new attack.

* Deny no audit — Similar to Deny except that this response does not generate an IPS audit event.

* Blackhole — Denies all traffic from the host originating the hostile traffic for a set period of time. This
generates an IPS audit event. The firewall will not alert the attacker that the connection was closed. Use
this setting when you are sure all traffic coming from an address is malicious.

In the Duration field, enter the time in seconds that the traffic will be denied.

¢ Valid values are 0 and 1-100000 seconds.

* To blackhole the host indefinitely, enter 0. The host remains blackholed until it is deleted from the
blackhole list in the dashboard or the firewall is restarted.

Q Tip: See the Dashboard to manage the blackholed IP addresses.

4) Click Add.

5) Save your changes.

Result

This response mapping is available for use in a access control rule.

Configuring a signature group

A signature group can contain one or more signature categories. A signature category is a category of signatures
that all involve the same type of attack.

The IPS engine provides the categories and might update them occasionally.

You can also add individual signatures to a signature group. This gives you finer control in creating a signature
group, and it allows you to add Policy signatures, which are not included in the default signature categories since
they are specific to an organization.

Signature groups are configured on the Signature Groups tab. They can then be selected on access control
rules to focus IPS inspection on relevant attacks.

To configure a signature group, select Policy > IPS and click Signature Groups. The Signature Groups tab
appears.

The upper pane contains the toolbar and the existing signature groups. When you select a signature group in the
list, the properties of that group appear in the lower pane.

Note: Policy signatures must be added to a signature group by using the Select Additional

¥ Signatures button.

Use the toolbar and table in the upper pane to perform the actions listed here:

Table 30: Signature Groups toolbar

New Create a new signature group by clicking New. The
New Signature Group window appears.
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Modify Modify a signature group:

* Select it and modify its properties in the lower pane.
* Double-click it and modify it in the pop-up window.

* Select it, click Modify, and edit it in the pop-up
window.

E Note: Read-only administrators are not
" supported in 8.2.0.

Delete Delete a signature group by selecting it and clicking
Delete.
Duplicate Create a copy of an existing signature group

by selecting the group, clicking Duplicate, and
customizing the copy as needed.

Rename Rename a signature group by selecting it and clicking
Rename.
Usage View what access control rules use a given signature

group by selecting a group and clicking Usage.

Find Search for a specific element(s) in the list using the

Find field. Type your search criteria, and signature
groups with matching elements will appear in the list.
Clear this field to see the full list again.

Create or modify signature groups

Create or modify IPS signature groups.

When you click New, Modify, or Duplicate, the New/Modify Signature Group window appears.

Steps

1)

2)

3)

In the Name field, enter a name that describes the purpose of the signature group.

O Tip: For option descriptions, click Help.

For example, if you wanted a signature category that searches both HTTP and FTP attack signature files,
you would name it HTTP_FTP.

Valid values include alphanumeric characters, dashes (-), underscores (_), and spaces ( ). However, the first
and last character of the name must be alphanumeric. The name cannot exceed 256 characters. You can
rename the mapping later.

[Optional] In the Description field, enter any useful information about this group.

For example, a signature category designed to inspect Oracle-related connections would be named Or acl e
and include the categories DB: Or acl e, Conponent : Encoder, and Conponent : Shel | code

Configure the Categories area:

a) Inthe Use column, select each category to include in the signature group.
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b) For each selected category, select IPS, IDS, or both:

* Select IPS to identify attacks that are an exact match to a signature file.

* Select IDS to identify attacks that are considered minor, such as probe or discovery activity, or
suspected attacks, meaning the signature might have incorrectly identified legitimate traffic as an
attack.

Both options are selected by default.

4) [Optional] Click Select Additional Signatures to open a pop-up window and enable individual signatures to
add to the signature group. The added signatures appear in the read-only Signatures field.

5) Click Add and save your changes.

Result

This signature group is now available for use in a access control rule.

Adding individual signatures to a signature
group

Adding signatures individually gives you finer control in creating a signature group, and it also allows you to
add Policy signatures, which are not included in the default signature categories since they are specific to an
organization.

When you click Select Additional Signatures, the Select Additional Signatures window appears.

Use this window to add individual signatures to a signature group.

Related tasks
Filter the table on page 123
View signature vulnerabilities on page 123

Enable and disable signatures

A blue check mark in the Enabled column indicates that the signature is implicitly included in a category used by
the signature group. These signatures cannot be disabled.

: E Note: To disable an implicit signature, use the Signature Browser tab. This disables the
é signature globally so it is not used by any access control rule to scan traffic.

* A green check mark in the Enabled column indicates that the signature has been added to the signature
group. These signatures can be disabled.

To change the status of a signature:
Steps
1) Select a signature in the table and click Enable or Disable.

O Tip: For option descriptions, click Help.
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* You can select multiple signatures by pressing and holding the Ctrl key while selecting the appropriate
signatures.

* You can select a range of signatures by selecting the first signature in the range, pressing and holding the
Shift key, and then selecting the last signature in the range.

2) Click OK. You return to the Signature Groups tab and the enabled signatures appear in the read-only
Signatures field.

Managing signatures

Use the Signature Browser tab to view and manage available signatures.

You can:

* Filter signatures for easier viewing.
* Enable or disable signatures globally.
* View signature vulnerabilities on the Common Vulnerabilities and Exposures (CVE) website.

To manage signatures, select Policy > IPS and click the Signature Browser tab. The Signature Browser tab
appears.

You can perform the following tasks.

Filter the table

The table lists available signatures on the firewall, along with information such as category, class type, and type.
You can control what appears in the table for easier viewing and faster table loading.

* To view signatures of specific categories, click Filter Categories. In the pop-up window, select the signature
categories that you want to view.

* To search for a specific element(s) in the table, type your search criteria in the Find field and then click Find
Now. Signatures with matching elements will appear in the table. Clear this field and click Find Now to see
the full table again.

E Note: Disabled signatures and user-added signatures (enabled with a green check mark) appear
”  no matter what is in the Find field.

Related tasks
Filter categories on page 124

View signature vulnerabilities

The Vulnerability column of the table lists a number assigned by Common Vulnerabilities and Exposures (CVE).

Two types of identifiers can appear for a signature:

* If CVE precedes the number, the vulnerability has been reviewed and accepted by CVE and is an official entry
in the CVE list.

* If CAN or nothing precedes the number, the vulnerability is under review by CVE and is not yet an official entry
in the CVE list.

Content inspection | 123



Sidewinder 8.3.2P03 and later | Product Guide

Select a signature and click View Vulnerabilities to open a CVE web page with detailed information about the
vulnerability for that signature.

Note: The View Vulnerability button is disabled if no identifier exists for the selected signature or

"oif multiple signatures are selected.

Enable and disable signatures globally

By default, all signatures are available and can be used by an access control rule to scan traffic. An available
signature is indicated by a green check mark in the Enabled column.

If a signature is disabled, the Enabled check box is cleared and the signature is not be used when scanning
traffic, even if it is part of a signature group referenced in an access control rule. Disabling might help avoid false
positives based on signature, for example, if a certain signature is identifying legitimate traffic as an attack.

To change the status of a signature, select a signature in the table and click Enable or Disable.

* You can select multiple signatures by pressing and holding the Ctrl key while selecting the appropriate
signatures.

* You can select a range of signatures by selecting the first signature in the range, pressing and holding the
Shift key, and then selecting the last signature in the range.

Filter categories

Use the Category Filter window to populate the Signature Browser tab with signatures of selected categories.

When you click Filter Categories, the Category Filter window appears.

* Select and clear categories individually by clicking the check box in the View column, or use the Select All
and Deselect All buttons.

* Search for a specific element(s) in the list using the Find field. Type your search criteria, and signature
categories with matching elements will appear in the list. The buttons become Selected Filtered and
Deselect Filtered.

Clear this field to see the full list again.

* Select the Remember this filter selection check box to retain the selected categories. The next time you
open an IPS Signature Browser, the same category filter will be used.

When you are done selecting the categories of signatures you want to view, click OK. Only signatures of the
selected categories appear in the Signature Browser.

Adding IPS inspection to access control rules

IPS inspection is enforced on access control rules. Inspecting all traffic using IPS signatures can greatly reduce
your firewall's performance.

Enabling IPS inspection only when needed allows you to focus your firewall's resources on traffic that is most
likely to contain attacks, such as HTTP traffic. Use signature groups, which limit scanning to relevant areas of the
signature file database, to improve inspection efficiency.

When planning your security policy, determine what traffic and systems are likely to be targets for network-
based attacks. IPS is most commonly used to inspect inbound connections, since attacks typically come from
external, untrusted sources. If an internal server, such as a web server on your DMZ, were to be compromised,
scanning its outbound connections is useful for containing damage and preventing attacks from spreading to
other systems. Enable IPS on the access control rules that govern likely targets. Traffic that does not have IPS
inspection enabled will not be inspected for network-based attacks.
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Tip: If you want to blackhole an attack that is identified by the signature-based IPS when it first
occurs, set that action in the response mapping. If you want to blackhole an attack only if it occurs
multiple times, set that action in the Attack Responses (Monitor > Attack Responses).

The following figure is an example of an access control rule with IPS inspection enabled. When HTTP traffic

destined for the vulnerable_web_server reaches the firewall, the firewall checks that traffic against signatures in
the "Web Server Attacks" signature group. When the traffic's pattern matches an attack, the firewall checks the
"Exploit Protection" response mapping to see how it should respond to the associated class type for that attack.

Figure 27: IPS on an access control rule

IPS Signatures: | Web Servers ¥ —1
IPS Responses: v| &—m:

1) Searches signatures related to web server attacks.

2) Checks this response mapping to see what it should do with the connection.

Related concepts
Configuring access control rules on page 197

Configuring virus scanning

You can configure virus scanning for the following applications.

* HTTP-based applications

* HTTPS-based applications (if decrypted by an SSL rule)
« FTP

e Sendmail

Configure virus scanning using the following procedures.

Related tasks

Configure global virus scanning properties on page 125
Configure virus scanning signature updates on page 127
Enable virus scanning on an access control rule on page 127

Configure global virus scanning properties

To configure global virus scanning properties, select Policy > Application Defenses > Virus Scanning.

The Virus Scanning window appears.
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O Tip: For option descriptions, click Help.

You can perform the following tasks on this window:

Configure the number of scanners

You can specify the number of scanner processes dedicated to various data sizes, allowing the firewall to
process data more efficiently.

The Scanners column displays the number of configured scanner processes.
O Tip: While using additional scanners can speed up virus scanning, it might slow down your

firewall's overall performance. To make virus scanning more efficient, try using more restrictive
MIME/Virus/Spyware rules in the appropriate Application Defenses.

To modify the number of scanner processes:
Steps
1) Selected Unlimited, then click Modify. The Advanced: Edit Scanners window appears.

O Tip: For option descriptions, click Help.

2) Specify the number of scanners for this file size range.
* Valid values are 1-10.

* Scanner processes consume significant system resources. Increasing the total number of processes
might negatively affect overall firewall performance. If you add additional scanner processes, monitor
system performance to ensure that resources are being used efficiently and performance is not degraded.

3) Click OK.

4) Save your changes.

Modify general scanning properties

You can perform the following tasks in the lower half of the Virus Scanning window.

Table 31: Virus scanning properties tasks

N

Modify scan buffer sizes 1)  Specify a new value in the Scan Buffer Size (KB)
field or Archive Scan Buffer Size (MB) field as
appropriate.

2) Save your changes.
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N

Mod?fy the maximum number of files to scan in an 1) Specify a new value in the Maximum Number of
archive Files to Scan in an Archive field.

2) Save your changes.

Enable or disable scanning for password-protected 1) Select or clear the Scan Encrypted Files option.
files

2) Save your changes.

Configure virus scanning signature updates

To ensure that the anti-virus signatures used by the virus scanner are up to date, the firewall periodically
downloads updates.

To configure signature updates, select Maintenance > Updates

Related tasks
Manage service updates on page 600

Enable virus scanning on an access control
rule

To use virus scanning, you must enable it on an access control rule.

Steps

1) Configure virus scanning on the appropriate Application Defense profile:

a) Select Policy > Application Defenses > Defenses, then select the appropriate Application Defense
type:

O Tip: For option descriptions, click Help.

 HTTP — Applies to HTTP-based applications and HTTPS-based applications if decrypted by an SSL
rule

* FTP — Applies to FTP-based applications
* Mail (Sendmail) — Applies to the Sendmail Sever application

b) Select an existing Application Defense profile or create a new one.
c) Inthe Enforcements tab, select MIME/Virus/Spyware.

d) Click the MIME/Virus/Spyware tab, then configure it as appropriate.

Content inspection | 127



Sidewinder 8.3.2P03 and later | Product Guide

e) Save your changes.

2) Create an Application Defense group that contains the profiles you created.
a) Select Policy > Application Defenses > Groups.

b) Select an existing group or create a new one.
c) Inthe list of Application Defenses, select the profiles that you configured virus scanning for.

d) Save your changes.

3) Modify the appropriate access control rule.
a) Select Policy > Access Control Rules.

b) Open the access control rule you want to enable virus scanning for, or create a new access control rule.

c) From the Application Defense drop-down list, select the Application Defense group you created in step
2.

d) Close the access control rule, then save your changes.

Result

Virus scanning is enabled on the access control rule.

Related concepts
Managing Application Defense profiles on page 191

How McAfee Global Threat Intelligence
works

Global Threat Intelligence is an Internet reputation service that assigns a reputation score to an IP address based
on the behavior attributes of the traffic it generates.

A reputation score is like a credit score that indicates the trustworthiness of an IP address.

Global Threat Intelligence servers around the world gather and analyze billions of packets dynamically to
determine reputation scores. For each IP address on the Internet, Global Threat Intelligence calculates a
reputation value based on such attributes as sending behavior, blacklist and whitelist information, and spam trap
information.

E Note: Global Threat Intelligence does not support IPv6.

Reputation is expressed in four classes:

* Minimal Risk (Low Risk) — Our analysis indicates this is a legitimate source or destination of content/traffic.
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* Unverified — Our analysis indicates that this appears to be a legitimate source or destination of content/
traffic, but also displays certain properties suggesting that further inspection is necessary.

* Medium Risk — Our analysis indicates that this source/destination shows behavior we believe is suspicious
and content/traffic to or from it requires special scrutiny.

* High Risk — Our analysis indicates that this source/destination does or will send/host potentially malicious
content/traffic and we believe it presents a serious risk.

E Note: See the Global Threat Intelligence website at http://www.mcafee.com/us/threat-center.aspx
" to check the reputation of your domain or specific IP addresses.

Using Global Threat Intelligence on your firewall can:

* Block spam email from botnets.
* Help prevent hosts on your network from being infected with botnet agents.
* ldentify hosts on your network that have been compromised in botnet or pharming attacks.

* Protect critical servers from being inadvertently accessed by authorized users using external computers that
are compromised.

Today’s advanced malware attacks can utilize multiple network protocols to not only compromise a network

but also to provide channels of communication back to the attacker. These communications can be used for
further instructions or to send data back. For example, a common blended attack uses a phishing email to get a
user to click on a link to a web site, which then installs malware on the user's computer over FTP. Global Threat
Intelligence can determine the reputation of connection IP addresses and enforce policy accordingly.

Deployment considerations

These topics address common Global Threat Intelligence deployment questions.

Minimal latency
We minimize latency in these ways:
When a connection requires a Global Threat Intelligence reputation lookup, some latency is inevitable.

We check reputation only when it is required to decide how to handle a connection. If the security policy allows
a decision without a reputation check, none is made. In normal network usage patterns, the intelligent caching
architecture resolves most connections without a live reputation query.

There are several Global Threat Intelligence data centers located around the world. When a query is made,
your firewall automatically directs it to the server that can give you the fastest response, usually in under 100
milliseconds. The result is little to no latency added for most applications.

Low firewall CPU consumption
In worst-case system tests, reputation queries never consumed more than two percent of the system CPU.
Configurable Global Threat Intelligence default reputation

If your firewall cannot reach any of the Global Threat Intelligence servers, it automatically assigns a default
reputation to all applicable connections. The default reputation is configurable in the Admin Console.

The firewall checks periodically for server availability. As a result, users don't suffer any latency waiting for
reputation queries to time out, and you control how traffic is handled in this situation.

Large amounts of traffic validation and latency monitoring
Reputation values are cached, and query responses are processed out of order to avoid bottlenecks.

The policy subsystem on the firewall monitors latency in Global Threat Intelligence queries. If there are delays for
any reason, the firewall proactively reverts to using the default reputation until a reliable connection can be made.
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Reputation query security

All queries from your firewall to the Global Threat Intelligence data centers occur through an encrypted tunnel that
is secured with bidirectional certificate authentication. If the firewall detects a man-in-the-middle attack, it alerts
you and reverts to using default reputation.

Enabling Global Threat Intelligence and information privacy

A reputation query implicitly tells the reputation server that a connection was attempted. This data is statistically
mingled with other queries, and providing key input to the behavioral analysis algorithms that produce Global
Threat Intelligence reputations. The reputation database is too large and dynamic to practically distribute to
individual systems. While the firewall does not inspect this data, it does take measures to protect it. If the traffic
patterns passing through your firewall are themselves highly confidential, avoid using reputation in your policy.

Using Global Threat Intelligence in access
control rules

Global Threat Intelligence can be enabled on any access control rule that uses a TCP- or UDP-based application.

Traffic is not explicitly allowed or denied based on a Global Threat Intelligence reputation score. The score is one
of the elements in the access control rule that is examined for a match.

When an access control rule examines a packet, the firewall queries a Global Threat Intelligence server to get the
reputation score of all IP addresses involved in the connection.

* Private IP addresses are not evaluated by Global Threat Intelligence or examined in access control rules (for
example, 10.x.x.x, 172.16.x.x, 192.168.x.x).

* Global Threat Intelligence queries are cached; if the firewall recently examined an IP address, there is no
additional query to the Global Threat Intelligence server.

*  Whitelist network objects to exempt them from Global Threat Intelligence requirements. This is useful for
routable internal addresses or trusted external sources.

Configure the whitelist on the GTI Reputation window.

Related concepts
Configure Global Threat Intelligence settings on page 133

Configuring an allow access control rule

You can configure an allow access control rule to match the following Global Threat Intelligence host reputation
classes.

° Low

* Unverified and below

*  Medium and below

* None

Global Threat Intelligence matches as follows:

» If the reputation score is within the selected reputation class(es) and all other elements in the access control
rule match, the connection is allowed. No other access control rules are queried.

» If the reputation score is not within the selected reputation class(es), it is not a match. The connection is
passed to the next access control rule.
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Configuring a deny access control rule

You can configure a deny or drop access control rule to match the following Global Threat Intelligence host
reputation classes.

* None

* High

*  Medium and above

* Unverified and above

Global Threat Intelligence matches as follows:

* If the reputation score is within selected reputation class(es) and all other elements in the access control rule
match, the connection is denied or dropped. No other access control rules are queried.

* If the reputation score is not within the selected reputation class(es), it is not a match. The connection is
passed to the next access control rule.

Global Threat Intelligence access control rule
example

You can use multiple Global Threat Intelligence access control rules together to selectively block or allow traffic.

For example, you might want to block inbound mail from High risk sources and accept mail from other sources.
To do so, create two SMTP application access control rules that use Global Threat Intelligence as shown in the
following table.

Table 32: Inbound SMTP access control rules using Global Threat Intelligence

Rule position Rule action Application Selected reputation
classes

Deny or Drop SMTP High
n+1 Allow SMTP Medium and below

Using Global Threat Intelligence with Geo-
Location

You can restrict connections from a country to include only those that have a positive web reputation.

Assume you want to allow contractors and business contacts in Nigeria to connect with your network, but you
want to restrict connections from IP addresses with a medium- or high-risk rating. Traffic that does not match the
additional parameters of country and rating will be passed to the next access control rule.

Use this type of policy to protect your network from inbound potential malware.

Implementing this scenario involves these high level tasks:

1) Create an allow access control rule with a Geo-Location Source Endpoint of Nigeria.
2) Select the Global Threat Intelligence host reputation of Unverified and below.

3) Configure users and destination endpoints as needed.
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4) Order your rule as needed.

Using Global Threat Intelligence with sendmail

If you use sendmail, you can use Global Threat Intelligence to filter incoming email connections by allowing
messages only from senders with a reputation score below a defined threshold.

Before you enable Global Threat Intelligence filtering for sendmail, make sure your firewall is:

* Running sendmail
* Located at the perimeter of your network
* Able to access the Internet and resolve DNS queries

Tip: If you want to use Global Threat Intelligence to filter mail and you are not currently using
sendmail, we recommend enabling Global Threat Intelligence Reputation on SMTP application
access control rules.

Global Threat Intelligence with sendmail works like a real-time blackhole list. You can configure what Global
Threat Intelligence Reputation score is a tolerable threshold for your network. When Global Threat Intelligence
filtering is enabled for sendmail, incoming mail is processed as follows:

1) A sending server contacts a firewall running hosted sendmail.

2) The firewall sends a modified DNS query to a Global Threat Intelligence server to get the reputation score for
the sending server’s IP address.

3) The firewall compares the score to the configured threshold value.
* If the score is lower than the threshold, the firewall accepts email messages from the server.

* If the score is higher than the threshold, the firewall rejects the message, audits the violation, and closes
the connection.

Figure 28: Global Threat Intelligence email query

Sidewinder Global Threat
spammer.example.net Intelligence
1.1.1.1 = 110/SPAM
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1.1.1.1
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Related concepts
Using Global Threat Intelligence in access control rules on page 130
Configure Global Threat Intelligence filtering for sendmail on page 135

Configure Global Threat Intelligence settings

To configure Global Threat Intelligence settings for access control rules and email filtering, select Policy >
Application Defenses > GTI Reputation. The GTI Reputation window appears.

O Tip: For option descriptions, click Help.

Related concepts
Configure Global Threat Intelligence filtering for sendmail on page 135

Related tasks
Configure Global Threat Intelligence settings for access control rules on page 133

Configure Global Threat Intelligence settings
for access control rules

Global Threat Intelligence is used in access control rules to examine reputation scores of IP addresses for
inbound and outbound traffic.

You can perform these actions on the GTI Reputation window:

Create a Global Threat Intelligence whitelist

In the Global Threat Intelligence Whitelist area, select objects to include in the Global Threat Intelligence
whitelist.

Selected objects are not examined for Global Threat Intelligence reputation scores and are exempt from access
control rule Global Threat Intelligence matching requirements.

* Add object types to the whitelist.

To include all objects of a type in the Global Threat Intelligence whitelist, select the object in the Do not
perform GTI on these objects list.

Some objects are selected by default because your security policy most likely defines allow and deny access
control rules for these objects.

To exclude an object type from the Global Threat Intelligence whitelist, clear the object's check box. All objects
of that type are included in Global Threat Intelligence queries and are subject to Global Threat Intelligence
matching in access control rules.

* Add individual objects to the whitelist.
1) Clear the object type in the Do not perform GTI on these objects list.
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2) Click Edit and select objects that you want to whitelist in the pop-up window.

* Select zones to be examined by Global Threat Intelligence.

Select zones to exclude from the whitelist. These zones are examined by Global Threat Intelligence and are
subject to Global Threat Intelligence matching in access control rules.

*  You might want to have external zones and internal zones with routable IP addresses evaluated by Global
Threat Intelligence.

* Private IP addresses are not evaluated by Global Threat Intelligence or examined in access control rules
(for example, 10.x.x.x, 172.16.x.x, 192.168.x.x).

To exclude zones from the whitelist:

1) Select Zones except the following.

2) Select zones to exclude from the whitelist:
* To exclude a single zone, select it from the drop-down list.

* To exclude multiple zones, click Choose zones to add to GTI whitelist (...), then select zones from
the pop-up window.

Include audit for allowed traffic

Select the Audit traffic allowed by GTI check box to include the reputation scores of an allowed connection’s IP
addresses in the audit log.

If the check box is selected and Global Threat Intelligence is used to look up the reputation of the source and/or
destination IP address of a connection that is allowed, it appears in the audit log like this example:

dest _reputation: 20

An allow audit message appears in the audit log only if Global Threat Intelligence was used in the access control
rule matching process. It will not appear in the audit log for allowed connections under these conditions:
* Both the source and destination IP addresses are on the Global Threat Intelligence whitelist.

* The connection is allowed by an access control rule that is positioned before another access control rule that
uses Global Threat Intelligence.

* The connection does not match another element in the access control rule using Global Threat Intelligence
(for example, the destination zone did not match), but is allowed by a subsequent access control rule that
does not use Global Threat Intelligence.

Query a host's reputation

Use the Tools area to directly query a host's reputation on the Global Threat Intelligence website.

Steps
1) In the Host field, type the host name.

O Tip: For option descriptions, click Help.

2) Click Query. A Global Threat Intelligence Feedback web page for the specified host opens.
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Adjust reputation boundaries

You can adjust the reputation boundaries and the default reputation if Global Threat Intelligence servers are
unavailable. If you want to revert to the original settings, click Restore Defaults.

Configure Global Threat Intelligence filtering for
sendmail

If you are using sendmail, you can enable Global Threat Intelligence filtering.

Tip: If you want to use Global Threat Intelligence to filter mail and you are not currently using
sendmail, we recommend enabling Global Threat Intelligence Reputation on SMTP application
access control rules.

Related concepts
Using Global Threat Intelligence with sendmail on page 132
Using Global Threat Intelligence in access control rules on page 130

Enable Global Threat Intelligence for sendmail

Enable Global Threat Intelligence email filtering.

Steps
1) Select Perform GTI filtering on inbound mail.

O Tip: For option descriptions, click Help.

2) Inthe Reputation threshold field, specify a threshold. Messages from senders with reputation scores above
that value are rejected.

¢ Valid threshold values are 0 —120.
¢ The default threshold is 80.

E Note: Trustworthy senders receive low scores and untrustworthy senders receive high
4 . = g
scores. For reference, compare the reputation threshold to the configured reputation
boundaries in the Advanced Settings area.

3) Save your changes.

Result

The firewall now uses the Global Threat Intelligence reputation service to filter inbound email.
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Blackhole senders with ratings above the configured
reputation threshold

We recommend that in addition to enabling Global Threat Intelligence filtering, you configure an attack response
that is triggered by the audit violation and that blackholes all traffic coming from the untrusted server.

In addition to silently dropping that host's incoming connections, blackholing immediately closes all existing
connections with that host. This is particularly useful if the sender's reputation score was updated after the spam
flood began.

Steps
1) Select Monitor > Attack Responses.

2) Select the Global Threat Intelligence attack response.

O Tip: For option descriptions, click Help.

Its preconfigured settings are:

» Attack Frequency — Always Respond

e Alerts — Send email, and wait 120 seconds between alerts

» Strikeback — Blackhole each host responsible for 100% of the attacks for 21600 seconds (6 hours)

3) Right-click the Global Threat Intelligence attack response and select Enable.

4) Save your changes.

Result

The firewall now blackholes hosts that have Global Threat Intelligence reputation scores that do not meet the
set threshold and are trying to send email to your network. Use the Blackholed IPs feature on the Dashboard to
manage blackholed IP addresses.

Benefits of SmartFilter

SmartFilter is a web filtering solution designed to manage access to the Internet.

Using SmartFilter mitigates your organization's exposure to viruses, malware, and other security risks while
reducing legal liability, maximizing employee productivity, and preserving bandwidth for business-related
activities.

SmartFilter uses a database of millions of URLs that are categorized based on their content. Category examples
include Gambling, General News, and Online Shopping. SmartFilter manages web access at several levels,
ranging from simple access restrictions for specific sites to thorough blocking of all websites categorized as
unproductive or non-business-related.

To filter web traffic using SmartFilter, you must:

1) Choose a management method.

2) Configure a SmartFilter management method.
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3)

* Manage SmartFilter using the firewall Admin Console
¢ Manage SmartFilter using the SmartFilter Administration Console

E Note: This is a legacy feature and is not actively supported.

Enable SmartFilter on the appropriate access control rules.

Related concepts
SmartFilter management options on page 137

Related tasks
Manage SmartFilter using the firewall Admin Console on page 139
Enable SmartFilter on an access control rule on page 144

SmartFilter management options

Two management methods are available when using SmartFilter with Sidewinder.

Firewall Admin Console — Use the Sidewinder Admin Console to manage SmartFilter policy; this option
provides reduced functionality.

SmartFilter Administration Console — Use the SmartFilter Administration Console, which is installed on a
standalone computer, to manage SmartFilter policy.

E Note: This is a legacy feature and is not actively supported.

Related concepts
Firewall Admin Console on page 137
SmartFilter Administration Console on page 138

Firewall Admin Console

When managing SmartFilter using the Sidewinder Admin Console, basic functionality is available.

You can:

Create filter policy.

Define custom categories and sites.

Pre-filter HTTP requests using Global Threat Intelligence web reputation.
Require Google and Yahoo! SafeSearch.

Audit SmartFilter events to local files or McAfee Web Reporter.

E Note: McAfee Web Reporter is a legacy feature and is not actively supported.
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Figure 29: Firewall Admin Console web filtering process
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The following actions take place in the preceding figure:

1) SmartFilter filtering policy is configured using the Sidewinder Admin Console.

2) Sidewinder checks users' web requests and allows or denies the requests based on that policy.

3) If a connection is not allowed, SmartFilter sends an access denied message to the user making the request.

To configure this management method, see Manage SmartFilter using the firewall Admin Console.

Related tasks

Manage SmartFilter using the firewall Admin Console on page 139

SmartFilter Administration Console

The SmartFilter Administration Console software provides full web filtering functionality and must be installed on

a standalone computer.

E Note: The SmartFilter Administration Console does not support IPv6.
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Figure 30: SmartFilter Administration Console web filtering process
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The following actions take place in Figure 8-57:
1) SmartFilter sends the filtering policy to the Sidewinder sfadmin server.

2) Sidewinder checks users’ web requests and allows or denies the requests based on that policy.

3) If a connection is not allowed, SmartFilter sends an access denied message to the user making the request.

Manage SmartFilter using the firewall Admin
Console

Manage SmartFilter in the firewall Admin Console.

Perform the following procedures:

O Tip: To filter web traffic using SmartFilter, you must enable it on the appropriate access control
rule(s). See Enable SmartFilter on an access control rule.

Related tasks
Enable SmartFilter on an access control rule on page 144

Enable firewall Admin Console SmartFilter
management

To manage SmartFilter using the firewall Admin Console.

Steps

1) Select Policy > Application Defenses > SmartFilter.
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2)

3)

4)

5)

On the SmartFilter Management tab, select Firewall Admin Console or Control Center.

O Tip: For option descriptions, click Help.

[Optional] Configure the URL requests by IP address to specify the filter action for uncategorized URLs.

[Conditional] If SmartFilter was not bundled with your firewall and you purchased SmartFilter separately,
specify your SmartFilter serial number.

a) Select Use alternative license for 7X upgraded firewalls.

b) Type your SmartFilter serial number in the Activate SmartFilter for 8X Firewall using serial number
field.

Save your changes.

Download URL category updates

To ensure that the URL categories used by SmartFilter to filter web traffic are up to date, the firewall must
periodically download category updates from the Global Threat Intelligence Web Database, XL version.

Download URL categories and configure URL category updates.

Steps

1)

2)

3)

4)

5)

Select Maintenance > Updates.
In the upper pane, select SmartFilter updates.

O Tip: For option descriptions, click Help.

Download URL categories from the Global Threat Intelligence Web Database, XL version.
a) Click Update Database Now. A pop-up window appears.

b) Click Background or Wait. The firewall downloads the URL categories.

Select Enable automated updates, then specify the update frequency.

O Tip: We recommend configuring Daily or Realtime updates.

Save your changes.

Related tasks
Manage service updates on page 600
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Configure filter policies

Use filter policies to configure web filtering based on your organization's acceptable use policy.

To apply a filter policy to an access control rule, select the filter policy on the access control rule's Application
Defense.

To configure filter policies for SmartFilter, select Policy > Application Defenses > SmartFilter, then click the
Filter Policies tab.

O Tip: For option descriptions, click Help.

You can perform the following tasks:

Table 33: Filter policy management tasks

N

Create a new filter policy 1) Click Create a new filter policy. The Filter
Policy window appears.

2) In the Filter Policy window, configure the fields as
necessary.

3) Click OK, then save your changes.

Modify a filter policy 1) Select the filter policy that you want to modify,
then click Modify a filter policy. The Filter Policy
window appears.

2) In the Filter Policy window, update the filter policy
as necessary.

3) Click OK, then save your changes.

Delete a filter policy 1)  Select the filter policy that you want to delete, then
i o click Delete a filter policy. A confirmation pop-up
Note: The default filter policies cannot be a
2 ppears.
deleted.
2) Click Yes, then save your changes.
Duplicate a filter policy Select the filter policy that you want to duplicate, then

click Duplicate a filter policy. A duplicate of the filter
policy appears, named Copy_of_<policy_name>.
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N

Rename a filter policy 1) Select the filter policy that you want to rename,
) i o then click Rename a filter policy. The Rename
E Note: The default filter policies cannot be Policy window appears.
renamed.

2) In the Rename Policy window, type a new policy
name.

3) Click OK, then save your changes.

Search filter policies Type a search term in the Find field.

Customize sites

Create custom sites to recategorize URLs according to your organization's acceptable use policy.

For example, if SmartFilter categorized http://www.example.com as Entertainment, you could recategorize it as
Alcohol by creating a custom site.

Note: If a URL categorized in the Internet Database is recategorized using Custom Sites, the

¥ Custom Sites categorization takes precedence.

You can add custom sites to the default categories, or you can create custom categories. Filter policy action is
configured at the category level, not the site level.

To define custom categories and sites, select Policy > Application Defenses > SmartFilter, then click the
Custom tab.

O Tip: For option descriptions, click Help.

Use the table to perform tasks on the Custom tab.

Table 34: Custom category and site management tasks

N

Create a new category 1) In the Categories toolbar, click New category.
The Custom: New Category window appears.

2) Inthe Custom: New Category window, specify a
new category name.

3) Click OK, then save your changes.
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N

Delete a category 1)

E Note: The default categories cannot be
deleted. 2)

Select the category you want to delete.

Delete all of the custom sites in the category.

3) Click Delete category. A confirmation pop-up
appears.
4) Click Yes, then save your changes.
Search categories In the Categories toolbar, type a search term in the
Find field.
Create a new site 1)  Select the category that you want to add the site
to.
2) In the Custom sites toolbar, click New site. The
Custom: New Site window appears.
3) Inthe Custom: New Site window, specify a URL.
4) Click OK, then save your changes.
Delete a site 1)  Select the category that contains the site you want
to delete.
2) Select the site you want to delete, then click
Delete site.
3) Save your changes.
Search sites 1) Select the category you want to search.
2) In the Custom sites toolbar, type a search term in

the Find field.

Configure SmartFilter auditing

You can configure SmartFilter to create an audit entry for each HTTP request it filters.

SmartFilter audits can be sent to:

* Log files on the firewall — SmartFilter audits are written to the following log files:

e /var/log/audit.raw
e /var/log/SF.log

* McAfee Web Reporter — SmartFilter audits are sent to reporting software that is installed on a standalone
computer, which provides the reporting tools needed to help you identify issues such as:

* Liability exposure
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* Productivity loss
* Bandwidth overload
* Security threats

E Note: This is a legacy feature and is not actively supported.

To configure SmartFilter auditing, select Policy > Application Defenses > SmartFilter , then click the Audit
tab.

O Tip: For option descriptions, click Help.

To enable SmartFilter auditing:
Steps
1) Select Enable SmartFilter auditing.

2) Inthe Audit destination area, configure where you want SmartFilter audits to be sent.

3) [Conditional] If you select Remote report server or Both, complete the Report server address and Port
fields.

Enable SmartFilter on an access control rule

Enable SmartFilter web filtering enforcement on access control rules.

To enable SmartFilter on an access control rule, you must first configure a SmartFilter management method.
See:

* Manage SmartFilter using the firewall Admin Console
* Manage SmartFilter using the SmartFilter Administration Console

To enforce SmartFilter web filtering on an access control rule:
Steps

1) Configure SmartFilter on the appropriate HTTP Application Defense:
a) Select Policy > Application Defenses > Defenses > HTTP.

b) Select an existing Application Defense, or create a new one.

O Tip: For option descriptions, click Help.

c) On the Enforcements tab, select SmartFilter.

d) Click the SmartFilter tab, then configure it as appropriate.

* Todeny all HTTP requests that occur when SmartFilter is not available, select Reject all requests if
SmartFilter is unavailable.

* [Firewall Admin Console-managed SmartFilter] From the Filter Policy drop-down list, select the filter
policy you want to apply to the access control rule.
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2)

3)

4)

e) Save your changes.

Configure an Application Defense group.

a) Select Policy > Application Defenses > Defenses > Groups. The Groups window appears.
b) Create a new Application Defense group or modify an existing Application Defense group.

c) Inthe list of Application Defenses for this group, select the HTTP application defense you configured in
step 1.

d) Save your changes.

[Optional] To enable web filtering for HTTPS connections, do one of the following:

* Create an outbound decrypt/re-encrypt SSL rule to inspect HTTPS connections.

* Allow non-transparent HTTP connections by modifying the Generic Application Defense in the Application
Defense group you configured in Step 2.

E Note: This method does not filter transparent HTTPS connections.
Modify the appropriate access control rule.
a) Select Policy > Access Control Rules.

b) Open the appropriate access control rule or create a new one.

E Note: SmartFilter is applied to only the HTTP-based Applications.

c) From the Application Defense drop-down list, select the Application Defense group you configured in
step 2.

d) Close the access control rule, then save your changes.

Related concepts
Configuring access control rules on page 197
Managing Application Defense profiles on page 191

Related tasks
Manage SmartFilter using the firewall Admin Console on page 139

Content inspection | 145




Sidewinder 8.3.2P03 and later | Product Guide

Content inspection | 146



CHAPTER 9

McAfee EIA

* How McAfee EIA works on page 147

*  Benefits of McAfee EIA on page 149

* Understanding file reputation in the firewall audit on page 150
*  Configure certificates on page 152

e Configure McAfee EIA settings on Sidewinder on page 156

* View active hosts connected to Sidewinder on page 163

*  View related firewall audit on page 164

McAfee® Endpoint Intelligence Agent (McAfee EIA) is an endpoint solution that provides per-connection information to
Sidewinder.

How McAfee EIA works

McAfee EIA sends connection information, called metadata, that Sidewinder uses for policy decision making and
auditing.

When McAfee EIA is installed on a host system, it monitors the system for any outgoing connections. When a
connection attempt is made, the agent sends the following information to Sidewinder over an encrypted channel.

Note: If the metadata sent by McAfee EIA has UTF-8 characters in any of the attributes, the
characters might not display properly in the Admin Console Audit Viewer or Dashboard windows.

|4
* Source and destination address
*  Protocol
* Source and destination port
* The user information associated with the process
* The executable file name on disk, full path
* Executable file information (only suspicious DLL files are included)
* MDS5 hash value
* File description
* File signer
* File signed time
* File name (name from version table)
* File version
* Product name
* Malware analysis information
* Malware risk level

McAfee EIA | 147



Sidewinder 8.3.2P03 and later | Product Guide

e Heuristics
e Evidence data

E Note: McAfee EIA currently provides metadata for TCP and UDP connections over IPv4.

McAfee EIA is managed by McAfee ePolicy Orchestrator and can be deployed to multiple systems.

Figure 31: Integrating McAfee EIA with Sidewinder
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1) McAfee ePolicy Orchestrator installs and configures McAfee EIA on managed hosts.

2) Sidewinder is configured for McAfee EIA using the Admin Console. If your firewall is managed by Control
Center, the firewall is configured on the Control Center Management Server.

3) McAfee EIA sends metadata to Sidewinder.

4) User information is used for authentication and policy enforcement. User information and other metadata is
used for auditing.

5) Firewall policy is applied.

6) The host system initiates the network connection for the application. Sidewinder allows or denies the
connection based on its policy.

Note: McAfee EIA works with enterprise point product installations on the host machines.

¥ Consumer point product installations are not supported.

Benefits of McAfee EIA

McAfee EIA collects user information associated with an application and sends metadata to the firewall.

Many network environments contain computers or servers that have multiple users logged on at the same
time. The user information in the metadata allows the firewall to determine what users are associated with what
connections, even if those connections are coming from the same IP address.

You can view the information collected by McAfee EIA in the firewall audit, providing better visibility on what users
and applications are initiating connections on your network.

The metadata gathered from the host, Global Threat Intelligence, and the classification list maintained on the
firewall is used to calculate the overall confidence score of an executable file connection. The firewall audits
executable file connections, and attack responses can be configured for malicious or unknown executables.

Related concepts
Authentication options on page 156
How McAfee Global Threat Intelligence works on page 128

Related tasks
View related firewall audit on page 164
Configure the executable file reputation capability on page 158
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Understanding file reputation in the
firewall audit

The firewall, McAfee EIA, and Global Threat Intelligence combine to process executable file connections coming
through the firewall for file reputation.

When a connection is made through the firewall, McAfee EIA supplies the executable file information in metadata.
The firewall checks the executable file MD5 hash value against the Global Threat Intelligence server and any
entries on the classification list.

Overall malware confidence is calculated from these elements.

* McAfee EIA on the host assigns the executable file MD5 a risk level rating: very low, low, medium, high, very
high, or unknown.

*  When Global Threat Intelligence is enabled, the risk level in the database is reported back to the firewall: very
low, low, medium, high, very high, or unknown.

* When the classification list is enabled, the executable file is compared to the imported standard or entries
manually created by the administrator.
The classification type is divided into these categories:

*  Whitelist — When the connection has a whitelist reputation, the connection is audited and the firewall
continues to process it.

« Blacklist — When the connection has a blacklist reputation, the connection is audited. If an attack
response is configured, the firewall can send an alert or blackhole the source IP address of the connection.

In the firewall audit, you can review the specific evidence that contributed to the overall confidence score. The
audit entries with an McAfee EIA correlation ID have additional audit fields: Host_heuristic and Host_evidence.

* The Host_heuristic audit field displays serial numbers assigned to specific types of host heuristics.
* The Host_evidence audit field provides a detailed description of the evidence string row text, such as the
number of DLLs found or executable file sections.

Table 35: Host heuristic name and string format

Heuristic ID Description and format
number

1 Global Threat Intelligence has assigned this executable file a [Medium|High|Very High]
malware confidence.

2 File signed information.

3 An executable file is typically linked to numerous libraries.
This executable file is linked to an unusually small number of libraries.

4 An executable file typically has a resource section, which contains icons, menus, dialog
boxes, and more.
This executable file does not have a resource section.

5 An executable file does not typically embed another executable file.
An embedded executable file has been detected in the resource section of this executable
file.

6 An executable file does not typically embed a combination of unknown and encrypted

information in its resource section.
This executable has unknown and encrypted information embedded in its resource section.
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Heuristic ID Description and format
number

7

10

11

12

13

14
15

16

17

18

19
20

21

Malware is often encrypted or packed (compressed and encrypted) to avoid detection.
This executable is encrypted or packed.

An executable file is typically made up of read-only executable sections only.
This executable file has a writeable executable section.

An executable file is typically made up of one or two executable sections only.
This executable file has an unusually large number of executable sections.

An executable file typically starts its code execution from within its default executable
section.
This executable file is using an entry point outside its default executable section.

The raw data size of a file section indicates its disk footprint. Malware often sets this value to
0 to confuse debuggers and avoid detection.
This executable has a section whose size is set to 0.

The file version name defined in the resource section of this executable file is different from
the executable file's actual file name.

This executable file is being run from a suspicious location on the file system, such as a
temp folder.

This executable file is associated with autorun entries in the registry.

This executable file is using one or more APlIs often used by malware to hamper analysis
and avoid detection.

A compiler typically generates standard section names (such as .code, .data, .bss) when it
creates an executable file.
This executable file has non-standard section names.

A compiler typically generates standard section names (such as .code, .data, .bss) when it
creates an executable file.
This executable file has non-standard section names.

Data located after the last section of an executable file is overlay data, which is an easy
target for malware writers.
This executable file has obfuscated overlay data.

This executable file has its hidden file attribute set.

This executable file is in the Portable Executable (PE) format, but it has a non-PE file
extension (such as .jpg, .doc, .pdf).

This executable file has the same file name as a common Windows executable file, but is
running from a non-standard folder.

Each heuristic ID number is assigned a result in the Host_heuristic Detail View window.

Table 36: Host heuristic results

ID 1 GTI

Not Available — Global Threat Intelligence was not found
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ID 2 File signed + Not Available — Signed file was not found
¢ Available, not used — Signed file was not used

ID Numbers 3-21 + Ignored — Heuristic ignored
« Skipped — Not able to calculate Heuristic, possible error in the computation
* Not applicable — Heuristic computation results negative

* Applicable — Heuristic computation passed

Related tasks
Configure the executable file reputation capability on page 158
View related firewall audit on page 164

Configure certificates

Certificate configuration is necessary for the encrypted communication between Sidewinder and McAfee EIA.

Note: If you are using Control Center to manage your firewall, see the Forcepoint Sidewinder

¥ Control Center Product Guide, Certificates chapter.

The certificate process consists of these high-level steps:
1) In the firewall, generate and export the certificate for McAfee EIA.

2) Sign that certificate in the Endpoint Intelligence Management extension.
3) Export the ePolicy Orchestrator certificate authority (CA) certificate.

4) Load the signed certificate and the CA certificate into the firewall.

When creating certificates, they must meet these requirements:
* Public key lengths must be 4096 bits or lower.

* The host certificate used by McAfee EIA must be signed by the same certificate authority that generated the
CA certificate.

McAfee EIA | 152



Sidewinder 8.3.2P03 and later | Product Guide

Generate the firewall certificate

Create and export a firewall certificate to be signed by ePolicy Orchestrator.

StepS @ For more details about the product and how to configure features, click Help or press F1.

1) From the Sidewinder Admin Console, select Maintenance > Certificate/Key Management > Firewall
Certificates.

2) Click New. The Firewall Certificates: Create New Certificate window appears.
3) Inthe Certificate name field, enter a name for the certificate.

4) In the Distinguished name (DN) field, enter a distinguished name.

5) From the Submit to CA menu, select Manual PKCS 10.

6) Click Browse to specify the name and location to export the certificate to.

7) From the Format menu, select PKCS10.

8) Click Add. A success message appears.

9) Click OK.

Result

The certificate is exported to the specified location.

Sign the firewall certificate and export the CA
certificate

Use ePolicy Orchestrator to sign the firewall certificate and export the ePolicy Orchestrator CA certificate.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) From the ePolicy Orchestrator console, select Menu > Configuration > Server Settings. The Server
Settings area appears.

2) Select Network Integrity Settings, then click Edit. The Edit Network Integrity Settings page appears.
3) Click Browse and select the firewall certificate.

4) Click Sign certificate. When prompted, specify the name and location, and save the signed certificate.
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5) Download the ePolicy Orchestrator CA certificate.

a)

b)

On the Edit Network Integrity Settings page, click Download extension self signed cert.

When prompted, specify the name and location, and save the CA certificate.

Load the certificates

Load the signed certificate and the ePolicy Orchestrator CA certificate to Sidewinder.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) From the Sidewinder Admin Console, select Maintenance > Certificate/Key Management.

2) Load the signed certificate.

a)

b)

c)
d)
e)

f)

Click the Firewall Certificates tab.

In the Certificates list, select the certificate, then click Load. The Firewall Certificates: Load
Certificate for PKSC10 Request window appears.

For Certificate Source, select File.
Click Browse and select the signed certificate file.
Click OK.

In the Firewall Certificates tab, select the certificate and verify the status is SIGNED.

3) Load the ePolicy Orchestrator CA certificate.

a)
b)
c)

d)

e)

Click the Certificate Authorities tab.
Click New > Single CA. The Certificate Authorities: New Certificate Authority window appears.
In the Name field, enter a name for the certificate.

Click Browse and select the CA certificate file.

Click Add.

Configure certificates using SCEP

If you do not want to use the ePolicy Orchestrator CA to sign the certificate, you can use the Simple Certificate
Enrollment Protocol (SCEP) instead.

McAfee EIA | 154



Sidewinder 8.3.2P03 and later | Product Guide

Steps
1)
2)
3)
a)
b)
c)
d)
4)
5)
a)
b)
c)
d)
e)
f)
6)
a)
b)
c)
d)
e)
7)

On the ePolicy Orchestrator console, select Menu > Configuration > Server Settings. The Server Settings
area appears.

Select Endpoint Intelligence Settings, then click Edit. The Edit Endpoint Intelligence Settings page
appears.

Configure SCEP settings.

Select CA Certificate.
Enter the information in the CA SCEP Url, CA Id and Scep Password fields.
Click Test Connection to verify the information. A success message appears.

Click Get CA Cert.

On the Sidewinder Admin Console, select Maintenance > Key Management.

Configure the CA certificate.

Click the Certificate Authorities tab.

Click New. The Certificate Authorities: New Certificate Authority window appears.
From the Type drop-down list, select SCEP.

Enter the information for the CA certificate.

Click Add.

Click Get CA Cert to get the Distinguished Name details.

Configure the firewall certificate.

Click the Firewall Authorities tab.
Click New. The Firewall Certificates: Create New Certificate window appears.

From the Submit to CA drop-down list, select the name of the CA certificate you configured on the
firewall.

Click Add.

Enter the information for the certificate.

Save your changes.
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Configure McAfee EIA settings on
Sidewinder

Use the Admin Console to configure McAfee EIA settings.

For more information on installing and setting up McAfee EIA, see the McAfee Endpoint Intelligence Agent
Installation Guide.

Authentication options

Sidewinder works with Logon Collector to enforce policy based on the user information provided by McAfee EIA.

You can configure authentication settings for McAfee EIA using these methods:
* Authentication disabled — User information provided in the metadata is not used to enforce policy. It is used
for auditing purposes only.

* Authentication enabled — User information provided in the metadata is used for policy enforcement and
auditing purposes. When authentication is enabled, you determine the mode to use when the firewall does not
receive valid user information. This happens if the metadata does not contain a user that is part of a Windows
Domain or if the firewall does not receive any metadata for the connection.

* Authentication with fallback to Logon Collector — When no valid user information is provided, use
authentication information provided by Logon Collector to enforce policy on the connection.

* Authentication without fallback to Logon Collector — When no valid user information is provided, do
not use authentication information provided by Logon Collector. The connection will not match any rules
that require authentication.

E Note: Passive Passport must be enabled to use McAfee EIA authentication.

Configure authentication and certificate
settings

Specify the certificates to use for the communication with McAfee EIA, and determine the authentication method
to use.

Note: If you want to specify the zones and endpoints McAfee EIA responds to, create an explicit

" McAfee EIA communication rule before enabling McAfee EIA on the firewall.

Steps
1) Select Policy > Rule Elements > EIA. The General Settings tab appears.

O Tip: For option descriptions, click Help.

2) Select Enable Endpoint Intelligence Agent.
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3)

4)

5)
6)
7)

8)

In the Shared Key field, type the shared key used in the communication between Sidewinder and McAfee
EIA.

[Optional] Enable authentication.

E Note: Passive Passport must be enabled to use McAfee EIA authentication.

a) Select Enable.

b) Select the method of authentication from the Mode menu. This mode determines if Sidewinder will fall
back on Logon Collector authentication in the event that it is not possible to provide user information,
such as users that are not part of a Windows Domain, or if metadata is not received.

* Do not fallback to Logon Collector — Select eia.
* Fallback to Logon Collector — Select fallback_mlc.

From the CA Certificate menu, select the SCEP or ePolicy Orchestrator CA certificate.
From the Firewall Certificate menu, select the firewall certificate you created on the firewall previously.
[Optional] Configure certificate revocation and expired certificate settings.

Save your changes.

Related tasks
Create an explicit McAfee EIA communication rule on page 162

Sidewinder discovery options

McAfee EIA hosts can dynamically discover the gateway firewall for a given route.

When a connection attempt is made, McAfee EIA determines if there is a firewall gateway configured for that
route. If there is, the agent sends metadata to the specified firewall IP address. If there is no firewall configured
for that route, the agent does not send metadata.

If agent discovery is enabled and the firewall receives a connection from a host without any metadata, it uses the
Selected objects enabled/disabled for discovery list in the Hosts and Discovery tab to determine if the firewall
will send a message to the McAfee EIA running on the host. This message tells the agent to send metadata to
the firewall before sending the actual connection.

If the Selected objects enabled/disabled for discovery list is empty, the firewall always sends a message to
any host that does not send metadata.

IP address, IP address range, and subnet objects can be specified in the Selected objects enabled/disabled
for discovery list. The firewall only sends messages to objects that are present and enabled in the list. The
firewall processes disabled entries in the list before processing enabled entries.

Example: Assume you have network objects for the subnet 10.1.1.0/24 and the host 10.1.1.25. You want the
firewall to send the metadata request message to all devices on the 10.1.1.0/24 subnet except for 10.1.1.25,
because it is a device (such as a printer or Linux server) that does not have the agent installed. In this case,
you would add both network objects to the Selected objects enabled/disabled for discovery list, but you would
only enable the object for 10.1.1.0/24. The object for 10.1.1.25 would remain disabled.
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Configure agent discovery

Enable and configure discovery options on Sidewinder.

Steps
1) Select Policy > Rule Elements > EIA.

2) Click the Hosts and Discovery tab.

O Tip: For option descriptions, click Help.

3) Select Enable Discovery.

4) From the Select network objects for discovery lists list, select the network objects to configure for
discovery.

5) Inthe Enable / Disable column of the Selected objects enabled/disabled for discovery list, select the
network objects you want the firewall to send the metadata request message to.

6) Save your changes.

Configure the executable file reputation
capability

You can enable the firewall to accept and respond to the executable file reputation data received from McAfee
EIA and Global Threat Intelligence.

To implement a standard for endpoint hosts, generate an .xml file of the executable file MD5 hash values using
the Endpoint Baseline Generator, import the file into the firewall, then enable McAfee EIA to report any deviations
from that standard.

You can configure responses for these scenarios:

* A new executable file is detected.
Unknown executable files are captured in the audit. You can set up an attack response to send an alert or
strikeback.

* A blacklist executable file is detected.
You can identify vulnerable application versions as blacklisted on the classification list. You can set up an
attack response to send an alert or strikeback.
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Enable Global Threat Intelligence for executable
files

When enabled, executable file connections from the host are compared to the Global Threat Intelligence
reputation database.

Before you begin

¢ McAfee EIA must be enabled.
¢ The firewall must be licensed for TrustedSource.

The firewall receives the MD5 hash value of each connection from McAfee EIA. The Global Threat Intelligence
reports the reputation information about each file.

Steps © For more details about the product and how to configure features, click Help or press F1.
1) Select Policy > Rule Elements > EIA > Executable Reputation.

2) Select Enable Executable Reputation.

3) Select GTI Reputation.

4) Save your changes.

Related tasks
Create an attack response on page 321

Enable classification list executable file
reputation matching

When enabled, executable file connections from the host are compared to the reputation classification list.

Before you begin

If you are importing an executable file list, it must be an .xml file generated by the Endpoint Baseline
Generator tool.

E Note: The executable file names must be ASCII characters only. Using UTF-8
characters will result in an error, and the XML file will not be applied.

You can import a predefined standard executable file list, or add executable entries individually.
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StepS @ For more details about the product and how to configure features, click Help or press F1.

1) Select Policy > Rule Elements > EIA > Executable Reputation.

2) Select Enable Executable Reputation.

3) Select Classification list.

4) Take one of these actions, then save your changes.

Add an executable
file entry

Import a list of
executables files

1)
2)
3)

4)

5)

hoion s

Click New.

In the Executable Reputation: Add window, specify the name of the executable.

Enter the hash value.

From the drop-down list, select the type.
The executable can be added to either the whitelist or blacklist.

Click Add.

The entry is added to the list.

1)
2)

3)

4)

5)

6)

Click Import.
In the Executable Reputation: Import window, browse to the .xml file.

Select Add to existing list.
Leaving this deselected results in the new list overwriting the existing list.

If this is a duplicate entry, select Ignore duplicate entries to keep entries.
If this is deselected, the old executable file entry remains and the new entry is not
imported.

Define the Whitelist and Blacklist thresholds.
For example, if Whitelist is set to Low Risk, all the entries with reputation Very Low
Risk, Unknown, and Low Risk go to the whitelist.

If Blacklist is set to Medium Risk, all the entries with reputation Medium Risk, High
Risk, and Very High Risk go to the blacklist.

Click OK.

The file is parsed and the list is generated.
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Delete an 1) Select the executable entry to be deleted.
executable file entry

2) Click Delete, then click Yes to confirm the deletion.

The selected entry is deleted.

Purge all executable | Click Purge, then click Yes to confirm the deletions.
file entries All entries are deleted.

Change the type 1) Select the executable entry to be changed.

2) Click Whitelist or Blacklist.

The entry is added to the chosen type list.

Filter for specific Enter the search criteria, then click Search or press Enter.
executable file
entries

Next steps

To configure how the firewall responds to the executable file connection reputation, you must configure an attack
response.

Related tasks
Create an attack response on page 321

Modify advanced firewall settings

Optionally, you can modify advanced settings for McAfee EIA, such as the maximum number of connected hosts
and connection timeouts.

Steps
1) Select Policy > Rule Elements > EIA.

2) Click the Advanced Settings tab.

O Tip: For option descriptions, click Help.

3) Modify the settings as needed.

4) Save your changes.
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Create an explicit McAfee EIA communication
rule

The Network Intelligence Manager daemon (nimd) is the daemon responsible for communication with McAfee
EIA. By default, nimd is enabled in all zones except the one configured as the Internet zone.

You can create a rule to specify the particular zones, source endpoints, and destination endpoints you want nimd
to respond to.

This configuration is recommended, but optional.

E Note: Create this rule before enabling McAfee EIA on the firewall.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) In the Name field, type a name for the rule.
4) From the Action drop-down list, select Allow.
5) In the Applications pane, select EIA Manager.

6) In the Source area, specify the connection sources to match.

a) Inthe Endpoints pane, select the endpoints.

b) From the Zone drop-down list, select the zones.

7) In the Destination area, specify the connection destinations to match.

a) Inthe Endpoints pane, select <Any> or an object that contains the firewall IP address.

b) From the Zone drop-down list, select the same zones as specified in the Source area.

8) From the NAT drop-down list, select <None>.
9) Click OK.

10)  Save your changes.

Related tasks
Configure authentication and certificate settings on page 156
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View active hosts connected to
Sidewinder

There are two methods of viewing active hosts connected to Sidewinder.

Note: If you are using Control Center to manage your firewall, see the Forcepoint Sidewinder

¥ Control Center Product Guide, Generate Active Hosts Report.

View connected hosts using the Admin
Console

Use the Admin Console to view connected agent hosts.

Steps @ For more details about the product and how to configure features, click Help or press F1.
1) From the Sidewinder Admin Console, select Policy > Rule Elements > EIA.

2) Click the Hosts and discovery tab.

Result

The Active Host Agents area displays the list of connected hosts.

View connected hosts using the command line
interface

Use the firewall command line interface to view connected agent hosts.

Steps
1) Using command line, log on to the firewall.
2) Type srol e to change to the Admn domain.

3) Enter the command:

ipfilter -vH

Result

The list of connected hosts appears.
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View related firewall audit

From the firewall dashboard, access firewall audit entries related to McAfee EIA.

E Note: If you are using Control Center to manage your firewall, see the Forcepoint Sidewinder

¥ Control Center Product Guide, View improved category reports.

Steps

1) From the Sidewinder Admin Console, log on to the firewall. The dashboard appears.

O Tip: For option descriptions, click Help.

2) View the list of recent audit entries for McAfee EIA.
a) Click the EIA tab. A list of recent audit entries for McAfee EIA appear.
b) From the drop-down list, select the amount of most frequently audited application reputations.

c) From the drop-down list, select either Host-Application-Reputation or Malicious-Host-Application-
Reputation.

d) Select the time range.
e) Click Go.

f)  Review the audit events using one of these methods:

* Select an audit event and click View Audit.
» Select a user and click View Reputation Audits for user.
» Select an audit event and click View Reputation Audits.

g) Inthe EIA: Audit Viewing window, select an audit event and click Obtain evidence provided by EIA.
The Detail View window appears.

h) You can double-click Host_heuristic or Host_evidence for more information.

3) View the list of recent audit entries for executable files and their Global Threat Intelligence reputations.
a) Click the GTI tab. A list of recent audit entries for Global Threat Intelligence appears.

b) From the drop-down list, select the amount of most frequently audited executables.
c) From the drop-down list, select either Executable or Malicious-Executable.

d) Select the time range.

e) Click Go.

O Tip: To view the full audit entries, click View Audit.
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CHAPTER 10

Applications

* Using applications in policy on page 165

* Manage applications on page 173

* Manage application groups on page 175

e Updating application signatures on an isolated network on page 177

Sidewinder uses applications to classify network connections and act on them. Applications allow you to control
connections based on function in addition to traditional attributes such as protocol or port.

Using applications in policy

Sidewinder uses applications to identify and enforce policy on connections.

AppPrism allows the firewall to look closely at the actual data in the application. This gives you the ability to:
* Control the traffic
* Instruct the firewall how to respond to the data

* Create custom applications and application groups for use in your policy (in addition to the application
database)

For example, consider the Facebook application. Traditional firewalls have difficulty distinguishing connections
to Facebook from other HTTP and HTTPS traffic. In contrast, the Sidewinder Facebook application identifies
connections to Facebook without forcing you to consider connection attributes.

Applications in access control rules

Use access control rules to determine which applications are allowed and denied.

There are several ways to associate applications with an access control rule.
* Individual applications — Select one or more applications when you create the access control rule.

* Application groups — Create an application group that contains the appropriate applications, then select that
group when you create the access control rule.

* Application category filters — [Deny and drop actions only] Select an application category filter to block all
applications that belong to that category. Application categories cannot be selected for access control rules
with allow action.

E Note: We recommend creating specific deny rules and placing them above general allow rules
" for HTTP-based applications. For example, a deny Facebook rule would be placed above an allow
HTTP rule.
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Related concepts
Troubleshooting applications on page 669

Related information
Creating and managing access control rules on page 197
Working with policy on page 223

How applications are identified

The firewall scans deeper into the flow of data to detect applications.

McAfee AppPrism examines connection protocols and data, and matches them to application signatures

to identify applications. AppPrism is the technology that allows for an application-based policy. Using SSL
Content Inspection, AppPrism can even identify applications encapsulated in SSL. Each session is inspected for
application information.

Sidewinder leverages the AppPrism engine to identify the application used in incoming connections. When a new
connection request arrives, the firewall performs these processes.

Identify }—»’ Compare H Respond

The firewall identifies the port and The AppPrism engine compares The firewall responds based on the
protocol being used. If the protocol | the port, protocol, and other data to | identity of the application and the
is SSL and decryption is enabled, its library of application signatures | associated access control rules.
the packet content is decrypted. and identifies the application being

used.

Related concepts
McAfee AppPrism on page 14
Discovering which applications are in use in a zone on page 260

Application elements

Applications consist of multiple elements that are used to classify network connections; refer to the table.

Table 37: Elements of applications

N

Signature Detects the application based on content or behavior.
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e oanien

Describes the ports used by the application.
There are three types of ports:

Ports

Categories

Capabilities

Risk

Dependent applications

TCP — Ports of this type apply only to connections
that use the TCP protocol.

SSL — Ports of this type apply only to connections
that are encrypted using SSL.

UDP — Ports of this type apply only to connections
that use the UDP protocol.

Classifies the function of the application; an application
might be a member of multiple categories.

Displays sub-functions of the application; for some
applications, certain sub-functions can be selectively
disabled.

Rates the danger the application might pose to your
organization.

Dependent applications enable application-based allow rules to function as expected without creating an

additional rule for each dependent application.

Some applications are dependent on other applications to function properly. When you create an Allow rule for
an application, the rule might have to allow dependent applications. For example, a web application might have
HTTP as a dependent application so content hosted on other sites still loads as expected.

E Note: If the application allowed in a rule has a dependency on HTTP, some unknown HTTP traffic
g might also be allowed by the rule. This would only apply in the case where a later rule does not

define HTTP.

Types of applications

There are three types of applications.

Related concepts
Firewall applications on page 168
Custom applications on page 170

Related reference
Provided applications on page 167

Provided applications

The firewall utilizes a database of application signatures that are pre-categorized and rated for risk.

Applications are created based on ongoing research. By default, your firewall is configured to download
application updates daily to ensure the applications database remains up to date. You can view when the update
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was last received on the Dashboard. You can configure update frequency and when the download takes place
or update immediately in the Updates area. If your firewall is on isolated network, you can update the firewall
applications manually.

Information about each application is available in the Applications area.

Some applications broadly classify connections while others are very specific. Refer to the table for examples.
Table 38: Application scope examples

L2TP All connections that use the Layer 2 Tunneling
Protocol (L2TP)

TCP/UDP All connections that use the TCP or UDP protocols

HTTP All web-based applications (HTTP protocol on port 80
or SSL on port 443)

facebook Only Facebook HTTP connections on TCP port 80 or
443

E Note: Other recognized web applications
¥ are not matched.

When applications become obsolete or invalid, they are deprecated in the applications database. Deprecated
applications cannot be selected when creating new rules or application groups.

When an application is deprecated, a message alerts you to the change.

Related tasks
Updating application signatures on an isolated network on page 177

Firewall applications

Firewall applications act as servers or clients.

They can perform either of the following functions:

*  Process connections that are destined for the firewall
¢ |nitiate connections on the firewall's behalf

Table 39: Firewall applications

Active Passport* Grants active passports to users.

Admin Console Processes Sidewinder Admin Console connections
from administrators.

BGP Routing Server Participates in Border Gateway Protocol (BGP)
routing.
Change Password Server Allows external users to change their Sidewinder or

LDAP password using a web browser.
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Cluster Registration Client*

Cluster Registration Server*

Common Access Card*

Control Center Status*

Control Center Management*

DHCP Relay

Enterprise Relay Server®

ePolicy Orchestrator®

Trusted Source*

ISAKMP Server

Login Console

McAfee Logon Collector*

Network Intelligence Manager*

OSPF IPv6 Routing Server

OSPF Routing Server

Realtime Audit*

RIP Routing Server

RIP Unbound Server

SecureAlert*

Sendmail Server

Allows registration and communication among firewalls
in High Availability (HA) clusters.

Allows registration and communication among firewalls
in High Availability (HA) clusters.

Allows administrators to log on to the firewall using a
Common Access Card authenticator.

Communicates with Sidewinder Control Center if the
firewall is managed by Control Center.

Communicates with Sidewinder Control Center if the
firewall is managed by Control Center.

Forwards DHCP requests from clients to DHCP
servers in different broadcast domains.

Allows services that need to communicate with each
other in multi-firewall configurations.

Allows communication between ePolicy Orchestrator
and the firewall.

Sends Global Threat Intelligence queries to McAfee
Global Threat Intelligence servers.

Generates and exchanges keys for VPN sessions.

Allows administrators log on at a console attached to
the firewall.

Communicates with McAfee Logon Collector software
that is installed on a Windows-based server.

Allows communication between McAfee EIA and the
firewall.

Participates in Open Shortest Path First IPv6 (OSPF
IPv6) routing.

Participates in Open Shortest Path First (OSPF)
routing.

Allows the firewall to send audits in real time if the
firewall is managed by Control Center.

Participates in Routing Information Protocol (RIP)
routing and learns routes without broadcasting routing
information.

Participates in Routing Information Protocol (RIP)
routing and automatically broadcasts routing
information to all zones.

Communicates with Sidewinder Control Center if the
firewall is managed by Control Center.

Processes email when hosted sendmail is enabled on
the firewall.
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SmartFilter Admin Console Communicates with the SmartFilter Administration
Console.

SmartFilter Redirect Server* Redirects web requests that are denied or coached by
SmartFilter.

SNMP Agent Communicates with SNMP management stations.

SSH Server Accepts SSH connections from firewall administrators.

Telnet Server Accepts Telnet connections from firewall

administrators.

XORP PIMD Participates in Protocol Independent Multicast - Sparse
Mode (PIM-SM) routing.

You do not need to create access control rules for the
firewall applications in the table that are marked with
an asterisk (*).

Custom applications

In addition to the provided applications and firewall applications, you can create custom applications.

A custom application combines the attributes of an existing parent application with new ports. Create a custom
application when you want to override the ports of an application in the database.

The port types allowed for a custom application depend on the properties of the parent application. This example
shows the ports you can specify for HTTP and NTP parent applications.

e HTTP — TCP and SSL ports because HTTP is a TCP protocol that can also use SSL.
* NTP — UDP ports because NTP uses the UDP protocol.

Application type scenario

Consider the applications listed in the table. All of the applications relate to SSH, but each application type
matches SSH traffic that serves a slightly different purpose.

Table 40: Example SSH application types

Application name Application type

SSH Provided Matches SSH connections on port
22 that attempt to pass through the
firewall

SSH-2022 [user-specified name] Custom Matches SSH connections on port

(dependent application is SSH) 2022 that attempt to pass through
the firewall

SSH Server Firewall Matches SSH connections that are

destined to the firewall
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Typical Scenarios

McAfee AppPrism can be applied to the firewall as a way to enforce your organization's policy.

To illustrate, this section discusses six typical scenarios and provides the high-level steps for each.

Use case - Selectively disable services

You can allow outbound HTTP traffic while disabling specific applications.

Assume you want to allow user access to the Internet but block users from uploading or downloading documents
to Google Docs or Google Calendar. Google Docs Upload and Google Calendar are listed in the application
signature database. Users can view and create Google documents using their web browser, but they cannot
upload documents from their computer.

Use this type of policy to protect your network from outbound data loss and potential inbound malware.

Implementing this scenario involves these high level tasks:

1) Define the User group.
2) Create an access control rule that denies the applications, Google Docs Upload and Google Calendar.
3) Create an access control rule that allows HTTP.

4) Order your rules as needed.

Use case - Protecting company information

You can allow an inbound application while denying outbound traffic.

Assume you want users to be able to view and participate in WebEx conferences that are internal and external
to your network, but you want to protect the user's screen from exposing potentially sensitive information to other
attendees.

Use this type of policy to reduce the opportunity for unintended outbound data loss.

Implementing this scenario involves these high level tasks:

1) Define the User group.
2) Create an access control rule that denies WebEx desktop sharing.
3) Create an access control rule that allows HTTP.

4) Place the deny rule above the allow rule.
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Use case - Limiting capabilities of allowed
applications

You can allow an application to be used in the network while denying a specific capability of that application.

Assume you want users to be able to access Yahoo instant messaging, so that they can communicate
with contacts outside the company, but you want to restrict the ability to send and receive files through this
application.

Use this type of policy to protect your network from outbound data loss and inbound potential malware.

Implementing this scenario involves these high level tasks:

1) Define the User group.
2) Create an access control rule that allows Yahoo Messenger but disables the file sharing capability.

3) Order your rule as needed.

Use case - Blocking peer-to-peer access

You can deny specific categories of applications without needing to add new individual applications to the rule.

Assume you do not want users to participate in torrent sharing inside and outside your network. You can
block the application category for all identified peer-to-peer applications, which will continue to expand as
applicationsare added to the application signature database.

Use this type of policy to protect your network from outbound data loss, inbound potential malware, and pirating
of copyrighted materials.

Implementing this scenario involves these high level tasks:

1) Define the User group.
2) Select the application category Peer to Peer (P2P), which includes all torrent applications.
3) Create an access control rule that denies or drops the application category.

4) Order your rule as needed.

Use case - Restricting streaming media

You can allow an application to be used in the network while blocking URL categories within that application.

Assume you want users to be able to access streaming media for web conferencing, but you want to restrict the
types of media they can view. You can choose from a number of URL categories to block, such as those labeled
as 'sports’'.

Use this type of policy to protect your network from misappropriation of network resources, excessive bandwith
use, and potential malware.

Implementing this scenario involves these high level tasks:

1) Create or modify a SmartFilter URL filtering policy to block sports.
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2) Create or modify an HTTP application defense that uses the SmartFilter policy.
3) Create or modify an application defense group that uses the HTTP application defense.
4) Create an access control rule that uses the application defense group defined above.

5) Order your rule as needed.

Use case - Enabling application discovery in
SPAN mode

The firewall can passively listen to traffic while identifying applications.

Assume you want the firewall to inspect traffic without taking any action on it, but you want to know what
applications are in use by your network. While configuring SPAN mode, you can enable Application discovery
on the zone to make the firewall include application information in the data collected. We recommend having SSL
decryption enabled for greater accuracy.

Use this type of policy to view applications in actual use by your network and assist in tailoring a policy to fit your
organization.

Implementing this scenario involves these high level tasks:

1) Create a zone that has Application discovery enabled.
2) Create a SPAN interface.
3) Create a SPAN rule.

4) Order your rule as needed.

Manage applications

To manage applications, select Policy > Rule Elements > Applications. The Applications window appears.

O Tip: For option descriptions, click Help.

Use the following instructions to view and create applications.
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Table 41: Application management tasks

T e

Create a custom
application

Delete a custom
application

Filter applications by
category

Filter applications by
risk

Search applications

Rename a custom
application

View audit data for
an application

View where an
application is used

1)
2)

3)

1)

2)

3)

Click New.

In the Applications: New Application window, complete the fields as appropriate.

Click OK, then save your changes.

Select the application that you want to delete.

Click Delete. A confirmation pop-up window appears.

Click Yes, then save your changes.

In the Filter by categories area, click one or more categories.

O Tip: To clear a category filter, click x on the category.

In the Filter by risk area, click one or more risk buttons.

Q Tip: To clear a risk filter, click the button again.

Type your search criteria in the Search field.

O Tip: To clear your search, click x in the Search field.

1)

2)

3)

4)

1)

2)

1)

2)

Select the custom application that you want to rename.
Click Rename.
In the Applications: Rename window, type a new name for the custom application.

Click OK, then save your changes.

Select the application that you want to view audit data for.

Click View Audit. The Applications: Audit Viewing window appears.

Select the application you want to investigate.

Click Usage. The Usage window appears.
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Manage application groups

Application groups define common sets of applications that you want to reuse on multiple rules.

Steps

1) Select Policy > Rule Elements > Applications. The Applications window appears.

2) From the Manage drop-down list, select Groups. The Application Groups window appears.

O Tip: For option descriptions, click Help.

Use the following instructions to manage application groups.

Add an application 1)
to an application
group 2)
3)
Create an 1)
application group
2)
3)
4)
5)

Table 42: Application group management tasks

T e

Select the application group to add the application to.

Add the application using one of the following methods:
* Double-click the application in the Available list.
e Select the application in the Available list, then click >>.
o Tip: To select multiple consecutive applications, press Shift key
as you select the first and last applications. To select multiple non-

consecutive applications, press the Ctrl key as you select each
application.

Save your changes.

Click New.
In the Name field, type a name for the application group.
In the Rule action area, select the type of rules the application group will be used in.

* If you select Allow only, you might be able to disable some capabilities for the
application group.

* If you select Allow, Deny, or Drop, you cannot disable capabilities for the
application group.

Add applications to the application group as appropriate.

Save your changes.
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e e

Dele_te an 1) Select the application group that you want to delete.
application group

2) Click Delete. A confirmation pop-up window appears.

3) Click Yes, then save your changes.

Disable a capability | 1) Select the application group that you want to disable a capability for.

2) Inthe Capabilities list, deselect the capability you want to disable.

O Tip: Capabilities that cannot be disabled are unavailable.

3) Save your changes.

Filter available In the Filter by categories area, click one or more categories.
applications by

category O Tip: To clear a filter, click x on the category.

Filter available In the Filter by risk area, click one or more risk buttons.

applications by risk
Q Tip: To clear afilter, click the button again.

Remove an 1) Select the application group to remove the application from.
application from an

licati
application group 2) Remove the application using one of the following methods:
* Double-click the application in the Membership list.

* Select the application in the Membership list, then click <<.
O Tip: To select multiple consecutive applications, press Shift key
as you select the first and last applications. To select multiple non-

consecutive applications, press the Ctrl key as you select each
application.

3) Save your changes.

Rename an 1) Select the application group that you want to rename.
application group
2) Click Rename.

3) Inthe Rename window, type a new name for the application group.

4) Click OK, then save your changes.
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e e

Search application Type your search criteria in the application group area Search field.

groups

Q Tip: To clear your search, click x in the Search field.
Search available Type your search criteria in the Available area Search field.
applications

O Tip: To clear your search, click x in the Search field.
Search member Type your search criteria in the Membership area Search field.
applications

O Tip: To clear your search, click x in the Search field.

View audit data for | Right-click the application that you want to view audit data for, then select View Audit.
an application The Applications: Audit Viewing window appears.

Tip: To view audit data for multiple applications, press the Ctrl key as you
select each application, then right-click a selected application and select

View Audit.
View where an 1) Select the application group you want to investigate.
application group is
used . .
2) Click Usage. The Usage window appears.
View where an Right-click the application you want to investigate,then select Usage. The Usage window

application is used appears.

Updating application signatures on an
isolated network

For a firewall on an isolated network, you can update the AppPrism signatures manually.

Steps
1) Run the command to get the firewall serial number.

cf license query

2) Run the command to get the current version of the AppPrism database on the firewall.

cf appdb ver
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3) Go to the firewall download page.
http://sig.sidewinder.downloads.forcepoint.com/cgi-bin/appdb_update.py?serialNumber=<fw-serial-
number>&downloadAPI=1.0&appdbVersion=<current-appdb-version>

Where:
e <fw-serial-number> is the value of the serial_number field from step 1.
e <current-appdb-version> is the database version from step 2.
4) You will be prompted to save the latest signature file.
5) Transfer the file to a directory on the firewall, for example /home/your_username.
Transfer it using a CD-ROM:
a) Burn the file to a CD-ROM.
b) Insert the CD-ROM into the firewall.
c) Run the following commands on the firewall:
mount cd9660 -o ro /dev/acd0 /cdrom
cd /cdrom
cp applications.tar.enc /home/your username
cd /
umount /cdrom
Transfer it using FTP:
a) Place the file on an FTP server accessible by the firewall.
b) Run the following commands on the firewall to retrieve the file:
cd /home/your username
ftp ftpserver.domain.com (Enter login credentials)
cd destination/path
bin
get applications.tar.enc
quit

6) Install the AppPrism signature update by running this command
cf appdb install file=/home/your username/applications.tar.enc

Result

E Note: The firewall will not accept a signature package older than the one currently installed.

Attempting to install an older signature package will result in an error audit.
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CHAPTER 11
Application Defenses

Understanding Application Defenses on page 179

How the Generic Application Defense profile works on page 182
Virus scanning on page 186

Managing Application Defense groups on page 188

Managing Application Defense profiles on page 191

Application Defenses refine access control rules for specific applications that use proxies and filter agents.

Understanding Application Defenses

You can use Application Defenses to configure key services such as anti-virus, anti-spyware, and web services
management.

Application Defense policy is configured with profiles and groups:

* Application Defense profile — Contains all the configuration options for the Application Defense. Multiple
profiles can be created for each Application Defense.

* Application Defense group — Groups Application Defense profiles into a single object that is used by
access control rules.

Application Defenses are applied to a connection when the connection matches an access control rule that
contains both:

* An application rule element that includes a signature that corresponds to the Application Defense
* An Application Defense group that includes the Application Defense

Application Defense types

Most Application Defense types contain settings for a particular protocol or service. However, the Generic
Application Defense contains settings that apply to the Application Defense group.

The Application Defense types are:

* Citrix — Configures advanced Independent Computing Architecture (ICA) proxy parameters.
*  FTP — Configures File Transfer Protocol (FTP) permissions and file scanning for the FTP proxy.

* Generic — Configures connection settings, expected connection limits, traffic transparency, packet filtering,
and stateful packet inspection. These settings apply to the Application Defense group that contains the
Generic profile.

* H.323 — Configures enforcement settings for H.323, a standard that provides support for audio and video
conferencing across a shared medium such as the Internet.

* HTTP — Configures advanced parameters for HTTP or decrypted HTTPS and SSO access control rules.
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IIOP — Configures enforcement settings for the 1IOP (Internet Inter-ORB Protocol) proxy, which makes
it possible for distributed programs written in different programming languages to communicate over the
Internet.

Mail (Sendmail) — Configures advanced parameters for sendmail access control rules.
Mail (SMTP proxy) — Configures filtering options for the SMTP proxy.

Oracle — Configures continuous session monitoring to prevent spoofing and tunneling attacks while sessions
are in progress for the SQL proxy.

SIP — Configures media filtering, call duration, and peer types for the Session Initiation Protocol (SIP) proxy.
SNMP — Configures advanced properties for the SNMP proxy.

SOCKS — Configures advanced properties for the SOCKS proxy.

SSH — Configures advanced properties for the SSH proxy.

T120 — Configures enforcements for the T.120 proxy. T.120 is a standard for real-time data conferencing.

Related concepts
How the Generic Application Defense profile works on page 182

Application Defense profiles

Application Defense profiles contain all the configuration options for the Application Defense.

Multiple profiles can be created for each Application Defense type. When configuring an Application Defense
group, a profile is selected for each Application Defense.

Five Application Defense profiles are predefined:

Anti-Virus Scanning — The Anti-Virus Scanning profile configures basic anti-virus scanning. Infected files
will be discarded. This profile is provided for FTP, HTTP, and Mail (Sendmail) Application Defenses.

connection settings — The connection settings profile provides timeout settings for connections. This profile
is provided for the Generic Application Defense.

minimal proxy — The minimal proxy profile forces all connections through a proxy. A minimal proxy
Application Defense performs the least amount of content inspection possible. This profile is provided for all
Application Defenses.

URL Filtering — The URL Filtering profile uses SmartFilter for URL filtering. This profile is provided for the
HTTP Application Defense.

URL Filtering and Anti-Virus Scanning — The URL Filtering and Anti-Virus Scanning profile discards files
infected with malware, and uses SmartFilter for URL filtering. This profile is provided for the HTTP Application
Defense.

Application Defense groups

Each access control rule uses an Application Defense group to specify advanced application policy.

When you create an Application Defense group, you can select a single profile for each Application Defense type
to populate the Application Defense group.

Each Application Defense group must contain a Generic Application Defense profile.
The Generic Application Defense controls connection settings for all protocols, and is the only Application
Defense required in every Application Defense group.
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« All other Application Defense profiles are optional.
If the access control rule allows an application and you do not specify a corresponding Application Defense
profile, no Application Defense settings are applied to that application.

* The Application Defense profiles in the group do not need to match the applications used on the access
control rule.
If the group contains an Application Defense profile for an application that is not used by the access control
rule, the profile settings are ignored by the rule.

Note: If the access control rule that matches the SSL connection specifies an Application
Defense group that does not assign an HTTP Application Defense (for example, the connections
settings group initially specified as the <Default Group>), the following SSL rule Decrypt/
Re-encrypt selections are not enforced: Display notification to web browser and Perform
certificate hostname matching.

(4

How Application Defense groups affect
connection processing

The Application Defense group you associate with an access control rule affects how the firewall processes
matching connections.

By default, the firewall uses IP filters to pass matching connections unless the protocol or other policy
configuration requires a proxy. If the Application Defense group contains enforcements that require proxies, such
as virus scanning or SmartFilter, the firewall automatically uses proxies as needed. A proxy is also required when
using Global Threat Intelligence or a domain network object in an access control rule.

You can configure the firewall to use a proxy for a specific application by:

» Selecting an Application Defense profile for that application in the Application Defense group
* Enabling the following options on the Generic Application Defense profile:

* Use TCP proxy

* Use UDP proxy

e Use ICMP proxy

Related concepts
Configuring packet filters on page 184

Default Application Defense group

You set one Application Defense group as the default. The default Application Defense group is used in all new
access control rules that use an Application Defense group, unless you select a different Application Defense
group for the new rule in the Rules window.

For example, a more restrictive Application Defense group can be created for emergency situations. When a
real-time threat is discovered, this more restrictive Application Defense group can be made the default, saving
administrators from having to edit every rule. After the situation is resolved, the previous default Application
Defense group can be restored.
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Predefined Application Defense groups

Five Application Defense groups are already defined.

Anti-Virus Scanning — The Anti-Virus Scanning Application Defense group assigns the Anti-Virus
Scanning Application profile to the FTP, HTTP, and Mail (Sendmail) Application Defenses. All other
Application Defenses are set to the minimal proxy profile. Use this Application Defense group in an access
control rule to enable anti-virus scanning.

connection settings — The connection settings Application Defense group contains only the connection
settings profile for the Generic Application Defense. All other Application Defenses are set to <None>.
When this Application Defense group is included in an access control rule, no content inspection will be
performed; packet filters will be used instead. Use the connection settings Application Defense group when
no enforcement is necessary.

minimal proxy — The minimal proxy Application Defense group includes the minimal proxy profile for
every Application Defense. Use the minimal proxy Application Defense group in an access control rule when
only minimal enforcement is necessary.

URL Filtering — The URL Filtering Application Defense group assigns the URL Filtering profile to the HTTP
Application Defense. All other Application Defenses are set to the minimal proxy profile. Use this Application
Defense group in an access control rule to enable URL Filtering.

URL Filtering and Anti-Virus Scanning — The URL Filtering and Anti-Virus Scanning Application
Defense group assigns the URL Filtering and Anti-Virus Scanning profile to the HTTP Application Defense,
and assigns the Anti-Virus Scanning profile to the Mail (Sendmail) Application Defense. All other Application
Defenses are set to the minimal proxy profile. Use this Application Defense group in an access control rule to
enable URL filtering and anti-virus scanning.

Note: During an upgrade from 7.x, the predefined Application Defense profiles and groups are

" not created and do not appear for the firewalls that are upgraded.

How the Generic Application Defense
profile works

The Generic Application Defense profile contains settings that apply to the Application Defense group. Access
control rules that use the Application Defense group inherit the Generic Application Defense profile settings.

You can use the Generic profile to:

Set expected connections — Configure the maximum number of connections for each agent.
E Note: These settings affect the entire firewall and are not tied to a particular profile.

Force the use of proxies — Select one or more of the checkboxes to force applications to run through the
selected proxies.

Set timeouts — Set the length of time, in seconds, that the firewall will wait before closing a connection.

* TCP connection timeout — Set the length of time, in seconds, that is allowed for the TCP connection to
establish. Valid values are 1—65535.

* TCP idle timeout — Set the length of time, in seconds, that the TCP connection can remain idle before it
is closed. Valid values are 0—2147483647. A value of 0 means the session will never time out.

* UDP idle timeout — Set the length of time, in seconds, that the UDP session can remain idle before it is
closed. Valid values are 0—2147483647. A value of 0 means the session will never time out.
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* (ICMP Packet Filter only) Response timeout — Set the length of time, in seconds, that a session will
await responses after the final request. Valid values are 1—100000.

* Configure transparency settings — Enable or disable support for non-transparent connections by proxy
agent.

* Configure stateful inspection — Configure stateful packet inspection properties, and to select the response
types you want to allow for an access control rule.

* Configure IPv6 extension header filtering — Configure which IPv6 extension headers and options are
allowed through the firewall. By default, IPv6 extension headers are not allowed.

* Configure IP filter settings — Configure advanced settings for IP filters, including request rate and auditing
parameters.

Expected Connections

Certain proxy agents can be configured to enable multiple instances of the same agent in order to load the traffic
across the multiple instances.

Multiple instantiation of proxy agents is useful for hardware configurations with multiple CPUs or sites that have
experienced problems due to an exceedingly large amount of concurrent connections through one of those
proxies.

A single proxy instance for any of these agents can generally handle up to 2000 sessions (a session consists of
two connections for most protocols). By default, most proxy agents are configured for 4 proxy instances, or about
8000 sessions. This quantity is more than adequate for most sites. However, if your site is consistently recording
concurrent sessions that hover around the 8000 range (or if you have experienced problems because the number
of connection attempts is significantly higher) for any of these proxies, you might need to increase an agent's
number of expected connections in order to enable additional instances for that proxy agent.

The following proxy agents support multiple instantiation:

* Citrix Proxy agent

*  FTP Proxy agent

* HTTP Proxy agent

*  MS-SQL Proxy agent

* Oracle Proxy agent

*  SMTP (Mail) Proxy agent
*  SOCKS Proxy agent

* SSH Proxy agent.

The default value for all agents is 8000 connections. You can specify expected connection values from 1000—
32000.

Passing traffic transparently and non-
transparently

On the Sidewinder, FTP, HTTP, Oracle, and Telnet applications can be configured to be transparent or non-
transparent.

For transparent connections, the client is unaware of the firewall. The firewall is implicitly included in the path
based on routing. For non-transparent, the client is aware of the firewall and explicitly connects to the firewall.
The connection type is determined on the client side (browser settings or user entering the firewall IP address).
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Proxy agents can be configured to allow only transparent connections, only non-transparent connections, or both,
depending on which option is indicated in the Generic Application Defense: Connection Settings window.

When using transparent settings, the user appears to connect directly to the desired network server without
connecting to the firewall first. For example, to initiate an outbound Telnet session using a transparent Telnet
proxy agent, a user would issue the following command from his or her computer and then connect directly to the
external Telnet server:

tel net destination

With a non-transparent Telnet proxy agent, a user must first Telnet to the firewall and specify a destination for the
Telnet session. For example, the following shows how an internal user would initiate a Telnet session to a server
in an external network using a non-transparent proxy that requires standard password authentication.

telnet firewall | P_address

(connection message from the firewall appears...)

Enter destination: destination_ |P_address
(authentication prompt from the firewall appears...)

User name: user nane

Passwor d: password

(connection message from the destination Telnet server appears...)
| ogi n: username

Non-transparent proxy configurations are typically used in networks that use NAT. For example, you would use a
non-transparent agent if your end users need to access a non-standard port or if there is no direct route between
the client and the intended server.

E Note: Certain transparent and non-transparent proxy configurations can require users to
" authenticate before they are allowed to connect.

Allowing non-transparent traffic requires configuring end-user browsers to point to the firewall. To set up browsers
to work with the non-transparent proxy option, there are two basic steps:
* Specify the firewall fully qualified host name or IP address in the browser proxy line.
* Specify the port number for the proxy agent.
Note: If you want users connecting to port 80 to be able to pass HTTPS traffic through the

firewall, make sure port 80 is specified in the Destination ports allowed through non-
transparent HTTP proxyfield on the HTTP Application Defense: Connection tab.

4

Consult your browser documentation for defining an HTTP proxy server.

Configuring packet filters

If you do not want to do any content inspection on particular traffic, you might want to pass traffic using a packet
filter, also called an IP filter.

Packet filters will examine the following attributes of a connection:

e Source IP address
¢ Destination IP address
*  Protocol

e Source port
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* Destination port

* [Optional] Connection state

* [FTP only] Data channel negotiation

Packet filters support these rule configurations:
* Zone matching

* NAT and redirect

* Passive Passport

* |PS inspection

There are three Use proxy options available — Use TCP proxy, Use UDP proxy, and Use ICMP proxy. These
options are in the Generic application defense and can be used to specify whether the connection should use a
proxy or packet filter.

E Note: Certain applications, such as those that require proxy settings, will always use a proxy

regardless of how the Use proxy settings are configured. Traffic matching a rule that uses Global
Threat Intelligence or a domain network object will always be handled by a proxy.

Use these high-level steps to make sure that your traffic uses a packet filter:

1) Create a new TCP/UDP application and specify the ports as needed.
2) Create or use a Generic Application Defense that does not have the Use proxy settings enabled.

3) Create or use an Application Defense group that references the Generic Application Defense you created in
the previous step. Configure only the Generic Application Defense and set the other Application Defenses to
<None>.

4) Create a rule that uses your custom application and the packet filter Application Defense group.

Related concepts
How Application Defense groups affect connection processing on page 181

Stateful packet inspection

The firewall can actively track IP-based sessions using stateful inspection.

Stateful inspection ensures that only packets valid for a new session or a portion of an existing session are sent
on to the final destination.

How traffic is filtered if stateful packet
inspection is enabled

When the firewall receives IP-based traffic, it starts by checking a filter session record database to determine if an
active session record exists for this traffic.

A session record indicates that this traffic is in response to a previous successful match to an allow rule. Session
records only exist if the matching access control rule had stateful packet inspection enabled.
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* If an active session record exists, the following occurs:
e Perform address and port rewriting, if required
* Perform session processing
* Forward packet directly to the correct destination interface without any additional processing
* If no active session record exists, the firewall checks the active access control rules to find a match.
* If a matching allow rule does exist, the packets are processed according to the rule.
* If no matching access control rule exists, the packet is generally denied. Exceptions:

* |f the packet arrived on a zone that is configured to hide port unreachables, the packet is dropped
instead of denied.

* If an application is listening on the packet port, the application handles the packet according to its
protocol standards.

How traffic is filtered if stateful packet
inspection is disabled

When the firewall receives traffic, it checks the active access control rules for a matching rule.

The firewall then does one of the following:

* If an access control rule match is found, the packet source or destination address are translated according
to the translation information that is configured for that rule. The packet is then forwarded on for any further
firewall processing.

* If there are no matching access control rules in the filter database, the firewall sends the packet on to
application-layer processing.

Understanding stateful session failover in an
HA cluster

When filter session sharing is configured for an HA cluster, the processing firewall sends out multicast messages
over the heartbeat interface to notify the other node of packet filter session activity (such as a new session,
closed session, or change in session state).

Each time a node receives a message, it updates its local session table accordingly. All sessions received from
the primary will have a status of shared on the secondary/standby.

When HA causes a secondary/standby to take over as the acting primary, the shared sessions on the acting
primary become available. When a packet is received for a session, it will be validated against the rules of the
processing node. The processing node will then begin sending multicast state-change messages.

Virus scanning

Virus scanning is supported for some Application Defense profile types.

e HTTP
« FTP
*  Mail (Sendmail)
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Virus scanning is configured by defining virus/spyware rules. By default, a single allow rule is contained in the
filter rule table. If you choose to leave the default allow rule as the last rule in your table (that is, all traffic that isn’t
explicitly denied will be allowed), you will need to configure the appropriate virus/spyware scan and/or deny rules
and place them in front of the default allow rule. If you configure the default rule action to deny (that is, all traffic
that is not explicitly allowed will be denied) you will need to configure the appropriate virus/spyware scan and/or
allow rules and place them in front of the default deny rule.

E Note: Filtering rules that are configured with an allow or deny action will allow or deny traffic
" based on the rule criteria that is defined for those rules. Allow and deny rules do not perform virus
and spyware scanning. To perform virus and spyware scanning for traffic that matches a rule
before it is allowed, you must specify Anti-Virus Scanning in the rule’s Application Defense
field.

Create a virus/spyware rule

Create a virus/spyware rule to enable scanning for a particular file type.

Steps
1) Select Policy > Application Defenses.

2) Select the HTTP, FTP, or Mail (Sendmail) Application Defense profile you want to configure virus scanning
for, then click the appropriate tab:

e FTP — Click the Virus/Spyware tab.
e HTTP or Mail (Sendmail) — Click the MIME/Virus/Spyware tab.

3) Click New. The Rule Edit window appears.

O Tip: For option descriptions, click Help.

4) Configure the rule as appropriate, then click OK.

5) Save your changes.

Configure the default filtering action

The default filter rule is a general rule designed to occupy the last position in your rule table.

To configure the default action:
Steps
1) Select Policy > Application Defenses > Defenses.

2) Select the HTTP, FTP, or Mail (Sendmail) Application Defense profile you want to configure virus scanning
for, then click the appropriate tab:

e FTP — Click the Virus/Spyware tab.
e HTTP or Mail (Sendmail) — Click the MIME/Virus/Spyware tab.
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3) Select the default rule in the table, then and click Modify. The Default Action window appears.

O Tip: For option descriptions, click Help.

4) Select the appropriate action for this rule.

* Allow — The default rule is initially configured to allow all data that does not match other filter rules. If you
leave the default rule as an allow rule, you must create filter rules that require virus scanning or explicitly
deny any extensions that you do not want to allow, and place them in front of the default allow rule.

*  Deny — If you prefer the default rule to deny all data that did not match a filter rule, you must create the
appropriate virus scan and allow rules and place them in front of the default deny rule.

* Virus/Spyware Scan — If you want to perform virus and spyware scanning for traffic that does not match
any allow or deny filter rules you create, select this option. You will then need to create the appropriate
allow and deny rules that will not require scanning.

5) Click OK, then save your changes.

Managing Application Defense groups

To manage an Application Defense group, select Policy > Application Defenses > Groups. The Application
Defense groups window appears.

e The upper pane lists all of the Application Defense groups that are currently configured. Columns show which
profile is selected for each Application Defense. The Application Defense group in bold is set as the default
Application Defense group for all new rules.

* The lower pane lists each Application Defense in the left column. When you select an Application Defense in
the table, the available profiles can be selected from the drop-down list in the right column.

Create an Application Defense group

Create a new Application Defense group if you want to use a new set of Application Defense profiles in one or
more access control rules.

Steps
1) Select Policy > Application Defenses > Groups.

2) Inthe upper pane, click New. The New Groups Application Defense window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the Application Defense group, then click OK. The Application Defense group appears in
the list in the upper pane.

4) In the lower pane, type a description for the Application Defense group.
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5) In the lower pane, configure which Application Defense profiles belong to this group.

a) Select or configure a Generic Application Defense profile to provide settings for the group.

E Note: You must select a Generic Application Defense profile. The other Application
¥ Defense profiles are optional.

b) [Optional] For each application you want to apply Application Defense settings to, select or create an
Application Defense profile.

E Note: To allow FTP over IPv6, make sure <None> is selected for FTP.

6) Click OK. The selections in the Name column appear in the corresponding columns in the upper pane.

7) Save your changes.

Modify an Application Defense group

Modify an Application Defense group to change the Application Defense profiles that are already in use.

Steps
1) In the upper pane, select the appropriate Application Defense group.

O Tip: For option descriptions, click Help.

2) In the lower pane, make the appropriate changes.

Tip: To make your changes in a pop-up window, select the Application Defense group and
then click Modify.

3) Save your changes.

Rename an Application Defense group

Renaming an Application Defense group does not affect how the group is used.

Steps

1) In the upper pane, select the appropriate Application Defense group.
O Tip: For option descriptions, click Help.

2) Click Rename.

3) Type a new name in the pop-up window, then click OK.
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4) Save your changes.

Delete an Application Defense group

Delete an Application Defense group if it is no longer used.

Steps
1) In the upper pane, select the appropriate Application Defense group.

O Tip: For option descriptions, click Help.

2) Click Delete.

3) Confirm deletion in the pop-up window, then save your changes.

Make a group the default Application Defense
group

The default Application Defense group is used in every access control rule that uses the <Default> Application
Defense, unless you select a different Application Defense group in the Rules window.

In the upper pane, select the appropriate Application Defense group, then click Set Default.

View which access control rules are using an
Application Defense group

View where an Application Defense group is used to determine how the settings are applied in your policy.

Steps
1) In the upper pane, select the appropriate Application Defense group.

O Tip: For option descriptions, click Help.

2) Click Usage. A pop-up window appears listing the access control rules that are currently using the selected
Application Defense group.

3) When you are finished, click Close.
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Duplicate an Application Defense group

Duplicate an Application Defense group if you want to use an existing group as the basis for a new group.

Steps
1) Inthe upper pane, select the appropriate Application Defense group.
O Tip: For option descriptions, click Help.
2) Click Duplicate.
3) In the pop-up window, type a name for the duplicated Application Defense group, then click OK.
4) Make the appropriate modifications to the duplicated Application Defense group.

5) Save your changes.

Create or modify an Application Defense
profile

Create or modify an Application Defense profile if the existing profiles don’t meet the needs of the group.

Steps
1) In the upper pane, select the appropriate Application Defense group.

2) In the lower pane, click New or Modify.

O Tip: For option descriptions, click Help.

3) In the pop-up window, configure the Application Defense profile.

4) When you are finished, click OK, then save your changes.

Managing Application Defense profiles

To view the Application Defense windows, select Policy > Application Defenses > Defenses, and then select
the Application Defense you want to view from the tree.

The top pane of each Application Defense window consists of a table that lists all of the profiles (by row) that are
currently configured for the Application Defense category selected in the tree.

* The profiles that are displayed in the table will vary depending on the Application Defense category you select
from the tree.

Application Defenses | 191



Sidewinder 8.3.2P03 and later | Product Guide

The table columns display the attributes for the selected Application Defense profile. The columns will vary by
Application Defense.

Basic default profiles, such as minimal proxy, are pre-configured for each Application Defense.

You can perform these actions in an Application Defense window:

Create a new Application Defense profile

Create an Application Defense profile to define a custom set of enforcements that can be reused in multiple
Application Defense groups.

Steps
1) Select Policy > Application Defenses > Defenses.
2) Select the appropriate type of defense in the tree, then click New. The New Application Defense window
appears.
O Tip: For option descriptions, click Help.
3) Type a name for your profile. If you are creating an HTTP Application Defense profile, select a type.
4) Click OK.
5) Modify the properties in the lower portion of the window, then save your changes.

Duplicate an existing Application Defense
profile

Duplicate an Application Defense profile if you want to use an existing profile as the basis for a new profile.

Steps

1)

2)

3)

4)

Select the appropriate profile from the table, then click Duplicate. The New/Duplicate Application Defense
window appears.

O Tip: For option descriptions, click Help.

Type a name for your profile.

E Note: If you are duplicating an HTTP Application Defense profile, you cannot select a type.

Click OK.

Modify the properties in the lower portion of the window, then save your changes.
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Modify an existing Application Defense profile

Modify an existing profile if you want to change the settings used in your policy.

Steps
1) Select the profile that you want to modify from the table.

O Tip: For option descriptions, click Help.

2) Modify the configuration information in the bottom portion of the window.

O Tip: To modify the profile in a pop-up window, click Modify.

3) When you are finished, save your changes.

Rename an existing Application Defense
profile

Renaming an Application Defense profile does not affect how the profile is used.

Steps

1) Select the appropriate profile from the table, then click Rename.
O Tip: For option descriptions, click Help.

2) Type a new name in the pop-up window.

3) Save your changes.

Delete an existing Application Defense profile

Delete an Application Defense profile if it is no longer used. You cannot delete an Application Defense profile if it
is being used in an Application Defense group.

If the profile is used in an Application Defense group, a pop-up window appears informing you which Application
Defense groups are currently using this Application Defense profile.

Steps
1) Select the appropriate profile from the table, then click Delete.

O Tip: For option descriptions, click Help.

2) In the pop-up window, confirm the deletion.
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3) Save your changes.

View the Application Defense groups in which
an Application Defense profile is used

View where an Application Defense profile is used to determine how the settings are applied in your policy.

Steps
1) Select the appropriate profile, then click Usage.

O Tip: For option descriptions, click Help.

2) A pop-up window appears listing the Application Defense groups that are currently using the specified profile.

3) When you are finished, click Close.

[Generic only] Configure Expected
Connections

Certain proxy agents can be configured to enable multiple instances of the same agent in order to load the traffic
across the multiple instances.

If your site consistently records concurrent sessions that hover around the 8000 range, or if you have
experienced problems because the number of connection attempts is significantly higher, you might need to
increase an agent's number of expected connections in order to enable additional instances for that proxy agent.
Steps

1) Click Set Expected Connections.

O Tip: For option descriptions, click Help.

The Application Defenses: Expected Connections window appears.

Tip: Specify the total number of connections expected for agents that support multiple
instances, then click OK.

2) Save your changes.

Related concepts
Expected Connections on page 183
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[HTTP only] Configure URL translation rules

Use URL translation to configure your firewall to redirect inbound HTTP connections based on the URL contained
in the HTTP request.

By examining the HTTP application layer data, the firewall determines which internal web server inbound
requests are destined for even if multiple servers share the same external IP address, as is common in virtual
hosting environments.

Steps

1) Click URL Translation Rules. The Application Defenses: URL Translation Rules window appears.
O Tip: For option descriptions, click Help.

2) Create URL translation rules as needed.

3)  When you are finished, click OK, then save your changes.

Related tasks
Create a URL translation rule on page 229

[Mail (Sendmail) only] Configure sendmail
properties

Use the Sendmail Properties window to edit sendmail configuration files.

Steps

1) Click Sendmail Properties. The Application Defenses: Sendmail Properties window appears.
O Tip: For option descriptions, click Help.

2) Configure sendmail properties as appropriate, then click OK.

3) Save your changes.

Related concepts
Editing sendmail files on Sidewinder on page 498
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[SSH only] Configure SSH known hosts

Manage SSH known hosts and server keys if your firewall is configured to decrypt and inspect SSH content.

Steps
1) Click SSH Known Hosts. The Application Defenses: SSH Proxy Agent Properties window opens.

O Tip: For option descriptions, click Help.

2) Manage SSH known hosts and server keys as appropriate.

3) When you are finished, click OK, then save your changes.

Related tasks
Create or modify an SSH known host key on page 256
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CHAPTER 12
Access control rules

* Creating and managing access control rules on page 197
e Configuring access control rules on page 197

*  Examine how access control rules overlap on page 204

e Create access control rules and groups on page 207

*  Modify access control rules and groups on page 208

* Arrange access control rules and groups on page 208

*  View access control rules and groups on page 209

*  Modify general settings on page 211

Access control rules enforce policy on the firewall.

* Connections that match an access control rule are processed according to that rule.
* Connections that do not match an access control rule are denied.

Review the related topics in the Policy overview and Policy in action chapters to learn more about access control rule
concepts and scenarios for applying them.

Creating and managing access control
rules

This chapter explains how to create and manage access control rules. Review the related topics in the Policy
overview and Policy in action chapters to learn more about access control rule concepts and scenarios for
applying them.

Related tasks

Create or modify a zone on page 370
Create or modify a zone group on page 371
Delete a zone or zone group on page 372
Create an access control rule on page 203

Configuring access control rules

When configuring access control rules, determine what you want the firewall to do with different types of
connections.

Ask these main questions:
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What connections should the rule match?

What action should the firewall take on connections that match the rule?

These questions dictate the workflow you must follow to create a new access control rule. The following table

shows this workflow.

To configure access control rules, select Policy > Access Control Rules.

Figure 32: Workflow to create an access control rule
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1) Applications

2) Source

3) Destination

4) Action

5) Advanced options

For example, assume that you want to allow all members of the HR group in the internal zone to browse the
Internet. The following table contains the elements that you must specify on an access control rule to accomplish

this goal.
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E Note: To select the HR group, this scenario assumes that the firewall is configured to retrieve
" user information from McAfee Logon Collector software installed on a Windows server in the

network.

Table 43: Required elements

Action Allow
Applications HTTP
Source Endpoints <Any>
Source Users and Groups HR
Source Zone internal
Destination Endpoints <Any>
Destination Zone external

In this scenario, you would create an access control rule based on the elements shown in the table:

1)
2)
3)
4)
5)

6)

7)

8)

Select Policy > Access Control Rules.

Click New > New Rule. The Rules: Rule Properties window appears.

In the Name field, type a name for the access control rule, such as HR HTTP.

From the Action drop-down list, select Allow.
In the Applications pane, select HTTP.

In the Source area, specify the connection sources to match.

a) Inthe Endpoints pane, verify that <Any> is specified.
b) Inthe Users and Groups pane, select the HR group.

c) From the Zone drop-down list, select internal.

In the Destination area, specify the connection destinations to match.

a) Inthe Endpoints pane, verify that <Any> is specified.

b) From the Zone drop-down list, select external.

Click OK, then save your changes.
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Configuring access control rule attributes

Access control rules are made up of condition and action elements. Some elements are required for all access
control rules, while the optional elements allow you to tailor rules to meet your specific needs.

Related concepts
Required elements for access control rules on page 200
Optional condition elements for access control rules on page 200

Related reference
Optional action elements for access control rules on page 202

Required elements for access control rules

Three elements are required when configuring an access control rule.

* Name
* Applications (Specify at least one application)
* Action

Optional condition elements for access control
rules

The condition elements in the following table are optional. You can configure any of these elements as
appropriate to restrict which connections match the access control rule.

Table 44: Optional condition elements

Optional element Default configuration Result of default configuration

Application Capabilities Enabled All capabilities of the selected
applications match.

Application ports Default ports The default ports for the selected
applications match.

Source Endpoints <Any> All endpoints in the selected source
zones match.

Source Users and Groups None specified User identity is not used to match
connection sources.

Source Zone <Any> All selected source endpoints
match regardless of which zone
contains them.

Destination Endpoints <Any> All endpoints in the selected
destination zones match.
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Optional element Default configuration Result of default configuration

Destination Zone <Any> All selected destination endpoints
match regardless of which zone
contains them.

GTI Host Reputation None The Global Threat Intelligence
reputation scores of endpoints are
not used to perform matching.

Disable application capabilities

Some applications include sub-functions, or capabilities, which can be selectively disabled. When capabilities are
disabled, they do not match the access control rule.

Steps
1) Select Policy > Access Control Rules.

2) Open the rule you want to modify.
O Tip: For option descriptions, click Help.
3) To disable capabilities for the access control rule, deselect them in the Capabilities field.
When you disable a capability, it is disabled for all selected applications.

E Note: You cannot disable a capability if it is required by any of the selected applications.

Override application ports

The default application ports can be overridden on access control rules. If you override the default ports, the
custom ports apply to all appropriate selected applications.

Steps
1) Select Policy > Access Control Rules.

2) Open the access control rule you want to modify.

O Tip: For option descriptions, click Help.

3) From the ports drop-down list, select Override ports.

4) In the text field, modify the ports.
* Prefix ports with the appropriate type (example: TCP/n, SSL/n, or UDP/n).
* Use commas to separate multiple ports of the same type (example: SSL/443,5190).
* Use spaces to separate different port types (example: TCP/80 SSL/443).
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* Use a dash to create port ranges (example: TCP/8100-8200).

Note that:

e The custom TCP ports apply to both SMTP and HTTP because both applications allow TCP ports.
* The SSL ports apply only to HTTP because the SMTP application does not allow SSL ports.

Optional action elements for access control
rules

The action elements in the following table are optional. You can configure any of these elements as appropriate
to enable additional connection processing options.

By default, the optional action elements are hidden in the Advanced pane. To show or hide the Advanced pane,
click the button next to Advanced.

Table 45: Optional action elements

Optional element Default configuration Result of default configuration

NAT <localhost> When matching connections leave
the firewall, the source IP address
is replaced with the firewall’s IP
address in the destination zone.

Redirect <None> Redirection is not performed for
matching connections.

Time Period [calendar icon] Always active The access control rule is always
active.

Audit Standard Maijor errors and informational

messages are recorded.

IPS Signatures <None> IPS inspection is not performed for
matching connections.

IPS Responses <None> IPS inspection is not performed for
matching connections.

Authenticator <None/Passport> Passport is used to validate user
identity instead of an authenticator.

Application defense group <Default group> The Application Defense group that
is configured as the default is used.

Select elements using the browse pane for
access control rules

The browse pane is a multi-function browser that allows you to modify and select various elements.

* Applications
* Application Defense group
* Endpoints
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* Users and Groups

e NAT
¢ Redirect
e Zones

The browse pane is context-sensitive; different options are displayed based on the field you are browsing.

Select the field you want to browse in either of the following ways:

e Click inside the appropriate field.
*  From the Browse drop-down list, select the appropriate area.

For example, perform the following steps to select elements for the Source Endpoints field.
Steps
1) Select Policy > Access Control Rules.

2) Open the access control rule you want to modify.

O Tip: For option descriptions, click Help.

3) Select the field using one of the following methods:
* Click inside the [Source] Endpoints pane.
*  From the Browse drop-down list, select Source endpoints.

The browse pane switches to the Source endpoints view.

4) In the browse pane, you can:
* Select an object by selecting the corresponding checkbox.
* Add, modify, and search objects using the toolbar.

Create an access control rule

Create and configure an access control rule.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rules: Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) In the Name field, type a name for the access control rule.
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4) Specify applications to match.
* Select applications in the Applications pane.
* Enable or disable application capabilities in the Capabilities pane.
» Specify advanced application settings by selecting an Application Defense group.

5) Select the sources to match.
* Select endpoints in the [Source] Endpoints pane.
* Select users and groups in the [Source] Users and Groups pane.
* Select zones and zone groups from the [Source] Zones drop-down list.

6) Select the destinations to match.

e Select endpoints in the [Destination] Endpoints pane.
e Select zones and zone groups from the [Destination] Zones drop-down list.
* Select the Global Threat Intelligence reputation scores to match.

7) Select an action.

* Allow
* Deny
* Drop

O Tip: A deny rule notifies the sender that the request was rejected while a drop rule does
not.

8) [Optional] Enable connection processing options.

e NAT

* Redirect
* Audit

* IPS

9) Click OK, then save your changes.

Related tasks
Create access control rules and groups on page 207

Examine how access control rules
overlap

Access control rules can potentially overlap in multiple ways. When rules overlap, they can interact to create
unintended results that can be difficult to troubleshoot.

For example, consider two outbound access control rules that share the same condition elements except for
overlapping source endpoints.
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Table 46: Example intersecting access control rules

Rule name Source endpoint Intersection of source
endpoints

HTTP_1 1.1.1.20-1.1.1.60 1.1.1.40-1.1.1.60
HTTP_2 n+1 1.1.1.40-1.1.1.80

In this example, hosts with IP addresses inside the intersection of source endpoints always match access control
rule HTTP_1, even though it looks like they should match HTTP_2.

To view interaction information for an access control rule:
Steps
1) Select Policy > Access Control Rules.

2) Open the access control rule you want to examine.

O Tip: For option descriptions, click Help.
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3) Click the Interactions tab.

E Note: To view the Interactions tab, the Name and Applications fields must be configured.

Figure 33: Interactions tab (Rule Properties window)
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The Interactions tab displays the access control rules that interact with the current access control rule.
* The current access control rule appears bold.

* Cells that are shaded with a color interact with the current access control rule in a way that might require
your attention:

* Orange - Indicates that the cell overlaps with the corresponding cell of the current access control rule

* Light green — Indicates that the cell has a complex relationship with the corresponding cell of the
current access control rule (A complex relationship exists when elements contain subsets of each
other. For example, if one cell contains [A, B] and another contains [B, C], the cells have a complex
relationship because they both include B.)

* Cells that have equal values are not shaded.
« Access control rules that are duplicates of the current access control rule are shaded orange.

E Note: For rules that contain no IPv6-compatible applications, the Interactions tab might
convert <Any> endpoints to <Any V4> endpoints.
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Create access control rules and groups

Create an access control rule using the access control rule template or base it on an existing access control rule.
To organize your access control rules, create access control rule groups.

Select Policy > Access Control Rules.

O Tip: For option descriptions, click Help.

Table 47: Create access control rules and groups tasks

I

Create an access control rule using the rule template | 1)  Click New > New Rule

2) In the Rules: Rule Properties window, configure
the access control rule as appropriate, then click
OK.

3) Save your changes.

Create an access control rule based on an existing 1) Select the appropriate access control rule, then
access control rule click Duplicate.

2) Inthe Rules: Duplicate Rule window, modify the
duplicated access control rule.
a) Inthe Name field, type a new name.

b) Modify the access control rule options as
appropriate.

c) Click OK.

3) Save your changes.
Create an access control rule group 1) Click New > New Group.

2) Inthe Rules: New Group window, configure the
access control rule group as appropriate, then
click OK.

3) Save your changes.

Related concepts
Configuring access control rules on page 197
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Modify access control rules and groups

Make modifications to a rule such as renaming, enabling or disabling.

Select Policy > Access Control Rules.

O Tip: For option descriptions, click Help.

Table 48: Modify access control rules and groups tasks

N

Modify an access control rule or group 1)

2)

3)

Rename an access control rule or group 1)

2)
3)
4)

Enable an access control rule or group 1)

2)

Disable an access control rule or group 1)

2)

Select the appropriate access control rule, then
click Modify.

In the Rules: Rule Properties window, modify the
access control rule as appropriate, then click OK.

Save your changes.

Select the appropriate access control rule or
group, then click Rename.

In the pop-up window, type a new name.
Click OK.

Save your changes.

Select the appropriate access control rule or
group, then click Enable.

Save your changes.

Select the appropriate access control rule or
group, then click Disable.

Save your changes.

Arrange access control rules and groups

The order that access control rules appear in is significant.

Perform the tasks in the table to arrange access control rules and groups.

Select Policy > Access Control Rules.
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O Tip: For option descriptions, click Help.

Table 49: Arrange access control rules and groups tasks

N

Cut and paste an access control rule or group

Drag and drop an access control rule or group

Use the up and down arrows

1)

2)

3)

4)

2)

3)

1)

2)

Select the appropriate access control rule or
group, then click Cut.

Select the item that is directly above where you
want to paste the access control rule or group.

Click Paste.

Save your changes.

Select the appropriate access control rule or
group and drag it to a new position.

When the access control rule or group is
positioned correctly, drop it.

Save your changes.

Select the appropriate access control rule or
group, then click Up or Down.

Save your changes.

View access control rules and groups

Several options are available to view information about access control rules.

Select Policy > Access Control Rules.

O Tip: For option descriptions, click Help.
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Table 50: View access control rules and groups tasks

N

View audit data for an access control rule

Search access control rules and groups

View the access control rules that are active

Export a summary of the access control rules that are
active as a comma-separated value (.csv) file

View audit data for an access control rule

1) Select the appropriate access control rule, then
click the View Audit icon.

2) Inthe Rules: Audit Viewing window, view audit
data for the access control rule.

3) When you are finished, close the Rules: Audit
Viewing window.

1) In the Find field, type your search criteria.

2) Click Find Now.

O Tip: To reset your search, click Clear.

1) Click Active Rules.

2) Use the Rules: Active Rules to examine the
active access control rules.

O Tip: To examine an access control rule in
detail, select it, then click View.

1) Click Active Rules.

2) Inthe Rules: Active Rules window, click Export
(csv).

3) Inthe Export Rule Data window, specify a save
location.

1) Select the appropriate access control rule, then
click the View Audit icon. The Rules: Audit
Viewing window appears and displays audit data
for the access control rule.

2) When you are finished, close the Rules: Audit
Viewing window.
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Modify general settings

Modify the access control rule template and configure which columns are displayed.

Select Policy > Access Control Rules.

O Tip: For option descriptions, click Help.

Table 51: General access control rules settings tasks

N

Modify the access control rule template 1)
2)
3)
Configure which columns are displayed 1)
2)

Click New > Update Rule Defaults.

In the Rules: Rule Template window, configure
the access control rule template as appropriate,
then click OK.

Save your changes.

Click Columns.

In the Rules: Column Selection window, modify
the column settings.

a) Move the columns you want to hide to the

Available columns list.

b) Move the columns you want to display to the
Show these columns in this order list.

c) To change the order of the columns, reorder
the Show these columns in this order list.

d) Click OK.

e) Save your changes.
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CHAPTER 13

SSL rules

e Configuring SSL rules on page 213

* Duplicate an SSL rule on page 219

*  Modify SSL rules on page 219

* Arrange SSL rules on page 220

*  View SSL rules on page 221

e Configure which columns are displayed on page 222

SSL rules determine whether the firewall decrypts SSL connections.

* SSL connections that match an SSL rule are processed according to that rule.
* SSL connections that do not match an SSL rule are not decrypted.
* Regardless of an SSL rule match, connections must also match an access control rule to pass through the firewall.

Configuring SSL rules

Consider these main questions when you want to create an SSL rule.

¢ What connections should the rule match?
* What action should the firewall take on connections that match the rule?

These questions dictate the workflow you must follow to create a new SSL rule. The following table shows this
workflow.
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Figure 34: Workflow to create an SSL rule
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For example, assume that you want to decrypt, inspect, and re-encrypt outbound HTTPS connections from the
HR group. To accomplish this goal, you must create an SSL rule to decrypt and re-encrypt the outbound SSL

connections, then create an access control rule to allow and inspect them.

* The following table contains the elements that you must specify on an SSL rule to accomplish this goal.

* To create the basic access control rule that is also required, refer to the related topics.
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E Note: To select the HR group, this scenario assumes that Passive Passport is configured on the
firewall.

Table 52: Required elements

Type Outbound

Action Decrypt/re-encrypt
Ports 443

Source Endpoints <Any>

Source Users and Groups HR

Source Zone internal
Destination Endpoints <Any>

Destination Zone external

In this scenario, you would create an SSL rule based on the elements shown in the table:

1) Select Policy > SSL Rules and click New Rule. The SSL Rules: SSL Rule Properties window appears.
2) In the Name field, type a name for the SSL rule, such as HR out bound SSL i nspecti on.

3) From the Type drop-down list, select Outbound.

4) From the Action drop-down list, select Decrypt/re-encrypt.

5) In the Ports pane, delete <Any>, then type 443.

6) In the Source area, specify the connection sources to match.
a) Inthe Endpoints pane, verify that <Any> is specified.

b) In the Users and Groups pane, select the HR group.

c) From the Zone drop-down list, select internal.

7) In the Destination area, specify the connection destinations to match.
a) Inthe Endpoints pane, verify that <Any> is specified.

b) From the Zone drop-down list, select external.

8) Click the SSL decryption settings tab to configure decryption.

a) Inthe Key to use in server certificate area, select a public/private key pair to use in the firewall-
generated surrogate server certificates that are presented to clients.
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O Tip: You can select a DSA key pair, an RSA key pair, or both.

b) From the Local CA used to sign server cert drop-down list, select the firewall-hosted CA used to
sign the surrogate server certificates that are presented to clients.

9) [Optional] Click the SSL re-encryption settings tab, then select a CA or group of CAs from the Trusted
CAs drop-down list.

O Tip: The default Trusted Internet CAs group includes most destinations on the Internet.

10)  Click OK, then save your changes.

Related tasks
Create an SSL rule on page 218

Configuring SSL rule attributes

SSL rules are made up of condition and action elements. Some elements are required for all SSL rules, while the
optional elements allow you to tailor rules to meet your specific needs.

Related concepts
Required elements for SSL rules on page 216
Optional condition elements for access control rules on page 200

Required elements for SSL rules

The following options must be configured for each SSL rule.

* Name

* Type

* Action

* [Decrypt only and Decrypt/re-encrypt] SSL decryption settings
* [Decrypt/re-encrypt] SSL re-encryption settings

Optional condition elements for SSL rules

The condition elements in the following table are optional. You can configure any of these elements as
appropriate to restrict which connections match the SSL rule.
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Table 53: Optional condition elements

Optional element Default configuration Result of default configuration

Ports <Any> SSL connections on any port
match.
Source Endpoints <Any> All endpoints in the selected source

zones match.

Source Users and Groups None specified User identity is not used to match
connection sources.

Source Zone <Any> All selected source endpoints
match regardless of which zone
contains them.

Destination Endpoints <Any> All endpoints in the selected
destination zones match.

Destination Zone <Any> All selected destination endpoints
match regardless of which zone
contains them.

Select elements using the browse pane for SSL
rules

The browse pane is a multi-function browser that allows you to modify and select elements for the following fields:

* Endpoints
» Zones

e Users and Groups
The browse pane is context-sensitive; different options are displayed based on the field you are browsing.

Select the field you want to browse in either of the following ways:
* Click inside the appropriate field.
* From the Browse drop-down list, select the appropriate area.

For example, perform the following steps to select elements for the [Source] Endpoints field.
Steps
1) Select the field using one of the following methods:

O Tip: For option descriptions, click Help.

* Click inside the [Source] Endpoints pane.
¢ From the Browse drop-down list, select Source endpoints.

The browse pane switches to the Source endpoints view.

2) In the browse pane, you can:
* Select an object by selecting the corresponding checkbox.
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¢ Add, modify, and search objects using the toolbar.

Create an SSL rule

Create and configure an SSL rule.

Steps
1) Select Policy > SSL Rules and click New Rule. The SSL Rules: SSL Rule Properties window appears.

O Tip: For option descriptions, click Help.

2) In the Name field, type a name for the SSL rule, such as HR out bound SSL i nspecti on.

3) Select a type.

* Inbound
¢ Outbound
e <Any>

4) Specify which TCP ports to match.

5) Select the sources to match.

* Select endpoints in the [Source] Endpoints pane.
* Select users and groups in the [Source] Users and Groups pane.
* Select zones and zone groups from the [Source] Zones drop-down list.

6) Select the destinations to match.

e Select hosts and SmartFilter URL categories in the [Destination] Endpoints pane.
* Select zones from the [Destination] Zones drop-down list.

7) Select an action.

* No decryption
* Decrypt only
* Decrypt/re-encrypt

8) [Decrypt and Decrypt/re-encrypt] Configure decryption settings.
9) [Decrypt/re-encrypt only] Configure re-encryption settings.

10)  Click OK, then save your changes.

Related concepts
Passive identity validation on page 94
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Related tasks
Duplicate an SSL rule on page 219
Create an access control rule on page 203

Duplicate an SSL rule

You can copy an existing SSL rule.

Steps
1) Select Policy > SSL Rules.

2) Select the appropriate SSL rule, then click Duplicate.

O Tip: For option descriptions, click Help.
3) Inthe SSL Rules: SSL Rule Properties window, modify the duplicated SSL rule.
4) In the Name field, type a new name.
5) Modify the SSL rule options as appropriate.
6) Click OK.

7) Save your changes.

Related tasks
Create an SSL rule on page 218

Modify SSL rules

Use the tasks in the table to modify SSL rules.

O Tip: For option descriptions, click Help.
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Table 54: Modify SSL rules using these tasks

e lses

Modify an SSL rule 1)

2)

3)
Rename an SSL rule 1)
2)
3)
4)
Enable an SSL rule 1)
2)
Disable an SSL rule 1)

2)

Select the appropriate SSL rule, then click Modify.

In the SSL Rules: SSL Rule Properties window, modify the SSL rule
as appropriate, then click OK.

Save your changes.

Select the appropriate SSL rule, then click Rename.
In the pop-up window, type a new name.
Click OK.

Save your changes.

Select the appropriate SSL rule, then click Enable.

Save your changes.

Select the appropriate SSL rule, then click Disable.

Save your changes.

Arrange SSL rules

Use the tasks in the table to reorder SSL rules.

O Tip: For option descriptions, click Help.

Table 55: Arrange SSL rules using these tasks

N

Cut and paste an SSL rule

1) Select the appropriate SSL rule, then click Cut.

2) Select the item that is directly above where you
want to paste the SSL rule.

3) Click Paste.

4) Save your changes.
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N

Drag and drop an SSL rule 1)
2)
3)
Use the up and down arrows 1)
2)

View SSL rules

Select the appropriate SSL rule and drag it to a
new position.

When the SSL rule is positioned correctly, drop it.

Save your changes.

Select the appropriate SSL rule, then click Up or
Down.

Save your changes.

Use the tasks in the table to view SSL rules.

O Tip: For option descriptions, click Help.

Table 56: View SSL rules using these tasks

N

Search SSL rules 1)

2)

In the Find field, type your search criteria.

Click Find Now.

O Tip: To reset your search, click Clear.

View audit data for an SSL rule 1)

2)

Select the appropriate SSL rule, then click View
Audit. The Rules: Audit Viewing window
appears and displays audit data for the SSL rule.

When you are finished, close the Rules: Audit
Viewing window.
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Configure which columns are displayed

Configure which columns are displayed on the SSL Rules window.

Steps
1) Click Columns.

O Tip: For option descriptions, click Help.

2) Inthe Rules: Column Selection window, modify the column settings.
a) Move the columns you want to hide to the Available columns list.

b) Move the columns you want to display to the Show these columns in this order list.

c) To change the order of the columns, reorder the Show these columns in this order list.

3) Click OK.

4) Save your changes.
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@ CHAPTER 14
Policy in action

*  Working with policy on page 223

* Allowing a custom application on page 224

* Allowing inbound access to internal servers on page 225

*  Allowing outbound web access on page 233

e Allowing IPv6 network flows through the firewall on page 236

e Configure IPv4-to-IPv6 translation for HTTP on page 239

e Configure non-transparent HTTP on page 243

e Controlling access based on user identity on page 246

e Create an alternate policy on page 249

e Creating SSL content inspection exemptions on page 250

e Decrypting and inspecting SSH content on page 252

* Deny access based on country of origin on page 257

* Deny access to an application category on page 258

* Discovering which applications are in use in a zone on page 260
*  Examine your policy using the Firewall Policy Report on page 262
* Inspect and control inbound HTTPS on page 262

* Inspect and control outbound SSL (including HTTPS) on page 266
* Create a rule to allow traceroute through the firewall on page 271
*  Create a SPAN policy on page 272

Combine elements of policy, such as applications, Application Defenses, network objects, and rules to control traffic
through Sidewinder.

Working with policy

The following sections contain policy scenarios that use multiple elements of firewall policy.

For all scenarios, the firewall zones are configured as follows:

* Protected zone — internal
* Internet zone — external
The following terms are used to describe connections that pass through the firewall:

e Qutbound connections are those that pass from the protected zone to the Internet zone.
* Inbound connections are those that pass from the Internet zone to the protected zone.
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Allowing a custom application

Sidewinder allows you to create a custom application to combine the attributes of an existing application with new
ports.

Create a custom application if you need to override the ports of an application in the application database.

Scenario:
Assume you want to allow MySQL connections on a non-standard port like TCP 11500. To do so, complete the
following tasks.

Related tasks
Create a custom application based on MySQL on page 224
Use the custom application in an access control rule on page 225

Create a custom application based on MySQL

Create a custom application based on the MySQL application.

Steps
1) Select Policy > Rule Elements > Applications.

2) Click New. The New Application window appears.
O Tip: For option descriptions, click Help.
3) Configure the custom application.
a) Inthe Name field, type M\ySQL on port 11500.
b) Inthe Parent application area, select other.
c) Inthe Search field, type MySQL_.
d) Inthe Select parent application list, select the MySQL application.
e) Clear the TCP ports field, then type 11500.

f) Click OK.

4) Save your changes.

Policy in action | 224



Sidewinder 8.3.2P03 and later | Product Guide

Use the custom application in an access
control rule

Create an access control rule that uses the custom application you created.

Steps

1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.
O Tip: For option descriptions, click Help.

3) Inthe Name field, type Al | ow MySQL on port 11500.

4) From the Action drop-down list, select Allow.

5) Inthe Applications pane, select MySQL on port 11500.

6) Configure the Source and Destination areas as appropriate.

7) Click OK, then save your changes.

Allowing inbound access to internal
servers

To allow inbound access to internal servers, create inbound redirect access control rules. There are two ways to
redirect inbound connections.

Related concepts
Redirecting based on application on page 225
Redirecting HTTP based on URL on page 228

Redirecting based on application

You can configure an inbound redirect rule to forward a connection destined for an external firewall IP address to
an internal server. Redirection works based on connection elements such as application, source, and destination.

Scenario:

Assume you want to allow HTTP connections from the Internet to reach an internal HTTP server, as shown
by the figure below. The external client (2.2.2.2) initiates a connection to the Sidewinder external IP address
(1.1.1.1). The firewall redirects the connection to the appropriate internal server (192.168.0.50).
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Figure 35: Redirection in action

Sidewind Inbound HTTP connection O
- laewinder -] i I

Original destination

ddress: 1.1.1.1
Internal HTTP server: address Welb client:

192.168.0.50 2.2.2.2

The inbound access control rule must redirect the connection to the internal host.

Table 57: Inbound redirect rule

Source zone: external Destination zone: external

Source endpoint: 2.2.2.2 (external client) Destination endpoint: 1.1.1.1 (external firewall
address)

NAT address: <None> Redirect: 192.168.0.50 (internal server)

To configure the access control rule shown above, perform these tasks:

Related tasks
Create network objects on page 226
Create an inbound redirect access control rule on page 227

Create network objects

Create network objects for the internal HTTP server and the firewall external IP address.

Steps
1) Select Policy > Rule Elements > Network Objects.

2) Create a network object for the internal HTTP server.

O Tip: For option descriptions, click Help.

a) Click New > IP Address.
b) Inthe Name field, type | nt ernal web server.

c) Inthe IP Address field, type 192. 168. 0. 50.

3) Create a network object for the firewall external IP address.
a) Click New > IP Address.

b) Inthe Name field, type Firewal | external |P.
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4)

c) Inthe IP Address field, type 1. 1. 1. 1.

Save your changes.

Create an inbound redirect access control rule

Create an access control rule to redirect inbound HTTP connections to your internal HTTP server.

Steps

1)

2)

3)

4)

5)
6)

7)

Select Policy > Access Control Rules.

Click New > New Rule. The Rule Properties window appears.

' Tip: For option descriptions, click Help.

In the Name field, type a name for the access control rule, such as | nbound redirect to HITP
server.

Make the following selections.

Table 58:

Option Selection

Action Allow
Applications HTTP

[Source] Zone external
[Destination] Endpoints Firewall external IP
[Destination] Zone external

NAT <None>

Redirect Internal web server
Click OK.

Position the new access control rule above the Deny All rule.

Save your changes.
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Redirecting HTTP based on URL

Use URL translation to configure your firewall to redirect inbound HTTP connections based on the URL contained
in the HTTP request.

By examining the HTTP application layer data, the firewall determines which internal web server inbound
requests are destined for even if multiple servers share the same external IP address, as is common in virtual
hosting environments.

Use URL translation if your network environment matches one or more of the following scenarios:

* You have multiple web sites that resolve via DNS to a single IP on your firewall.
* You have a website that contains resources that are hosted on different physical servers behind your firewall.

URL translation is not compatible with:

* Inbound SSL content inspection
e |IPv6 connections

E Note: If an IPv6 connection matches a URL translation rule, the connection is dropped and an
error is audited.

If URL translation is enabled on an internet-facing zone, inbound HTTP requests are handled as follows:
1) Aninbound HTTP request reaches the firewall.
E Note: The TCP connection must be destined for an IP address that is assigned to the

firewall.

2) The firewall examines the HTTP request’s application layer data and compares it to the defined URL
translation rules to determine which internal web server the request should be sent to.

3) [If Rewrite URL is enabled] The firewall rewrites the application data in the HTTP request as configured so
that it conforms to the requirements of the internal web server.

4) Based on the IP address of the destination web server determined in step 2, an access control rule match is
performed.

e |If an access control rule is matches, the connection is redirected to the internal web server.
¢ If no access control rules match, the connection is denied.

Manage URL translation rules

Create URL translation rules to redirect inbound HTTP connections based on application layer data.

Steps

1) Select Policy > Application Defenses > Defenses > HTTP.
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2)

Click URL Translation Rules. The URL Translation Rules window appears.

O Tip: For option descriptions, click Help.

The URL Translation Rules table lists the configured URL translation rules.The URL translation rules are
checked in order and the first rule that matches is used. For this reason, more specific rules should be
placed higher in the rules list. Use the up and down arrows to change the rule order. To manage the URL
translation rules, use the following buttons:

* New — Create a new URL translation rule.

* Modify — Edit an existing URL translation rule. You can also double-click a rule to modify it.
* Delete — Delete the selected URL translation rule.

* Duplicate — Copy the selected URL translation rule.

* Rename — Rename the selected URL translation rule.

When you create URL translation rules, consider these guidelines:
* Order your rules so that the most specific rules are placed first.
* Avoid using file names in the Path Prefix fields.

* Avoid adding trailing slashes to paths you specify in the Path Prefix fields.
Path prefix matches are exact, so a trailing slash can cause unwanted behavior. For example, specifying /
directory_name/ in the Path Prefix does not match the request GET /directory_name because the trailing
slash is missing.

Note: Performing URL translation and conventional redirection for the same firewall IP

¥ address is not supported.

Create a URL translation rule

Configure inbound HTTP access to an internal web server using URL Translation.

Steps

1)

2)
3)

4)

5)

Click New.

O Tip: For option descriptions, click Help.

The New URL Translation Rule window appears.
In the Name field, type a descriptive name for this rule.
[Optional] In the Description field, enter any useful information about this rule.

In the Client Source area, choose the zone or zones where the clients that generate the inbound HTTP
requests are located by doing one of the following:

* Select Zones, then select the appropriate zone or zones from the list.
* Select Zonegroups, then select the appropriate zone group or groups from the list.

In the Original URL area, configure the HTTP matching parameters by doing one of the following:

* Select Matching URL and type the URL that this rule should match.
To specify a custom port, add the port to the end of the URL. Example: http://example.net:3128.
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The Host, Ports, and Path Prefix fields are automatically populated based on the URL you enter.

* Select Matching URL attributes and complete the Host, Ports, and Path Prefix fields with the data
used to match inbound HTTP requests.

6) Inthe New Server Destination area, select or create an |P address object that corresponds to the internal
web server that connections matching this rule should be redirected to.

7) [Optional] Select Rewrite URL if you need to translate the inbound HTTP request so that it matches the host
name and path structure of the internal web server.

Note: The new URL information replaces only the original URL information you entered
in Step 6. Path information beyond the original URL path prefix in the HTTP request is
unaffected.

4

Select an option:

* Select New URL, then type the URL that should replace the original URL.
To specify a different port, deselect the Maintain original port checkbox and add the port to the end of
the URL. Example: http://example.net:3128.

The Host, Ports, and Path Prefix fields below are automatically populated based on the URL you enter.

« Select New URL attributes, then complete the Host, Ports, and Path Prefix fields with the data to
replace the original URL attributes.

Note: Sidewinder does not modify hyperlinks in HTML files, so web servers that the
firewall performs URL translation for should employ relative links whenever possible. The
firewall does translate the Location header in 3xx redirection server status codes.

4

8) Click Add. You return to the HTTP Proxy Agent Properties window.

9) Click OK and save your changes.

Create an access control policy to authorize
inbound HTTP

URL translation rules only determine the internal IP address to redirect the inbound HTTP requests to. Access
control rules are required to authorize inbound connections based on the information in the URL translation rules.

To create the required access control policy, perform these tasks.

Create a Generic Application Defense profile for inbound
URL translation

Create a Generic Application Defense profile to enable the non-transparent connection type for HTTP.

Steps

1) Select Policy > Application Defenses > Defenses > Generic (Required).
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2) Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the new profile, such as | nbound URL Transl ati on, then click OK.
4) Confirm that the new profile is selected, then click Connection Settings.

5) In the new window, enable the non-transparent connection type for HTTP.

a) Select Override default connection types.
b) From the HTTP drop-down list, select non-transparent.

c) Click OK.

6) Save your changes.

Create an HTTP Application Defense profile for inbound
URL translation

Create an HTTP Application Defense profile to configure enforcement settings for HTTP.

Steps
1) Select Policy > Application Defenses > Defenses > HTTP.
2) Click New. A pop-up window appears.
O Tip: For option descriptions, click Help.
3) Define the new profile.
a) Type a name for the new profile, such as | nbound URL Transl ati on.
b) From the Select a Type of Web Application Defense drop-down list, select Server.

c) Click OK.

4) [Optional] Configure enforcement settings.

a) Inthe Enforcements tab, enable HTTP enforcements as appropriate.

b) Use the other tabs to configure the enabled enforcements.

5) Save your changes.

Policy in action | 231



Sidewinder 8.3.2P03 and later | Product Guide

Create an Application Defense group for inbound URL
translation

Create an Application Defense group that contains the Generic and HTTP Application Defense profiles you
created. The group will be used by an access control rule.

Steps
1) Select Policy > Application Defenses > Groups.

2) Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the new Application Defense group, such as | nbound URL Transl ati on group, then
click OK.

4) Select the profiles that you created.
a) Confirm that the new Application Defense group is selected in the upper pane.

b) From the Generic (Required) drop-down list, select the Generic Application Defense profile you
created.

c) From the HTTP drop-down list, select the HTTP profile you created.

5) Save your changes.

Create an access control rule for inbound URL translation

Create an access control rule that uses the Application Defense group you created.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type | nbound URL Transl ati on.
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4)

5)

6)
7)

8)

Make the following selections

Action Allow

Applications HTTP

[Source] Zone external

[Destination] Endpoints Select all internal HTTP servers that URL translation
rules redirect connections to

[Destination] Zone internal (the zone where the destination servers are
located)

Redirect <None>

Application Defense Inbound URL Translation group

[Optional] If you added ports other than 80 to any URL translation rules, add them to the list of ports.
a) From the ports drop-down list, select Override ports.

b) In the text box, type the additional ports.
Click OK.
Position the new access control rule so that it is above the Deny All rule.

Save your changes.

Allowing outbound web access

Sidewinder can inspect and control HTTP and HTTPS, which are the protocols most commonly used to access
the web.

However, because HTTPS uses SSL encryption, the firewall cannot distinguish HTTPS from other SSL-
encapsulated applications without performing decryption. Therefore, you have two options to allow outbound
HTTPS:

SSL pass-through — Create access control rules that use the SSL/TLS application to allow outbound
SSL. The SSL/TLS application matches all SSL connections on port 443, including HTTPS and other SSL-
encapsulated applications.

SSL content inspection — Configure SSL rules to decrypt SSL connections, then use access control rules to
control the decrypted SSL.

Related tasks

Allow HTTP and pass-through SSL (including HTTPS) on page 234
Allow HTTP only on page 234

Allow pass-through SSL only on page 235

Inspect and control outbound SSL (including HTTPS) on page 266
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Allow HTTP and pass-through SSL (including
HTTPS)

Assume that you want to allow outbound HTTP and pass-through SSL (including HTTPS). To do so, create an
access control rule that uses the HTTP and SSL/TLS applications.

To allow outbound HTTP and SSL/TLS, you can also enable the default Internet Services access control rule.
To create an access control rule that uses the HTTP and SSL/TLS applications:

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule.
The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) In the Name field, type Qut bound HTTP and SSL.

4) Make the following selections.

Action Allow
Applications e HTTP
* SSL/TLS
[Source] Zone internal
[Destination] Zone external
5) Click OK.

6) Position the new access control rule above the Deny All rule.

7) Save your changes.

Allow HTTP only

Create an access control rule to allow HTTP and override the default ports.

Assume that you want to allow HTTP but not HTTPS or SSL. Overriding the ports to remove SSL/443 prevents
the rule from matching HTTPS connections that are decrypted by an SSL rule.

Steps

1) Select Policy > Access Control Rules.
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2) Click New > New Rule.
The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) In the Name field, type Qut bound HTTP onlvy.

4) Make the following selections.

Action Allow
Applications HTTP
[Source] Zone internal
[Destination] Zone external

5) To prevent the rule from matching decrypted HTTPS connections on port 443, override the application ports.
a) From the ports drop-down list, select Override ports.

b) Clear the text box, then type TCP/ 80.

6) Click OK.
7) Position the new access control rule above the Deny All rule.

8) Save your changes.

Allow pass-through SSL only

Assume that you want to allow SSL to pass through the firewall without inspecting it. To do so, create an access
control rule that uses the SSL/TLS application.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule.
The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type Qut bound SSL only.
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4) Make the following selections.

Action Allow

Applications SSL/TLS

[Source] Zone internal

[Destination] Zone external
5) Click OK.

6) Position the new access control rule above the Deny All rule.

7) Save your changes.

Allowing IPv6 network flows through the
firewall

This section describes how to create a rule that allows IPv6 network flow through the firewall. Use these
scenarios as examples when creating IPv6 allow rules for other applications.

* Allow HTTP over IPv6 — For an application with native IPv6 support (HTTP)
* Allow SSH over IPv6 — For an application that lacks native IPv6 support (SSH).

Related tasks
Allow HTTP over IPv6 on page 236
Allow SSH over IPv6 on page 237

Allow HTTP over IPv6

Use this task to allow only outbound HTTP IPv6 network flows through the firewall. You can use the same
approach for other applications that natively support IPv6.

a Note: By default, IPv6 is enabled.

Steps

1) Select Policy > Access Control Rules..
The Access Control Rules page appears.

2) Click New > New Rule.
The Rules: Rule Properties window appears.
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' Tip: For option descriptions, click Help.

3) Inthe Name field, type Al | ow HTTP over | Pv6.

4) In the Rules: Rule Properties window, configure the access control rule.

E Note: Key selections are highlighted in bold.

Table 59: Allow HTTP over IPv6 access control rule

Action Allow

Application HTTP

[Source] Endpoint <Any V6>

[Source] Zone internal

[Destination] Endpoint <Any V6>

[Destination] Zone external
5) Click OK.

6) Position the new access control rule above the Deny All rule.

7) Save your changes.

Related reference
Firewall IPv4 and IPv6 support by area on page 364

Allow SSH over IPv6

Use this task to allow only outbound SSH IPv6 network flows through the firewall. You can use the same
approach for other applications that lack native IPv6 support.

This task has two parts.

Create a custom TCP application

Use this task to create a custom application based on TCP that uses the standard SSH port.

Steps

1) Select Policy > Rule Elements > Applications.
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2) Click New. The New Application window appears.

O Tip: For option descriptions, click Help.

3) Configure the custom application.
a) Inthe Name field, type TCP on port 22.
b) In the Parent application area, select TCP/UDP.

c) Inthe TCP ports field, type 22.

d) Click OK.

4) Save your changes.

Create an allow rule for the custom TCP
application

Create an IPv6 allow rule that uses the custom application.

a Note: By default, IPv6 is enabled.

Steps
1) Select Policy > Access Control Rules. The Access Control Rules page appears.

O Tip: For option descriptions, click Help.

2) Click New > New Rule. The Rules: Rule Properties window appears.

3) Inthe Name field, type Al | ow SSH over | Pv6.
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4) In the Rules: Rule Properties window, configure the access control rule.

E Note: Key selections are highlighted in bold.

Table 60: Allow SSH over IPv6 access control rule

Action Allow
Application TCP on Port 22(custom application)
[Source] Endpoint <Any V6>
[Source] Zone internal
[Destination] Endpoint <Any V6>
[Destination] Zone external
5) Click OK.

6) Position the new access control rule above the Deny All rule.

7) Save your changes.

Related reference
Firewall IPv4 and IPv6 support by area on page 364

Configure IPv4-to-IPv6 translation for
HTTP

An IPv4 client cannot directly connect to an IPv6 server through the firewall. However, you can configure an
access control rule to allow an IPv4 client to connect to HTTP-based applications on an IPv6 server.

The following conditions must be met:

* The connection from the IPv4 client to the firewall must be non-transparent HTTP (NT-HTTP).
O Tip: The client browsers must be configured to use the firewall IP address as a proxy server.

* The firewall must be assigned an IPv6 address in the zone where the IPv6 HTTP server is located.

* The firewall must be able to resolve the host name of the HTTP server to IPv6 address using DNS. If any IPv4
addresses exist for the server, translation is not performed and the connection between the firewall and the
server is made using |IPv4.

Scenario:
Assume that you want to allow an IPv4 client to reach an IPv6 web server at www.example.com.

In the figure below, an IPv4 client sends a non-transparent HTTP request for www.example.com to the firewall.
Because www.example.com resolves to an IPv6 address, the firewall makes an IPv6 HTTP connection to the
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server to retrieve www.example.com on behalf of the client. The table below shows the required IPv4-to-IPv6
translation rule.

Figure 36: IPv4-to-IPv6 translation

W'.-VW.EKEII'I'ID'-E'.CDH'I

O IPvd NT-HTTP connection to firewall IPvi HTTP connection to server
_________ - Sidewinder -
IPv4 client: 1Py HTTP server:
192.168.0.50 2001:db8::1:204:23ff:fe09:838ac/64

The translation rule must:

* Use the HTTP application

* Allow non-transparent HTTP connections

* Allow IPv6 destination endpoints

* NAT the connection to a firewall IPv6 address

Table 61: Example IPv4-to-IPv6 access control rule

Applications: HTTP Action: Allow

Source zone: internal Destination zone: external

Source endpoint: 192.168.0.50 (internal client) Destination endpoint:
2001:db8::1:204:23ff:fe09:88ac/64 (external HTTP
server)

NAT address: <localhost> (firewall external IPv6 Redirect: <None>

address)

To configure HTTP IPv4-to-IPv6 translation, perform the following tasks.

Create a Generic Application Defense profile
for IPv4 to IPv6 translation

Create a Generic Application Defense profile to enable the non-transparent connection type for HTTP.

Steps
1) Select Policy > Application Defenses > Defenses > Generic (Required).

2) Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the new profile, such as HTTP | Pv4-t o- | Pv6, then click OK.

4) Confirm that the new profile is selected, then click Connection Settings.
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5) In the new window, enable the non-transparent connection type for HTTP.

a) Select Override default connection types.
b) From the HTTP drop-down list, select non-transparent.

Tip: If you select both, transparent HTTP connections might match access control rules
that use this profile. However, IPv4-to-IPv6 translation is not performed for transparent
connections.

c) Click OK.

6) Save your changes.

Create an HTTP Application Defense profile for
IPv4 to IPv6 translation

Create an HTTP Application Defense profile to configure enforcement settings for HTTP.

Steps
1) Select Policy > Application Defenses > Defenses > HTTP.
2) Click New. A pop-up window appears.
O Tip: For option descriptions, click Help.
3) Define the new profile.
a) Type a name for the new profile, such as Qut bound HTTP.
b) From the Select a Type of Web Application Defense drop-down list, select Client.

c) Click OK.

4) [Optional] Configure enforcement settings.

a) On the Enforcements tab, enable HTTP client enforcements as appropriate.

b) Use the other tabs to configure the enabled enforcements.

5) Save your changes.
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Create an Application Defense group for IPv4
to IPv6 translation

Create an Application Defense group that contains the Generic and HTTP profiles that you created. The group
will be used by an access control rule.

Steps
1) Select Policy > Application Defenses > Groups.
2) Click New. A pop-up window appears.
O Tip: For option descriptions, click Help.

3) Type a name for the new Application Defense group, such as HTTP | Pv4-t o-1 Pv6 group, then click OK.
4) Select Application Defense profiles.

a) Confirm that the new Application Defense group is selected in the upper pane.

b) From the Generic (Required) drop-down list, select the Generic profile that you created.

c) From the HTTP drop-down list, select the HTTP profile that you created.
5) Save your changes.

Create an access control rule for IPv4 to IPv6
translation

Create an access control rule that uses the Application Defense group you created.

Steps

1)

2)

3)
4)
5)

6)

Select Policy > Access Control Rules.

Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

In the Name field, type Qut bound HTTP | Pv4-to-1 Pv6.
From the Action drop-down list, select Allow.
In the Applications pane, select HTTP.

[Optional] To allow non-transparent HTTPS connections on port 80, add SSL/80 to the list of ports.

a) From the ports drop-down list, select Override ports.
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b) In the text box, type TCP/ 80 SSL/ 80, 443.

7) Configure the Source and Destination areas as appropriate.
* The source endpoints must match IPv4 clients.
* The destination endpoints must match IPv6 destinations.

O Tip: To match all IPv6 destinations, select <Any V6>.

8) Configure Advanced options.
a) From the Application Defense drop-down list, select the Application Defense group you created.

b) From the NAT drop-down list, select the firewall external IPv6 address.

O Tip: If the primary external firewall address is IPv6, you can select <localhost>.

9) Click OK, then save your changes.

Configure non-transparent HTTP

Sidewinder can be configured to accept non-transparent HTTP connections. In this configuration, the firewall
functions as a proxy server.

Scenario:
Assume that you want to configure the firewall to function as a proxy server for internal clients.

To configure non-transparent HTTP, perform the following tasks.

E Note: SSL content inspection cannot be performed for non-transparent HTTP connections.

Create a Generic Application Defense profile
for non-transparent HTTP

Create a Generic Application Defense profile to enable the non-transparent connection type for HTTP.

Steps

1) Select Policy > Application Defenses > Defenses > Generic (Required).

2) Click New. A pop-up window appears.

3) Type a name for the new profile, such as Non-t ranspar ent HTTP, then click OK.

4) Confirm that the new profile is selected, then click Connection Settings.
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5)

6)

In the new window, enable the non-transparent connection type for HTTP.

a) Select Override default connection types.

b) From the HTTP drop-down list, select non-transparent.

Tip: When you select non-transparent, transparent (normal) HTTP connections will not

match access control rules that use this profile.
c) Click OK.

Save your changes.

Create an HTTP Application Defense profile for
non-transparent HTTP

Create an HTTP Application Defense profile to configure enforcement settings for HTTP.

Steps

1)

2)

3)

4)

5)

Select Policy > Application Defenses > Defenses > HTTP.

Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

Define the new profile.
a) Type a name for the new profile, such as Qut bound HTTP.

b) From the Select a Type of Web Application Defense drop-down list, select Client.

c) Click OK.

[Optional] Configure enforcement settings.

a) On the Enforcements tab, enable HTTP client enforcements as appropriate.

b) Use the other tabs to configure the enabled enforcements.

Save your changes.
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Create an Application Defense group for non-
transparent HTTP

Create an Application Defense group that contains the Generic and HTTP Application Defense profiles you
created. The group will be used by an access control rule.

Steps
1) Select Policy > Application Defenses > Groups.

2) Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the new Application Defense group, such as Non-t r anspar ent HTTP gr oup, then click
OK.

4) Select the profiles that you created.

a) Confirm that the new Application Defense group is selected in the upper pane.

b) From the Generic (Required) drop-down list, select the Generic Application Defense profile you
created.

c) From the HTTP drop-down list, select the HTTP profile you created.

5) Save your changes.

Create an access control rule for non-
transparent HTTP

Create an access control rule that uses the Application Defense group you created.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type a name for the access control rule, such as Qut bound non-transparent HTTP.
4) From the Action drop-down list, select Allow.

5) Select the applications to match.

a) Inthe Applications pane, select HTTP.
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6)

7)

8)

9)

b) [Optional] To allow non-transparent HTTPS connections, select SSL/TLS.

[Optional] To allow non-transparent HTTPS connections on port 80, add SSL/80 to the list of ports.
a) From the ports drop-down list, select Override ports.

b) In the text box, type TCP/ 80 SSL/ 80, 443.

O Tip: If the client browsers are configured to use a custom port for the proxy, add the port
to the list of ports. Example: For port 9119, type TCP/ 80, 9119 SSL/ 80, 443, 9119.

Configure the Source and Destination areas as appropriate.

In the Advanced pane, select the Application Defense group you created from the Application Defense
drop-down list.

Click OK, then save your changes.

Controlling access based on user
identity

Sidewinder allows you to create access control rules and SSL rules that match the users and groups in your
Windows domain.

E Note: To create user-based policy, passive identity validation must be configured on your firewall.

Related concepts
Passive identity validation on page 94
Benefits of SmartFilter on page 136

Related tasks
Enforce SmartFilter URL filtering for the Sales group on page 246
Exempt the Sales manager from URL filtering on page 249

Enforce SmartFilter URL filtering for the Sales
group

Assume that you want to enforce URL filtering for the Sales group. Perform these tasks.
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Configure a SmartFilter filter policy

To control which websites are allowed, denied, and exempt, configure a filter policy.

Steps
1) Select Policy > Application Defenses > SmartFilter.

2) Click the Filter Policies tab.

O Tip: For option descriptions, click Help.

3) Examine the default filter policies.

* If one of default filter policies meets your needs, continue to the next procedure.
For example, the Typical Business_Filter blocks categories that are generally not business-related.

* To create a custom filter policy, click New.

Select the filter policy in an HTTP Application
Defense profile

Create an HTTP Application Defense profile that uses the appropriate filter policy.

Steps
1) Select Policy > Application Defenses > Defenses > HTTP.

2) Click New. A pop-up window appears.
O Tip: For option descriptions, click Help.
3) Define the new profile.
a) Type a name for the new profile, such as Sal es URL Filtering.
b) From the Select a Type of Web Application Defense drop-down list, select Client.

c) Click OK.

4) On the Enforcements tab, select SmartFilter.

5) Select a SmartFilter filter policy.
a) Click the SmartFilter tab.

b) From the Filter Policy drop-down list, select the appropriate filter policy, such as
Typical _Business_Filter.

6) Save your changes.
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Create an Application Defense group for URL
filtering

Create an Application Defense group that contains the HTTP profile you created.

Steps
1) Select Policy > Application Defenses > Groups.

2) Click New. A pop-up window appears.

O Tip: For option descriptions, click Help.

3) Type a name for the new Application Defense group, such as Sal es URL filtering group,then click
OK.

4) Select the HTTP profile you created.
a) Confirm that the new Application Defense group is selected in the upper pane.

b) From the HTTP drop-down list, select Sales URL Filtering.

5) Save your changes.

Create an access control rule for URL filtering

Create an access control rule that uses the Application Defense group you created.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type Sal es URL Filtering.

4) From the Action drop-down list, select Allow.

5) Inthe Applications pane, select HTTP.

6) Inthe [Source] Users and Groups pane, select Sales.

7) Select the Application Defense group you created.

a) If necessary, expand the Advanced pane.

b) From the Application Defense drop-down list, select Sales URL Filtering group.
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8)

Click OK, then save your changes.

Exempt the Sales manager from URL filtering

Create an access control rule to exempt users from URL filtering.

Assume that you want to exempt John Smith, the Sales department manager, from URL filtering. To do so, create
an access control rule that:

Matches his identity
Does not use SmartFilter

Steps
1) Select Policy > Access Control Rules.
2) Click New > New Rule. The Rule Properties window appears.
O Tip: For option descriptions, click Help.
3) Inthe Name field, type Exenpt Sal es Manager.
4) From the Action drop-down list, select Allow.
5) In the Applications pane, select HTTP.
6) Inthe [Source] Users and Groups pane, select John Smith's identity.
a) From the Browse drop-down list, select Source users and groups.
b) Click the Users tab.
c) Click MLC. The list of users appears.
d) Inthe list of users, select John Smith.
7) Click OK.
8) Arrange the new rule so that it is above the Sales URL Filtering rule, then save your changes.

Create an alternate policy

Preparing policies for different disaster recovery scenarios can save valuable time in a crisis. Many organizations
need an alternate policy that can be implemented quickly, such as a policy that limits inbound access if an attack
is discovered.

Assume that you want to create an alternate policy to use in the event of an attack. To do so:

Policy in action | 249



Sidewinder 8.3.2P03 and later | Product Guide

Steps
1) Create an access control rule group for the alternate policy.

O Tip: For option descriptions, click Help.

2) Inthat group, place all the access control rules needed to implement that policy.

O Tip: Groups can nest within groups.

3) Create a Deny All rule as the last rule of the alternate policy.
4) Once the alternate policy is finished, disable it by selecting the main group and clicking Disable.

5) When you need to use the policy, move the group to the top of the access control rules and enable it. The
firewall begins enforcing your alternate policy.

Creating SSL content inspection
exemptions

You can create SSL rules to exempt connections from matching subsequent SSL rules.

You might create exemptions for:

* Sensitive applications, such as online banking

* Applications that do not support decryption
* Applications that do not currently support SSL decryption are listed in Knowledge Base article 9298.
* Use elements like TCP ports and endpoints to single out unsupported applications.

Related tasks
Exempt the finance and banking URL category on page 250
Exempt an application based on port on page 251

Exempt the finance and banking URL category

Create an SSL rule to prevent connections to confidential sites.

Assume that you want to prevent connections to finance and banking sites from being decrypted. To do so,
create the following SSL rule:

Steps @ For more details about the product and how to configure features, click Help or press F1.

1) Select Policy > SSL Rules.
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2) Click New Rule. The SSL Rule Properties window appears.

3) Inthe Name field, type Exenpt fi nance and banki ng.

4) Make the following selections.

Option Selection

Type Outbound
Action No Decryption
Ports <Any>

[Destination] Endpoints

Finance/Banking (URL category)

5)

6)

7)

Click OK.

Position the new SSL rule so that it is above the decryption rules you are exempting connections from
matching.

Save your changes.

Exempt an application based on port

Create an SSL rule to exempt port 7070 for this scenario.

Assume that you want to exempt an application that uses TCP port 7070 from being decrypted.

Steps @ For more details about the product and how to configure features, click Help or press F1.

1)
2)
3)

4)

5)

6)

Select Policy > SSL Rules.
Click New Rule. The SSL Rule Properties window appears.
In the Name field, type Exenpt port 7070.

Make the following selections.

Type <Any>
Action No Decryption
Ports 7070

Click OK.

Position the new SSL rule so that it is above the decryption rules you are exempting connections from

matching.
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7) Save your changes.

Decrypting and inspecting SSH content

Sidewinder can decrypt SSH connections, perform content inspection, then re-encrypt the traffic before sending it
to its destination.

To decrypt and re-encrypt SSH traffic, the firewall:

* Acts like a server when communicating with the client
* Acts like a client when communicating with the server

The firewall maintains two databases to store SSH host keys:

* A known hosts database to store SSH server keys
* A database of SSH server keys to present to clients

Understanding the SSH known host keys trust
relationship

The SSH protocol relies on users to decide if the server host keys presented to them are valid. Because the
firewall acts like a client when it communicates with SSH servers, server host keys are stored in the firewall's
SSH known host keys database.

To distinguish between server host keys that have been administrator-approved and those that have not, the
firewall classifies each host key by trust level. The trust level configured for each SSH known host key represents
your level of confidence that the host key belongs to the host (IP address) that it claims to belong to. There are
two trust levels:

* Strong — SSH host keys are considered strong if they have been imported into the SSH known hosts
database by administrators or promoted to strong trust level by administrators.

* Weak — SSH host keys are considered weak if they are accepted by users without administrator intervention
during the initiation of an SSH session.

When you configure the SSH content inspection, you can decide what SSH host key trust level to require in order
to allow the SSH connection to take place. For example:

* Enforce Strict key checking policy for rules that allow access to critical network security devices.
Host keys with strong trust level must already exist in the known hosts database for the security devices that
the rule allows access to. These host keys must also pass cryptographic checks for authenticity.

* Enforce Medium key checking policy for rules that allow access to non-critical hosts.
Host keys with strong or weak trust level are allowed. If a host key is not present in the known hosts database,
the client can accept it, which adds the host key to the known hosts database.

* Allow Relaxed key checking policy for rules not related to business operations, such as a rule allowing access
to an employee’s personal computer at home.
Host keys with strong or weak trust level are allowed. If a host key is not present in the known hosts database,
the client can accept it, which adds the host key to the known hosts database. If a server’s host key has
changed, the client can accept it, which replaces the old key in the known hosts database.
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By tailoring key checking policy to the security risk involved, you can ensure that SSH host keys from critical
servers receive administrator verification, while less critical SSH servers can be accessed without administrator
intervention.

Strong host key scenario

Presume an SSH client needs to connect to a network security device through the firewall. The network security
device is critical for the integrity of the network, so the administrator chooses to enforce strict key checking policy.
As a result, the administrator needs to make sure that there is a strong known host key for the network security
device in the firewall’s known hosts database.

The following configuration steps are necessary to allow the connection to take place:

1) Configure Application Defenses to specify strict key checking policy.

E Note: Create an SSH Application Defense profile that enforces Strict key checking policy.
¥ This requires a strong host key to be present in the SSH known host keys database for the
destination SSH server.

2) Create an Application Defense group that contains the SSH profile you created.

3) Create an access control rule to allow the SSH client to connect to the network security device. The rule
must use the following:

e SSH application
* Application Defense group you created

4) Import the network security device’s SSH host key into the firewall SSH known host keys database and
assign the key strong trust level.

Figure 37: Example strong SSH known host key scenario
firewall Strong SSH
SSH host key host key
b — d <
<:€/;’”" i <‘;@fLNJ
|\ > >
S5H client Metwork security
device
Sidewinder

The figure shows what happens when the SSH client initiates an SSH session to the network security device
through the firewall’s SSH proxy agent.

* The client initiates an SSH connection to the network security device. The firewall, acting like an SSH server,
accepts the client’'s connection.

* The firewall sends its SSH host key to the client.
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* The firewall, acting like an SSH client, initiates an SSH connection to the network security device. The network
security device accepts the firewall’s connection.

* The network security device sends the firewall its SSH host key.
The firewall examines the SSH host key from the network security device and allows the connection. Because the

administrator imported a strong SSH host key for the network security device into the firewall's SSH known hosts
database, the requirements of strict key checking policy are met.

Related tasks
Manage known host keys on page 255

Weak host key scenario

Presume that an employee wants to connect to their home computer through the firewall. The employee’s home
computer is not critical for the integrity of the network, so the administrator chooses to enforce relaxed key
checking policy. As a result, the administrator does not need to import or approve the SSH host key that belongs
to the employee’s home computer.

The following configuration steps are necessary to allow the connection:

1) Configure Application Defenses to specify relaxed key checking policy.

E Note: Create an SSH Application Defense profile that enforces Relaxed key checking policy.
¥ This allows host keys with a strong or weak trust level. If a host key is not present in the
known hosts database, the client can accept it, which adds the host key to the known hosts
database. If a server host key has changed, the client can accept it, which replaces the old
key in the known hosts database.

2) Create an Application Defense group that contains the SSH profile you created.

3) Create an access control rule to allow the SSH client to connect to the employee’s home computer. The rule
must use the following:

* SSH application
* Application Defense group you created

Figure 38: Example weak SSH known host key scenario
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The figure shows what happens when the SSH client initiates an SSH session to the employee’s home computer
through the firewall’s SSH proxy agent.

1) The client initiates an SSH connection to the employee’s home computer. The firewall, acting like an SSH
server, accepts the client connection.

2) The firewall sends its SSH host key to the client.

3) The firewall, acting like an SSH client, initiates an SSH connection to the employee’s home computer. The
employee’s home computer accepts the firewall connection.

4) The employee’s home computer sends the firewall its SSH host key.

5) The firewall sends the SSH host key presented by the employee’s home computer to the client for approval.

The firewall allows the connection if the user approves the SSH host key presented by the employee’s home
computer. Since the administrator configured relaxed key checking policy for the SSH Application Defense, the
user has the ability to approve any SSH host key.

Manage SSH known hosts

Use these steps to manage SSH known host keys.

Steps
1) Select Policy > Application Defenses > Defenses > SSH.
2) Click SSH Known Hosts. The SSH Proxy Agent Properties window appears.
O Tip: For option descriptions, click Help.
The SSH Proxy Agent Properties window has two tabs:
*  SSH Known Hosts — Use this tab to manage the database of known host keys.

Note: To configure this tab, an access control rule for the SSH application must be

" enabled and positioned above the Deny All rule.

* SSH Server Keys — Use this tab to manage SSH keys that the proxy presents to SSH clients.

Related concepts
Managing keys on page 634

Manage known host keys

Perform these tasks to manage known host keys.

* Add a known host key by clicking New and entering the appropriate information in the pop-up window.

* Modify a known host key by selecting it in the list and clicking Modify.
You can modify the following fields:

* Trust Level
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* IP address
* Port

*  Key type

* Key value

Tip: You can also change the trust level by selecting a known host key from the list and
clicking Set trust level to Strong in the toolbar.

* Delete a known host key by selecting it in the list and clicking Delete.

Related tasks
Create or modify an SSH known host key on page 256

Create or modify an SSH known host key

Use the New/Modify SSH Known Host window to create or modify SSH known host keys.

Steps
1) From the Trust level drop-down menu, select Strong or Weak.

O Tip: For option descriptions, click Help.

2) Inthe IP address field, type the IP address of the host that the new known host key corresponds to.

3) If necessary, change the port specified in the Port field to match the port that the host's SSH server is
listening on.

4) From the Key type drop-down list, select the appropriate key type.

5) Enter the host key data by doing one of the following:
* Paste the key data in the Key value field.
* Retrieve the key from the remote host by clicking Retrieve key.
* Import the key by clicking Import from file, then browsing to the appropriate key file.

6) Click Add. The window closes and the new host key is added to the list of host keys.

Result

E Note: When a user connects to an SSH server through the firewall and accepts a host key, the
” key added to the SSH Known Hosts list. Accepted keys automatically have a weak trust level.

Related concepts
Understanding the SSH known host keys trust relationship on page 252

Policy in action | 256



Sidewinder 8.3.2P03 and later | Product Guide

Deny access based on country of origin

Use Geo-Location network objects in access control rules to match country of origin.

Scenario:

Assume that your organization needs to prevent users in Iran from accessing a download server to comply with
export controls.

To deny all inbound connections from Iran, perform the following tasks.

Create a Geo-Location network object

Create a Geo-Location network object that contains Iran.

Steps
1) Select Policy > Network Objects.
2) Click New > Geo-Location.

3) Inthe Name field, type | r an.

O Tip: For option descriptions, click Help.

4) In the Available members list, double-click Iran, Islamic Republic of. Iran moves to the Chosen Members
list.

5) Click OK.

6) Save your changes.

Create a deny access control rule

Create an access control rule to deny inbound connections from Iran.

Steps
1) Select Policy > Access Control Rules.
2) Click New > New Rule. The Rule Properties window appears.

3) Inthe Name field, type Deny | ran.
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4) Make the following selections.

Action Deny
Applications <Any>
[Source] Zone external
[Source] Endpoints Iran (Geo-Location)
[Destination] Zone external

5) Click OK.

6) Position the new access control rule so that it is above all inbound redirect rules.

7) Save your changes.

Deny access to an application category

Sidewinder allows you to deny access to all applications that belong to an application category. You can also
exempt specific users by creating access control rules that allow access for them.

Scenario:

Assume that you want to:

* Allow all users to access the web.
* Prevent most users from using social network applications.
* Allow the Marketing group to use Facebook to promote your organization.

Configuration prerequisites:

* Passive identity validation must be configured on your firewall.
* An access control rule must be in place to allow outbound HTTP.

E Note: If your configuration does not match these assumptions, refer to the related topics below.

In this scenario, three access control rules are required.

Table 62: Required access control rules

Rule position Application m Users and Groups

facebook Allow Marketing group
n+1 <Social Networking> Deny None specified (matches
(Filter) all users)
n+2 HTTP Allow None specified (matches
all users)

To configure this scenario, perform the following tasks.
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Related concepts
Passive identity validation on page 94

Related tasks
Create an access control rule on page 203

Deny access to social networking applications

Create an access control rule that denies access to social networking applications.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type Deny Soci al Net wor ki ng.
4) From the Action drop-down list, select Deny.

5) Inthe Applications pane, select <Social Networking> (Filter).

O Tip: To find the application category filters more quickly, search for the term filter.

6) Click OK. The Rule Properties window closes.

7) Position the new access control rule so that:

* |tis above your general allow HTTP rule.
* ltis below any rules that allow specific social networking applications.

8) Save your changes.

Create an exemption for the Marketing group

To allow the Marketing group to use Facebook, create an allow rule and place it above the Deny Social
Networking rule.

Steps

1) Select Policy > Access Control Rules.
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2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type Al | ow Facebook for Marketing.

4) From the Action drop-down list, select Allow.

5) In the Applications pane, select facebook.

6) Inthe Users and Groups pane, select the Marketing group.

7) Click OK. The Rule Properties window closes.

8) Position the new access control rule so that it is above the above the Deny Social Networking rule.

9) Save your changes.

Discovering which applications are in
use in a zone

Sidewinder allows you to identify which applications are in use in a zone. When application discovery is enabled
for a zone, the firewall identifies the application for each connection that is allowed from that zone.

For example, if an access control rule allows HTTP from the internal zone to reach the Internet, each application
allowed by the rule is identified. The application information is audited for further analysis in the Admin Console or
other syslog analysis services.

The types of applications allowed from the zone determine which types of applications can be identified.

Table 63: Discovery and example access control rules

Access control rule application Discovery identifies...

HTTP HTTP-based applications

SSL/TLS SSL-encapsulated applications (if decrypted by an
SSL rule)

TCP/UDP TCP- and UDP-based applications

<Any> All applications
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Enable discovery for the source zone

Enable application discovery for the internal zone.
Steps
1) Select Network > Zone Configuration.

2) Inthe upper pane, select internal.

O Tip: For option descriptions, click Help.

3) Inthe lower pane, select Application discovery.

4) Save your changes.

Creating an access control rule

All applications that are allowed from the discovery zone are identified. You can employ either of the following

strategies when you create access control rules for discovery.

* |dentify applications that are already flowing through your access control rules.

* Create access control rules that are intentionally permissive in order to allow many applications and identify

them.

Viewing application discovery data

You can view which applications are in use in the following tools.

* Admin Console Dashboard
* Applications area (Policy > Rule Elements > Applications)
* Admin Console Audit Viewing area (Monitor > Audit Viewing)

Related concepts
Applications on page 70
Viewing audit data on page 289

Related tasks
Use the dashboard on page 280
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Examine your policy using the Firewall
Policy Report

You can open a report in a web browser showing comprehensive details of your Sidewinder policy.

Steps
1) Select Monitor > Firewall Policy Report.

2) Click the Firewall Policy Report link to open the report in a web browser.

O Tip: For option descriptions, click Help.

Inspect and control inbound HTTPS

To inspect and control HTTPS and other SSL-encapsulated applications, the firewall must decrypt SSL
connections.

Scenario:

Assume that you want to inspect HTTPS connections from the Internet before allowing them to reach an internal
web server. To inspect inbound HTTPS, you can create two types of inbound SSL rules:

* Decrypt only
* Decrypt/re-encrypt

For this example, assume that your organization is required to protect customer information at all times.
Therefore, an inbound Decrypt/re-encrypt SSL rule is most appropriate.

Decrypt/re-encrypt SSL rules decrypt matching connections to perform SSL content inspection. Before the
connection leaves the firewall, it is re-encrypted. In the figure below, an external client connects to the firewall
external IP address and is redirected to an internal server. The firewall decrypts the connection, inspects it, re-
encrypts it, then redirects the encrypted connection to the server.

Figure 39: Inbound connection with decryption and re-encryption

Sidewinder

Re-encrypted HTTPS connection Decrypted HTTPS connection Encrypted HTTPS connection O
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Server Client

To configure this scenario, perform the following tasks.

Configure inbound HTTPS content inspection

Configure inbound HTTPS content inspection. Perform these tasks.
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Configuring a CA-signed firewall certificate

When inbound HTTPS inspection is configured, the firewall presents a certificate to clients on behalf of the
internal server. This certificate must be signed by an Internet Certificate Authority (CA) that is trusted by internet
clients.

To configure a CA-signed firewall certificate, work with the CA of your choice and refer to the related topics
below.

Related concepts
Managing firewall certificates on page 620

Related tasks
Load manually signed certificates on page 627

Related information
Managing certificates on page 617

Create an inbound SSL rule

Create an SSL rule to decrypt and re-encrypt inbound SSL connections.

Steps
1) Select Policy > SSL Rules.

2) Click New Rule. The SSL Rule Properties window appears.

' Tip: For option descriptions, click Help.

3) Inthe Name field, type | nspect i nbound SSL.

4) Make the following selections.

Option Selection

Type Inbound

Action Decrypt/re-encrypt
Ports 443

[Source] Zones external
[Destination] Zones external

5) On the SSL decryption settings tab, select the CA-signed firewall certificate that you configured.

« If the certificate uses RSA keys, select it from the RSA drop-down list, then select <None> from the DSA
drop-down list.

« If the certificate uses DSA keys, select it from the DSA drop-down list, then select <None> from the RSA
drop-down list.
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* If you configured RSA and DSA certificates, you can select them both.
6) Click OK.
7) Position the new SSL rule so that it is above the Exempt All rule.

8) Save your changes.

Create access control rules to control inbound
HTTPS

If an inbound SSL decryption rule is in place, you can use access control rules to allow and deny most
applications that use SSL if they include SSL ports (SSL/nn).

Scenarios:

Inspect HTTP/HTTPS and deny other SSL on
port 443 for inbound connections

Create an access control rule for the HTTP application.

Assume that you want to:

* Allow inspected inbound HTTP and HTTPS connections.
* Deny other inbound applications that are using SSL on port 443.

To configure this scenario, create an inbound redirect access control rule for the HTTP application.

Tip: Because the HTTP application includes port SSL/443, it matches decrypted HTTPS in
addition to normal HTTP connections.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type | nbound HTTP and HTTPS.
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4) Make the following selections.

Action HTTP Allow

Applications HTTP

[Source] Zone external

[Destination] Endpoints Firewall external IP

[Destination] Zone external

NAT <None>

Redirect Internal web server
5) Click OK.

6) Position the new access control rule above the Deny All rule.

7) Save your changes.

Allow inbound decrypted HTTPS only

Assume that your internal server only accepts HTTPS connections. Therefore, the access control rule should
match only HTTPS connections and exclude HTTP connections.

To create the access control rule:
Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

' Tip: For option descriptions, click Help.

3) Inthe Name field, type | nbound HTTPS onl y.

4) Make the following selections.

Action Allow
Applications HTTP

[Source] Zone external
[Destination] Endpoints Firewall external IP
[Destination] Zone external

NAT None

Redirect Internal web server
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5) To prevent the rule from allowing HTTP connections on port 80, override the application ports.

a) From the ports drop-down list, select Override ports.

b) Clear the text box, then type SSL/ 443.

6) Click OK.

7) Position the new access control rule above the Deny All rule.

8) Save your changes.

Inspect and control outbound SSL

(including HTTPS)

To inspect and control SSL, including HTTPS and other SSL-encapsulated applications, the firewall must decrypt

SSL connections.

Scenario:

Assume that you want to inspect SSL connections from internal clients to the Internet. In the figure below, an
internal client connects to an external server. The firewall decrypts the connection, inspects it, re-encrypts it, then

forwards the encrypted connection to the server.

Figure 40: Outbound decrypt/re-encrypt connection

Sidewinder

O Encrypted HTTPS connection Decrypted HTTPS connection

Re-encrypted HTTPS connection

- - — — — — -
Internal zone

HTTPS client

External zone

HTTPS server

To configure this scenario, perform the following tasks.
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Configure outbound SSL content inspection

To enable outbound SSL content inspection, create an outbound decrypt/re-encrypt SSL rule.

Export the firewall CA certificate to protected
clients

The firewall CA signs the surrogate server certificates that are presented to clients. To avoid certificate errors,
export the certificate for the firewall CA and install it on the client systems.

Steps
1) Select Maintenance > Certificate/Key Management.
2) Click the Certificate Authorities tab.

O Tip: For option descriptions, click Help.
3) Inthe Cert Authorities list, select Default_SSL_CA.
4) Click Export.
5) Specify a save location, then click OK.

6) Install the certificate on all client computers.

Create an outbound SSL rule

Create an SSL rule to decrypt and re-encrypt outbound SSL connections.

Steps
1) Select Policy > SSL Rules.
2) Click New Rule. The SSL Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) Inthe Name field, type Decr ypt out bound SSL on 443.
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4) Make the following selections.

Type Outbound
Action Decrypt/re-encrypt
Ports 443
[Source] Zones internal
[Destination] Zones external

5) Click OK.

6) Arrange the new SSL rule so that it is above the Exempt All rule.

7) Save your changes.

Create access control rules to control
outbound HTTPS and SSL

If SSL content inspection is configured, access control rules can allow and deny most applications that use SSL if
they include SSL ports (SSL/nn).

Scenarios:

Inspect HTTP/HTTPS and deny other SSL on
port 443 for outbound connections

Configure the required access control rules for the application.

Assume that you want to:

e Allow inspected outbound HTTP and HTTPS connections.
* Deny other applications that are using SSL.

To do so, create two access rules:

Table 64: Required access control rules

Rule position Application Action Source zone Destination zone

n HTTP (matches Allow internal external
HTTP and decrypted
HTTPS)

n+1 SSL/TLS (Matches | Deny internal external
SSL)
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Steps
1) Select Policy > Access Control Rules.
2) Create a rule to allow outbound HTTP.
O Tip: For option descriptions, click Help.
3) Create a rule to deny outbound SSL/TLS.
4) Arrange the new rules so that the allow HTTP rule is positioned before the deny SSL/TLS rule.
5) Save your changes.

Allow outbound decrypted HTTPS only

Assume that you want to allow outbound HTTPS only. To do so, create an access control rule with overridden

HTTP ports.
Steps
1) Select Policy > Access Control Rules.
2) Click New > New Rule. The Rule Properties window appears.
O Tip: For option descriptions, click Help.
3) Inthe Name field, type Qut bound HTTPS only.
4) Make the following selections.
Action Allow
Applications HTTP
[Source] Zone internal
[Destination] Zone external
5) To prevent the rule from matching HTTP connections on port 80, override the application ports.
a) From the ports drop-down list, select Override ports.
b) Clear the text box, then type SSL/ 443.
6) Click OK.
7) Position the new access control rule above the Deny All rule.
8) Save your changes.
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Deny Facebook over SSL

Create a deny access control rule that uses the facebook application with overridden ports to deny Facebook
over SSL.

Assume that:

* You want to deny SSL connections to Facebook (HTTPS).
* You want to allow unencrypted HTTP connections to Facebook.
* An access control rule is already in place to allow outbound HTTP.

Steps
1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.
O Tip: For option descriptions, click Help.
3) Inthe Name field, type Deny Facebook SSL.

4) Make the following selections.

Action Deny
Applications facebook
[Source] Zone internal
[Destination] Zone external

5) To prevent the rule from blocking access to Facebook over HTTP, override the application ports to remove
TCP/80.

a) From the ports drop-down list, select Override ports.

b) Clear the text box, then type SSL/ 443.

6) Click OK.
7) Position the new access control rule above the outbound HTTP rule.

8) Save your changes.
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Create a rule to allow traceroute through
the firewall

To perform a traceroute through the firewall, you must create an application defense and an access control rule.

Steps

1)

2)

3)

Create a Generic application defense profile.

a)

b)
c)

d)

e)

f)

Select Policy > Application Defenses > Defenses > Generic (Required).

Q Tip: For option descriptions, click Help.

Click New. A pop-up window appears.
Type a name for the new profile, then click OK.

Confirm that the new profile is selected, then verify on the General tab, that Use TCP proxy, Use UDP
proxy, and Use ICMP proxy are deselected.

On the Stateful Inspection tab, select timxceed_hoplimit, timxceed_intrans, and unreach_destport.

Save your changes.

Create an application defense group.

a)
b)

c)

d)

e)

f)

Select Policy > Application Defenses > Groups.
In the upper pane, click New. The New Groups Application Defense window appears.

Type a name for the Application Defense group, then click OK. The Application Defense group appears
in the list in the upper pane.

In the lower pane, type a description for the Application Defense group.

In the lower pane on the Generic (Required) application defense drop-down list, select the Application
Defense profile you created in the previous step.

Save your changes.

If you are using UDP, create a custom application.

a)
b)
c)
d)

e)

Select Policy > Rule Elements > Applications.
Click New. The New Application window appears.
In the Name field, type a name for the application.
In the Parent application area, select TCP/UDP.

In the UDP ports field, type in the specific ports needed.
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f)  Click OK.
4) Configure the access control rule.
a) Select Policy > Access Control Rules.
b) Click New > New Rule. The Rule Properties window appears.
c) Inthe Name field, type in a name for the rule, such as Al | ow Tr acer out e.
d) In the Browse drop-down menu, select Application defense group.
e) Select the application defense group you created in step 2.
f)  Inthe Browse drop-down menu, select Applications.
g) Select ICMP and, if needed, the custom application you created in step 3.
h) Configure the zones and endpoints as needed.
i) Click OK.
j)  Position the rule as needed.
k) Save your changes.
Result

You can now run traceroute through the firewall.

Create a SPAN policy

Creating rules for a SPAN interface is similar to creating rules for a standard interface, with a few exceptions.

Place all SPAN rules at the top of your policy.

If no rules match SPAN traffic, that traffic will be dropped without any auditing. To avoid this, create an any-
any SPAN rule.

Service-specific Application Defenses are not supported. In any SPAN rule, use the connection settings
Application Defense group or another group that does not have Use TCP proxy, Use UCP proxy, or Use
ICMP proxy selected in the Generic (Required) defense.

The following rule configurations are not supported for SPAN rules:

IPS

NAT

Redirect

Global Threat Intelligence reputation
SSL rules
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Related concepts
SPAN interfaces on page 376

Create a SPAN rule

Create a rule for a SPAN interface.

Steps

1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.
3) In the Name field, type a name for the rule.
4) From the Action drop-down list, select the action as appropriate.
E Note: Avoid using Deny as the action.

5) In the Applications pane, select the applications as appropriate.
6) In the Source area, specify the connection sources to match.

a) Inthe Endpoints pane, select the endpoints as appropriate.

b) From the Zone drop-down list, select the zones used by the SPAN interface.
7) In the Destination area, specify the connection destinations to match.

a) Inthe Endpoints pane, select the endpoints as appropriate.

b) From the Zone drop-down list, select the zones used by the SPAN interface.

E Note: The source and destination zones must match. Avoid selecting <Any> for
" either the source or destination zones, as this rule might catch traffic meant for any
subsequent rules in the access control rule list.

8) From the Application defense group drop-down list, select connection settings, or another group that
does not have Use TCP proxy, Use UCP proxy, or Use ICMP proxy selected in the Generic (Required)
defense.

9) Click OK.
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10)

11)

In the Access Control Rules window, select the rule and drag it above any non-SPAN rules.

Note: If <Any> was selected for either the source or destination zones, place your firewall

4 0.9 a .
administrative rules above this rule.

Save your changes.

Create an any-any SPAN rule

When the firewall receives a connection on a SPAN port it has no rule for, it drops the packet without generating
any audit. To verify that the firewall audits all SPAN traffic, create an any-any SPAN rule.

Steps

1) Select Policy > Access Control Rules.

2) Click New > New Rule. The Rule Properties window appears.

O Tip: For option descriptions, click Help.

3) In the Name field, type a name for the rule.

4) From the Action drop-down list, select Allow.

5) In the Applications pane, select <Any>.

6) In the Source area, specify the connection sources to match.

a) Inthe Endpoints pane, select <Any>.
b) From the Zone drop-down list, select the zones used by the SPAN interface.
7) In the Destination area, specify the connection destinations to match.
a) Inthe Endpoints pane, select <Any>.
b) From the Zone drop-down list, select the zones used by the SPAN interface.
E Note: The source and destination zones must match. Do not select <Any> for
" either the source or destination zones, as this rule would catch traffic meant for all
subsequent rules in the access control rule list.

8) From the Application defense group drop-down list, select connection settings, or another group that
does not have Use TCP proxy, Use UCP proxy, or Use ICMP proxy selected in the Generic (Required)
defense.

9) Click OK.
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10) Inthe Access Control Rules window, select the rule and drag it to the necessary position.
* The any-any SPAN rule must be placed after all other SPAN rules for that interface.
* The any-any SPAN rule must be placed before any non-SPAN rules.

11)  Save your changes.
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Monitoring

Contents

e Dashboard on page 279

*  Auditing on page 283

*  Audit responses on page 317

* McAfee ePolicy Orchestrator integration on page 331
*  Network defenses on page 335

¢ SNMP on page 345

View and identify events and responses on managed firewalls.
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CHAPTER 15

Dashboard

*  What the dashboard monitors on page 279

*  Use the dashboard on page 280

The dashboard gives you an overall picture of the system status, resources, messages, and updates. It also allows to
view usage reports.

What the dashboard monitors

Use the dashboard to monitor system status, system resources, messages from Forcepoint, updates and usage
reports.

* System status — The upper left pane displays information about firewall elements. Clicking the links opens
windows to view or manage elements.

* System resources — This pane displays percentage of use by:
* Partitions
*  Memory and CPU usage
* Load average

* Messages from Forcepoint — This pane displays information about updates and other product-related
announcements.

* Updates — The Download updates pane allows manual updates for these services:
* Virus scanning signatures
* Application signatures
* Geo-Location database
e |PS signatures
* Messages from Forcepoint
* SmartFilter database
* Usage reports — Tabs in the lower pane display selected audit information about this usage:
* Applications
* Threats
* Policy
*  Geo-Location
* Users
e Global Threat Intelligence
*  McAfee EIA

When you log on to the Admin Console, the dashboard appears. To view the dashboard at any time while logged
on, select the root node of the tree labeled firewall_name Dashboard.
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O Tip: For option descriptions, click Help.

Use the dashboard

You can use the dashboard to perform several monitoring and maintenance tasks.

Table 65: Dashboard tasks

e s

End an Admin Console session for a firewall

Maximize or minimize the usage reports display

Refresh the dashboard information

Change the firewall host name

Manually update selected content

In the left tree, select the firewall icon, then click
Disconnect.

Click the Toggle usage reports button to maximize or
minimize the usage tabs.

From the Refresh Rate drop-down list, select how
often the dashboard will refresh.

The change will not take effect until the next scheduled
refresh time. To make the change take effect
immediately, click Refresh Now.

E Note: Changing the host name affects
r your DNS configuration, sendmail
configuration, and all entries in your /
et c/resol v. conf * files. You must
manually change any necessary entries to
ensure proper functioning.

1) In the top of the upper left pane, click the firewall
host name link.

2) In the Set Hostname window, modify the host
name, then click OK.

You will be prompted to restart the firewall. The firewall
must be restarted for the change to take effect.

In the Download updates pane, select the service you
want to update and click Perform update(s)

» To select multiple consecutive entries, press the
Shift key while selecting the entries. To select
multiple non-consecutive entries, press the Ctrl key
while selecting the entries.

* Configure automatic updates or modify the update
source by clicking Download updates.
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N

View detailed audit information

E Note: Only the audit currently archived on
4 3 q
the firewall displays.

Use the usage tabs to view audit information for:
* Applications

* Threats

* Policy

* Geo-Location

* Users

* Global Threat Intelligence

*  McAfee EIA

1) In the lower pane, click the usage tab you want
information for.

2) Select the line of audit you want information for.

3) Click View Audit.

You can view report information about this content
using the command line. Type one of these
commands:

cf usage type=<usage_type> hour s=<hour s>
cf usage type=<usage_type> days=<days>

where <usage_t ype> is what you want to run

the report against. For the list of options, run the
command man cf _usage. Traffic-related reports
begin with t r af fi c_by, and reports for Global Threat
Intelligence begin with gt i _by.

<hour s>=1-24

<days> = 1-180
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CHAPTER 16
Auditing

* Importance of auditing on page 283

*  Viewing audit data on page 289

e Filter audit data on page 296

e Transferring audit records on page 307

*  Managing log files on page 309

*  Export audit data to syslog servers on page 315

Monitoring, auditing, reporting, and attack and system event responses are closely related pieces of the audit process.
They function together to provide you with information about the activity on your firewall.

You can monitor the status of various processes in real time, view stored audit information, generate detailed reports,
and have the firewall respond to audit events by alerting administrators and ignoring hosts sending malicious packets.

Importance of auditing

Auditing is one of the most important firewall features. Auditing provides information on what is happening with
your system and fulfills compliance regulations.

The firewall generates audit information each time it or any of its services stop or start.

Other relevant audit information includes:

* |dentification and authentication attempts’ successful and failed
* Network communication, including the presumed addresses of the source and destination subject
* Administrative role transitions (srole)

* Modifications to your security policy or system configuration, including all administrator activity (such as
changing the system time)

Because audit records are important, storing them is a high priority. The audit facilities monitor the state of log
files to minimize the risk of lost data. Log files are compressed, labeled, and stored on a daily basis, and a new
“current” log file is created. Using this mechanism, no audit data is lost during the storage transition.

The logcheck utility monitors the amount of available audit storage space very closely. The rollaudit utility rotates
log files as needed. See the logcheck man page for more information.

Related concepts
Monitoring disk space using cron jobs on page 314
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Audit components

There are two main components to the Sidewinder audit process.

* auditd — Audit logging daemon

auditd listens to the firewall audit device and writes the information to log files. The log files provide a complete
record of audit events. By default, auditd sends all audit data to a binary file called /var/log/audit.raw. auditd can
also send log data to external log or syslog servers.

* auditbotd — Daemon that listens to the audit device and acts on security-relevant information as configured
by the administrator

auditbotd tracks the audit events, then uses its configuration to determine when the data might be indicating
a problem that requires a response (such as an attempted break-in). If it detects an audit event that has a
configured response, the firewall responds accordingly.
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Figure 41: Audit flow
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Related information
Understanding attack and system responses on page 317
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Audit file names

Audit information is saved in a binary format in the /var/log/audit.raw files. When rollaudit rolls the audit file, the
file is compressed and a timestamp is included in the file name.

The easiest method for viewing the contents of the audit.raw files is to use the Audit Viewing window within the
Admin Console.

Audit log files are stored in two different formats:

* Compressed audit data from the interval between the given dates and times (including time zones) —
audit.raw.YYYYMMDDhhmmssZZZ.YYYYMMDDhhmmssZZZZ7.gz

Example: The audit.raw.20051231020000CST.20060101020000CST.gz file contains audit data from
December 31, 2005 at 2:00 am CST to January 1, 2006 at 2:00 am CST.

* Uncompressed audit data — audit.raw

View the audit data from these files using the Admin Console or command line (acat or showaudit).

O Tip: To view the file contents from the command line, refer to the acat and showaudi t man
pages.

Related concepts
Viewing audit data on page 289

Related tasks
Export or roll log files on page 312

Audit messages

When viewing audit messages, the form of the message will vary depending on the purpose and content of the
message.

The form of the first two lines is the same for all audit messages; it provides general information about the
process generating or causing the audit. The other lines vary depending on the type of audit message.

Example: Type Enforcement audit message using the te_filter filter

E Note: Line numbers were added; they correspond to the descriptions in the table.

(1) 2010-05-13 08:59: 09 -0500 f_kernel a_tepmt_attack p_major

(2) pi d: 3747 logid: 101 cnd: "cat" hostnanme: fw33v190. exanpl e. net
(3) category: policy_violation event: ddt violation srcdm: User
(4)fil edom Adm filetype: diry

(5) reason: OP: OP_FS_PERM CHECK perm wanted: Ox1 perm granted: 0xO

(6)i nformati on: open ssh
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Table 66: Understanding audit messages

Line number Contains

1 .
2 .
3 .
4 .
5and 6 .

Date and time

Facility that audited the message (such as Kernel, FTP Proxy, or Telnet Proxy)
Examples: kernel, ftp_proxy, telnet_proxy

Location, known as area, in the facility that audited the message (such as general area or
type enforcer)
Examples: general_area, tepm

Type of audit message (such as attack or network traffic)
Examples: attack, nettraffic

Message priority (major or minor)
Examples: major, minor

Process ID

Log ID

Command associated with the process ID
Firewall host name

Audit event category
Audit event
Domain of the requesting process

Domain of the file the process is requesting access to
Type of file the process is requesting access to

Reason the audit event was generated
Any additional information

Log file formats

Sidewinder supports several log file formats.

Table 67: Log formats and uses

Sidewinder Export Format (SEF) An ASCII format that can be used to process audit

events with a Perl or Python script. SEF is intended for
use with reporting tools such as SmartFilter.

E Note: If you are using SmartFilter and
¥ SEF, set the audit level on the appropriate
access control rules (Policy > Access
Control Rules) to Verbose.

WebTrends Extended Logging Format (WELF) An ASCII format used by WebTrends™ reporting tools.
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W3C Extend Log Format (HTTP) Specifies HTTP request audit output. This format is
intended for tools that understand the W3C format.

E Note: If you are using this format, set
4 . q
the audit level on the appropriate access
control rules (Policy > Access Control
Rules) to Verbose.

Extensible Markup Language (XML) Specifies XML output.
Binary or RAW (bin) Specifies a raw binary output.

Note: Using the acat command is
optional; this output is an exact copy of the
audit raw file.

4

American Standard Code of Information Interchange Specifies ASCII output.

(ascii)
E Note: ASCII is the standard format, so it
" does not require any arguments with acat.
Verbose American Standard Code of Information Specifies ASCII output in verbose mode.

Interchange(vascii)

Sidewinder syslog server

Sidewinder uses the UNIX syslog facility to log messages sent by programs running on the firewall.

These messages can be useful in detecting unauthorized system users or analyzing hardware or software
problems. All syslog data is stored in the audit log files.

Consider these points about syslog and how it works on the firewall:

* syslog runs as a daemon process called syslogd.

* Each application determines whether it will use syslog and the types of messages that will be generated.
Normally, applications generate messages of different severity levels such as informational and critical.

* Hackers often try to edit syslog files to cover any evidence of their break-ins. The firewall uses Type
Enforcement to protect the syslog files from being modified by unauthorized users.

* A copy of the syslog data is sent to the firewall audit log files.

* The log files generated by syslogd can become large, using significant hard disk space. To resolve this issue,
the log files are periodically rotated.

Related concepts
System status on page 690
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Audit interaction

You can interact with audit data in a variety of ways.

The table lists options for viewing, customizing, and configuring audit output.

Table 68: Audit tools

Viewing

View audit output using:
* Admin Console
* Audit Viewing window (Monitor > Audit Viewing)

* [If change tickets are configured] Configuration Backup window (Maintenance >
Configuration Backup)

Customizing

Customize audit output using the Admin Console Network Defenses window (Policy >
Network Defenses).

Configuring

Configure audit output to trigger alerts using these Admin Console windows:
* Attack Responses (Monitor > Attack Responses)
* System Responses (Monitor > System Responses)

Related concepts

Applications on page 70

Backing up and restoring the firewall configuration on page 606
Managing attack responses on page 318

Managing system responses on page 324

Related tasks
Configure audit options on page 309

Related information
Viewing network defense information on page 335

Viewing audit data

This section explains the options for viewing audit data.

Select Monitor > Audit Viewing to monitor the activity on the firewall. The Audit Viewing window appears.

Auditing | 289




Sidewinder 8.3.2P03 and later | Product Guide

Figure 42: Audit Viewing window
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The toolbar at the top of the window contains the controls for managing and viewing audit records.
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Configure color schemes

You can configure the on-screen color scheme for the audit records. For example, you could use this feature to
easily identify types of audit records.

Steps
1) From the toolbar, click Color settings. The Color Settings window appears.

O Tip: For option descriptions, click Help.

2) Select a color scheme:

» System colors — Applies a preset scheme with no color

* Minimal color — Applies a preset scheme with text color

e Color — Applies a preset scheme with background and text color

¢ Custom — Allows you to modify two of the color schemes
* Select the Minimal color or Color scheme.
* Click the Background Color or Text Color cell for a severity. The Color window appears.
* Select a color or define a custom color, then click OK.

3) Click OK.

Add or remove columns

Change the data columns that appear in the audit records pane.

Steps

1) From the toolbar, click Columns.
The Column Selection window appears.

O Tip: For option descriptions, click Help.

2) Configure the data columns.
* To add or delete columns:
* Add — Select one or more columns, then click the right arrow.
* Delete — Select one or more columns, then click the left arrow.

* To change the order of the columns, select a column in the Show these columns in this order list, then
click Up or Down to move it to the desired location.

* To change the columns back to the default firewall format, click Default.

3) Click OK.

Auditing | 291



Sidewinder 8.3.2P03 and later | Product Guide

Access the Filter shade

The Filter shade allows you to access features for applying, creating, and modifying filters.

* Click Filter to expand or collapse the Filter shade.
* Use the filter fields to find specific audit records

* Fast server filter — SACAP filter
View a selected or modified filter, type a filter, or click the drop-down arrow to select a recently used filter.

E Note: Only the Fast server filter can be used with both attack and system responses.

* Simple filter — Case-insensitive search of the ASCII records
Type a search string, or click the drop-down arrow to select a recently used search string.

Note: This search is slower because it reads all records. Consider using it to refine the fast

4 .
server filter search.

* Click Expression to access features for creating and modifying filters:
* Filter builder option
* Commonly used expressions
* Advanced options

* Click Apply to apply the filter and view matching audit records. Click Clear to remove the filter and records
from view.

For additional feature descriptions, click Help.

Related tasks
Filter audit data on page 296

Related information
Understanding attack and system responses on page 317

Access filters in the Audits pane

The Audits pane lists predefined common, advanced, and custom filters. Use these filters to view specific audit
records.

You can apply or modify common, custom, and advanced filters.

CAUTION: Modifying filters might have unintended effects on Attack or System Responses that
reference the filter.

You can also delete custom filters.

E Note: Predefined common and advanced filters cannot be deleted.

Click a filter; the filter appears in the Fast server filter field in the Filter shade. Right-click a filter for additional
options.
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Related concepts
Audit filters on page 297

Related information
Understanding attack and system responses on page 317

View data in the audit records pane

The audit records pane displays audit records. Each audit record appears as a single row in the table.

See the details for an audit record.
Steps
1) Select Monitor > Audit Viewing.

2) Double-click the audit record. The Detail View window appears.

O Tip: For option descriptions, click Help.

3) Use these options to view audit record details; click Help for additional descriptions.
* Click Field or Value to sort the rows by that column.

* Right-click a field to access options. To view the man page for the Cmd field, right-click Cmd, then select
Investigate binary.

* Click Show Details to see additional fields. Click Hide Details to see the default fields again.
* Click Copy to copy the data for transfer to a document or spreadsheet.
* Click View Ascii to view the record in ASCII format.

Tip: You can view multiple records in ASCII format using the Ascii tab in the overview
notebook.

* Click Previous to view the previous audit record; click Next to advance to the next audit record.

Related concepts
Transferring audit records on page 307

Related tasks
View ASCII on page 294
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Access the overview notebook

The overview notebook contains a variety of shortcut tools for analyzing and managing audit results. Use the
notebook tabs to refine the audit records you want to see.

Compare using overview

The Overview tab allows you to see an overview of one or more audit records.

Steps
1) Select Monitor > Audit Viewing.

2) If the overview notebook is not showing, click Show overview notebook on the toolbar.

O Tip: For option descriptions, click Help.

3) Select the audit records you want to see data for. The results appear in the Overview tab.

* Bold text highlights matching data.
* Dashes (--) indicate differences in data.

4) For additional details, click diff. The Record Compare window appears.

This window displays all selected records and compares the audit fields.
» Similarities — Cells of the same color indicate matching data.
» Differences — Cells in various colors indicate data differences.

E Note: The color highlighter differentiates up to five fields of data differences.

5) [Optional] To view only similarities or differences, click the drop-down arrow in the Show field and make your
selection.

6) [Optional] Double-click a data field. The Compare Row window appears showing the data in column format.

7) [Optional] Click Hide Row to remove one or more rows from view. Click Unhide Rows to display all rows
again.

View ASCII

The Ascii tab allows you to view audit records in ASCII format.

Steps
1) Select Monitor > Audit Viewing.

2) Select an audit record.

O Tip: For option descriptions, click Help.
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3) Click the Ascii tab.
If the Ascii tab is not visible, click the Show overview notebook icon on the toolbar.

4) Select one or more records. The selected records appear in ASCII format.

O Tip: If you need additional space, copy the records to a document or spreadsheet.

Refine the audit results using Filter Builder

The Filter Builder tab (a shortcut to the Fast server filter) allows you to refine the audit results.

Steps

1) Select Monitor > Audit Viewing.

2) Click the Filter Builder tab.
If the Filter Builder tab is not visible, click the Show overview notebook icon on the toolbar.

O Tip: For option descriptions, click Help.
3) From the drop-down list, select additional information for the filter, or type the information.

4) Select the And, Or, And not, or Or not option.

Tip: Use And not to find the records you want to see by eliminating the records of no
interest.

5) Click Add to Filter. Only records that match the revised filter remain in the audit records pane.

Diagnose with IP Tools

Use the IP Tools tab to perform basic network diagnosis on the IP addresses in your audit.

Steps
1) Select Monitor > Audit Viewing.

2) Select an audit record with a source or destination IP address.

O Tip: For option descriptions, click Help.

3) Click the IP Tools tab.
If the IP Tools tab is not visible, click the Show overview notebook icon on the toolbar.

4) Inthe IP address field, click the drop-down arrow to select an |IP address:
a) Source IP address
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5)

6)

b) Destination IP address

In the action field, click the drop-down arrow to select the action:

* Ping — Test interface connectivity

* Traceroute — Determine the gateways that traffic passes through
* Get route — Find the first gateway in the route

Click Ping, Traceroute, or Get Route. The window appears displaying the details.

Create network objects with Policy Tools

The Policy Tools tab (a shortcut to Policy > Rule Elements > Network Objects) allows you to create an IP
network object that you can use later to create policy.

Steps
1) Select Monitor > Audit Viewing.
2) Click the Policy Tools tab.
If the Policy Tools tab is not visible, click the Show overview notebook icon on the toolbar.
O Tip: For option descriptions, click Help.
3) Select a record.
4) Inthe IP address field, click the drop-down arrow to select an IP address:
* Source IP address
* Destination IP address
5) Click New IP. The IP Address window appears.
If a network object already exists for this IP address, a notification message appears. Click Duplicate to
create another network object with this IP address or Cancel to cancel the action.
6) Complete the information, then click Add.

Filter audit data

Audit filters display or exclude certain types of audit records and control the audit data you want to see. Filters
can greatly reduce your audit output and simplify troubleshooting.

A high volume of audit records can affect firewall performance. Take these steps to lessen the impact of a large
audit record list:

From the toolbar, click Pause audit to temporarily stop records from loading; click Continue audit to resume
loading records.

Filter the audit records to reduce the number of records displaying.
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Related concepts
Audit filters on page 297

Related tasks
Manage audit filters on page 303

Audit filters

The firewall includes a variety of predefined filters for your use. The Audits pane lists all filters by category.

¢ Common — Predefined common filters
¢ Advanced — Predefined advanced filters
* Custom — Filters you created

Common audit filters

The following table lists the predefined common filters and describes the event types that each filter audits.

Table 69: Common filters

e oanen

All Audit Detects all attack and system events, regardless of
characteristics.
Attack All Detects all severities of Application Defense violation

attacks, buffer overflow attacks, DOS attacks, general
attacks, policy violation attacks, protocol violation
attacks, virus attacks, and spam attacks.

Config Change Detects when the firewall configuration changes.

System All Detects all system events of all severities including
power failures, hardware and software failures, failover
events, license expiration, host license exceeded, log
overflows, and IPsec errors.

VPN Detects VPN audit events.

Advanced audit filters

The following table lists the predefined advanced filters and describes the event types that each filter audits.

Table 70: Advanced filters

N

Access Control List Detects all ACL audit events.
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e oanien

ACL Allow

ACL Deny

Application Defense Violation All

Application Defense Violation Severe

Attack Severe

Buffer Overflow Attack

Denied Authentication

DOS All

DOS Severe

Error

General Attack All

Detects when a connection is allowed by an access
control rule in the active policy.

Detects when a connection is denied by an access
control rule in the active policy.

Detects attacks of all severities that violate active
policy defined by Application Defenses including mime
and keyword filter failure attacks.

Detects when severe attacks violate active policy
defined by Application Defenses including mime and
keyword filter reject audits.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

Detects severe Application Defense violation attacks,
buffer overflow attacks, general attacks, DOS attacks,
policy violation attacks, protocol violation attacks, and
virus attacks.

E Note: Severe attacks indicate something
T occurring that an administrator should
know.

Detects attempted buffer overflow attacks targeted at
systems protected by the firewall.

Detects when a user attempts to authenticate and
types invalid data.

For example, if a user is required to type a password
and types it incorrectly, the denied auth event logs the
event.

Detects Denial of Service attacks of all severities; also
detects all severities of TCP SYN attacks and proxy
flood attacks.

Detects severe Denial of Service attacks; also detects
TCP SYN attacks and proxy flood attacks.

E Note: Severe attacks indicate something
s occurring that an administrator should
know.

Detects all system events identified as
AUDIT_T_ERROR in the audit stream.

Detects general attacks of all severities that do not fall
into the predefined categories.
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e oanien

General Attack Severe

HA Failover

Hardware Software Failure

Host License Exceeded

Hot Process

IPFilter Deny

IPsec Error

Keyword Filter Failure

License Expiration
Log Overflow
Malicious Executable

Network Probe

Network Traffic

Not Config Change

Policy Violation All

Detects severe general attacks that do not fall into the
predefined categories.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

Detects when a failover IP address changes because
a High Availability cluster failed over to its secondary/
standby.

Detects when a hardware or software component fails.

Detects when the number of hosts protected by the
firewall exceeds the number of licensed hosts.

Detects hot process events.

Detects when a connection is denied by the active IP
Filter policy.

Detects when traffic generates |IPsec errors.

Detects when an SMTP email message is rejected due
to a configured keyword filter.

Detects when a licensed feature is about to expire.
Detects when the log partition is close to filling up.
Detects malware executable files sending traffic.

Detects network probe attacks, which occur any time a
user attempts to connect or send a message to a TCP
or UDP port when there is no access control rule to
process traffic on that port.

Note: The firewall does not blackhole
netprobe attacks as they are likely to be
Denial of Service attacks from spoofed
source addresses.

4

Detects all connections that successfully pass through
the firewall.

Detects all attack and system events that are not
configuration changes.

Detects attacks of all severities that violate the

active policy; also detects all severities of failed
authentication attacks, ACL and IP Filter deny attacks,
and Type Enforcement error attacks.
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e oanien

Policy Violation Severe

Power Failure

Protocol Violation All

Protocol Violation Severe

Proxy Flood

Signature IPS Intrusion All

Signature IPS Intrusion Blackholed

Signature IPS Intrusion Deny

Spam

Spam Severe

Syslog

Detects severe attacks that violate the active policy;
also detects failed authentication attacks, ACL and
IP Filter deny attacks, and Type Enforcement error
attacks.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

Detects when an Uninterruptible Power Supply (UPS)
device detects a power failure and the system is
running on UPS battery power.

Detects attacks of all severities that violate protocol
compliance.

Detects severe attacks that violate proxy protocols
(such as HTTP, Telnet, and FTP).

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

Detects potential connection attack attempts.

A connection attack is defined as one or more
addresses launching numerous proxy connection
attempts to try and flood the system. When NSS
receives more connection attempts than it can handle
for a proxy, new connections to that proxy are briefly
delayed to allow the proxy to "catch up," and the attack
is audited.

Detects all attacks identified by the signature-based
IPS.

This category detects attacks that were denied,
dropped, or rejected as well as suspected attacks that
were allowed but were audited by IPS.

Detects attacks identified by the signature-based IPS
where the attacker was blackholed.

Detects attacks identified by the signature-based IPS
where the offending network session was dropped or
rejected, or the attacker was blackholed.

Detects attacks of all severities that are spam.
Detects severe attacks that are spam.

Detects all audit attacks and system events created via
syslog.
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e oanien

Detects critical and severe system events including
power failures, hardware failures, critical software

System Critical

System Critical and Severe

TCP SYN attack

Type Enforcement

Unlisted Executable

UPS System Shutdown

Virus

Virus Severe

failures, and failover events.

E Note: Critical system events indicate
" a component or subsystem stopped
working; the system is going down
(expectedly or unexpectedly), or the
system is not expected to work again

without intervention.

Detects critical and severe system events including
power failures, hardware failures, critical and severe
software failures, failover events, license expiration,

log overflows, and IPsec errors.

E Note: Critical system events indicate
" a component or subsystem stopped
working; the system is going down
(expectedly or unexpectedly), or the
system is not expected to work again
without intervention. Severe attacks
indicate something is occurring that an

administrator should know.

Detects a possible attempt to overrun the firewall with

connection attempts.

Detects when there is a Type Enforcement violation
due to an unauthorized user or process attempting to

perform an illegal operation.

Detects unlisted executable files sending traffic.

Detects when a UPS is running out of battery power
or has been on battery power for the estimated battery

time.

Detects attacks of all severities that are viruses.

Detects severe attacks that are viruses.
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Custom audit filters

You can create custom filters for later use. For example, you can modify a predefined common or advanced filter
and save that filter as a custom filter.

Filter syntax

Use this syntax when you are building expressions for audit filters.

Table 71: Syntax

N

"and" Express using either and or &&.

"not" Express using either not or ! .

"or" Express using either or or || .

Mor (M Identify a filter using either single quotes (') or double
quotes ("). The example in this section uses single
quotes.

A filter should include:

* The type or facility you want to search for using one of these formats:
*  Name format (AUDIT_T_TYPE as in AUDIT_T_ATTACK, AUDIT_F_FACILITY as in AUDIT_F_LOGIN)
* Short Message format (attack, login)
* Short Message format prepended with classification indicator (t_attack, f_login)

Note: This last format appears in audit records and is useful when copying or pasting

r directly from audit output.

* Additional fields to further specify the audit results

Fields can be separated by Boolean operators (and, or, not) and grouped by parentheses.
Example:

This filter expression:

src ip 10.65.248.154 and dest zone external

returns this audit record:

2010-05-13 09:56:46 -0500 f kernel ipfilter a_general area t_nettraffic p major
hostname: fwl.example.net event: session end app risk: low

app_categories: infrastructure netsessid: 9f25edbecl31d

srcip: 10.65.248.154 srcport: 1075 srczone: internal protocol: 6

dstip: 10.96.96.120 dstport: 80 dstzone: external

bytes written to client: 729 bytes written to server: 2713

rule name: Outbound HTTP cache hit: 0

start time: 2010-05-13 09:56:29 -0500 application: http

The source IP address (10.65.248.154) and destination zone (external) match the filter expression.
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Define a time span

View audit records in real time or filter records within a specified time period.

Steps
1) From the Audits pane, select an audit filter.

2) From the toolbar, click Time Span. The Time Span window appears.

O Tip: For option descriptions, click Help.

3) Select an option.
* Real Time — Select this option to view streaming audit data in real time.
* Audit records to display — From the drop-down list, select the number of records; values range from
10 to unlimited.

CAUTION: Selecting Unlimited can impact firewall performance.

e Sort direction — From the drop-down list, select the order for displaying audit records.

Note: When you select the Real Time option, click Set as Default if you want to save
your selections as the default settings. This option is not available when you select Time
Period.

4

* Time Period — Select this option to specify a preset, all-audit, or custom time period.
[Conditional] If you selected Custom:

* Quick Select — To specify a preset time period, click Quick Select, then select a time period.
* Custom — To specify a custom time period, type the dates and times.

O Tip: As an alternative, click the drop-down arrows to access the calendar and use the up
and down arrows to adjust the time.

Manage audit filters

The firewall includes a variety of predefined audit filters that you can apply and modify to view audit records. You
can also create custom filters to meet your needs.

Apply a filter

Apply an existing filter for viewing audit records.

Steps
1) If needed, click Filter to open the Filter shade.

O Tip: For option descriptions, click Help.
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2)

3)

Select a filter:

*  From the Audits pane, select a common, advanced, or custom filter. The filter appears in the Fast server
filter field.

* From the Filter shade, click the Fast server filter drop-down list to select a recently used filter.

Click Apply.
Matching audit records appear in the audit records pane.

Related concepts
Audit filters on page 297

Create a custom filter from an existing filter

Use an existing filter to create a new custom filter.

Steps

1)

2)

3)

4)

5)

6)

7)

From the Audits pane, locate a filter to create a custom filter from.

O Tip: Select a similar filter so you can use the expression as a building block for the new filter.

Right-click the filter, then select New filter. The New Filter window appears, and the filter expression
appears in the lower pane.

O Tip: For option descriptions, click Help.

In the Name field, type a name for the filter.

E Note: The name cannot be modified.

[Optional] Type a description to further identify the filter.

Select a filter type:
* Attack filter — Events appear in the Attack Responses window.

O Tip: The attack filter is a common selection for network-based activity.

* System filter — Events appear in the System Responses window.

If you want to send an alert message for an audit event, type the number that corresponds to the trap on
your SNMP station. This number is used for the attack or system response.

Note: Refer to the Sidewinder MIB for valid enterprise trap values. Trap numbers in the user
interface are based on a value of 200.

Example: To send Attack Trap 202, type 2. If you keep the default value of 0, you are sending User Default
Trap 215.

In the lower pane, update the filter using one or more of these options.
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* Type your changes.

¢ Click Expression to select commonly used expressions.

* Click Expression > Advanced to access a wider range of filters. The Filter window appears.
For option descriptions, click Help.

« Select afilter from the list. The filter appears in the Filter Text field.
If <string> appears as part of the filter, it indicates that a value is needed. Replace <string> with the
value.

O Tip: Use the Tab key to move to the field and automatically select <string>.

If the Filter Text field appears grayed out, the filter is complete and cannot be edited.

Click OK. The filter appears in the New Filter window.

8) Click Validate to verify that the syntax is correct. If the syntax is incorrect, the invalid portion of the
expression appears with a red underline.

9) Click OK to save the filter. The filter appears in the Audits pane under the Custom category.

Related concepts
Enabling an SNMP trap on page 329
SNMP MIBs on page 349

Related tasks
Build a new custom filter on page 305

Related reference
Filter syntax on page 302

Related information
Understanding attack and system responses on page 317

Build a new custom filter

Create a custom filter.

Steps
1) If needed, click Filter to open the Filter shade.

2) Click Expression > Filter builder. The Current Filter window appears.

O Tip: For option descriptions, click Help.
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3)

4)

5)

6)

7)

8)

Complete the information for each option you want to include in the filter. The expression builds in the lower
pane.

e Application

» [Optional] Type a search string to locate matching applications.

* Select one or more checkboxes to include the applications in the filter.
* Source zone — From the drop-down list, select a zone.
* Source IP address — Type an IP address.

Tip: You can also type the number of significant bits needed to create the subnet you
want to filter (for example, 192.168.10.0/24).

* Destination zone — From the drop-down list, select a zone.
* Destination IP address — Type an IP address.

Tip: You can also type the number of significant bits needed to create the subnet you
want to filter (for example, 192.168.10.0/24).

Ticket ID — Type the ticket name.

Select the Custom checkbox. The lower pane becomes active. Continue building the filter using any of these
options.

a) Type additional expressions to include in the filter.
b) Click Expression to select commonly used expressions.

c) Click Expression > Advanced to select from a wider range of filters. The Filter window appears.

Check the filter for any placeholders that require a value (for example, src_ip a.b.c.d. where a.b.c.d. requires
a source |IP address).

Click Validate to verify that the syntax is correct. If the syntax is incorrect, the invalid portion of the
expression appears with a red underline.

[Conditional] If you want to use this filter one time only to view matching audit records:
a) Click OK. The filter appears in the Fast server filter field.

b) Click Apply.

c) If the filter contains a syntax error, the Invalid Filter window appears. Correct and validate the
expression, then click OK > Apply.

E Note: For option descriptions, click Help.

[Conditional] If you want to save this filter as a new custom filter:

a) Select Save as new filter. The New Filter window appears.
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b) Complete the information, then click OK > Apply.

The filter appears in the Audits pane under the Custom category, and matching records appear in the
audit records pane.

Tip: Use the Filter Builder tab in the overview notebook to further refine the audit
records you want to see.

Related concepts
Audit filters on page 297

Related reference
Filter syntax on page 302

Delete a filter

Delete a custom audit filter.

E Note: The predefined common and advanced filters cannot be deleted.

Steps
1) Right-click the custom filter you want to delete. The confirmation window appears.

O Tip: For option descriptions, click Help.

2) Click Yes to delete the filter or No to cancel the action.

Transferring audit records

Copy or export audit records to another location.

Copy audit records

Copy audit data to a document or spreadsheet.

Steps
1) From the audit records pane, double-click an audit record. The Detail View window appears.

O Tip: For option descriptions, click Help.

2) Click Copy.

Auditing | 307



Sidewinder 8.3.2P03 and later | Product Guide

3) Select one of these options:
* As text — Select this option if you are copying the data to a document.

Tip: If you want to copy multiple records, an easy method is to select the records in the
audit records pane. Click the Ascii tab, right-click in the Ascii pane, and select Select All.
Paste the text into your document.

* As table — Select this option if you are copying the data to a spreadsheet.

4) Paste the data into the document or spreadsheet.

Related tasks
View ASCII on page 294
View data in the audit records pane on page 293

Export audit records

Export audit records to another location where you can view, print, or open them in a reporting or editing tool.

Steps

1) Select an option for exporting records.

* Selected audit records — To export one or more audit records, select the records in the audit records
pane.

* Time period — To export audit records created during a specific time period, click Time Span on the
toolbar and set the time period.

Note: Exporting all records that match a time period can take a significant amount of time

¥ and disk space.

2) From the toolbar, click Export audit. The Export window appears.

O Tip: For option descriptions, click Help.

3) Select an option:
* Selected audit records — If you chose this option in Step 1, select Export selected audit.

* Time period — If you chose this option in Step 1, select Export all audit in period matching filter.

4) Select an export format:
e Ascii (Plain Text)
e SEF (Sidewinder Export Format)
« XML

5) Click Browse, and navigate to the location you want the export file saved to.

6) Click Export. The Export window closes and the audit record is saved.
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Related tasks
Define a time span on page 303
View data in the audit records pane on page 293

Managing log files

From the Audit Management window, you can manage log files.

This includes:

* Export log files in various formats to a specified host

e Schedule exports

* Add a signature to the log files

* Roll the log files

* Identify changes using change tickets

Set up this service during system startup, then test the setup to make sure you are getting the results you intend.

Once setup is complete, log files transfer and roll automatically, giving you the audit data you need and keeping
the firewall running freely.

Related tasks
Export audit data to syslog servers on page 315

Configure audit options

Audit options include settings to capture changes.

Settings allow you to:

e Capture network and system utilization statistics
* Configure change tickets to track changes made to the firewall

Show system statistics

The firewall captures network and system utilization statistics.

E Note: This option should rarely, if ever, need disabling.

Steps
1) Select Monitor > Audit Management.

2) Inthe Audit Options pane, the Show system statistics in audit log option is enabled by default.

O Tip: For option descriptions, click Help.

Auditing | 309



Sidewinder 8.3.2P03 and later | Product Guide

Use change tickets

You can set up the firewall to require a change ticket when changes are made to the firewall.

Steps
1) Select Monitor > Audit Management.

2) Inthe Audit Options pane, select the Require change ticket checkbox.

O Tip: For option descriptions, click Help.

3) Save your change. Ticket (Required) appears at the bottom of the window.

4) When you make a change to the firewall and click Save, the Change Ticket window appears.

O Tip: You can also manually start a ticket by clicking Start ticket on the toolbar.

a) Inthe Ticket field, type a ticket name.
The name can contain the following:

e 1-32 characters

* Letters, numbers, symbols, underscores, and spaces (quotes,double quotes, and back quotes are
not allowed)

E Note: If you type an existing ticket name, that ticket will be updated with the new
" information. If the Create backups before each change ticket checkbox is selected, the
updated change ticket does not create a new configuration backup.

b) [Optional] In the Description area, type a description of the change you are making to the firewall.

c) Click OK. The ticket name appears at the bottom of the window.

5) The ticket automatically remains open and captures all changes. To close the ticket, click Stop ticket on the
toolbar.

Create configuration backups

Configure the firewall to automatically create a configuration backup before each change ticket.

Steps
1) Select Monitor > Audit Management.

2) Inthe Audit Options pane, select the Create backups before each change ticket checkbox.

O Tip: For option descriptions, click Help.
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3) Inthe Number of automatic backups to keep field, type the number.

Before a change ticket is started, the firewall creates a Lite backup. This backup does not include the home
directories or support bundle, making it smaller than a full configuration backup.

4) To view the audit records for this backup:
a) Select Maintenance > Configuration Backup.

b) Inthe Current local configuration backups pane, select the Lite backup.

c) Click Audit. The audit records appear.

Related tasks
View data in the audit records pane on page 293
Manage configuration backups on page 613

Configure log file options

Log file options include settings for creating and managing export files.

Related concepts
Monitoring disk space using cron jobs on page 314

Create or modify an export entry

Create a new export entry or modify an existing entry.
Steps
1) From the toolbar, click New or Modify. The Export File window appears.

O Tip: For option descriptions, click Help.

2) Add or update the information:
* Entry Name — Type a name for the export entry; the name appears in the Export Entry pane.
* Export Type — Select a format for the export entry.
e Export with — From the drop-down list, select the FTP or SCP transfer protocol.

E Note: Forcepoint strongly recommends using the SCP protocol if it is supported by the
" destination host.
* Host — Type the host name or IP address of the host that will receive the exported file.
* Directory — Type the directory name where the file will be exported to.
* Username — Type the user name for the host you specified.
* Password — Type the password for the host you specified.
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3) Click OK.

4) If you created a new export entry, test it to make sure the results are what you intended.

Related concepts
Log file formats on page 287

Delete an export entry

Delete an audit export entry.

Steps
1) Inthe Export Entry pane, select the export entry you want to delete.

O Tip: For option descriptions, click Help.

2) From the toolbar, click Delete. The confirmation window appears.

3) Click Yes to delete the entry or No to cancel the action.

Sign export files

Log files can be cryptographically signed to ensure data integrity.

Steps
1) In the Signature Options area, select the Sign exported files checkbox.

O Tip: For option descriptions, click Help.

2) Select an option for how you want to store the signature file:
* Append signature to exported file — Creates one .gz file that includes the signature at the end of the
file
* Put signature in separate file — Creates two files:
* .gz — Contains the actual audit
* .gz.pem — Contains the signature

3) In the Sign with field, click the drop-down arrow to select the signature certification.

Export or roll log files

When you configure and enable a schedule, the firewall automatically checks to determine whether any log files
need to be exported and, if so, exports them.

The firewall automatically rolls log files every morning at 2:00 a.m and maintains a default of 20 rolled instances
of the audit.raw file. This setting can be reconfigured in the /etc/sidewinder/rollaudit.conf file.
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You can configure a schedule, or export or roll log files on request.

Configure a schedule to export and roll log files

To set up a schedule for exporting or rolling log files, use the Crontab Editor window.

Steps
1) In the Export logdfiles or Roll logfiles area, click Change. The Crontab Editor window appears.

O Tip: For option descriptions, click Help.

2) Select an option for enabling the schedule:
* Activate — Select the Enable checkbox to activate the schedule.

e Save, but do not activate — Deselect the Enable checkbox to save the schedule but not have the
firewall act on it.

3) [Conditional] To designate a standard frequency for exporting files (for example, every day at 2:00 a.m.):

*  Frequency — From the drop-down list, select the frequency for exporting the file. Based on your
selection, add the additional details.

O Tip: You can type the time or use the up and down arrows to select it.

¢ Hourly — Minutes after the hour
¢ Daily — Time of day
*  Weekly — One or more days of the week and time of day

4) [Conditional] To define a custom frequency for exporting files:

a) Select the Custom checkbox.
b) Type the time in the fields.

Q Tip: Click Help for option descriptions, or refer to man 5 cr ont ab for options.

Note: The Crontab Editor allows custom syntax. Make sure your syntax is correct, and
verify your entry with cf crontab query.

5) [Optional] Add a descriptive name for the task.
Examples:
* Run export utility 35 minutes past every hour
* Run export utility the 1st and 15th day of every month at 2:00 a.m.

6) Click OK.
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Export log files on request

Export all log files from the firewall.

Steps

1) [Conditional] If you want to delete log files from the firewall after they are exported, select the Delete logs
after export checkbox.

O Tip: For option descriptions, click Help.

2) Click Export All Now.

Roll log files on request

Rolling log files is generally used for testing and troubleshooting purposes.

To immediately roll all log files, click Roll Now.

Monitoring disk space using cron jobs

The roll audit cron job serves an important function in monitoring available disk space.

There aretworol | audi t jobs.

* The first job checks the size of various audit and log files daily at 2:00 a.m.

* The second job runs each hour and rotates files found to be growing too quickly.
When these jobs run, they check the /secureos/etc/rollaudit.conf configuration file to see which files should rotate.
The following files are checked by rollaudit:

* /var/log/audit.raw (The firewall generates reports when these files are rolled.)

e /var/log/cron

* /var/llog/daemon.log

e /var/log/daemond.log

e /var/llog/messages

* Jvar/log/maillog (This file is rotated once a week.)

e Jvar/log/SF.log

e Jvar/log/snmpd.log

You can edit the /secureos/etc/rollaudit.conf file to specify how large files can be before they are rotated and the
maximum amount of time that should elapse between rotations.

See the r ol | audi t man page for details on editing this file.

CAUTION: To avoid serious system problems, do not allow the /var/log partition to become full.
Logcheck generates an email alert when /var/log becomes 75% full based on the configuration in /
etc/sidewinder/logcheck.conf. If /var/log continues to grow, logcheck generates additional email
alerts at every 5% increment (80%, 85%, 90%, 95%, and 100%).
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Export audit data to syslog servers

The Export audit to syslog servers pane allows you to manage audit data exports to a syslog server. The
firewall provides options for converting audit data into various formats used by third-party reporting tools.

Generate reports based on the log files.

Steps
1) Select Monitor > Audit Management.
2) Click the Syslog tab.
O Tip: For option descriptions, click Help.
3) Select a format for the audit data.
4) Export the formatted files to the computer or host that contains the software for generating log reports.
5) Generate the Sidewinder log reports on that computer.

Create a syslog server export entry

Redirect audit output to a syslog server.

Steps

1)

2)
3)
4)

5)

6)

From the toolbar, click New.

O Tip: For option descriptions, click Help.

Click the IP Address cell, and type the IP address of the syslog server you are sending audit data to.
From the Remote Facility drop-down list, select a syslog facility to help identify the audit export.
[Optional] Click in the Description cell and type a further description of the audit export entry.

[Optional] If you want to define additional parameters for an export entry, select the entry and click
Advanced. The Advanced Syslog Settings window appears.

O Tip: For option descriptions, click Help.
Specify the additional parameters:
a) Port — The default port is 514.
b) Filter — From the drop-down list, select a filter to include or exclude certain types of audit records.

c) Format — From the drop-down list, select the format to convert the audit data into.
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d) Max PDU size — Type the maximum size of the syslog record.

e) PDU exceed behavior — From the drop-down list, select a method for auditing export records that
exceed the maximum PDU size.

7) Click OK.

Delete a syslog export entry

Delete a syslog server export entry.

Steps
1) Select the entry and click Delete on the toolbar. The confirmation window appears.

O Tip: For option descriptions, click Help.

2) Click Yes to continue or No to cancel the action.
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CHAPTER 17
Audit responses

* Understanding attack and system responses on page 317
* Managing attack responses on page 318

* Managing system responses on page 324

e Ignore network probe attempts on page 328

* Enabling an SNMP trap on page 329

Sidewinder attack and system event responses allow you to monitor your network for abnormal and potentially
threatening activities ranging from an attempted attack to an audit overflow.

Understanding attack and system
responses

When the firewall encounters audit activity that matches specific type and frequency criteria, the firewall acts on
that activity using the response you configured for that event.

The firewall can respond to events as follows:
e Alert an administrator by email and/or SNMP trap
* Ignore packets from particular hosts for a specific period of time (known as Strikeback™)

You can configure audit output to trigger alerts using attack and system responses. The configuration options
you select depend mainly on your site’s security policy and, to some extent, your experience using the features.
Consider starting with the preconfigured options, then adjust to meet your needs.

Related concepts
What attack filters detect on page 318

Related tasks
Filter audit data on page 296

Related reference
System events on page 324
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Managing attack responses

Attack responses allow you to configure how the firewall should respond to audit events that indicate a possible
attack (for example, Type Enforcement violations and proxy floods).

This section describes the predefined attack filters and explains how to configure an attack response.

What attack filters detect

An attack is generally defined as suspect traffic at either the network or application level.

The firewall includes some predefined attack filters, each detecting a different audit activity. Refer to the table for

a description of these filters.

Table 72: Predefined attack filters

ACL Deny Detects when a connection is denied by an access
control rule in the active policy.

Application Defense Violation All Detects attacks of all severities that violate active
policy defined by Application Defenses.
This attack category includes mime and keyword filter
failure attacks.

Application Defense Violation Severe Detects when severe attacks violate active policy
defined by Application Defenses, including mime and
keyword filter reject audits.

Attack All Detects attack events.

Application Defense violation
Buffer overflow

DOS

General

Policy violation

Protocol violation

Spam

Virus
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Attack Severe Detects severe attacks.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

* Application Defense violation
* Buffer overflow

« DOS

*  General

* Policy violation

* Protocol violation

e Spam

* Virus

Buffer Overflow Attack Detects attempted buffer overflow attacks targeted at
protected systems.

Denied Authentication Detects when a user attempts to authenticate and
enters invalid data.
Example: If a user is required to enter a password and
enters it incorrectly, Denied Authentication logs the
event.

DOS All Detects Denial of Service attacks of all severities; also
detects all severities of TCP SYN attacks and proxy
flood attacks.

DOS Severe Detects severe Denial of Service attacks; also detects
TCPSYN attacks and proxy flood attacks.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

General Attack All Detects general attacks of all severities that do not fall
into the predefined categories.

General Attack Severe Detects severe general attacks that do not fall into the
predefined categories.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

IPFilter Deny Detects when a connection is denied by an access
control rule in the active policy.

Keyword Filter Failure Detects when an SMTP email message is rejected due
to a configured keyword filter.

Malicious Executable Detects a malware executable file sending traffic.

Audit responses | 319



Sidewinder 8.3.2P03 and later | Product Guide

Network Probe

Policy Violation All

Policy Violation Severe

Protocol Violation All

Protocol Violation Severe

Proxy Flood

Signature IPS Intrusion All

Signature IPS Intrusion Blackholed

Detects network probe attacks, which occur any time a
user attempts to connect or send a message to a TCP
or UDP port that there is no access control rule for.

E Note: The firewall does not blackhole
r netprobe attacks as they are likely to be
denial of service attacks from spoofed
source addresses.

Detects attacks of all severities that violate the

active policy; also detects all severities of failed
authentication attacks, ACL and IP Filter deny attacks,
and Type Enforcement error attacks.

Detects severe attacks that violate the active policy;
also detects failed authentication attacks, network
probe attacks, ACL and IP Filter deny attacks, and
Type Enforcement error attacks.

E Note: Severe attacks indicate something
" ois occurring that an administrator should
know.

Detects attacks of all severities that violate protocol
compliance.

Detects severe attacks that violate proxy protocols
(such as HTTP, Telnet, and FTP).

E Note: Severe attacks indicate something
s occurring that an administrator should
know.

Detects potential connection attack attempts.

A connection attack is defined as one or more
addresses launching numerous proxy connection
attempts to try and flood the system. When NSS
receives more connection attempts than it can handle
for a proxy, new connections to that proxy are briefly
delayed, allowing the proxy to catch up, and the attack
is audited.

Detects all attacks identified by the signature-based
IPS.

This category detects attacks that were denied,
dropped, or rejected as well as suspected attacks that
were allowed but audited by IPS.

Detects attacks identified by the signature-based IPS
where the attacker was blackholed.
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Attack filter Description

Signature IPS Intrusion Deny Detects attacks identified by the signature-based IPS
where the offending network session was dropped,
rejected, or the attacker was blackholed.

Spam Detects attacks of all severities that are spam.
Spam Severe Detects severe attacks that are spam.
TCP SYN Attack Detects a possible attempt to overrun the firewall with

connection attempts.

Type Enforcement Detects when a Type Enforcement violation occurs
due to an unauthorized user or process attempting to
perform an illegal operation.

Unlisted Executable Detects when an unlisted executable file sends traffic.
Virus Detects attacks of all severities that are viruses.
Virus Severe Detects severe attacks that are viruses.

Related concepts
Audit filters on page 297

Create an attack response

Use the Add Attack Response Wizard to create a new attack response.

Steps
1) Select Monitor > Attack Responses. The Attack Responses window appears.

Q Tip: For option descriptions, click Help.

2) Click New. The Add Attack Response Wizard appears.

3) Click Next, and follow the on-screen instructions.

Modify an attack response

Modify an existing attack response.

Steps
1) Select Monitor > Attack Responses. The Attack Responses window appears.

' Tip: For option descriptions, click Help.
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2)

3)

4)

5)

6)

7)

8)

Select the attack response, then click Modify. The Modify Attack Response window appears with the
Attack tab open and the attack response highlighted.

Make your changes.
* If you want to enable or disable this attack filter, select or deselect the Enable checkbox.
« If you want to associate a different filter with this attack response, select the attack filter.

Click the Attack Frequency tab.

Make your changes.
* Select a frequency.
* If you selected Limit Responses, configure the response settings and Reset option.

Click the Attack Response tab.

Make your changes.
* Alerts — To send an alert, configure the email and/or SNMP trap settings.
« Strikeback — To use this option, select the Blackhole checkbox and configure the settings.

Click OK.

Related concepts
Enabling an SNMP trap on page 329
What attack filters detect on page 318

Related tasks
Configure email settings for an attack response on page 322
Create a custom filter from an existing filter on page 304

Configure email settings for an attack
response

Create, modify, or delete the email notification list for attacks that trigger alerts. You can also blackhole a source
IP address if the attack IP cannot be confirmed.

O Tip: If you have not already done so, create an off-box alias for the root and administrator email

accounts. This ensures that system messages are sent to an account that is checked regularly. If
email is not forwarded or checked regularly, the local mailbox could use too much hard disk space
and cause problems.
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Steps
1) From the Attack Responses window, click Response Settings. The Response Settings window appears.

O Tip: For option descriptions, click Help.

2) Use the task table to configure an email group.

N

Create an email group 1) Click New. The Email Addresses window
appears.

2) In the Group Name field, type a description
name for the email group.

3) Inthe Email Addresses window, type the list of
email addresses to include in this group.
Use a comma to separate email addresses in
the list.

4) Click OK. The group appears on the Response
Settings window.

Modify an email group 1)  Select the email group, then click Modify. The
Email Addresses window appears.

2) Make your changes, then click OK.

Delete an email group 1) Select the email group you want to delete.
2) Click Delete.The confirmation window appears.

3) Click Yes to delete the group or No to cancel
the action.

3) If you want to blackhole a source IP when the related audit message does not have an Attack IP field, select
the Blackhole source IP if attack IP cannot be confirmed checkbox.

4) Click OK on the Response Settings window.

Related tasks
Set up email aliases for administrator accounts on page 506
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Delete an attack response

Delete an attack response.

Steps
1) Select the attack response, then click Delete. The confirmation window appears.

O Tip: For option descriptions, click Help.

2) Click Yes to delete the response or No to cancel the action.

Managing system responses

System responses allow you to configure how the firewall should respond to system audit events (for example,
license failures and log overflow issues).

This section describes the predefined system filters and explains how to configure a system response.

System events

An event is defined as an important, generally unexpected change in your system.

The firewall includes some predefined system filters, each detecting a different audit activity. Refer to the table for
a description of these filters.

Table 73: Predefined system filters

Access Control List Detects all ACL audit events.

ACL Allow Detects when a connection is allowed by an access control rule in the
active policy.

All Audit Detects all attack and system events, regardless of characteristics.

Config Change Detects when the firewall configuration changes.

Error Detects all system events identified as AUDIT_T_ERROR in the audit
stream.

HA Failover Detects when a failover IP address changes because a High Availability
cluster failed over to its secondary or standby.

Hardware Software Failure Detects when a hardware or software component fails.

Host License Exceeded Detects when the number of hosts protected by the firewall exceeds the

number of licensed hosts.
Hot Process Detects hot process events.

IPsec Error Detects when traffic generates IPsec errors.
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License Expiration
Log Overflow
Network Traffic
Not Config Change

Power Failure

Syslog
System All

System Critical

System Critical And Severe

Detects when a licensed feature is about to expire.
Detects when the log partition is close to filling up.

Detects all connections that successfully pass through the firewall.

Detects all attack and system events that are not configuration changes.

Detects when an Uninterruptible Power Supply (UPS) device detects a

power failure and the system is running on UPS battery power.
Detects all audit attacks and system events created via syslog.

Detects all system events of all severities, including:
* Power failures

* Hardware and software failures

* Failover events

* License expiration

* Host license exceeded

* Log overflows

* |PSEC errors

Detects all critical system events, including the following:

E Note: Critical system events indicate that a component
4 o g g
or subsystem stopped working, that the system is going
down expectedly or unexpectedly, or that the system is not
expected to work again without intervention.

* Power failures

e Hardware failures

e Critical software failures
* Failover events

Detects critical and severe system events, including the following.

E Note: Critical system events indicate a component or
" subsystem stopped working, that the system is going
down expectedly or unexpectedly, or that the system is not
expected to work again without intervention. Severe attacks
indicate something is occurring that an administrator should
know.

*  Power failures

* Hardware failures

* Critical and severe software failures
* Failover events

* License expiration

* Log overflows

* |PSEC errors
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UPS System Shutdown Detects when a UPS is running out of battery power or has been on
battery power for the estimated battery time.

VPN Detects VPN audit events.

Related concepts
Audit filters on page 297

Create a system response

Use the Add System Response Wizard to create a new system response.

Steps
1) Select Monitor > System Responses. The System Responses window appears.

O Tip: For option descriptions, click Help.

2) Click New. The Add System Response Wizard appears.

3) Click Next, and follow the on-screen instructions.

Modify a system response

Modify an existing system response.

Steps
1) Select Monitor > System Responses. The System Responses window appears.
O Tip: For option descriptions, click Help.

2) Select the system response, then click Modify.
The Modify System Response window appears with the Event tab open and the event highlighted.

3) Make your changes.
* If you want to enable or disable this event filter, select or deselect the Enable checkbox.
« If you want to associate a different filter with this response, select the event filter.

4) Click the Event Frequency tab.

5) Make your changes:
* Select a frequency.
* If you selected Limit Responses, configure the response settings and reset option.
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6) Click the Event Response tab.

7) Select the email, SNMP trap, or both options.
If you select Send SNMP trap, also configure the time setting.

8) Click OK.

Related concepts
Enabling an SNMP trap on page 329
What attack filters detect on page 318

Related tasks
Create a custom filter from an existing filter on page 304
Configure email settings for a system response on page 327

Delete a system response

Delete a system response.

Steps
1) Select the response, then click Delete. The confirmation window appears.

O Tip: For option descriptions, click Help.

2) Click Yes to delete the response or No to cancel the action.

Configure email settings for a system response

Create, modify, or delete the email notification list for events that trigger alerts.

O Tip: If you have not already done so, create an off-box alias for the root and administrator email
accounts. This ensures that system messages are sent to an account that is checked regularly. If
email is not forwarded or checked regularly, the local mailbox could use too much hard disk space
and cause problems.

Steps

1) From the System Responses window, click Response Settings. The Response Settings window appears.

O Tip: For option descriptions, click Help.
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2) Use the task table to configure an email group.

N

Create an email group 1)

2)

3)

4)

Modify an email group 1)

2)
Delete an email group 1)
2)

3)

3) Click OK on the Response Settings window.

Click New. The Email Addresses window
appears.

In the Group Name field, type a description
name for the email group.

In the Email Addresses window dialog box,
type the list of email addresses to include in this
group.

Use a comma to separate email addresses in
the list.

Click OK. The group appears on the Response
Settings window.

Select the email group, then click Modify. The
Email Addresses window appears.

Make your changes, then click OK.

Select the email group you want to delete.
Click Delete. The confirmation window appears.

Click Yes to delete the group or No to cancel
the action.

Related tasks
Set up email aliases for administrator accounts on page 506

Ignore network probe attempts

If a host on the network attempts to connect to the firewall for an application that is not running, an audit record is

generated that could trigger an alert.

You can set up an ignore list to ignore unimportant network probe audit events but still save the audit to keep
track of the probe attempts. To ignore network probes, commonly referred to as netprobes, create access control

rules that use an application.
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Steps
1) Create an access control rule with an action of Drop to ignore the connection.

O Tip: For option descriptions, click Help.

2) Select an existing application, or build a custom application to identify the particular ports.

Note: if connection attempts are frequent and are coming from a trusted network, consider
configuring filter rules, then ignoring the connection attempts completely and not auditing
them.

Related concepts
Configuring access control rules on page 197
Custom applications on page 170

Enabling an SNMP trap

An SNMP trap is an unsolicited event notification message sent from a managed node (such as a router or
Sidewinder) to a management station.

The firewall provides an option to send audit alert SNMP traps when an audit event, such as an attack or system
event, triggers a response.

You can use predefined attack and system filters or create custom traps.

For more information on SNMP traps, see the snmptrap man page.

Related concepts
Audit filters on page 297
SNMP traps on page 347

Related tasks
Modify an attack response on page 321
Modify a system response on page 326
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CHAPTER 18
McAfee ePolicy Orchestrator

integration

* ePolicy Orchestrator and Sidewinder communication on page 331

*  Configure firewalls for ePolicy Orchestrator reporting on page 332
*  Troubleshoot Sidewinder to ePolicy Orchestrator communication on page 333

Administrators can leverage Sidewinder data in McAfee® ePolicy Orchestrator®.

ePolicy Orchestrator is a security management platform that allows organizations to deploy, manage, and integrate
products in their security infrastructure.

ePolicy Orchestrator and Sidewinder
communication

You can configure transmission of some firewall data from Sidewinder to ePolicy Orchestrator. In ePolicy
Orchestrator, you can view the data in the dashboard and run queries on it.

In multiple-firewall network environments, ePolicy Orchestrator enables you to send data for all of your firewalls
to a central location. From the data, you can determine whether the firewall software is current and which internal
hosts are protected by each firewall. You can also assess the levels of traffic flowing though your network.

The firewall can transmit the following data:
* Protected hosts data
* IP address of internal hosts passing traffic through the firewall
* A count of the number of times each IP address is contained in the firewall audit

E Note: There can be multiple audit entries for a single connection through the firewall.

* Most recent connection time for each IP address
* Firewall version data
* Sidewinder version
* Policy version
» Signature database versions
The data transmission frequency is as follows:
* Hourly — Transmit protected hosts and version data for the previous hour.
* Every minute — Transmit new host IP addresses not seen within the previous four hours.

For more information about viewing firewall data in the ePolicy Orchestrator dashboard and running firewall-
specific queries, see the McAfee Firewall Enterprise ePolicy Orchestrator Extension Integration Guide.
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Configure firewalls for ePolicy
Orchestrator reporting

Configure data transmission from Sidewinder to ePolicy Orchestrator.

Steps

1) Set up ePolicy Orchestrator using the getting started instructions in the McAfee ePolicy Orchestrator Product
Guide.

2) Install Sidewinder ePO Extension 5.2.1 on the ePolicy Orchestrator server using the instructions in the
McAfee Firewall Enterprise ePolicy Orchestrator Extension Integration Guide.

3) Set up Sidewinder to transmit data to ePolicy Orchestrator.

a)

b)

d)

e)
f)

g)

Select Monitor > ePolicy Orchestrator . The ePolicy Orchestrator window appears.

O Tip: For option descriptions, click Help.

Complete the following fields to configure the contact information for connections to the ePolicy
Orchestrator server:

* IP Address — Type the IP address of the ePolicy Orchestrator server. To find the IP address
associated with a host name, use the DNS Lookup window.

* Port — Type the ePolicy Orchestrator Client-to-server authentication communication port that
ePolicy Orchestrator is listening on for connections. Standard deployments of ePolicy Orchestrator
use port 8444.

* User name — Type the user name of an ePolicy Orchestrator user configured on the ePolicy
Orchestrator server.

* Password — Type the password of the ePolicy Orchestrator user specified in the User name field.
¢ Confirm password — Type the password again.

Click Save.

Configure the Certificate Authority (CA) to use for validating the certificate that the ePolicy Orchestrator
server presents during a connection.

* Self-signed certificate — If ePolicy Orchestrator uses a self-signed certificate, click Retrieve ePO
root cert to retrieve the root certificate from the ePolicy Orchestrator server. Then, select ePO
Server Certificate Authority from the Cert authority drop-down list.

* CA certificate — If ePolicy Orchestrator uses a certificate that has been signed by a CA, select the
CA from the Cert authority drop-down list.

Click Save.
Select the Enable communication with ePO checkbox.

Click Save.
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Troubleshoot Sidewinder to ePolicy
Orchestrator communication

Perform the following troubleshooting steps if communication is failing from Sidewinder to ePolicy Orchestrator.

Steps

1) Make sure you have installed Sidewinder ePO Extension 5.2.1 on the ePolicy Orchestrator server.

2) Mak