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Overview

Common Access Card (CAC) authentication allows you to log on to McAfee® Secure Firewall or McAfee®
Firewall Enterprise (hereinafter Firewall Enterprise) using a U.S. Department of Defense Common
Access Card. Users can log on to a firewall through the Admin Console, Telnet, or SSH by generating a
one-time password on a secure webpage and typing that password into the appropriate logon field.

CAC authentication is available on:
e Secure Firewall version 7.0.1.01.E12

e Firewall Enterprise version 7.0.1.02
¢ Firewall Enterprise version 7.0.1.03
¢ Firewall Enterprise version 8.x

This application note describes how to configure CAC authentication for firewall users and how to log on
to a firewall using CAC authentication.

Configure authentication

To configure CAC authentication, perform the following tasks:
e Procedure 1 — Create the CAC authenticator

e Procedure 2 — Create rules that will use CAC authentication

e Procedure 3 — Export CAC credentials

e Procedure 4 — Configure system administrators for CAC authentication

e Procedure 5 — Import the firewall’s CAC certificate into the browser’s trusted store

For additional configuration information, refer to the Administration Guide for your version.
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Procedure 1 — Create the CAC authenticator

Create the CAC authenticator using the procedure specific to your version:
e Create the CAC authenticator — version 7.0.1.01.E12

e Create the CAC authenticator — version 7.0.1.02 and 8.x
e Create the CAC authenticator — version 7.0.1.03

Create the CAC authenticator — version 7.0.1.01.E12
If you are using version 7.0.1.01.E12, use this procedure to create a new CAC authenticator.

Note: Only one CAC authenticator can exist on the firewall.

1 Select Policy | Rule Elements | Authenticators. The Authenticators window appears.
2 Click New, then select CAC. The New Authenticator window appears.

Figure 1 New Authenticator window

Authenticators: New Authenticator x|

Mame: I Type: ICHC Description: ICDmmon #ccess Card authenticator

General IUsers and User Groups I

Expire one-time password after |12U seconds [~ Webserver Configuration
Cettificate: | j

One-time password size: |12
Trusted Certificate Autharities (CAN Part: |9006

| DOD_CA-11 = Successhul login page: Edit | Vigw I

v DOD_CA-12

v DOD_CA-13 Failed login page: Edit: | View I

v DOD_CA-14

v DOD_CA-15

v DOD_Ca-16 Iv Perform OCSP checking

v DOD_CA-17

v|DOD_CA-15 [~ Check Full path through OCSP

v DOD_CA-19 [ Use nonce checking For OCSP

¥ DOD_CA-20 [” Do not check timestamps on OCSP response

¥ DOD_Ch-2l Default OCSP responder URL {optional):

v DOD CA-22 _ILI

4| | 9 |
[ &llow expired certificates
™ allow unknown certificate status

Add Close Help

3 Type a name for the CAC authenticator.
4 Configure the password settings.

« Expire one-time password after — Type the length of time in seconds that the password on the
webpage is valid.

¢ One-time password size — Type the number of characters in the password.
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5 Configure the Webserver Configuration settings.

a From the Certificate drop-down list, select the certificate that the firewall will use to identify itself.

You can select a self-signed certificate or an imported Certificate Authority certificate. See the
Certificate/Key Management chapter of the Administration Guide for details.

If you select a self-signed certificate, you must perform a one-time procedure to import the
certificate into your web browser’s trusted store. See Procedure 5 — Import the firewall’'s CAC
certificate into the browser’s trusted store for details.

The certificate you select should be suitable as an HTTPS server certificate as specified in RFC
2818 (HTTP for use over TLS): either the certificate’s CommonName (CN) field should match
the host name from the server’s URI, or it should include a fully qualified domain name as a
SubjectAltName extension to the certificate.

If IP addresses will be used to access the cac server, the certificate should include an IP address
as a SubjectAltName extension. For example, if you select CAC authentication for a rule with
the internal burb as the source, the URL used to access the server would look like one of these:

e https://internal domain name for firewall:9006
e https://internal IP address for firewall:9006

If you don't select an appropriate certificate for HTTPS traffic, your web clients connecting to
the cac server might deny the connection or issue a Certificate Error.

Note: If the host name identified in the CommonName of the Default_SSL_Cert matches the host name
used to connect to the cac server, you can select the Default_SSL_Cert for the CAC authenticator.

In the Port field, type the port that the server listens on. Port 9006 is the default.

[Optional] You can change the Successful login and Failed login webpages to meet your site’s
requirements.

o Successful login page — Click Edit to modify the message displayed for successfully logging
on. Click View to see the webpage.

¢ Failed login page — Click Edit to modify the message displayed for a failed logon. Click View
to see the webpage.

6 Configure the CA certificate settings.

The Trusted Certificate Authorities (CA) pane displays all of the certificates that have been
configured in the Certificate Authorities window (Maintenance | Certificate/Key Management).
These certificates include:

e Root (self-signed) certificates

e Intermediate certificates (untrusted, but available for use in certificate validation)
These certificates are used to validate the following:

o Certificate presented by the user in CAC authentication

e Response from an OCSP responder

Note: These responses may be validated by the same CA certificates as end user certificates, or
they may be different. For example, OCSP responses may be signed by a self-signed certificate that
is not part of the U.S. Department of Defense certificate hierarchy. In this case, the certificate must
be imported as a CA certificate and enabled in the New Authenticator window.

Tip: The certificates needed to validate a CAC certificate are preloaded and enabled for your use.
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You can configure these CA certificate options:

Add a new CA certificate — [Optional] If you need to add a new certificate:

e Select Maintenance | Certificate/Key Management. The Certificate/Key Management
window appears.

e Select the Certificate Authorities tab, then create the new certificate.

¢ Enable this certificate as a trusted certificate by returning to the New Authenticator window,
Trusted Certificate Authorities (CA) pane, and selecting the checkbox for the certificate.

Allow expired certificates — [Conditional] If you have an expired certificate that you must
continue using, select this checkbox.

Tip: Select this option only when you need to work around an issue with an expired CA certificate.

Allow unknown certificate status — [Conditional] If you want to allow a certificate to be used
when the configured OCSP server is unavailable or does not know about the certificate, select this
checkbox.

Tip: Use this option to allow some leniency with OCSP checking (for example, when you need to work
around an issue with an unavailable OCSP server).

7 [Optional] If you want to enable certificate status checking by means of an OCSP server, follow these
steps.

To help you determine your configuration, consider how the firewall determines the OCSP
responder URL.

a

b

First, the firewall looks for the responder URL that is configured on the CA entry of the issuing
CA (Certificate/Key Management window, Certificate Authorities tab).

If there is no responder URL, the firewall looks next at the responder URL configured in the
Authority Information Access extension of the certificate.

If there is no responder URL, the firewall accepts the global, default responder URL for CAC
authentication (New Authenticator window).

Select the Perform OCSP checking checkbox.
Configure the following:

e Check full path through OCSP — If you want the firewall to perform OCSP status checking
on all certificates in the chain below the root certificate, select this checkbox.

When this option is deselected, the firewall performs OCSP checking only on the end user
certificate.

e Use nonce checking for OCSP — If you want the firewall to use nonce (random value) to
make sure the response is fresh, select this checkbox. The firewall sends a nonce on the OCSP
request and checks the nonce in the response.

Note: Nonce checking can slow down certificate status checking because the responder cannot
return a pre-generated response.

¢ Do not check timestamps on OCSP response — The firewall requires that the OCSP
response is no more than one week old. If you want to use an OCSP responder that generates
responses less frequently, select this checkbox.

Tip: Use this option if you want to override timestamp checking.
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o Default OCSP responder URL — If you want to configure a global default OCSP responder
address for use when there is no URL configured on the CA entry or in the Authority Information

Access field of the certificate being checked, type the responder URL.

Note: This is not an override URL. If the firewall finds the URL in the CA entry or the certificate, it

uses that responder URL.

If you want to configure a CA-specific OCSP responder URL that overrides any responder URL
found in the certificate being checked:

e Select Maintenance | Certificate/Key Management.

e Click the Certificate Authorities tab.
e In the OCSP Responder URL field, type the URL.

This field allows you to override the AIA certificate extension or the CA official responder with a
private responder. There is no default for this field.

8 Click Add.

9 Save your changes.

Create the CAC authenticator — version 7.0.1.02 and 8.x
If you are using version 7.0.1.02 or 8.x, use this procedure to create a new CAC authenticator.

Note: Only one CAC authenticator can exist on the firewall.

1 Select Policy | Rule Elements | Authenticators. The Authenticators window appears.

2 Click New, then select CAC. The New Authenticator window appears.

Figure 2 New Authenticator window

Authenticators: New Authenticator

Name: I Type: ICAC

General IUsers and User Groups |

Expire one-time password after IIZU seconds

Description: ICDmmon Access Card authenticator

—Webserver Configuration

Certificate: I j
One-time password size: |12
Port: IQDDS
Successful login page: Edit View
Failed login page: Edit View
Add | Close | Help

Note: In 8.x, the Users and User Groups tab is unavailable on the New Authenticator window.

3 Type a name for the CAC authenticator.
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4 Configure the password settings.

o Expire one-time password after — Type the length of time in seconds that the password on the
webpage is valid.

e One-time password size — Type the number of characters in the password.
5 Configure the Webserver Configuration settings.
a From the Certificate drop-down list, select the certificate that the firewall will use to identify itself.

You can select a self-signed certificate or an imported Certificate Authority certificate. See the
Certificate/Key Management chapter of the administration guide for details.

If you select a self-signed certificate, you must perform a one-time procedure to import the
certificate into your web browser’s trusted store. See Procedure 5 — Import the firewall’'s CAC
certificate into the browser’s trusted store for details.

The certificate you select should be suitable as an HTTPS server certificate as specified in RFC
2818 (HTTP for use over TLS): either the certificate’s CommonName (CN) field should match
the host name from the server’s URI, or it should include a fully qualified domain name as a
SubjectAltName extension to the certificate.

If IP addresses will be used to access the cac server, the certificate should include an IP address
as a SubjectAltName extension. For example, if you select CAC authentication for a rule with
the internal burb as the source, the URL used to access the server would look like one of these:

e https://internal domain name for firewall:9006
e https://internal IP address for firewall:9006

If you don't select an appropriate certificate for HTTPS traffic, your web clients connecting to
the cac server might deny the connection or issue a Certificate Error.

Note: If the host name identified in the CommonName of the Default_SSL_Cert matches the host name
used to connect to the cac server, you can select the Default_SSL_Cert for the CAC authenticator.

b In the Port field, type the port that the server listens on. Port 9006 is the default.

c [Optional] You can change the Successful login and Failed login webpages to meet your site’s
requirements.

o Successful login page — Click Edit to modify the message displayed for successfully logging
on. Click View to see the webpage.

¢ Failed login page — Click Edit to modify the message displayed for a failed logon. Click View
to see the webpage.

6 Click OK.

7 Save your changes.
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Create the CAC authenticator — version 7.0.1.03
If you are using version 7.0.1.03, use this procedure to create a new CAC authenticator.

Note: Only one CAC authenticator can exist on the firewall.

1 Select Policy | Rule Elements | Authenticators. The Authenticators window appears.

2 Click New, then select CAC. The New Authenticator window appears.

Figure 3 New Authenticator window

Authenticators: New Authenticator x|

Mame: || Type: ICAC Description: [Common Access Card authenticator

General |Users and User Groups I Webserver Configuration I

Expire one-time password after IlZU seconds I™ Petform OCSP checking
I™ | check Full path through OESF
-t 2asiae) et I12 I™ | Use nonce checking for ©CSE
Trusted Certificate Authorities (CA): ™| Do ot check timestamps an OEER response
DOD CA-11 j [¥ | Wse Certificate OCSP Responders

<

DOD_CA-12 ¥ WUse Ca OCSP Responders

DoD CA-13

DOD_CA-14 - t+ 4 |
Dol CA-15

DOD CA-16 Defaulk OCSP Urls {optional): |
LoD CA-17
Do CA-18
DoD CA-19
DOD_CA-20
Do Ca-21

DD CA-22 _|;I
| | ’

[ allow expired cettificates

A A A A A YA YA A YA YIS

™ allow unknown certificate status

Add Close Help

3 Type a name for the CAC authenticator.
4 Configure the password settings.

o Expire one-time password after — Type the length of time in seconds that the password on the
webpage is valid.

e One-time password size — Type the number of characters in the password.
5 Configure the CA certificate settings.

* Trusted Certificate Authorities (CA) — The list displays the list of all the certificates that have
been configured in the Certificate Authorities window. Deselect a CA if you do not want the
certificates signed by that CA for CAC authentication.

* Allow expired certificates — Select this checkbox if you want to ignore certificate expiration
while validating certificates.

o Allow unknown certificate status — If the certificate revocation status cannot be determined
using OCSP, select this checkbox to allow certificate validation to succeed.
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o Perform OCSP checking — Select this checkbox if you want to enable certificate status checking
by means of an OCSP server. Configure the following:

To help you determine your configuration, consider how the firewall determines the OCSP
responder URL.

e A list of responder URLs is consolidated using the URLs from the following:
o Certificate (Authority Information Access extension of the certificate)

e CA entry of the issuing CA (Certificate/Key Management window, Certificate
Authorities tab)

e Global or default responder URLs for CAC authentication (New Authenticator window)

Note: Each of these can supply multiple URLs to the list.

e The list is then traversed until an OCSP responder responds with a definitive yes or no.
If there is no responder URL, the firewall accepts the global, default responder URL for
CAC authentication.

Note: Deselect the Use Certificate OCSP Responders and Use CA OCSP Responders
checkboxes if you want to disable the certificate and CA URL entries.

¢ Check full path through OCSP — Select this checkbox if you want the firewall to perform
OCSP status checking on all certificates in the chain below the root certificate.

¢ Use nonce checking for OCSP — Select this checkbox if you want the firewall to use a nonce
(random value) to make sure the response is fresh.

¢ Do not check timestamps on OCSP response — Select this checkbox if you want to use an
OCSP responder that generates responses less frequently than once a week.

¢ Use Certificate OCSP Responders — Select this checkbox to use OCSP responder URLs that
are embedded in certificates.

When you select Perform OCSP checking, this checkbox is selected by default.

¢ Use CA OCSP Responders — Select this checkbox to use OCSP responder URLs that are
configured in CA entries.

When you select Perform OCSP checking, this checkbox is selected by default.

o Default OCSP Urls — Add, delete, and order a list of OCSP responder URLs that will be
consulted if the URLs found in the certificate or on the CA entry do not respond.

6 Configure the Webserver Configuration settings.
a Click the Webserver configuration tab.
b From the Certificate drop-down list, select the certificate that the firewall will use to identify itself.

You can select a self-signed certificate or an imported Certificate Authority certificate. See the
Certificate/Key Management chapter of the Administration Guide for details.

If you select a self-signed certificate, you must perform a one-time procedure to import the
certificate into your web browser’s trusted store. See Procedure 5 — Import the firewall’'s CAC
certificate into the browser’s trusted store for details.

The certificate you select should be suitable as an HTTPS server certificate as specified in RFC
2818 (HTTP for use over TLS): either the certificate’s CommonName (CN) field should match
the host name from the server’s URI, or it should include a fully qualified domain name as a
SubjectAltName extension to the certificate.

If IP addresses will be used to access the cac server, the certificate should include an IP address
as a SubjectAltName extension. For example, if you select CAC authentication for a rule with
the internal burb as the source, the URL used to access the server would look like one of these:

Configuring CAC Authentication on McAfee® Firewall Enterprise



Configure authentication

e https://internal domain name for firewall:9006
e https://internal IP address for firewall:9006

If you don't select an appropriate certificate for HTTPS traffic, your web clients connecting to
the cac server might deny the connection or issue a Certificate Error.

Note: If the host name identified in the CommonName of the Default_SSL_Cert matches the host name
used to connect to the cac server, you can select the Default_SSL_Cert for the CAC authenticator.

c In the Port field, type the port that the server listens on. Port 9006 is the default.

d [Optional] You can change the Successful login and Failed login webpages to meet your site’s
requirements.

o Successful login page — Click Edit to modify the message displayed for successfully logging
on. Click View to see the webpage.

¢ Failed login page — Click Edit to modify the message displayed for a failed logon. Click View
to see the webpage.

7 Click OK.

8 Save your changes.

Procedure 2 — Create rules that will use CAC authentication

Create the rules that will use CAC authentication using the procedure specific to your version:
e Create rules that will use the CAC authentication — version 7.0.1.01.E12, 7.0.1.02, and 7.0.1.03

e Create rules that will use the CAC authentication — version 8.x
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Create rules that will use the CAC authentication — version 7.0.1.01.E12,
7.0.1.02, and 7.0.1.03

If you are using version 7.0.1.01.E12, 7.0.1.02, or 7.0.1.03, use this procedure to create a new rule.

1 Select Policy | Rules. The Rules window appears.

2 Click New Rule to create a rule that will use CAC authentication, or select an existing rule and click
Modify. The New Rule window appears.

Figure 4 New Rule window

Rules: New Proxy Rule il

Name: ItE“'lEﬂ ¥ Enable
Description: I
~General r~ Effective Times
Action: & pllow ¢ Deny ¢ Drop Time period: I <Any > j _I
Service: | telnet (Telnet Proxy) =] _| ™ starton: | 3/ 32005 | [t2:00 am :l'
Audit: IStandard (recommended) j ™ Expire on: I 3f 3/2009 j |12:IIIII| AM :ll
~Source  Destination
Burb: I external j Burb: I internal j
Endpaint: I <Any= j Endpaint: I <Any = j
NAT: | localhost (Host) | Redirect: | <Mane> =]
I™ Preserve source port _l Redirect part: I _I
rTrustedSource
Unverified, neutral and trusted traffic will match this rule.
I Enable TrustedSource ! ! 0 {Range 29 to -255)
Malicious,  Suspicious  Unwerified Ieutral Trusted
r~ Inspection
application Defense: I —Defodt Groups j _l Full _rjgﬂfcoorlggg%lred settings of the application defense are
[done -
IP5 Signature group: I <MNonex= j Response mapping Idefault j _I

Authentication
Eﬁ.uiﬁentimtor: I DaD

j ) Allow users in the following groups: I <Any vI |

QK I Cancel | Help

3 Configure the rule as necessary to enforce your security policy.

4 From the Authenticator drop-down list, select the CAC authenticator.

5 Click OK and save your changes.

12

Configuring CAC Authentication on McAfee® Firewall Enterprise




Configure authentication

Create rules that will use the CAC authentication — version 8.x
If you are using version 8.x, use this procedure to create a new rule.

1 Select Policy | Access Control Rules. The Access Control Rules window appears.

2 Click New Rule to create a rule that will use CAC authentication, or select an existing rule and click
Modify. The Rule Properties window appears.

Figure 5 Rule Properties window
Rules: Rule Properties 1ol x|

Overview IIntaractlons I

Mame: || Action: | Allow j Browse: |<< Seleck one == j
~ Applications Ports: 2] [~ Source rDestination——————— | iF - l'_'r._p & Q Search Q
Applications | Endpoints Endpoints | ‘ Mame | Properties =1
lick here to specify an application <Ay <Ay
Click here to specify an endpaint lick here to specify an endpoint
Capabilities: Usets and Groups
Click here to specify a user

IDeFau\t porks 'l

I Zone; <Any > j Zone; <Any > j
[ Enable Global Threat: Intelligence™
Apply rule bo conmections that are ..
Advanced i]
¥ Enable MAT: I <localhost = (Hosk) j Rediract:l <Mone = j
" Always active ™ Preserve source port Redirect part: I—
Authenticatar: I <Mone/Passpart= j I:l |
Audit: IWI Application Defense: | <Defaul: group: j
IPS Signatures: I =Nongx j Describe vour rule here ;I =
IPS Responses: Im LI ! I I —'lJ

[e]:9 I Cancel | Help |

3 Configure the rule as necessary to enforce your security policy.
4 From the Authenticator drop-down list, select the CAC authenticator.

5 Click OK and save your changes.
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Procedure 3 — Export CAC credentials

Each administrator account using CAC authentication must have a CAC public certificate registered to
that account. You do this by exporting CAC certificates from the Common Access Card.

This procedure shows how to export a CAC certificate using ActivCard CAC utility software and Microsoft
Internet Explorer 7. If you use different CAC utility software or a different browser, the steps might
vary.

Perform this procedure for each administrator using CAC authentication.
To export CAC credentials:
1 Start ActivCard Utilities, insert your CAC, and type your PIN when requested to log on to the CAC.

2 Right-click My Certificates and select Make Certificates available to Windows from the pop-up
menu.

Figure 6 ActivCard Utilities home window

File Edit View Tools Help

QNP G D QO
- Tasks = '

My Certificates Tasks - -

@ View my certificates Srnart Card

Infa
§

My Personal Info Task -

Make Certificates available to Windows

1 View my personal infa Temporarily disable the default certificate automatic selection

3 Follow the on-screen instructions to make certificates available. This allows other applications to
access the certificates stored on the CAC.

4 Start an Internet Explorer browser.

5 From the Tools drop-down list, select Internet Options. The Internet Options window appears.

Figure 7 Internet Explorer: Tools menu

pr—— s — T |
O - e ot 3] [eoooe 20
I g fics = 4 | 7 __; >3
TE | @ik Page | B - B - B[P -G
Delete Browsing History. .. | 771
Pop-up Blocker 3
Phishing Filker 3
Manage Add-ons 3
‘Wark OFfline
‘Windows Update
Full Screen Fi1
Menu Bar
Toolbars 3

‘Windows Messenger
Sun Java Console

Internet Cptions

Done € Internet 100 v
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6 Click the Content tab.
7 Click Certificates. The Certificates window appears.
8 On the Personal tab, select the certificate you want to export.

Figure 8 Certificates window: Personal tab

Certificates

Intended purpase: | <gll= w |

Petsonal |Other People | Inkermediate Certification Autharities | Trusted Root Certificatior ¢ *

Issued To Issued By Expiratio...  Friendly Name L’
[ cac-test.com cac-test,com 9/16/2012  <MNone>
=y \E, B E.. C EMAIL CA-15 1] & »
ElwiayNE, BRUCE...  DOD IITC CA-15 §/5/2010 <None:
WAYNE, BRUCE.. DOD JITC EMAIL CA-15  6(S/2010  <None> b
[Elcac-test.com cac-test,com 9/17/2012  «<MNonex
Elosa DSh 9/17(2012  <Nones
[E gatorcert CommandCenter CA 2/14)2029  <Nonex
gatorCert CommandCenter CA 2/14/2029 <None>
gatorCert CommandCenter CA 2/14/2029  <None> w

[ Impoart... H Expart... ][ Remove ]

Certificate intended purposes

Smart Card Logon, Secure Email, Client Authentication

9 Click Export. The Certificate Export Wizard welcome window appears.

10 Follow the on-screen instructions to export the certificate to a file.

e The file format can be DER-encoded binary X.509, Base-64 encoded X.509, or PKCS #7.

e Save the file in a location accessible to the Admin Console, or save the file and transfer it to the

computer running the Admin Console.
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Procedure 4 — Configure system administrators for CAC
authentication

Perform this procedure to associate the exported CAC certificate with a system administrator. This
certificate is used to identify the administrator to the firewall.

1 Import the certificate you exported from the CAC.

For information on importing remote certificates, see the Certificate/Key Management chapter of
the Administration Guide.

2 Select Maintenance | Administrator Accounts. The Administrator Accounts window appears.

3 Select the desired administrator and click Modify.

4 From the CAC certificate drop-down list, select the remote certificate imported for the administrator.
Note: To disable CAC authentication for a user, select None.

Figure 9 Firewall Accounts: Modify Administrator window

Firewall Accounts: Modify Administrator.

Administrator Information: |

|sername: |wa\,rne |
Password: ||-ooooooooooooooooooo |
Confirm password: |o.oooooooo.o.oooo.oo |
Full name: | |

Office: | |

Office phone: | |

Home phone: | |
Directory: [thomewayne |
Login shell: [Eesh v|
Roles: | adimin v

G.o.c certificate: |wayne-cac vD

[ a4 l [ Cancel ] [ Help

5 Click OK and save your changes.

16
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Procedure 5 — Import the firewall’s CAC certificate into the browser’s
trusted store

[Conditional] If you created a self-signed certificate for the firewall’s CAC server, a message will warn
that the server certificate is not trusted the first time you connect to the CAC server. Perform this
procedure to import the firewall’'s CAC server certificate into the browser’s trusted store. Performing
this procedure will eliminate further certificate warnings.

1 Start the CAC utility software, insert your CAC, and type your PIN when requested to log on to the
CAC.

2 Open a browser and go to https://firewall address or FQDN:9006. (9006 is the port default; if you
configured a different port for the CAC authenticator, type that port number.)

The Choose a digital certificate window appears.

Figure 10 Choose a digital certificate window

Choose a digital certificate

Identification

The website you want to view requests identification.,
! Please choose a certificate,

Mame Issuer L’

cac-test.com cac-test.com

VAN ISNE RIS S DOD JITC EMAIL CA-15
GOFF.RANDY, 11601.., DOD JITC EMAIL CA-15
GRAYSCOM, DICK...  DODJITC CA-15

[t DA
gatarCert CommandCenker CA
gatorCert CommandCenker CA v
< >
[ More Infa... ] [ Wiew Certificate. .. ]
[ Ok l [ Cancel ]

3 Select the appropriate certificate and click OK. A Certificate Error webpage appears.
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4 Click Continue to this website (not recommended). The Successful Login webpage appears.

Figure 11 Certificate Error webpage

{2 Certificate Error: Havigation Blocked - Windows Internet Explorer provided by McAfee, Inc.

v|;, x|

: Fle Edt View Favorites Tools Help

w R Iéplése:ure Computing Intranet ‘@Certiﬁcatesmn Mavigati... xI_} BB @D Os-@- SO0 +ME 7

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage

C@ Continue to this website (not 'ecommended))

@ More information

& internet # 100% <

5 Next to the URL field, click Certificate Error. The Untrusted Certificate pop-up window appears.
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6 Click View Certificates. The Certificates window appears.

Figure 12 Successful Login webpage with Untrusted Certificate pop-up

f; HcAfee Firewall, Enterprise Edition (Sidewinder)™Successful Login - Windows Internet Explorer, provided by McAfee, Inc.
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wehpage
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Administrator:
Government,C=US
‘ Wiew cerificates ’
Password: 2k4twDUQIbUs
Expires in: 120 seconds
Cancel Password
McAfee Firewall Enterprise (Sidewinder)™
Done [# & mtermet #, 100%

7 Click Install Certificate. The Import Wizard welcome window appears.

Figure 13 Certificate window

Certificate

General | Details || Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: stingray.ext.c.test

Issued by: stingray.ext.c.test

¥alid from 2{19(2009 to 2jz0j2014

Install Certificate. ..
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8 Follow the on-screen instructions to import the certificate.

9 Close the browser.

CAC authentication configuration is complete. To log on to the firewall, follow the instructions in Log on
using Common Access Card authentication.

Log on using Common Access Card authentication

To log on to the firewall:

1 Start the CAC utility software, insert your CAC, and type your PIN when requested to log on to the
CAC.

2 Open a browser and go to https://firewall address or FQDN:9006. (9006 is the port default; if you
configured a different port for the CAC authenticator, type that port number.)

The Choose a digital certificate window appears.

¢ If you have already connected to the CAC web service during the same browser session, the
browser has cached the certificate and this window will not appear.

e If the browser has cached the certificate and you want to select a different certificate, you must
close the browser and start another browser session.

Figure 14 Choose a digital certificate window

Choose a digital certincate

Identification

' The website you want to view requests identification,
¢ ' Flease choose a certificate.

Mame Issuer ke
cac-kest, cam cac-test.com
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GRAYSON, DICK...  DODJITC CA-15

DSA D34
gakorCert CommandCenter CA
gatorCert CommandCenter CA b
< >
[ More Info... ] [!iew Certificate. .. ]
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3 Select the appropriate certificate and click OK.The Successful Login webpage appears.

Figure 15 Successful Login webpage

/2 McAfee Firewall, Enterprise Edition (Sidewinder) ™ Successful Login - Windows Internet Explorer provided by McAfee, Inc.
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Successful Login

CN=WAYNE.BRUCE.1160138560,0U=CONTRACTOR,OU=PKI,OU=DeD,0=U.5.

Administrator: Government,C=Us

Password: V3F+5d/P8KcP

Expires in: 120 seconds

Cancel Password

McAfee Firewall Enterprise (Sidewinder)™

Done (3 € ntemet H100% v

If a Login Failure page appears, verify that you are using the same CAC certificate registered with your
administration account:

a Restart the browser and go to https://firewall address or FQDN:9006. On the Choose a digital
certificate window, click View Certificate and note the issuer distinguished name and serial
number of the certificate.

b On the firewall:

¢ Select Maintenance | Certificate/Key Management. The Remote Certificates window
appears.

e Select the CAC certificate you imported to the firewall.

¢ Click Export. The Certificate Export window appears.

¢ Select Export Certificate to screen, then click OK. The Certificate Data window appears.
¢ Verify that the distinguished name and serial number match.

If the certificates do not match, you must export the CAC certificate from your CAC card again, or select a
matching certificate on the Choose a digital certificate window.
4 Remember or write down the password.

e If the browser is on the same computer as the Admin Console, you can copy and paste the
password.

e If you will not use the password and want to terminate it before the configured expiration time,
click Cancel.
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5 Complete the appropriate logon procedure:
Admin Console
a Start the Admin Console and click Connect. The Login window appears.
b Type your user name.

c¢ From the Authenticator drop-down list, select the CAC authenticator created by the
administrator.

d Click OK. The Common Access Card Authentication window appears.

e Type or copy the password into the password field, then click Enter. The Dashboard appears.
Telnet

a Start the Telnet client.

b Complete the logon dialog and connect.

e [Conditional] If CAC authentication is not the default authentication method, append :-cac to
the user name.

e Type or copy the password into the Password field.
SSH
a Start the SSH client.
b Complete the logon dialog and connect.

e [Conditional] If CAC authentication is not the default authentication method, append :-cac to
the user name, for example:

ssh user:-cac@firewall address

e Type or copy the password into the Password field.

700-3112A00 Wj McAfee
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