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Overview
The  Forcepoint Sidewinder, Virtual Appliance Installation Guide describes how to install Forcepoint Sidewinder,
Virtual Appliance on a VMware ESXi hypervisor.

You can find additional information by using the resources listed in the following table.

Table 1: Product Resources

Resource Location

Online Help Online Help is built into Sidewinder, Virtual Appliance. Click Help on the toolbar or
from a specific window.

Support Visit https://support.forcepoint.com to find:

• Product documentation
• Knowledge Base articles
• Product announcements
• Technical support

Product updates Visit http://sidewinder.downloads.forcepoint.com to download the latest patches.

Product installation files 1. Visit https://support.forcepoint.com/Downloads.
2. Enter your logon credentials, then navigate to the appropriate product and

version.

https://support.forcepoint.com
http://sidewinder.downloads.forcepoint.com
https://support.forcepoint.com/Downloads
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How the virtual firewall works
Sidewinder, Virtual Appliance runs on the VMware ESX/ESXi hypervisor operating system, allowing you to
provide flexible security for your virtual environment.

Requirements
You need several items to install Sidewinder, Virtual Appliance.

• Server running VMware ESX/ESXi 4.0 or later — Hosts the Forcepoint Sidewinder, Virtual Appliance

Note:  The server must provide a persistent Internet connection so the Sidewinder, Virtual
Appliance can maintain an active license.

• Management computer running Microsoft Windows — Hosts the Sidewinder Management Tools

Note:  For specific requirements, see the Forcepoint Sidewinder Release Notes for the version
you are installing.

Unsupported features
Sidewinder, Virtual Appliance does not support several features.

• DHCP interfaces
• Disaster recovery backups
• Graphical Quick Start Wizard

Note:  The text-based Quick Start Wizard is supported in version 8.2.x and previous versions.
With version 8.3.x, the graphical and text-based Quick Start Wizard are supported.

• Jumbo frames
• Load sharing of any mode
• VMware vMotion

Note:  At version 8.3.2P03, you can relicense your firewall for vMotion support.

• VMware High Availability
• VMware Distributed Resource Scheduler (DRS)
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Deployment scenarios
The following diagrams illustrate how virtual machines are protected from a physical network and from each
other.

Protecting virtual machines from a physical network
In this scenario, a Sidewinder, Virtual Appliance is deployed between the virtual networks hosted by the ESXi
server and the physical networks the server is connected to.

The firewall enforces access control on traffic that passes through it, providing protection for all virtual machines
hosted on the ESXi server.

Figure 1: Protecting virtual machines from a physical network
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Protecting virtual machines from each other
In this scenario, each virtual network is protected by a Sidewinder, Virtual Appliance. Each firewall protects its
virtual network from other virtual and physical networks.

Figure 2: Protecting virtual machines from each other
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Preparing the ESXi server
Before your firewall can be deployed, the ESXi server must have virtual networking, NTP, or upgrades
configured.

Virtual machine networking
Virtual machine networking is defined using virtual switches and port groups.

• Virtual switch (vSwitch) — A network object in ESXi that connects virtual machines to each other like a
physical switch

• If the virtual machines connected to the vSwitch need to communicate with hosts on a physical network,
you can join the vSwitch to the physical network by connecting it to an appropriate physical Ethernet
adapter (also known as an uplink adapter).

• If the virtual machines connected to the vSwitch only need to communicate with each other, you do not
need to connect it to a physical Ethernet adapter.

• Port group — A group of ports that provides a labeled, stable anchor point for virtual machines to connect to
a vSwitch

• Port groups include common parameters like VLAN tagging and bandwidth shaping.
• Multiple port groups can be assigned to a single vSwitch.

Tip:  The Add Network Wizard always creates a new port group, but a new vSwitch might or
might not be created depending on your choices.

Sidewinder, Virtual Appliance has ten network interfaces, each of which must be connected to an ESXi virtual
switch (vSwitch) by mapping it to a port group. Note the following networking requirements:

• One vSwitch must provide access to the Internet to meet firewall license requirements.
• A firewall can be connected to a vSwitch by no more than one interface; each interface must be assigned to a

unique vSwitch. This rule applies only on a per-firewall basis.

Example: You can configure DMZ interfaces on five firewalls and assign those interfaces to a single DMZ
vSwitch. However, each firewall must be connected to the DMZ vSwitch by a single interface.

Configure virtual networking
Prepare the virtual network by creating an isolated port group and a new virtual network connection.

Create a new isolated port group
Create a port group that is not connected to a physical interface. This port group will be referenced by
unconfigured firewalls.

1. Connect the ESXi server using the VMware vSphere Client.
2. Click the Configuration tab, then click Networking.

The Networking area appears in the right pane.
3. Click Add Networking.

The Add Network Wizard Connection Type window appears.
4. Select Virtual Machine, then click Next.
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The Network Access window appears.
5. Create a virtual switch that is not connected to any physical network adapters.

1. Select Create a virtual switch.
2. Deselect the checkboxes next to the physical network adapters (vmnics).
3. Click Next.

The Connection Settings window appears.
6. In the Network Label field, type unconfigured, then click Next.

The Summary window appears.

Note:  The port group must be named unconfigured because it is referenced by the firewall
during import.

7. Click Finish.
The Add Network Wizard closes.

8. If you plan to add more than 14 firewalls to your ESXi server, increase the number of ports on the vSwitch
that you just created.
1. Next to the new vSwitch, click Properties.

The vSwitch Properties window appears.
2. Select vSwitch, then click Edit.

A pop-up window appears.
3. From the Number of Ports drop-down list, select 248.
4. Click OK.

The pop-up window closes.
5. Click Close.

The vSwitch Properties window closes.

A port group named unconfigured is added.

Modify the virtual network configuration
Configure a new virtual network connection to prepare for firewall deployment.

1. In the VMware vSphere Client, click the Configuration tab, then click Networking.
The Networking area appears in the right pane.

2. Click Add Networking.
The Add Network Wizard window appears.

3. Select Virtual Machine, then click Next.
The Network Access window appears.

4. Select the virtual switch that will handle network traffic for this connection, then click Next.

• If you need to create a new vSwitch, select Create a virtual switch. Enable or disable physical Ethernet
adapters for this vSwitch as you want.

• If you want to assign this connection to an existing vSwitch, select it from the list.

The Connection Settings window appears.
5. In the Port Group Properties area, configure the following items, then click Next.

• Network Label — Enter a name for this port group.
• VLAN ID — [Optional] To configure this port group to participate in VLAN tagging, enter a VLAN ID

between 1–4095.

The Summary window appears.
6. Examine the Preview.

• If you are satisfied with the changes, click Finish.
• If you need to modify the changes, click Back.

The new connection configuration is complete.
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Tip:  To modify a vSwitch after it has been created, click Properties next to it.

Related reference
Deployment scenarios on page 5
The following diagrams illustrate how virtual machines are protected from a physical network and from each
other.

Configure NTP
We recommend configuring your ESXi server to synchronize its system clock with a time server using the
Network Time Protocol (NTP).

Note:  Because virtual appliance system clocks can drift away from the ESXi system clock, we
recommend also configuring NTP on your firewall.

Configure NTP on your ESXi server.

1. In the VMware vSphere Client, click the Configuration tab, then click Time Configuration.
The Time Configuration area appears in the right pane.

2. Click Properties.
The Time Configuration window appears.

3. Click Options.
The NTP Daemon (ntpd) Options window appears.

4. In the Service Commands area, click Start.
The status changes to Running.

5. In the left pane, click NTP settings.
6. Add an NTP server.

1. Click Add.
The Add NTP Server window appears.

2. Enter the host name or IP address of an NTP server, then click OK. The Add NTP Server window
closes and the server is added to the list of NTP servers.
[Optional] Repeat this step to add additional NTP servers.

7. Select Restart NTP service to apply changes, then click OK.
The NTP Daemon (ntpd) Options window closes.

8. Click OK to close the Time Configuration window.

NTP is now configured on your ESXi server.

Upgrade VMware with VMware tools
If you are upgrading your VMware environment to a version that is not included on the installation media
provided, use the VMware tools and images to complete the upgrade.

Tip:  For more information about upgrade path compatibility, see the VMware page at http://
www.vmware.com/resources/compatibility/sim/interop_matrix.php.

There are several paths available when upgrading your VMware ESXi software.

Use these high-level steps for an upgrade. For more information, see the VMware resources.

1. Go to the VMware support and downloads page: http://www.vmware.com/support.

http://www.vmware.com/resources/compatibility/sim/interop_matrix.php
http://www.vmware.com/resources/compatibility/sim/interop_matrix.php
http://www.vmware.com/support
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2. Download the VMware upgrade documentation appropriate for your upgrade path.
3. Contact Forcepoint support for the necessary upgrade files.

Note:  An eUSB image of VMware 5.1 is available at https://support.forcepoint.com/
Downloads.

4. Create a backup of the firewall configuration.

CAUTION:  The backup must be stored separately from the VMware host.

5. Stop and turn off the virtual machine.
6. Install the upgrade with the appropriate tool for your path.

Upgrading to 4.x with vSphere CLI Upgrading to 5.x with a USB drive

1. Place the VMware host in maintenance mode.
2. Install the vSphere CLI .exe file.
3. Install the upgrade using the vSphere CLI.

1. Image the USB drive.

See Knowledge Base article 9307.
2. Restart the VMware host.
3. From the BIOS Boot Manager, install the

upgrade from the USB image.
4. Remove the USB drive.

7. Restart the VMware host and the virtual appliances.
8. [For vSphere CLI upgrades only] Exit maintenance mode.
9. If you have any hard-coded ARP tables that include your firewall MAC address, see if they need updating

after the upgrade.

Tip:  The interface MAC addresses can change as a result of the upgrade process.

https://support.forcepoint.com
https://support.forcepoint.com/Downloads
https://support.forcepoint.com/Downloads
https://support.forcepoint.com/KBArticle?id=Firewall-Enterprise--How-to-write-an-image---img--file-to-USB-media
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Setting up the firewall
Load and configure your Sidewinder, Virtual Appliance.

Verifying materials
Make sure you have the necessary documents and hardware to set up Sidewinder, Virtual Appliance.

• Hardware — For specific requirements, see the Forcepoint Sidewinder Release Notes for the version that you
are installing.

• Server running VMware ESX/ESXi — Hosts the Forcepoint Sidewinder, Virtual Appliance

Note:  The server must provide a persistent Internet connection so the Sidewinder, Virtual
Appliance can maintain an active license.

• Management computer running Microsoft Windows — Hosts the Sidewinder Management Tools

Download the software
You need to download the version 8.x files to the Windows-based computer you will use to administer the firewall.

Follow this procedure to download the version 8.x files.

1. Visit https://support.forcepoint.com/Downloads.
2. Enter your logon credentials, then navigate to the appropriate product and version.
3. Download the virtual image .zip file.

Download the documentation
Download the product guide and release notes for the software version that you downloaded.

1. Go to https://support.forcepoint.com.
2. Download the product guide and release notes.

Import the firewall
Load the firewall onto your ESXi server.

1. Extract the .zip file you downloaded.
2. Connect to your ESXi server using the VMware vSphere Client.
3. From the menu bar, select File > Deploy OVF Template.

The Deploy OVF Template window appears.
4. Select the firewall file.

1. Select Deploy from file.
2. Click Browse to select the .ovf file you extracted.
3. Click Next.

The OVF Template Details page appears.

https://support.forcepoint.com/Downloads
https://support.forcepoint.com
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5. Click Next.
The Name and Location page appears.

6. Type a name for the firewall, then click Next.

• If the Ready to Complete page appears, proceed to step 9.
• If the Network Mapping page appears, proceed to step 8.
• If the Disk Format page appears, proceed to step 7.

7. [For ESXi 4 server only] Select a format to store the virtual disks. You can select thin or thick provisioned
format. Click Next.

8. On the Network Mapping page, verify that unconfigured is selected in the Destination Networks drop-
down list, then click Next.
The Ready to Complete page appears.

9. Review the summary.

• If you need to make any changes, click Back.
• If the summary is correct, click Finish.

When you click Finish, the firewall is uploaded to your ESXi server.

Configure each Sidewinder, Virtual Appliance
Connect each virtual firewall to the appropriate virtual networks and perform initial configuration.

Configure the network mappings
Associate the network adapters with the appropriate virtual networks.

1. In VMware vSphere Client, connect to your ESXi server.
2. If you have not already done so, create the virtual switches that the firewall will use and connect them to the

intended physical interfaces or VLAN interfaces. See Configure virtual networking.
3. In the left pane, select the firewall that you want to configure.
4. From the menu bar, select Inventory > Virtual Machine > Edit settings.

The Virtual Machine Properties window appears.
5. Map each firewall network adapter to the appropriate virtual network.

1. Select the network adapter you want to configure.

Table 2: Network adapters

Virtual machine hardware device Firewall NIC Default zone

Network Adapter 1 em0 external

Network Adapter 2 em1 internal

Network Adapter 3–10 em2–em9 administrator configured

2. Make sure the Connected and Connect at power on options are selected.
3. From the Network label drop-down list, select the appropriate port group.

Note:  The port group you select for Network Adapter 1 must provide Internet
connectivity to allow the firewall to maintain a current license.

6. When you have configured all of the network adapters, click OK.

Related tasks
Configure virtual networking on page 7
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Prepare the virtual network by creating an isolated port group and a new virtual network connection.

Create the initial configuration
Determine a method for creating the initial configuration — the Quick Start Program in the VMware vSphere
Client or using the Admin Console and the default factory settings.

Note:  Default configuration settings are only available for version 8.3.0 and later.

 Use the Quick Start Program
You can complete the initial configuration by accessing the command line in the VMware vSphere Client.

Note:  Sidewinder, Virtual Appliance version 8.3.0 and later supports using a serial cable to apply
the Quick Start Wizard configuration. If the virtual appliance and Windows client are on the same
vSphere client, you can create a virtual serial connection.

1. In VMware vSphere Client, select the firewall that you want to configure.
2. Click the Getting Started tab, then click Power on this virtual machine.

The firewall starts.
3. Click the Console tab.

After startup is complete, the Sidewinder, Virtual Appliance Quick Start Program appears.
4. Click inside the console window, then press Enter.

The Software License Agreement appears.
5. Read the Software License Agreement.

Press C | Enter to advance the page. Continue until the text, Type Y to accept the license, N to decline the
license, or R to redisplay the License, appears.

6. Press Y | Enter to accept the license.
7. Complete the Quick Start Program using the information in the following table. Press Enter after each entry.

Table 3: Quick Start Wizard responses

Prompt Entry

Serial number Enter the serial number found in your order confirmation email.

First Name through
License Comments

Enter your registration information.

Do you want the
system to be managed
by a Control Center
server and use Rapid
Deployment?

Press N.

Do you want the
system to have a
standard interface
setup or a transparent
(bridged) interface
setup?

Press S.

Note:  Sidewinder, Virtual Appliance does not support transparent
interfaces at this time.

Do you want the
system to initially allow
administrative services
only or administrative

• To allow administrative services only, press A.
• To allow administrative services and basic Internet services, press I.
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Prompt Entry
plus basic Internet
services?

Hostname Type a host name for the firewall. Example: vfirewall.example.com

Use DHCP for external
interface?

Press N.

Note:  Sidewinder, Virtual Appliance does not support DHCP on
the external interface at this time.

external IP Type an IP address that is appropriate for the network you mapped to Network
Adapter 1 in Configure network mappings.

external netmask Type a netmask that is appropriate for the external IP address you specified.

internal IP Type an IP address that is appropriate for the network you mapped to Network
Adapter 2 in Configure network mappings.

internal netmask Type a netmask that is appropriate for the internal IP address you specified
above.

external (internet) zone
name

• To use the default name (external), press Enter.
• To specify a custom name, type the name.

internal zone name • To use the default name (internal), press Enter.
• To specify a custom name, type the name.

Primary DNS IP Type the IP address of a DNS server that is reachable on the external zone.

Secondary DNS IP • If you do not want to specify a secondary DNS server, press Enter.
• To specify a secondary DNS server, type the IP address of the server.

Default route Type the IP address of the router that will handle packets destined for
addresses not in the firewall routing table.

Note:  The default route you specify must provide Internet
connectivity.

Internal mail host Type a host name for an internal email server. Example: smtp.example.com

Do you need an
additional route for
administrative or
Control Center access?

Press N.

Username Type a user name to create an administrative user.

Password Type a password for the administrative user.

Tip:  We recommend a minimum of eight total characters and a
mix of uppercase, lowercase, numeric, and special characters.

Administrator email
address

• If you do not want to specify an email address for the administrative account,
press Enter.

• To specify an email address for the administrative account, type the address.

A summary of your input appears.
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8. Press Enter. The text "Press 'E' to edit or 'A' to apply the configuration" appears.
9. Select one option:

• If you would like to make changes to the configuration, press E, then press Enter.
• If you are satisfied with the configuration summary, press A, then press Enter.

When you apply the configuration, the firewall uses your responses to perform its initial configuration. When
initial configuration is complete, the logon prompt appears.

 Use the Admin Console default settings
Sidewinder, Virtual Appliance includes default configuration settings that allow you to complete the configuration
from the Admin Console.

Note:  Default configuration settings are available only for version 8.3.0 and later.

1. In VMware vSphere Client, select the firewall to configure.
2. In the Getting Started tab, click Power on this virtual machine to start Sidewinder, Virtual Appliance.

Note:  When the appliance does not find a configuration file and there is no response at the
command line, the appliance loads the default settings.

3. If you want to designate the IP address and netmask of the internal interface, you must access the appliance
through the console.
1. Press Enter when the appliance searches for the configuration.
2. Press M for minimal configuration and follow the prompts

4. Connect the management computer to the same network as the firewall internal network.
5. Start the Admin Console by selecting Start > All Programs > Forcepoint > Sidewinder v8 Admin

Console > Admin Console.
Connect to the firewall internal IP address using these default settings:

• Host name — <MACaddress>_fwlocal.com, where <MACaddress> is the MAC address of the first
interface

• IP address — 192.168.1.250 (internal) or the IP address you specified for a minimal configuration,
192.168.2.250 (external)

• Username — admin
• Password — admin

Note:  For complete information about all default settings, see the Forcepoint Sidewinder
Product Guide.

6. Follow the prompts to change your password.

Tip:  Passwords must be at least eight alphanumeric characters long. We recommend using a
mix of uppercase, lowercase, numeric, and special characters.
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Set up administrative access
Install and configure the firewall Admin Console to connect to your firewall.

Install the Sidewinder Management Tools
The Sidewinder Admin Console is the graphical user interface application used to manage your firewall from a
Windows-based computer. The Admin Console is the primary user interface for the firewall.

Note:  The Windows-based computer on which you install the Admin Console must have
connectivity to the internal interface of your firewall.

Install the Admin Console on a Windows-based computer.

1. If you have not already done so, extract the .zip file you downloaded.
2. Double-click the Management Tools .exe file. The Welcome window appears.
3. Follow the on-screen instructions to complete the setup program. We recommend using the default settings.

Tip:  You should also install an SSH client on your computer. An SSH client can be used to
provide secure command line access to the firewall.

Related tasks
Download the software on page 11
You need to download the version 8.x files to the Windows-based computer you will use to administer the firewall.

Log on to the firewall using the Admin Console
Using the information you provided in the Quick Start Program, connect to your firewall and perform these steps.

1. From the computer on which you installed the Admin Console, select Start > All Programs > Forcepoint >
Sidewinder v8 Admin Console > Admin Console.

2. Add the firewall to the Admin Console tree.
1. On the toolbar, click New Firewall.

The Add Firewall window appears.
2. Enter the firewall name and IP address, then click Add.

3. Connect to your firewall.
1. In the left pane, select your firewall.
2. In the right pane, click Connect.

• If the Admin Console successfully connects to the firewall, a pop-up window appears with the firewall
certificate that will be used for all subsequent administrative connections.

• If a message appears stating "Failed to connect to SSL server," the firewall might not have finished
restarting. Try connecting again in a few minutes.

4. [Initial connection only] Accept the firewall certificate or verify it before accepting it.

• Accept — To accept the certificate, click Yes. The Login window appears.
• Verify — To verify the certificate before accepting it, record the fingerprint in the pop-up window, then

perform step 5.
5. [Optional] To verify the firewall certificate, obtain the certificate fingerprint from the command line interface.

1. Using the command line, log on to the firewall.
2. Type srole to change to the Admin domain.



Set up administrative access  | 17

3. Enter the following command:
cf cert view fw name=Default_SSL_Cert

The contents of the certificate appear.
4. Beneath the END CERTIFICATE identifier, locate the certificate fingerprint.
5. Compare the certificate fingerprint to the fingerprint you recorded in step 4. If the fingerprints match,

connect to the firewall again and accept the certificate.
6. Type the administrator user name, then click OK.
7. Type the password, then click Enter.

A Feature Notification window appears listing the features that are licensed on your firewall.
8. Click Close.

You are connected to your firewall.

License the firewall
The firewall license is automatically activated after the configuration is applied. If your license was not auto-
activated, the firewall will operate for 30 days with a trial license.

Note:  The firewall must have Internet access to activate its license.

Verify license activation
Verify that the firewall license is activated.

1. In the Admin Console, select Maintenance > License. The License window appears.
2. Click the Firewall tab.
3. Examine the Activation Key field to determine if the firewall license is activated.

• If the field is populated with a key, the firewall license is activated.
• If the field is blank, the firewall license did not automatically activate. Manually activate the firewall license

to prevent it from expiring after the trial period ends.

Manually activate the license
Use the serial number and fill in the details to activate your firewall license.

Locate the serial number for your firewall. The serial number is in your order confirmation email.

1. In the Admin Console, select Maintenance > License.
The License window appears.

2. Click the Contact tab, then enter your company contact information.
3. Click the Company tab, then enter your company information.
4. Click the Firewall tab, then enter the firewall information:

1. In the Serial Number field, type the 16-digit alphanumeric serial number for this firewall.
2. In the System ID field, accept the default.

Note:  Do not change the System ID unless instructed by Forcepoint support.

5. Click Activate firewall. The firewall uses an encrypted HTTPS session to send the license information to the
licensing website.

https://support.forcepoint.com
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If the data is complete, the request is granted and a new activation key appears in the Activation Key field.
The Current Features list updates with the new license information.

Your firewall software and any features you licensed are activated.

Perform post-setup tasks
Consider these post-setup tasks; see the Forcepoint Sidewinder Product Guide.

1. Make sure your firewall is current.

• Set the date and time.
• Check for software updates and patches.
• Check for signature updates.

2. Complete the network setup.

• Configure static and dynamic routing.
• Make any DNS configuration changes required by your network.

3. Configure your firewall policy.

• Set up accounts for other administrators.
• Configure access control rules to allow network traffic through the firewall.
• Configure SSL rules to inspect SSL traffic.
• Configure McAfee® Logon Collector or an external authentication server to validate user identity.

4. Create a configuration backup.
5. Deploy the companion products in your network.

The following products integrate with Sidewinder to provide additional functionality:

• Forcepoint Sidewinder Control Center
• ePolicy Orchestrator Extension for Forcepoint Sidewinder
• McAfee Logon Collector

For more information, see Using Firewall Enterprise with other McAfee products at https://support.forcepoint.com.

https://support.forcepoint.com
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Re-installing the firewall
To re-image your Sidewinder, Virtual Appliance, you must first delete it from your ESXi server, then import a new
Sidewinder, Virtual Appliance to replace it.

Note:  To re-install your Sidewinder, Virtual Appliance, you will need the Sidewinder, Virtual
Appliance .zip file you downloaded previously.

Re-install your firewall
You can re-install a firewall using one of these methods.

Delete the existing firewall
Turn off and delete the firewall.

1. Connect to your ESXi server using the VMware vSphere Client.
2. Click the Virtual Machines tab.
3. If the firewall that you want to delete is currently running, turn it off.

1. Select the firewall.
2. From the menu bar, select Inventory > Virtual Machine > Power > Power Off.
3. Click Yes to confirm.

4. Delete the firewall.
1. Select the firewall.
2. From the menu bar, select Inventory > Virtual Machine > Delete from Disk. A confirmation window

appears.
3. Click Yes. The firewall is deleted.

Import a new firewall
Import and configure a new firewall.

1. Locate or re-download the Sidewinder, Virtual Appliance .zip file.
2. Extract the .zip file.
3. On your ESXi server, import the firewall.
4. Configure network mappings for the firewall.
5. Perform initial firewall configuration.

Related concepts
Setting up the firewall on page 11
Load and configure your Sidewinder, Virtual Appliance.
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