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About this release
This document contains important information about the current release. We strongly recommend that
you read the entire document.

McAfee
®

 Firewall Enterprise version 7.0.1.03H11 resolves issues present in the previous release.

Supported firewall types
Firewall Enterprise supports these firewall types.

• McAfee® Firewall Enterprise appliances

• McAfee® Firewall Enterprise, Virtual Appliance

Compatible McAfee products
Firewall Enterprise is compatible with McAfee® Firewall Enterprise Control Center.

For more information about McAfee firewall products and versions that Firewall Enterprise supports,
see KnowledgeBase article KB67462.

Requirements
Before you install this version, make sure the Admin Console and Firewall Enterprise requirements are
met. For more information, see the Firewall Enterprise Release Notes, version 7.0.1.03.
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Resolved issues
These issues are resolved in this release of the product. For a list of issues fixed in earlier releases,
see the Release Notes for the specific release.

Admin Console

Corrects a traceback on the Dashboard Interface Status (1020875)

Certificates

Enables the deletion of system certificates (1025584)

Common Vulnerabilities and Exposures (CVEs)

BIND

• Imports a fix to resolve CVE-2015-1349; see KB83603 (1041784)

• Addresses CVE-2014-8500; see KB83603 (1027150)

FTP — Imports a fix for CVE-2014-8517, FreeBSD-SA-14:26.ftp; see KB83424 (1023258)

Kernel and Type Enforcement Database — Imports a fix for CVE-2014-8476,
FreeBSD-SA-14:25.setlogin; see KB83656 (1023233)

Net-snmp — Imports a fix for CVE-2014-3565; see KB83656 (1014252)

NTPD — Addresses FreeBSD Security Advisory FreeBSD-SA-14:31.ntp (CVE-2014-9293,
CVE-2014-9294, CVE-2014-9295, CVE-2014-9296); see KB83701 (1030640)

OpenSSL

• Addresses CVE-2015-0204 and CVE-2014-3570; Not vulnerable to CVE-2014-3572 and
CVE-2014-8275, imports fixes for maintenance purposes; see KB83799 (1034289)

• Adds support for SSL 3.0 Fallback protection (TLS_FALLBACK_SCSV) to mitigate CVE-2014-3566
(aka POODLE); see KB83237 (1016333)

Python — Imports a fix for CVE-2014-7185; see KB83656 (1014254)

FTP proxy

Corrects a virus scanning issue for large files by immediately sending FTP keepalives to the client
(1026555)

Kernel and Type Enforcement Database

Restricts read-only administrators from editing the routing table (1025496)

Patch management

Improves the system response to package validation when prerequisite information is not in the
expected format (1034287)
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Installation instructions
To bring your firewall to version 7.0.1.03H11, follow the patch installation process appropriate for your
environment.

Before you begin
The firewall must be at version 7.0.1.03.

• Standalone or HA cluster — See the McAfee Firewall Enterprise Administration Guide, version
7.0.1.03.

• Control Center-managed firewall or HA cluster — See the McAfee Firewall Enterprise Control
Center Release Notes and McAfee Firewall Enterprise Control Center Product Guide.

If your firewall is managed by Control Center, it must be at version 5.1.2 or later to manage
firewalls at version 7.0.1.03H11.

Known issues
For a list of known issues in this product release, see this McAfee KnowledgeBase article: KB71899.

Find product documentation
After a product is released, information about the product is entered into the McAfee online Knowledge
Center.

Task
1 Go to the Knowledge Center tab of the McAfee ServicePortal at http://support.mcafee.com.

2 In the Knowledge Base pane, click a content source:

• Product Documentation to find user documentation

• Technical Articles to find KnowledgeBase articles

3 Select Do not clear my filters.

4 Enter a product, select a version, then click Search to display a list of documents.

Product documentation
Every McAfee product has a comprehensive set of documentation.

McAfee Firewall Enterprise documentation includes:

Typical documents

• McAfee Firewall Enterprise Product Guide

• McAfee Firewall Enterprise Release Notes

• McAfee Firewall Enterprise ePolicy Orchestrator Extension Integration Guide

• McAfee Firewall Enterprise Command Line Interface Reference Guide
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• Technical Note — Using McAfee Firewall Enterprise with Other McAfee products

• Application Note — Configuring Department of Defense Common Access Card Authentication on
McAfee Firewall Enterprise

Hardware

• McAfee Firewall Enterprise on Crossbeam X-Series Platforms Installation Guide

• McAfee Firewall Enterprise, Virtual Appliance Installation Guide

• McAfee Firewall Enterprise, Virtual Appliance Evaluation for Desktop Installation Guide

• McAfee Firewall Enterprise Quick Start Guide

• McAfee Firewall Enterprise Hardware Guide, models S4016, S5032, S6032, and S7032

• McAfee Firewall Enterprise Hardware Guide, models S1104, S2008, and S3008

Certification

• McAfee Firewall Enterprise Common Criteria Evaluated Configuration Guide

• McAfee Firewall Enterprise FIPS 140-2 Configuration Guide

• McAfee Firewall Enterprise FIPS 140-2 Level 2 Kit Installation Guide, S Models
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