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About this release

This document contains important information about the current release. We strongly recommend that
you read the entire document.

McAfee” Firewall Enterprise version 7.0.1.03H13 resolves issues present in the previous release.

Supported firewall types
Firewall Enterprise supports these firewall types.
e McAfee® Firewall Enterprise appliances

e McAfee® Firewall Enterprise, Virtual Appliance

Compatible McAfee products
Firewall Enterprise is compatible with McAfee® Firewall Enterprise Control Center.

For more information about McAfee firewall products and versions that Firewall Enterprise supports,
see KnowledgeBase article KB67462.

Requirements

Before you install this version, make sure that the Admin Console and Firewall Enterprise requirements
are met. For more information, see the Firewall Enterprise Release Notes, version 7.0.1.03.


https://kc.mcafee.com/corporate/index?page=content&id=KB67462

Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in earlier releases,
see the Release Notes for the specific release.

Authentication

Corrects an issue with intermittent authentication errors (1094546)

Common Vulnerabilities and Exposures (CVEs)
BIND
Imports a fix for CVE-2015-5722 and CVE-2015-5986 (1093681); see KB83603 for more information

Kernel

Imports a fix for CVE-2015-5675 (1092657); see KB85729 for more information

OpenSSH

Imports fixes for CVE-2015-6563 and CVE-2015-6564 (1094294); see KB85413 for more information
Sendmail

Blocks all SSLv2 and SSLv3 connections to sendmail — uses TLS instead to remediate CVE-2014-3566
(1075925); see KB83237 for more information

snmpd
Imports a fix for CVE-2015-5621 (1092659); see KB85743 for more information
XML Parser

Imports a fix for CVE-2015-12836 (1088435); see KB85907 for more information

OpenSSL

e Upgrades the firewall and Admin Console to OpenSSL version 1.0.1 and disables TLS1.1, TLS1.2,
and Elliptical Curve to maintain the same functionality as prior to 7.0.1.03H13 (1082154, 1101832)

e Imports vendor bug fixes for maintenance purposes (1093041)

Installation instructions

To bring your firewall to version 7.0.1.03H13, follow the patch installation process appropriate for your
environment.

Before you begin
The firewall must be at version 7.0.1.03.

¢ Standalone or HA cluster — See the McAfee Firewall Enterprise Administration Guide, version
7.0.1.03.

¢ Control Center-managed firewall or HA cluster — See the McAfee Firewall Enterprise Control
Center Release Notes and McAfee Firewall Enterprise Control Center Product Guide.

@ If your firewall is managed by Control Center, it must be at version 5.1.2 or later to manage
firewalls at version 7.0.1.03H13.


https://kc.mcafee.com/corporate/index?page=content&id=KB83603
https://kc.mcafee.com/corporate/index?page=content&id=KB85729
https://kc.mcafee.com/corporate/index?page=content&id=KB85413
https://kc.mcafee.com/corporate/index?page=content&id=KB83237
https://kc.mcafee.com/corporate/index?page=content&id=KB85743
https://kc.mcafee.com/corporate/index?page=content&id=KB85907

Known issues

For a list of known issues in this product release, see this McAfee KnowledgeBase article: KB71899.

Find product documentation

On the ServicePortal, you can find information about a released product, including product
documentation, technical articles, and more.

Task

1

2

3

Go to the ServicePortal at https://support.mcafee.com and click the Knowledge Center tab.
In the Knowledge Base pane under Content Source, click Product Documentation.

Select a product and version, then click Search to display a list of documents.

Product documentation
Every McAfee product has a comprehensive set of documentation.

McAfee Firewall Enterprise documentation includes:

Typical documents

McAfee Firewall Enterprise Product Guide

McAfee Firewall Enterprise Release Notes

McAfee Firewall Enterprise ePolicy Orchestrator Extension Integration Guide
McAfee Firewall Enterprise Command Line Interface Reference Guide

Technical Note — Using McAfee Firewall Enterprise with Other McAfee products

Application Note — Configuring Department of Defense Common Access Card Authentication on
McAfee Firewall Enterprise

Hardware

McAfee Firewall Enterprise on Crossbeam X-Series Platforms Installation Guide

McAfee Firewall Enterprise, Virtual Appliance Installation Guide

McAfee Firewall Enterprise, Virtual Appliance Evaluation for Desktop Installation Guide

McAfee Firewall Enterprise Quick Start Guide

McAfee Firewall Enterprise Hardware Guide, models S4016, 1402-C3, S5032, S6032, and S7032
McAfee Firewall Enterprise Hardware Guide, models S1104, S2008, and S3008

Certification

McAfee Firewall Enterprise Common Criteria Evaluated Configuration Guide
McAfee Firewall Enterprise FIPS 140-2 Configuration Guide
McAfee Firewall Enterprise FIPS 140-2 Level 2 Kit Installation Guide, S Models


https://kc.mcafee.com/corporate/index?page=content&id=KB71899
https://support.mcafee.com
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