
The McAfee Firewall Enterprise FIPS 140‑2 Level 2 Kit Installation Guide describes how to install
the FIPS 140‑2 Level 2 kit on Firewall Enterprise S model appliances.

Firewall Enterprise FIPS kit overview
McAfee® Firewall Enterprise (hereinafter Firewall Enterprise) needs to adhere to the physical
tamper‑evidence, software, and hardware requirements to be compliant with Federal Information
Processing Standard (FIPS) 140‑2 Level 2.

Firewall Enterprise and FIPS 140-2 Level 2 compliance
Software and hardware modifications are required to make a Firewall Enterprise appliance
compliant with FIPS 140‑2 Level 2.

• Hardware — The FIPS 140‑2 Level 2 kit (hereinafter FIPS kit) must be installed to meet the
physical tamper‑evidence requirement for FIPS 140‑2 Level 2 standards. This guide explains
the hardware modifications.

• Software — Software configuration changes must be made to enable FIPS 140‑2 validated
mode and ensure compliance. The following software components must be modified to meet
FIPS 140‑2 standards:

• System BIOS

• Firewall Enterprise software

These changes are described in the FIPS configuration guide that corresponds to the
software version you want to use:

• McAfee Firewall Enterprise FIPS 140‑2 Configuration Guide

• Secure Firewall (Sidewinder) FIPS 140‑2 Configuration Guide

Introduction to the FIPS kit
Install the FIPS kit to meet the physical tamper‑evidence requirement for FIPS 140‑2 Level 2
standards.

To obtain the FIPS kit, contact McAfee support.
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Model compatibility
This FIPS kit is compatible with several Firewall Enterprise appliance models.

• S1104 • S4016

• S2008 • S5032

• S3008 • S6032

Contents
The FIPS kit includes tamper‑evident seals that are used to indicate if components within the appliance
chassis have been physically accessed.

There are 14 numbered seals shipped with each kit. McAfee recommends that you keep the extra
seals in a safe place. The numbering of the seals is for your own tracking, McAfee does not keep a
record.

Modifying BIOS settings
You must modify the BIOS settings to meet the FIPS 140‑2 requirements.

Enter your firewall's System Setup program to address these FIPS 140‑2 requirements:

• Firewall Enterprise must start up only from the FIPS‑enabled hard drive. All other bootable devices
must be disabled.

• Unauthorized users are not allowed to enter the System Setup program. You must create a
password that is used each time an administrator enters the System Setup program.

• The power button is not accessible. You must change the AC Power Recovery setting.

Modify BIOS settings for a model S1104 appliance
Modify the BIOS settings to comply with the requirements.

Task
1 Connect a monitor and keyboard to the firewall.

2 Turn on or restart the firewall.

3 When Press <DEL> or <F2> to enter setup appears in the upper right corner of the screen,
press F2. The BIOS window appears.

4 Load the optimized default settings.

a Press F3.

b At the prompt, select Yes, then press Enter.

5 Configure a BIOS password to prevent the firewall from booting from other devices.

a Use the arrow keys to select the Security menu.

b Select Administrator Password, then press Enter.

c Enter a password and a confirmation, then press Enter.
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6 Set the power restore option.

a Use the arrow keys to select the Chipset menu.

b Select Southbridge, then press Enter.

c Select Restore AC Power Loss, then press Enter.

d Select Power On, then press Enter.

7 Save the changes and exit the BIOS.

a Press F4.

b Press Enter.

The firewall finishes starting up.

Modify BIOS settings for a model S2008, S3008, S4016, S5032,
or S6032 appliance
Modify the BIOS settings to comply with the requirements.

Task
1 Connect a monitor and keyboard to the firewall.

2 Turn on or restart the firewall.

3 When Press <F2> to enter setup appears in the upper right corner of the screen, press F2. The
BIOS window appears.

4 Load the optimized default settings.

a Press F9.

b At the prompt, select Yes, then press Enter.

5 Configure a BIOS password to prevent the firewall from booting from other devices.

a Use the arrow keys to select the Security menu.

b Select Set Administrator Password, then press Enter.

c Enter a password and a confirmation, then press Enter.

6 Set the power restore option.

a Use the arrow keys to select the Server Management menu.

b Select Resume on AC Power Loss, then press Enter.

c Select Reset, then press Enter.

7 Save the changes and exit the BIOS.

a Press F10.

b At the prompt, select Yes, then press Enter. The firewall finishes starting up.
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Install the FIPS kit
You need to configure the appliance for FIPS mode and apply tamper‑evident seals to make sure all
hardware is compliant with FIPS 140‑2 standards.

Before you begin

You must download the FIPS configuration guide for the software version you are using and follow the
instructions to configure the appliance for FIPS mode..

1 Go to the McAfee Technical Support ServicePortal at mysupport.mcafee.com.

2 Under Self Service, click Product Documentation.

3 Select the appropriate product and version.

4 Download the appropriate FIPS configuration guide:

• McAfee Firewall Enterprise FIPS 140‑2 Configuration Guide

• Secure Firewall (Sidewinder) FIPS 140‑2 Configuration Guide

The configuration guide specifies when to install the FIPS kit.

Install the kit on an S1104 appliance
Apply tamper‑evident seals to meet the physical tamper‑evidence requirement for FIPS 140‑2 Level 2
standards.

Task
1 On the top of the appliance, locate the two screws along the back edge of the cover.

2 Place a tamper‑evident seal over each screw.

Figure 1  Top view of model S1104
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Install the kit on an S2008 or S3008 appliance
Apply tamper‑evident seals to meet the physical tamper‑evidence requirement for FIPS 140‑2 Level 2
standards.

Task
1 Locate the area highlighted in the illustration.

Figure 2  Top view of model S2008 and S3008

2 Place a seal on the seam where the cover meets the front of the appliance.

Install the kit on an S4016 appliance
Apply tamper‑evident seals to meet the physical tamper‑evidence requirement for FIPS 140‑2 Level 2
standards. A total of six tamper‑evident seals must be applied.

Task
1 On the top of the appliance, place a seal where the cover meets the removable panel on the

chassis.

Figure 3  Top view of model S4016
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2 On the front of the appliance, three seals must be placed over removable components.

a Place a seal over both hard drives, covering the seam where the hard drives meet the chassis.

b Place a seal over each of the two removable covers, covering the seam where the covers meet
the chassis.

Figure 4  Front view of model S4016

3 On the rear of the appliance, place a seal on the seam where each of the two power supplies meets
the chassis.

Figure 5  Rear view of model S4016
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Install the kit on an S5032 or S6032 appliance
Apply tamper‑evident seals to meet the physical tamper‑evidence requirement for FIPS 140‑2 Level 2
standards. A total of thirteen tamper‑evident seals must be applied.

Task
1 On the top of the appliance, two seals must be placed over removable components.

a Place a seal on the seam where the front cover meets the chassis.

b Place a seal on the seam where the removable top panel meets the chassis.

Figure 6  Top view of model S5032 and S6032

2 On the front of the appliance, eight seals must be placed over removable components.

a Place a seal over each of the three pairs of removable hard drives, covering the seam where the
hard drives meet the chassis.

b Place a seal over each of the five removable covers, covering the seam where the covers meet
the chassis.

Figure 7  Front view of model S5032 and S6032
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3 On the rear of the appliance, place a seal on the seam where each of the two power supplies meets
the chassis.

Figure 8  Rear view of model S5032 and S6032

4 On the bottom of the appliance, place a seal on the seam where the bottom cover meets the
chassis.

Figure 9  Bottom view of model S5032 and S6032
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