Release Notes for
Websense Endpoint v7.7.3.1629

Topic 43016 | Updated 02-Apr-2013

Applies To: & Websense Web Filter, Web Security, Web Security
Gateway, and Web Security Gateway Anywhere

o Websense Data Security

Version 7.7.3.1629 is a Websense Endpoint Package release that introduces expanded
support for Windows 8 clients for all Websense endpoint clients: Web Endpoint,
Remote Filtering Client, and Data Endpoint.

Websense endpoint clients built with the Websense Endpoint Package Builder can
now monitor browsing and most Windows Store applications from the new tiled user
interface, as well as from the desktop.

Before installing Websense Endpoint v7.7.3.1629, consider the following:

& Websense Endpoint v7.7.3.1629 is designed for Windows 8 deployments only.

o Customers with Mac or Linux endpoints should generate endpoint packages using
v7.7.3.

General features

You can install endpoint software on Windows 8§ client machines.

Data Endpoint can monitor operations on Windows 8 desktop and Windows Store
applications (with the exception of Windows Store Mail for the endpoint email
destination channel).

& Websense endpoints supports Internet Explorer 10 touch mode. For Data
Endpoint, this applies to the endpoint HTTP/S destination channel.

o Websense endpoints support Firefox 18. For Data Endpoint, this applies to the
endpoint HTTP/S destination channel.
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Web Endpoint considerations

If you are using Websense Web Endpoint, note that the updated endpoint package is
not available from the Settings > Hybrid Configuration > Hybrid User Identification
page at this time. To use the features in this update, manually create a new endpoint
package with the Websense Endpoint Package Builder.

Endpoint backward compatibility

Topic 43017 | Updated 02-Apr-2013

Applies To: o Websense Web Filter, Web Security, Web Security
Gateway, and Web Security Gateway Anywhere

o Websense Data Security

All Websense endpoints v7.7.3.1629 can work with TRITON management
components v7.7.0 - 7.7.3. Data Endpoint does not work with v7.6.x or earlier
management components.

@ Important
o

If you deploy Web and Data Endpoint packages, all
TRITON management components must be v7.7.0 - 7.7.3
to comply with Data Endpoint requirements.

Remote Filtering Client v7.7.3.1629 is compatible with Remote Filtering Server
versions 7.7.x, 7.6.x, and 7.5 X.

Websense Web Endpoint v7.7.3.1629 is compatible with v7.7.x hybrid service
components.
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Installation and upgrade

Topic 43018 | Updated 02-Apr-2013

Applies To: | ¢ Websense Web Filter, Web Security, Web Security
Gateway, and Web Security Gateway Anywhere

& Websense Data Security

1. For Data Endpoint, make sure you have a v7.7.3 TRITON management server
installed and functioning.

2. Download the new v7.7.3.1629 package builder from MyWebsense. The package
includes the following files:

s WebsenseEndpointPackageBuilder.exe
s EPA.msi (Data Security only)
»  EPA64.msi (Data Security only)

3. The v7.7.3.1629 Endpoint Package Builder is an independent executable file that
can be run on any Windows machine. As a best practice, however, to ensure that
you are using the latest files, remove your old Endpoint Package Builder files and
replace them with the new files, as follows:

s For Data Endpoint, backup and remove any existing files from the ...\client
folder where you installed Data Security: C:\Program Files or Program Files
(x86)\Websense\Data Security\client, by default.

When you’re done, copy all 3 files to this folder.

»  For Web Endpoint and Remote Filtering Client, backup and remove any
existing files from the ...\DTFAgent\RemoteFilteringAgentPack folder where
you installed Web Security: C:\Program Files or Program Files
(x86)\Websense\Web Security\DTFAgent\RemoteFilteringAgentPack, by
default.

Then, copy WebsenseEndpointPackageBuilder.exe to this folder.

m  For combined Web and Data Endpoint, backup and remove existing files in
both directories shown above. Then, copy all 3 files to the ...\Websense\Data
Security\client folder.

4. Run WebsenseEndpointPackageBuilder.exe to generate a new endpoint client
installation package.

5. Deploy the v7.7.3.1629 installation package to each endpoint client using one of
the following methods:

= Manually on each endpoint device

s Using System Center Configuration Manager (SCCM) or Systems
Management Server (SMS)
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= Using a Microsoft Group Policy Object (GPO) or other third-party
deployment tool for Windows

Q Important
o

On Windows 8 clients, Web Endpoint must be installed
from the Windows desktop view.

You do not need to uninstall earlier endpoint versions before installing
v7.7.3.1629.

‘/ Note
+ If you are upgrading an existing endpoint client on the
Windows machine, and the old client has an anti-tampering
password, you must provide the old password when you run
the new installation package. For example:

VebsenseEndpoi nt _32bi t. exe
/ v" XPSWD=<passwor d>"

+ If you are upgrading Web Endpoint and Data Endpoint
together, you must provide both the XPSWD and
WSCONTEXT arguments. For example:

VeebsenseEndpoi nt _64bi t. exe
[ v" XPSWD=<passwor d> WSCONTEXT=<t oken>"

6. Restart the endpoint software after installation is complete.
7. For Web endpoint or Remote Filtering Client, restart the operating system.
For more detailed information on completing the Websense Endpoint Package Builder

wizard and deploying endpoint software, see Installing and Deploying Websense
Endpoint Clients.

System requirements

Topic 43019 | Updated 02-Apr-2013

Applies To: | ¢ Websense Web Filter, Web Security, Web Security
Gateway, and Web Security Gateway Anywhere

& Websense Data Security

See the Deployment and Installation Center in the Websense Technical Library for
Web and Data Security system requirements.
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http://www.websense.com/content/support/library/deployctr/v77/dic_inst_depl_uep.aspx
http://www.websense.com/content/support/library/deployctr/v77/dic_inst_depl_uep.aspx
http://www.websense.com/content/support/library/deployctr/v77/dic_sys_req.aspx

Resolved and Known issues

Topic 43020 | Updated 02-Apr-2013

Applies To: | ¢ Websense Web Filter, Web Security, Web Security
Gateway, and Web Security Gateway Anywhere

& Websense Data Security

A list of known issues is available in the Websense Technical Library. You must log
on to MyWebsense to view the list.
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