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About this release

This document contains important information about the current release. We strongly recommend that you read
the entire document.

Forcepoint VPN Client is an end-user component for use with Forcepoint Next Generation Firewall (Forcepoint
NGFW). The Forcepoint VPN Client provides a secure remote connection to your organization's network. Strong
encryption prevents eavesdropping and modification of the traffic. The Forcepoint VPN Client provides easy and
secure remote access to private networks where Forcepoint NGFW is used as a VPN gateway.

System requirements

The Forcepoint VPN Client is compatible with several Microsoft Windows operating systems and needs a specific
software environment.

e Operating systems, 32-bit or 64-bit:
* Windows 10
*  Windows 8.1
*  Windows 7 with Service Pack 1
* Microsoft NET Framework 4.5

Build number and checksums

The build number for Forcepoint VPN Client 6.7.0 is 6700.

Use the checksums to make sure that the installation files downloaded correctly.
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*  Forcepoint-VPN-Client-6.7.0.6700.exe

SHA1SUM:
bb41bf06bf4e04d88e79245c001b8b8bedl ffabb

SHA256SUM:
£981dfdeb600b7994a45dfd4f2clb8bedf5£d075c4c35bc3967755ae69ee7£fad

* Forcepoint-VPN-Client-x64.msi

SHA1SUM:
bl7ea067327b9f65b31e05091d3a0d9%93a8b5a7£ff

SHA256SUM:
5976cf008dabe3dd5510cd7eef93d16a26259033¢c73a5a51729972525ed9¢c29¢c

* Forcepoint-VPN-Client-x86.msi

SHA1SUM:
065cbe900dd25afef5d91e85ac7ce88d625f1b66

SHA256SUM:
5p086af823b2103462a936ee33a1016b59%ececc925e6667£571¢c81d9cc0££895

Compatibility
Forcepoint VPN Client is recommended for use with these Forcepoint NGFW component versions.

Component Minimum compatible version Recommended version

Forcepoint NGFW Security 6.3.0 Latest 6.5.x maintenance version or
Management Center (SMC) higher
Forcepoint Next Generation 6.3.0 Latest 6.5.x maintenance version or
Firewall (Forcepoint NGFW) in the higher

Firewall/VPN role

Enhancements

This release of the product includes these enhancements.

Enhancements in Forcepoint VPN Client version 6.7.0

Geven  |Beskies ]

Enhanced certificate selection for The certificate selection for automated VPNs has been enhanced. The
automated VPNs distinguished name (DN) of the certificate issuer can be used to select the
certificate for authentication.
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Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in a previous release, see the
Release Notes for the specific release.

Pewbtn ey

In automated mode, the Local Machine Certificate does not work when the certificate hash is saved VPN-187
in lower case.

The connection fails the first time that a VPN Client connects to a VPN gateway that uses the Suite- VPN-247
B-GCM-128 VPN profile.

The VPN Client incorrectly sends multicast traffic through the SSL VPN tunnel. Log entries related VPN-306
to the multicast traffic are shown in log entries for the VPN gateway.

In some cases, the wrong cryptographic provider is selected for SHA-512 certificates. VPN-309
When you use an RSA certificate that uses the SHA-384 or SHA-512 signature algorithm from the VPN-313

Windows certificate store for IKEv1 negotiation, certificate-based authentication fails.

Local Machine Certificates do not work in interactive mode. VPN-386

Installation instructions

Install Forcepoint VPN Client 6.7.0 as instructed in the Forcepoint VPN Client Product Guide and Forcepoint VPN
Client User Guide.

Known issues

For a list of known issues in this product release, see Knowledge Base article 18064.

Find product documentation

On the Forcepoint support website, you can find information about a released product, including product
documentation, technical articles, and more.

You can get additional information and support for your product on the Forcepoint support website at
https://support.forcepoint.com. There, you can access product documentation, Knowledge Base articles,
downloads, cases, and contact information.

Product documentation

Every Forcepoint product has a comprehensive set of documentation.

*  Forcepoint VPN Client Product Guide for Windows



https://support.forcepoint.com/KBArticle?id=000018064
https://support.forcepoint.com
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e Forcepoint VPN Client User Guide for Windows
e Forcepoint Next Generation Firewall Product Guide
* Forcepoint Next Generation Firewall Installation Guide
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