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About this release

This document contains important information about the current release. We strongly recommend that you read
the entire document.

Forcepoint VPN Client, formerly known as Stonesoft VPN Client, is an end-user component for use with
Forcepoint Next Generation Firewall (Forcepoint NGFW). The Forcepoint VPN Client provides a secure remote
connection to your organization's network. Strong encryption prevents eavesdropping and modification of the
traffic. The Forcepoint VPN Client provides easy and secure remote access to private networks where Forcepoint
NGFW is used as a VPN gateway.

System requirements

The Forcepoint VPN Client is compatible with several Microsoft Windows operating systems and needs a specific
software environment.

* Operating systems, 32-bit or 64-bit:
* Windows 10
*  Windows 8.1
*  Windows 7 with Service Pack 1
* Microsoft NET Framework 4.5

Build number and checksums

The build number for Forcepoint VPN Client 6.6.0 is 6605.

Use the checksums to make sure that the installation files downloaded correctly.
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*  Forcepoint-VPN-Client-6.6.0.6605.exe

SHA1SUM:
54d93138bf1lb2£f9£3e80c798cdcf6b5051ccc0f2

SHA256SUM:
70e8c1£0983£f147d578ee2fa7ddblc524ded354f194bealdcaf5c52bd73cef84

* Forcepoint-VPN-Client-x64.msi

SHA1SUM:
4b5e02725bb78dc7c0bacf690705fd7b7cal34£3

SHA256SUM:
6ad458babd5def2780635cead4dd6c75db32538¢c3031£233b43e05¢cea%1e3050

* Forcepoint-VPN-Client-x86.msi

SHA1SUM:
09612e909033acaae0b4d59%alelebb43ce5b70d3

SHA256SUM:
e6d1b3940fadd82aa48e3f9c01fbd70dedcfd8572d3969b0adl4c592bb5c08£8

Compatibility
Forcepoint VPN Client is recommended for use with these Forcepoint NGFW component versions.

Component Minimum compatible version Recommended version

Forcepoint NGFW Security 6.3.0 Latest 6.4.x maintenance version or
Management Center (SMC) newer
Forcepoint Next Generation 6.3.0 Latest 6.3.x maintenance version or
Firewall (Forcepoint NGFW) in the newer

Firewall/VPN role

Enhancements

This release of the product includes these enhancements.

Enhancements in Forcepoint VPN Client version 6.6.0

Geven  |Beskies ]

Rebranding The name of the product has been changed to Forcepoint VPN Client.
The user interface has been updated to reflect the new brand.
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Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in a previous release, see the
Release Notes for the specific release.

Pewbtn ey

The VPN Client fails to authenticate with IKEv1 when only 3DES is selected as a cipher algorithm in VPN-219
a VPN Profile, such as the VPN-A Suite VPN Profile.

If the certificate for certificate-based authentication is signed by an external ECDSA certificate VPN-237
authority, certificate-based authentication fails.

When the NGFW Engine is in FIPS-compatible operating mode, the VPN Client cannot verify the VPN-253
SHA-2 signature used by the NGFW Engine.

When RSA is used with certificate-based authentication, the VPN Client uses an SHA-1 signature VPN-254
even though the certificate uses SHA-2.

When certificate-based authentication is used, the VPN Client checks all available certificates in the VPN-257
certificate store. If the VPN Client finds a certificate without a SubjectName, the VPN Client stops
working.

Installation instructions

Install Forcepoint VPN Client 6.6.0 as instructed in the Forcepoint VPN Client Product Guide and Forcepoint VPN
Client User Guide.

Known issues

For a list of known issues in this product release, see Knowledge Base article 16878.

Find product documentation

On the Forcepoint support website, you can find information about a released product, including product
documentation, technical articles, and more.

You can get additional information and support for your product on the Forcepoint support website at
https://support.forcepoint.com. There, you can access product documentation, Knowledge Base articles,
downloads, cases, and contact information.

Product documentation

Every Forcepoint product has a comprehensive set of documentation.

*  Forcepoint VPN Client Product Guide for Windows



https://support.forcepoint.com/KBArticle?id=000016878
https://support.forcepoint.com
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e Forcepoint VPN Client User Guide for Windows
e Forcepoint Next Generation Firewall Product Guide
* Forcepoint Next Generation Firewall Installation Guide
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