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About this release

This document contains important information about the current release. We strongly recommend that you read
the entire document.

Stonesoft® VPN Client for Windows is an end-user component for use with Stonesoft® Next Generation Firewall
by Forcepoint (Stonesoft NGFW). The Stonesoft VPN Client provides a secure remote connection to your
company network. Strong encryption prevents eavesdropping and modification of the traffic. The Stonesoft VPN
Client provides easy and secure remote access to private networks where Stonesoft NGFW is used as a VPN
gateway.

System requirements

The Stonesoft VPN Client is compatible with several Microsoft Windows operating systems and needs a specific
software environment.

* Use any of these operating systems, 32-bit or 64-bit:

*  Windows 10

*  Windows 8.1

*  Windows 7 with Service Pack 1
* Microsoft .NET Framework 4.5

Build version

The Stonesoft VPN Client 6.0.0 for Windows build version is 3003.

Product binary checksums

Use the checksums to make sure that the installation files downloaded correctly.

Stonesoft-VPN-Client-6.0.0.3003.exe

SHA1SUM:

5717d26e2c7bbc2dda5670a7a30976ccd5370141

SHA256SUM:
£c039a898cf84300£1a23£f537025bfc36eede0d36£f£f75e1201ee8b12d819e06f

Stonesoft-VPN-Client-x64.msi

SHA1SUM:

01fa23d5c7dc2a%9e86e3c2923454cfd8cba7ebll

SHA256SUM:
9387fd03e5a4a22d1e01269bb22f2ad4albaecf6c68c5121e136d0a60a286d69d

Stonesoft-VPN-Client-x86.msi

SHA1SUM:

a8ec401efdf6c859e688267£5f7£fc29%9aa344d323

SHA256SUM:
23dee6090f4£46bd059ffbefc08e5b1d4df18451ad42ecO0cf67c524bl6ale7bf9
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Compatibility

Stonesoft VPN Client is recommended for use with these Stonesoft NGFW component versions.

Component Minimum compatible version Recommended version

Stonesoft® Management Center 5.8.1 Latest 5.10.x maintenance version
(SMC) (formerly known as McAfee® or newer

Security Management Center)

Stonesoft Next Generation Firewall | 5.8.1 Latest 5.10.x maintenance version
(Stonesoft NGFW) in the Firewall/ or newer

VPN role (formerly known as
McAfee® Next Generation Firewall)
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New features

This release of the product includes these new features.

Rebranding

Stonesoft Next Generation Firewall (Stonesoft NGFW) is now part of Forcepoint. The look and feel of the
Stonesoft VPN Client has been updated to reflect the Forcepoint brand.

Support for IPv6 addresses

Stonesoft VPN Client for Windows now supports IPsec connections to IPv6 tunnel endpoints. The traffic inside
the tunnel is IPv4 traffic. SSL VPN tunnels do not use IPv6 addresses as endpoints.
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Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in earlier releases, see the
Release Notes for the specific release.

Description Issue number

The installation of the client application can fail because the needed privileges are not 125607
correctly elevated.
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Installation instructions

For information about installing or upgrading the Stonesoft VPN Client, see the Stonesoft VPN Client Product
Guide and Stonesoft VPN Client User Guide.

Before upgrading your Windows operating system to Windows 10, uninstall the existing Stonesoft VPN Client. On
Windows 10, use the latest version of the Stonesoft VPN Client (6.0).

Installation instructions | 7



Known issues

For a list of known issues in this product release, see this KnowledgeBase article: KB87318.
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https://kc.mcafee.com/corporate/index?page=content&id=KB87318

Find product documentation

On the ServicePortal, you can find information about a released product, including product documentation,
technical articles, and more.

1. Go to the ServicePortal at https://support.mcafee.com and click the Knowledge Center tab.
2. Inthe Knowledge Base pane under Content Source, click Product Documentation.
3. Select a product and version, then click Search to display a list of documents.

Product documentation

Every Forcepoint product has a comprehensive set of documentation.

» Stonesoft VPN Client User Guide for Windows

» Stonesoft VPN Client Product Guide for Windows

» Stonesoft Next Generation Firewall Product Guide

» Stonesoft Next Generation Firewall Installation Guide

Copyright © 1996 - 2016 Forcepoint LLC
Forcepoint™ is a trademark of Forcepoint LLC.
SureView®, ThreatSeeker®, TRITON®, Sidewinder® and Stonesoft® are registered trademarks of Forcepoint LLC.
Raytheon is a registered trademark of Raytheon Company.
All other trademarks and registered trademarks are property of their respective owners.
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