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About this release

This document contains important information about the current release. We strongly recommend that
you read the entire document.

McAfee” VPN Client for Mac is an end-user component for use with the McAfee’ Next Generation
Firewall (McAfee NGFW) solution. McAfee VPN Client provides a secure remote connection to your
company network. Strong encryption prevents eavesdropping and modification of the traffic. McAfee
VPN Client enables easy and secure remote access to private networks where McAfee NGFW is used as
a VPN gateway.

@ McAfee VPN Client uses the SSL protocol only and by default uses port 443.



System requirements

McAfee VPN Client is compatible with OS X version 10.10 (Yosemite).

Build version

McAfee VPN Client build version is 1.0.1.1011.

Product binary checksums

Use the checksums to make sure that the installation files downloaded correctly.

VPNClient-1.0.1.1011.dmg

MD5SUM:

9b07381d15a4e48da92a5645b700b£f75
SHA1SUM:
83a299dd2d00ec1d91ae2c056601d8893b14d3197

Compatibility

McAfee VPN Client is recommended to be used with the following McAfee Next Generation Firewall

component versions.

Component

Minimum compatible
version

Recommended version

McAfee Security Management Center 5.8.1 Latest 5.9.x version or newer
(SMQC)
McAfee NGFW in the Firewall/VPN role 5.8.1 Latest 5.9.x version or newer

Enhancements

This release of the product includes these enhancements.

Domain name and search domain configured via DHCP

Remote users can now use all DNS domain names from the internal networks. The SSL VPN passes
the DHCP domain and domain search information to the VPN Client.

SHA-256 fingerprint shown by client

The VPN Client now displays the SHA-256 fingerprint of the gateway certificate when connecting for
the first time. Using the SHA-256 fingerprint improves the security of connections because the SHA
algorithm is stronger than the previously used MD5 algorithm.

Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in earlier releases,

see the Release Notes for the specific release

e OpenSSL version used by the VPN client has been updated to 1.0.2d to address issues present in

previous versions. (119993)




Installation instructions

For information about installing or upgrading McAfee VPN Client, see McAfee Next Generation Firewall
VPN Client User Guide for Mac.

Known issues

For a list of known issues in this product release, see this McAfee KnowledgeBase article: KB84811.

Find product documentation

On the ServicePortal, you can find information about a released product, including product
documentation, technical articles, and more.

Task
1 Go to the ServicePortal at https://support.mcafee.com and click the Knowledge Center tab.

2 In the Knowledge Base pane under Content Source, click Product Documentation.

3 Select a product and version, then click Search to display a list of documents.

Product documentation
Every McAfee product has a comprehensive set of documentation.

e McAfee Next Generation Firewall VPN Client User Guide for Mac
o McAfee Next Generation Firewall Product Guide

o McAfee Next Generation Firewall Installation Guide
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