B

FORCEPOINT

NGFW Security
Management Center
Appliance

Release Notes



Forcepoint NGFW Security Management Center Appliance 6.3.6 | Release Notes

About this release on page 2

Build version on page 2

System requirements on virtualization platforms on page 3
Compatibility on page 3

New features on page 4

Enhancements on page 5

Resolved issues on page 8

Installation instructions on page 9

Known issues on page 11

Find product documentation on page 11

About this release

This document contains important information about this software release for the Forcepoint NGFW Security
Management Center Appliance (SMC Appliance).

We strongly recommend that you read the entire document.

The SMC Appliance ships with pre-installed Forcepoint NGFW Security Management Center (SMC) software.
The pre-installed SMC includes a Management Server and a Log Server. You can alternatively install the SMC
Appliance software on a virtualization platform.

E Note: The SMC Appliance does not support high-availability for the Management Server or the
d Log Server.

Build version

SMC 6.3.6 build version is 10447.
This release contains Dynamic Update package 1057.
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Product binary checksums

Use the checksums to make sure that the files downloaded correctly.
* 6.3.6U001.sap

SHA1SUM:
ad48995fdl1a33cf5ef468c08d2022842bc8elal’

SHA256SUM:
57d6b5b1247e9c2016cd0a042435456486e04bc5016051c852e37£3556e993bc

SHA512SUM:

4£00c7d3371867£d440684c0c411beb5b
95be73bedfb4b78c32129122a35¢c71c0
9a0f104572edff030808a2f4cc70915d
b21f48e41e443471d5c487d98b8e292d

System requirements on virtualization
platforms

We strongly recommend using a pre-installed SMC Appliance as the hardware solution. You can alternatively
install the SMC Appliance software on a virtualization platform.

The following requirements apply:

*  VMware ESXi version 6.0 or higher as the hypervisor

* 120 GB virtual disk minimum

* 8 GB RAM minimum

* At least one network interface

Note: The .iso installation file that is used to install the SMC Appliance software on a virtualization

platform is available only for major versions of the SMC Appliance. To install the maintenance
version, first install the .iso for the major version, then upgrade to the maintenance version.

(4

Compatibility

SMC 6.3 is compatible with the following component versions.

E Note: Some versions of Forcepoint NGFW might have reached end-of-life status. We recommend
" that you use a Long-Term Support version that is still supported. For more information about the
Forcepoint NGFW lifecycle policy, see Knowledge Base article 10192.

SMC 6.3 can manage all compatible Forcepoint NGFW engine versions up to and including version 6.3.

* Forcepoint™ Next Generation Firewall (Forcepoint NGFW) 6.2 and 6.3

* Stonesoft® Next Generation Firewall by Forcepoint (Stonesoft NGFW) 6.0 and 6.1
* McAfee® Next Generation Firewall (McAfee NGFW) 5.7, 5.8, 5.9, and 5.10

« Stonesoft Firewall/VPN Express 5.5



https://support.forcepoint.com/KBArticle?id=Next-Generation-Firewall-Lifecycle-policy
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*  McAfee® ePolicy Orchestrator® (McAfee ePO™) 5.0.1 and 5.1.1
* McAfee® Enterprise Security Manager (McAfee ESM) 9.2.0 and later (9.1.0 CEF only)

New features

This release of the product includes these new features. For more information and configuration instructions, see
the Forcepoint Next Generation Firewall Product Guide and the Forcepoint Next Generation Firewall Installation
Guide.

Support for Forcepoint Endpoint Context Agent

Support for Forcepoint Endpoint Context Agent (ECA) allows you to use endpoint information in the Forcepoint
NGFW policy to control access, identify users, and log their actions. ECA is a Windows client application that
provides endpoint information to the NGFW Engine. ECA is a replacement for McAfee Endpoint Intelligence
Agent (McAfee EIA).

CAUTION: If McAfee Endpoint Intelligence Agent (McAfee EIA) is configured on the NGFW
Engine when you upgrade to version 6.3 or later, the NGFW Engine node is returned to the
initial configuration state and stops processing traffic. You must remove the McAfee Endpoint
Intelligence Agent (McAfee EIA) configuration and refresh the policy before you upgrade to
version 6.3 or later. For more information, see Knowledge Base article 14093.

Multi-Layer Deployment for NGFW Engines in the Firewall/
VPN role

Multi-layer deployment is now supported for NGFW Engines in the Firewall/\VPN role. In multi-layer deployment,
NGFW Engines in the Firewall/VVPN role have both layer 2 physical interfaces and layer 3 physical interfaces. The
same NGFW Engine can now provide the features of the Firewall/VPN role, as well as the inspection features of
the IPS and Layer 2 Firewall roles.

Route-based VPN improvements

The user interface for configuring a route-based VPN has been improved. Instead of configuring a single Route-
Based VPN element, you can create individual Route-Based VPN Tunnel elements. The route-based VPN
tunnels can be used in Administrative Domains other than the Shared Domain.

Improvements in Forcepoint Advanced Malware Detection

In addition to the cloud sandbox, Forcepoint Advanced Malware Detection now also supports on-premises local
sandboxes. Other improvements include the following:

*  The NGFW Engine can now delay file transfers until the results of the sandbox scan are received.
*  The NGFW Engine now separately requests a file reputation for each file in .zip archives.

* The reporting tools in the external portal have been improved, and it is easier to access reports in the external
portal from the Management Client.



https://support.forcepoint.com/KBArticle?id=000014093
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NGFW on Azure and Hyper-V

You can now deploy NGFW Engines in the Microsoft Azure cloud to provide VPN connectivity, access control,
and inspection for services in the Microsoft Azure cloud. The Microsoft Hyper-V virtualization platform on
Windows 2012 and 2016 servers is now also supported for NGFW deployment on a virtualization platform in a
private cloud. Only NGFW Engines in the Firewall/VPN role are supported in the Microsoft Azure cloud and on
the Microsoft Hyper-V virtualization platform.

Support for Forcepoint User ID Service

Forcepoint User ID Service collects information about users, groups, and IP addresses from Windows Active
Directory (AD) servers and AD domains. You can use the information from the Forcepoint User ID Service in the
Forcepoint NGFW policy to identify users and control access.

Support for HTTPS in Sidewinder HTTP Proxy

The Sidewinder HTTP Proxy can now provide decryption, inspection, protocol validation, certificate validation,
and certificate revocation checking for the HTTPS protocol.

Enhancements

This release of the product includes these enhancements.

Enhancements in SMC version 6.3.0

N

New commands for SMC | The following new subcommands of the smca-system command have been added:
Appliance

* snta-system seri al - nunber — Shows the hardware serial number for the
SMC Appliance.

* snta-system fingerprint — Shows the fingerprint for the CA used by the
Management Client.

Second interface on the You can now configure a second interface on the SMC Appliance when you install
SMC Appliance the appliance.

Support for serial console | You can now connect to the SMC Appliance using a serial console connection,
connections on the SMC | or make outbound serial console connections from the SMC Appliance to other
Appliance devices, such as Forcepoint NGFW appliances.

Rate limit per Virtual You can now set a rate limit per Virtual NGFW Engine for traffic from the Master
NGFW Engine for traffic NGFW Engine to the Virtual NGFW Engine. When the limit is set, a single Virtual
from the Master NGFW NGFW Engine that is under very heavy load cannot disrupt the operation of the

Engine other Virtual NGFW Engines that are hosted by the Master NGFW Engine.

Dedicated control plane You can now dedicate a specified number of CPUs to control plane operations.

operation Even under very heavy loads, you can continue to manage NGFW Engines and
refresh policies, and the status of the NGFW Engines remains green in the Home
view.
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N

Changes related to The NGFW Engine can now validate certificates and check the certificate

certificates revocation status for features that have certificate validation and certificate
revocation checks enabled, such as features that use a TLS Profile in the
configuration.

Except for VPN certificates, most elements related to certificates are now found in
the Administration > Certificates branch of the Configuration view.

There is no longer a separate Pending Certificate Request element. Certificate
requests are now created as TLS Credentials elements. The state of the TLS
Credentials element indicates whether is it a signed certificate or a certificate

request.
Limit for half-open TCP As part of the SYN flood protection feature, you can now set a limit for the number
connections of half-open TCP connections. When the limit is reached, SYN flood protection is
enabled.
Improvements to SSM Improvements to SSM integration remove some previous limitations on inspection
architecture when Sidewinder Proxies are used. These former limitations include matching

traffic based on Network Applications, file filtering, and URL filtering. New
Combined Protocol elements allow you to apply a standard Protocol element and a
Sidewinder Proxy Protocol element to the same traffic.

New commands for It is now possible to power off an NGFW Engine remotely through the Management
managing NGFW Engines | Client. In addition, you can now also reset an NGFW appliance to factory settings
and NGFW appliances through the Management Client. To increase security, you can set how many
times you want the stored data on the file system of the NGFW appliance to be
overwritten.

Task for validating policies | There is a new task for validating policies. The Validate Policy task allows you to
validate the policy installed on NGFW Engines or Master NGFW Engines or the
Alert Policy installed in an administrative Domain. You can run the Validate Policy
task either manually or according to a schedule.

Updated product names The NGFW product names have been updated. Stonesoft Management Center is
now called Forcepoint NGFW Security Management Center (SMC), and Stonesoft
Next Generation Firewall (Stonesoft NGFW) is now called Forcepoint Next
Generation Firewall (Forcepoint NGFW). The new product names are used in the
SMC installer, the SMC installation directory, in the Management Client, and in the
list of services in the Windows Control Panel.

Improvements in change | It is now possible to give individual administrators permission to approve changes.

approval process Previously, only administrators with unrestricted permissions (superusers) could
approve changes. You can also specify whether administrators are allowed to
approve their own changes.

Home page improvements | You can now easily customize the home page for components in the Home view.

in the Management Client | You can use drag-and-drop to re-organize the panes and select new panes from
a predefined selection of panes to replace existing panes on the home page. You
can now include statistics in home pages. The Management Server and the Log
Server now have their own home page in the Home view.
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Enhancements in SMC version 6.3.2

Conancament———Joosepion

Java cryptography The Java jurisdiction policy files that are required for Webstart Management Clients
extension included for to connect to Management Servers that use 256-bit encryption are now included.
Webstart clients Java version 1.8.0_151 is required on the computer where you use the Webstart

Management Client. For more information, see Knowledge Base article 10136.

SMC APl enhancements | . Yoy can use SMC API read-only queries on a standby Management Server in a
high availability setup.

*  You can use SMC API queries to view the history information of an element.
* You can use the WebSocket protocol to view active alerts for an element.

Enhancements in SMC version 6.3.4

N

TLS decryption is more TLS traffic that is decrypted is shown in the TLS Decrypted and TLS Detected log
visible in the Logs view fields in the Logs view.

Enhancements in SMC version 6.3.5

B ek ]

Improved sorting of When you sort Network elements by IP address, the elements are sorted first by IP
Network elements address, then by netmask.
License reporting tool There is a new tool for MSSP customers that exports all data related to licenses

and NGFW Engines to a CSV file.

Enhancements in SMC version 6.3.6

Bfmeics et ]

Delete VPN SA monitoring | In addition to acknowledging alerts and deleting blacklist entries, it is now possible
entries using WebSocket | to delete entries from the VPN SA Monitoring view using the WebSocket API. For
API more information about the WebSocket API, see Knowledge Base article 15540.



https://support.forcepoint.com/KBArticle?id=Webstart-client-may-fail-to-connect-Management-server-using-256-bit-encryption
https://support.forcepoint.com/KBArticle?id=000015540
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Resolved issues

These issues are resolved in this release of the product. For a list of issues fixed in a previous release, see the
Release Notes for the specific release.

Pewbdn |y

Administrators with restricted permissions cannot right-click an element and use the Tools >
Where Used? search command. If there are references to the element, the search operation is
never completed.

Broken bookmarks might prevent the Management Server from starting after an upgrade. The

following message is shown: "lllegal element type specified for the operation being performed".

Saving snapshots of user monitoring or routing monitoring might fail when Pause is selected in
the Monitoring view. Saving the temporary snapshot or renaming an existing saved snapshot
might fail.

When satellite gateways that have dynamic IP addresses have the same IP address as
another VPN endpoint but a have a different Phase-1 ID, policy installation on the central
gateways fails. The following message is shown: "Endpoints with dynamic IP addresses in the
Endpoint A <-> Endpoint B tunnel cannot have the same Phase1-ID".

Information about NGFW Engines deployed on cloud platforms with hourly (pay as you go)
licenses is removed from the Management Server when a new NGFW Engine on a cloud
platform connects to the Management Server. Policy installation fails with a license error.

Overviews might show a rate of dropped traffic that is higher than the actual rate of dropped
traffic.

When DNS Relay and the internal DHCP server are configured for the same interface on a
firewall, the Primary DNS Server field shows the message "DNS Relay configured on this
interface". However, the policy installed on the firewall does not include the IP address of the
primary DNS server.

When you configure multiple DNS IP addresses for an NGFW Engine, the NGFW Engine
primarily uses an arbitrary DNS IP address from the list. The order of the IP addresses in the
Management Client does not affect which server the NGFW Engine prefers.

When other NGFW Engines are configured as allowed blacklisters for an NGFW Engine, and
a rule in the Inspection policy has multiple blacklist executors, the generated blacklist entries
on the NGFW Engine are not propagated to other NGFW Engines. This issue does not affect
Correlation Situations where the usage context is the Log Server.

Printing reports in PDF or HTML formats fails if the data used to generate the report includes
log entries from log archives.

If you have moved a certificate request element to the trash in a previous version of the SMC,
you cannot view elements in the trash.

The Link Status test might incorrectly report test failures after link aggregation has been
removed from the configuration.

If exported elements have references to elements in the Shared Domain, importing the
elements to a different administrative Domain on the same Management Server fails.

You cannot create multiple route-based VPN tunnels to the same remote endpoint.

SMC-9604

SMC-11847

SMC-11536

SMC-12398

SMC-12506

SMC-12524

SMC-12594

SMC-12775

SMC-12874

SMC-12888

SMC-12974

SMC-13015

SMC-13288

SMC-13306
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Do Jleswerumber

On Single Firewalls, when you select a loopback IP address as the Identity for Authentication | SMC-13348
Requests, the setting is ignored. Policy upload fails if the Firewall Policy includes an
authentication method that uses an external authentication server.

If you install the same policy on multiple NGFW Engines both manually and using an Upload SMC-13385
Policy Task or a Refresh Policy Task, validation warnings for all NGFW Engines are shown in
the progress tab for the policy installation that you started manually.

Installation instructions

Use these high-level steps to install the SMC Appliance.

For detailed information about installing the SMC Appliance and the NGFW Engines, see the Forcepoint Next
Generation Firewall Installation Guide. All guides are available for download at https://support.forcepoint.com.

Steps

1) Turn on the SMC Appliance.

2) Select the keyboard layout for accessing the SMC Appliance on the command line.
3) Accept the EULA.

4) Enter the account name and password.
For credential requirements, see the Forcepoint Next Generation Firewall Installation Guide.

5) Make your security selections.
6) Complete the network interface and network setup fields.
7) Enter a host name for the Management Server.
8) Select the time zone.
9) (Optional) Configure NTP settings.
10)  After the SMC Appliance has restarted, install the Management Client.
You can use Java Webstart or install the Management Client from a file to allow remote access to the

SMC. Java Web Start is enabled by default on the Management Server that is pre-installed on the SMC
Appliance.

11)  Import the licenses for all components.
You can generate licenses at https://stonesoftlicenses.forcepoint.com.

12)  Create the NGFW Engines elements, then install and configure the NGFW Engines.



https://support.forcepoint.com
https://stonesoftlicenses.forcepoint.com
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Upgrade the SMC Appliance

Upgrade the SMC Appliance from a previous version to version 6.3.6.

CAUTION: Before upgrading the SMC Appliance from version 6.2.0, install the 6.2.0P001 patch.
For more information, see Knowledge Base article 14168.

e SMC 6.3 requires an updated license.

» If the automatic license update function is in use, the license is updated automatically.

* If the automatic license update function is not in use, request a license upgrade on our website at
https://stonesoftlicenses.forcepoint.com. Activate the new license using the Management Client before
upgrading the software.

*  The SMC Appliance must be upgraded before the engines are upgraded to the same major version.
* Upgrading is supported from SMC Appliance versions 6.2.0 — 6.3.5.

Steps
1) Log on to the SMC Appliance.

2) To check for available patches, enter the following command:

sudo ambr-query

3) To load the patch on the SMC Appliance, enter the following command:

sudo ambr-load <patch>

To load the patch that upgrades the SMC Appliance to version 6.3.6, enter the following command:

sudo ambr-load 6.3.6U001

E Note: If you downloaded the patch and transferred it to the SMC Appliance, append the load
command with the - f option and specify the full path to the patch file. Example:

sudo ambr-load -f /var/tmp/6.3.6U001.sap

4) To install the patch on the SMC Appliance, enter the following command:

sudo ambr-install <patch>

To install the 6.3.6U001 SAP, enter the following command:

sudo ambr-install 6.3.6U001

The installation process prompts you to continue.

5) EnterY.

Result

The installation process restarts the appliance and installs the patch. When the upgrade is finished, the appliance

restarts. The appliance is now running SMC Appliance 6.3.6.

10
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Installing SMC Appliance patches

We recommend checking the availability of SMC Appliance patches regularly, and installing the patches when
they become available.

The SMC Appliance patches can include improvements and enhancements to the SMC software, the operating
system, or the SMC Appliance hardware.

For detailed information about installing SMC Appliance patches, see the Forcepoint Next Generation Firewall
Installation Guide. All guides are available for download at https://support.forcepoint.com.

Known issues

For a list of known issues in this product release, see Knowledge Base article 14117.

Find product documentation

On the Forcepoint support website, you can find information about a released product, including product
documentation, technical articles, and more.

You can get additional information and support for your product on the Forcepoint support website at
https://support.forcepoint.com. There, you can access product documentation, Knowledge Base articles,
downloads, cases, and contact information.

Product documentation

Every Forcepoint product has a comprehensive set of documentation.

* Forcepoint Next Generation Firewall Product Guide
* Forcepoint Next Generation Firewall online Help

E Note: By default, the online Help is used from the Forcepoint help server. If you want to use
" the online Help from a local machine (for example, an intranet server or your own computer),
see Knowledge Base article 10097.

* Forcepoint Next Generation Firewall Installation Guide

Other available documents include:

*  Forcepoint Next Generation Firewall Hardware Guide for your model

*  Forcepoint NGFW Security Management Center Appliance Hardware Guide

* Forcepoint Next Generation Firewall Quick Start Guide

*  Forcepoint NGFW Security Management Center Appliance Quick Start Guide
*  Forcepoint NGFW SMC API Reference Guide

» Stonesoft VPN Client User Guide for Windows or Mac

» Stonesoft VPN Client Product Guide



https://support.forcepoint.com
https://support.forcepoint.com/KBArticle?id=000014117
https://support.forcepoint.com
https://support.forcepoint.com/KBArticle?id=How-to-install-and-enable-Next-Generation-Firewall-Online-Help-locally
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