Release Notes for

Forcepoint Web Security Proxy
Connect Endpoint for Mac
(Build 19.04.0117)

Updated 23-April-2019

Applies to: Forcepoint Web Security Cloud

This updated release of the Forcepoint Web Security Proxy Connect Endpoint for
Mac, known as build 19.04.0117, is an update of the previously released Forcepoint
Web Security Proxy Connect Endpoint for Mac, build 2854.

Use this release if:

e You are a brand-new Forcepoint Web Security cloud customer.
e You plan to upgrade your Mac endpoints to macOS 10.13.x or macOS 10.14.x.
or

e You have deployed an earlier Forcepoint Web Security Proxy Connect Endpoint
release in your organization, and one or more of the fixes in this release are
important to you.

You do not need to use this release if:

e You do not plan to upgrade your Mac endpoints to macOS 10.13.x or macOS
10.14.x.
or

e You have deployed an earlier Forcepoint Web Security Proxy Connect Endpoint

release and all is going well.

Use these Release Notes to learn what is in this release of Forcepoint Web Security
Proxy Connect Endpoint.

® New in this release

e [nstallation and upgrade

® Resolved and known issues

For a full list of supported browsers and operating systems for each Forcepoint One
Endpoint version, see the Certified Product Matrix.
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https://support.forcepoint.com/KBArticle?id=TRITON-AP-ENDPOINT-Browser-Certified-Product-Matrix

New in this release

Updated 23-April-2019

Applies to: Forcepoint Web Security Cloud

Introducing Forcepoint Web Security Proxy Connect Endpoint on
the Forcepoint One Endpoint platform

Starting in this release, Forcepoint Web Security Proxy Connect Endpoint (Proxy
Connect Endpoint) has been added to the Forcepoint One Endpoint platform.
Forcepoint One Endpoint consolidates all installed Forcepoint One Endpoint agents,
which now includes Forcepoint DLP Endpoint and Forcepoint Web Security
Endpoints, under a single system tray icon.

This new version contains the Proxy Connect Endpoint functionality familiar to
current customers. No functionality was removed in the transition to Forcepoint One
Endpoint.

Support for macOS 10.14 (Mojave)

Proxy Connect Endpoint is supported on Mac endpoint machines running the
following macOS 10.14.x operating system:

e 10.14.0
e 10.14.1
e 10.14.2
e 10.14.3
e 10.144

Enabling the kernel extension

When the endpoint machine loads the Proxy Connect Endpoint for the first time, a
window is shown to prompt you to enable the extension. You can enable the extension
in System Preferences > Security & Privacy. For more information, see the User-
Approved Kernel Extension Loading Technical Note from Apple.

Note

You must reboot the Mac endpoint machine after enabling
the kernel extension. The Proxy Connect Endpoint will not
work correctly until the endpoint machine reboots.
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https://developer.apple.com/library/content/technotes/tn2459/_index.html
https://developer.apple.com/library/content/technotes/tn2459/_index.html

Disabling the blocked kernel extension prompt

To disable macOS from prompting the user to allow kernel extensions, complete the
following steps. Please note that following these steps automatically allows all kernel
extensions.

Reboot the Mac endpoint machine in Recovery mode.
2. From the command line, run:

spctl kext-consent disable

3. Reboot the Mac endpoint machine.

Support for latest browsers and operating systems

Browsers and operating systems are tested with existing versions of Forcepoint One
Endpoint when they become available. For a full list of supported browsers and
operating systems for each endpoint version, see the Certified Product Matrix.
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Installation and upgrade

Updated 23-April-2019

Applies to:

Forcepoint Web Security Cloud

For information about configuring and deploying the endpoint software, see:

m  Forcepoint Security Portal Help

For information about installing and uninstalling the Forcepoint One Endpoint

software, see:

m Installation and Deployment Guide for Forcepoint One Endpoint

For information about upgrading Forcepoint One Endpoint software, see:

m  Upgrade Guide for Forcepoint One Endpoint

For information about using the Forcepoint One Endpoint software, see:

m End User’s Guide for Forcepoint One Endpoint
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http://www.websense.com/content/support/library/web/hosted/admin_guide/endpoint_mac_os.aspx
http://www.websense.com/content/support/library/endpoint/v19/installation.pdf
http://www.websense.com/content/support/library/endpoint/v19/ep_upgrade/first.aspx
http://www.websense.com/content/support/library/endpoint/v19/ep_end_user/first.aspx

Resolved and known issues

Updated 23-April-2019

Applies to: Forcepoint Web Security Cloud

A list of resolved and known issues is available in the Forcepoint Knowledge Base.
You must log on to My Account to view the list.

© 2019 Forcepoint. Forcepoint and the FORCEPOINT logo are trademarks of Forcepoint. All
other trademarks used in this document are the property of their respective owners.
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