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Administrator Help | Forcepoint Email Security | Version 8.4.x

Welcome to Forcepoint Email Security, which provides maximum protection for
email systems to prevent malicious threats from entering an organization’s network.
This email solution provides comprehensive on-premises email security hosted on a
Forcepoint appliance. Each message is processed by a robust set of antivirus and
antispam analytics to prevent infected email from entering the network. Domain and
IP address based message routing ensures reliable, accurate delivery of email.

Forcepoint Email Security may be deployed on a V or X Series appliance or as a
virtual appliance. See Forcepoint appliance documentation for details on getting
started with an appliance.

Forcepoint Security Manager installed on a separate Windows machine is required for
administration functions. An Email Security module administrator uses the manager
to control email system configuration settings.

A subscription to Forcepoint Email Security Hybrid Module adds support for an email
hybrid service pre-filtering capability in the cloud, which analyzes incoming email
against a database of known malware. This feature can save network bandwidth and
maintenance costs by dropping malicious email before it ever reaches an
organization’s network. A subscription to the Hybrid Module also includes URL
sandbox and phishing education capabilities.

Enhance your security by adding one of the following file sandbox capabilities to your
product subscription:

e Forcepoint Advanced Malware Detection for Email - Cloud

e Forcepoint Advanced Malware Detection for Email - On-Premises

Forcepoint Advanced Malware Detection for Email - Cloud is a cloud-based file
sandbox feature. Forcepoint Advanced Malware Detection for Email - On-Premises is
an on-premises appliance that performs file sandbox functions. These advanced
detection functions inspect email attachment file types that commonly contain
security threats.

Integration with Forcepoint Email Security DLP Module provides valuable protection
for an organization’s most sensitive data and facilitates message encryption.
Configure a data loss prevention policy in the Security Manager Data module to
enable message encryption options that are configured in the Settings >
Inbound/Outbound > Encryption page.
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If your network includes Forcepoint web protection, you can also use its URL analysis
function. Your email protection software queries the Forcepoint URL category master
database and determines the risk level of a URL found in an email message. See URL
analysis, page 49, for information.

Logging and reporting capabilities allow a company to view system status and
generate reports of system and email traffic activity.

A Personal Email Manager facility allows authorized end users to manage email

messages that an email policy has blocked but that may be safe to deliver. End users
can maintain individual Always Block and Always Permit lists of email addresses to
simplify message delivery.

Administrator help overview

Administrator Help | Forcepoint Email Security | Version 8.4.x

Administrator Help includes the following topics:

Topic

Title

Description

1

Overview

Includes a brief introduction to your email
software, manager Help contents, and Technical
Support contact information

Getting Started

Provides an overview of the first-time
Configuration Wizard, navigation descriptions
and tips, dashboard customization, filtering
database update information, and registration
directions for Forcepoint Email Security Hybrid
Module and Forcepoint Email Security DLP
Module

Configuring System Settings

Includes details for configuring administrator
roles, user directories, domain and IP address
groups, and appliance clusters, as well as backup
and restore functions

Managing Messages

Contains information for setting message
properties and directory harvest attack and relay
control options, creating message routes and
queues, and handling exception messages and
encryption

Working with Filters and
Policies

Provides descriptions of filters, filter actions,
policies, and global Always Block and Always
Permit lists
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Topic | Title Description

6 Working with Reports Includes an overview of reporting preference
options, presentation report generation and
management, and log database settings

7 Configuring End User Options | Provides information about setting Personal
for Personal Email Manager Email Manager end-user options, including the
contents of notification messages and whether
an end user can manage personal block and
permit lists; also contains details regarding
end-user portal appearance

Embedded help

Administrator Help | Forcepoint Email Security | Version 8.4.x

Access embedded Administrator Help from the Help icon at the top right area of the
screen, in the Security Manager banner.

Click Help > Explain This Page to open context-sensitive help for the active Email
module screen.

' Important

Default Microsoft Internet Explorer settings may block
operation of the Help system. If a security alert appears,
select Allow Blocked Content to display Help.

If your organization’s security standards permit, you can
permanently disable the warning message on the
Advanced tab of the Tools > Internet Options interface.
(Check Allow active content to run in files on My
Computer under Security options.)

Click Help > Help Contents to display the complete embedded Administrator Help.
To find a Help topic in the Help viewer, select one of the following tabs:
e Contents
Click a book icon to expand that book’s topics.
Click a table of contents entry to display the corresponding topic.
e Search
Enter a word or phrase and click Go.

Click an entry of the results list to display the corresponding topic.
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Find Answers portal

Administrator Help | Forcepoint Email Security | Version 8.4.x

The right pane of the Security Manager Email module contains a Find Answers portal
that may include the following components:

e A Top Picks section containing external links to information related to the screen
content

e A Search field that you can use to find topics of interest in the Forcepoint
eSupport site

Technical Support

Administrator Help | Forcepoint Email Security | Version 8.4.x

Click Help > Support Portal in the Security Manager module tray to access the
Forcepoint online Support site. Technical information about Forcepoint software and
services is available 24 hours a day, including:

e the searchable knowledge base (Solution Center, product documentation, and
customer forums)

o webinars, and show-me videos

e product documents and in-depth technical papers

e answers to frequently asked questions
For additional questions, click the Contact Support tab at the top of the page.

The contact page includes information for finding solutions, opening an online
support case, and calling Technical Support.

For faster phone response, please use your Account ID, which you can find in the
Profile section on the My Account page.

For telephone requests, please have ready:

e Product subscription key
e Access to the Security Manager for your solutions

e Access to the machine running reporting tools and the database server (Microsoft
SQL Server or SQL Server Express)

e Familiarity with your network’s architecture, or access to a specialist

4 < Forcepoint Email Security Solutions
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Getting Started

Administrator Help | Forcepoint Email Security | Version 8.4.x

Topics:

e Using the First-time Configuration Wizard, page 5

® FEntering and viewing subscription information, page 8
® Navigating the Forcepoint Security Manager, page 8

® The dashboard, page 11

e Viewing and searching logs, page 19

® Real-time monitor, page 35

e Security Information and Event Management (SIEM) integration,
page 36

® Email hybrid service configuration, page 37

® Registering the DLP Module, page 43

® FEmail filtering database updates, page 45

e Configuring system alerts, page 45

o URL analysis, page 49

e Selecting advanced file analysis platform, page 50
e Using a proxy server, page 51

e Using the Common Tasks pane, page 51

Using the First-time Configuration Wizard

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Configuration Wizard is available the first time you open your email product after
installation. The wizard lets you quickly and easily enter some critical configuration
settings before you open the Forcepoint Email Security module user interface.

Click the Email Security module in the Forcepoint Security Manager to display a
pop-up box that allows you to enter your subscription key. You can enter your key
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here, or skip this step and enter your subscription key later in the Settings > General
> Subscription page (see Entering and viewing subscription information, page 8).

After you click OK in the subscription key pop-up box, a subsequent message box
offers a choice of opening the Configuration Wizard or the email dashboard.

Note

\/ If you open the dashboard instead of the wizard, you are
presented with an option to open a document containing
some helpful configuration settings information.

If you decide to skip the Configuration Wizard, you cannot
access it later for this appliance.

You can enter the following information in the first-time Configuration Wizard:

o  Fully qualified domain name (FQDN), page 6
® Domain-based route, page 7

o Trusted IP addresses for inbound mail, page 7
® FEmail Log Server information, page 7

o System notification email address, page 8

In order to save your settings, you must review them in the wizard’s Confirmation
page and click Complete.

Note that if you click Cancel at any time while you are in the Configuration Wizard,
any settings you entered up to that point are lost.

A Confirmation page at the end of the wizard lets you review all your settings and
modify any of them if desired. Click Edit next to the item you want to change to view
the appropriate wizard page. Click OK on the edited page to return to the
Confirmation page.

Click Complete when you are finished with your configuration settings to open the
email dashboard.

Fully qualified domain name (FQDN)

Administrator Help | Forcepoint Email Security | Version 8.4.x

The FQDN page of the Configuration Wizard lets you specify the appliance fully
qualified domain name (FQDN). This setting is important for proper email security
software operation. An incorrect fully qualified domain name may cause disruptions
in email traffic flow.

Enter the appliance FQDN in the Fully Qualified Domain Name field (FQDN format
is appliancehostname.parentdomain.com).

This FQDN appears as the default entry on the Settings > General > System Settings
page.

6 <« Forcepoint Email Security Solutions
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Domain-based route

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Domain-based Route page of the Configuration Wizard lets you identify a
domain that you want protected and designate the SMTP server to which mail to this
domain should be sent. You can add more protected domains in the Settings >
Inbound/Outbound > Mail Routing page. See Protected Domain group, page 67, for
information about protected domains.

Use the following steps in the wizard to designate a protected domain:

Enter a name for your route in the Route name entry field.
2. Designate a protected domain in the Protected Domain Name field.

Enter the SMTP server IP address or hostname and port number for the protected
domain in the appropriate fields.

4. If you want email routing to use Transport Layer Security (TLS) to encrypt the
transmission, mark the Use Transport Layer Security check box.

5. Mark the Require Authentication check box to force a user to enter username
and password credentials. Enter the username and password that must be used.

Trusted IP addresses for inbound mail

Administrator Help | Forcepoint Email Security | Version 8.4.x

In the Trusted Inbound Mail page, you can create a list of trusted IP addresses for
which some inbound email filtering is not performed. Trusted IP addresses may
include your internal mail servers or a trusted partner mail server.

See Managing domain and IP address groups, page 67, for detailed information about
how trusted IP addresses are handled in the email system.

Enter an IP address in the Trusted IP address field, and then click the right arrow
button to add it to the Trusted IP address list.

Delete an address from the Trusted IP addresses list by selecting the address and
clicking Remove.

Email Log Server information

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Email Log Server receives records of system event and email analysis activity,
which the Log Database uses to generate reports. Enter the Log Server IP address and
port number on the Log Server page. Click Check Status to receive Log Server
availability information.
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System notification email address

Administrator Help | Forcepoint Email Security | Version 8.4.x

You can identify an email address to which you want system notification messages
sent in the Notifications wizard page. Typically, this is an administrator address. Enter
the desired address in the Notification email address field.

Entering and viewing subscription information

Administrator Help | Forcepoint Email Security | Version 8.4.x

You should receive a subscription key after you purchase Forcepoint Email Security.
If you did not enter the subscription key the first time you opened the Email Security
module, enter it in the Settings > General > Subscription page. This subscription key
can be entered in 1 appliance and is applied to all the appliances controlled by the
Email Security module.

After you enter a valid subscription key, the expiration date and number of subscribed
users are displayed. Purchased subscription features appear in the Subscribed Features
list.

Mark the Block incoming email connections when subscription expires check box
to block inbound email traffic when your subscription expires. Selecting this option
also blocks inbound connections when your email protection system has not had a
successful database download in 2 weeks. This function is disabled by default.

A valid subscription includes a grace period of two weeks in which to renew your
product licenses after the subscription expires. Alerts are sent daily during the grace
period as a reminder that the subscription has expired.

Use the Subscription key field to enter a new key any time you receive one. If your
subscription includes the Forcepoint Email Security Hybrid Module, you must register
with the email hybrid service every time you enter a new subscription key to establish
the connection and synchronize email protection system functions.

Navigating the Forcepoint Security Manager

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Email Security module user interface can be divided into the following main
areas:
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Security Manager
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Security Manager banner
Left navigation pane
Right shortcut pane

Content pane

The Forcepoint Security Manager banner provides:

Access to the Security Manager product modules

Security Manager

EMAIL MOBILE

Icons to access the Manage Appliances and Global Settings pages
An icon to access product Help information
Your current logon account

A Log Off button, for when you want to end your administrative session

‘f ‘n' o admin | Log Off

LI ED e ovalatest-esg. localdomain v

~

The content displayed in the Email Security module varies based on the privileges
granted to the logged on user. A user who is a reporting administrator, for example,
does not see server configuration settings or policy administration tools.
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This section describes the options available to users with Super Administrator
privileges.

you register new appliances and access all Forcepoint appliances in your

n Clicking the Appliances icon opens the Manage Appliances page, which lets
network.

n Clicking the Global Settings icon opens the Global Settings page, which lets
you:
e Manage your administrator account.

e Add other Forcepoint Security Manager administrators and assign them
appropriate permissions.

e Specify and configure the desired directory service for Security Manager
administrators.

e Configure administrator account notification message details.
e Enable and configure two-factor authentication to the Security Manager.

e Audit administrator logon attempts and changes to Global Settings.

See the Forcepoint Security Manager Help for more details.

n Clicking the Help icon provides access to Explain This Page
context-sensitive Help, complete Help system contents, helpful initial

configuration setting information, and the Forcepoint Support Portal.

The left navigation pane, just under the module tray, gives you access to 2 groups of
menu items: Main and Settings. Use the Main menu to access email software status,
reporting, and policy management features and functions. Use the Settings menu to
perform system administration tasks. Hover over a menu item to view and select
individual configuration screens. The toolbar also includes a drop-down list of system
appliances.
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Security Manager

~

Status

=

Message
Management Presentation Reports

Real-Time Monitor

=
Policy
Management

Settings ~

&

General

The right shortcut pane contains a Find Answers portal that may include links to
topics related to the active screen. A search function lets you find relevant information
in the Forcepoint eSupport web site. The right pane also includes links to common
administrative tasks. Click an item in the list to jump to the page where the task is
performed.

The right navigation pane can be minimized by clicking the double arrow (<< or >>)
icon at the top of the pane. Click the reverse icon (>> or <<) to view the pane.

The dashboard

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Value tab of the Status > Dashboard page appears first when you log on to the
Security Manager and select the Email Security module. It shows information about
the value of Forcepoint Email Security in your network, along with a summary of
system health alerts.

The type of information and level of detail shown depends on your subscription level.
The Forcepoint Email Security Hybrid Module is required, for example, to display
information about the email hybrid service and how it safeguards your system. You
must have purchased Forcepoint Advanced Malware Detection for Email - Cloud to
view metrics on advanced file analysis functions in the cloud. You must purchase
Forcepoint Advanced Malware Detection for Email - On-Premises to view advanced
file analysis appliance metrics.

Dashboard elements are visible to Super Administrators and those delegated
administrators with permission to view reports on the email dashboard (see Managing
administrator accounts, page 53)
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The Save button in the upper right area of the dashboard activates when an
administrator makes dashboard changes, for example when charts are added,
removed, edited, or moved to another location on the dashboard. Renaming a tab also
activates the Save button. Ensure that you save any changes before you navigate away
from the dashboard.

The dashboard includes 2 other default tabs, in addition to the Value dashboard tab:

e [nbound dashboard tab shows graphical charts that display top domains and
message recipients for inbound email. Top domain and recipient information is
sorted by message size or volume.

e Qutbound dashboard tab shows graphical charts that display top senders for
outbound email, sorted by message size or volume. Other default charts for this
tab show an overall outbound message summary and a summary of outbound
messages that contained embedded URLs.

Add a new custom tab by clicking the tab that displays the “plus” sign icon (+). Enter
a name in the Add Tab dialog box (maximum of 10 alphanumeric characters,
including underscores). Click Add Charts to add elements to your new tab. You may
add up to 4 custom tabs.

Click the edit icon for an active tab to open the Edit Tab dialog box, where you can
change the tab name. You can also remove the tab by clicking Delete Tab. You can
rename the default tabs if desired, but these tabs cannot be removed.

The default Value, Inbound, and Outbound dashboard tabs can each display up to 12
charts at a time. Most dashboard charts can be customized to change their time period
(for example, today, last 7 days, last 30 days) and their display format (for example,
stacked column, stacked area, multi-series line). You can include multiple versions of
the same chart on a tab (for example, showing different time periods). See Available
dashboard charts, page 16, for a list of charts for dashboard display.

e Most dashboard elements are updated every 2 minutes. The Health Alert
Summary is updated every 30 seconds.

All elements on a tab are also updated when any element on the tab is modified.
For example, if the time period for one chart is changed, data is refreshed in all of
the charts on the page.

e The available set of dashboard elements depends on your subscription type.
Charts related to the email hybrid service, for example, are available only for
deployments that include the Forcepoint Email Security Hybrid Module.

e To add an element to the tab, click Add Charts, then see Adding elements to a
dashboard tab, page 15, for instructions.

e Use a drag-and-drop function to move an element from one location on a tab to a
different location on the same tab. Click the chart title area and drag the chart to
its new location.

e To remove an element from the tab, click the Options icon in the element title bar,
then select Remove.

e To access all editing options for an element, click the Options icon in the element
title bar, then select Edit. Drill-down capabilities are available as well. You can
perform the following edit operations:
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m Change:

o Chart name

o Chart type

o Time period

o “Top” numerical designation (e.g., Top N Data Loss Prevention
Violations)

m Restore default chart settings

m  Copy chart (adds chart to the active tab with “(2)” at the end of the title; select
Edit to change the chart name)

To print a chart, click the Options icon and select Print. You can also right-click a
chart and select the print option.

To view a larger version of a chart, click the Enlarge icon in the element title bar.
You can access some editing options in this view (for example, chart type, time
period, top numerical designation), as well as drill-down capabilities. Click Print
Chart to print the current chart. When you click Close, any changes you have
made to the chart in this view are not retained in the dashboard.

Clicking a pie, bar, or line chart typically allows the display of drill-down data
with more details. For example, clicking a chart element that represents data for a
24-hour period can display the same data in 1-hour increments. These capabilities
are available in the Edit, Enlarge, and Preview chart views.

Two buttons appear in the dashboard toolbar:

Add Charts allows administrators to customize their view of the selected
dashboard tab by adding elements to the page. See Adding elements to a
dashboard tab, page 15.

Print opens a secondary window with a printer-friendly version of the charts
displayed on the page. Use browser options to print the page.

Value dashboard tab

Administrator Help | Forcepoint Security Manager | Version 8.4.x

The Value dashboard tab displays alert messages and graphical charts that show the
current state of your email protection system, focusing on email traffic activity in your
network. Default tab elements include the following:

The Health Alert Summary shows the status of your Forcepoint software. Click
an error or warning alert message to open the Alerts page, where more detailed
alert information is available (see Viewing system alerts, page 18).

In the 24-Hour Business Value chart, view statistics showing how your email
security software has protected your network during the past 24 hours by blocking
suspicious email traffic. Data includes total numbers of blocked connections and
messages listed by analysis result, the numbers of false positive and missed spam
results from email analysis, and the number totals for various types of messages
handled by the email system.
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The 30-Day Blocked Message Estimated Savings chart provides an estimate of
savings afforded by your email protection system, which can stop unwanted mail
and threats (including at the connection level), protect network resources, and
save an organization time and money. With the addition of the Forcepoint Email
Security Hybrid Module, infected traffic is stopped before it enters the network,
increasing the savings.

Hover over the estimated savings item for the approximate cost savings from the
email hybrid service and on-premises email analysis. Default value of cost per
MB includes the estimated cost saving from preventing threats and unwanted
mail, and the resulting bandwidth saved. Click the Options icon in the element’s
title bar and select Edit to set the cost savings per MB of blocked mail.

In 30-Day Blocked Message Value, view metrics similar to the 24-hour value
chart demonstrating email system protection for the previous 30 days. This chart
illustrates the total numbers and percentages of blocked connections and
messages, including false positive and missed spam results from email analysis.

You can rename a default tab, but you cannot remove it. You can remove any chart
that appears on the tab, and click Add Charts to add a different chart to the tab.

Inbound dashboard tab

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Inbound dashboard tab provides summary data on inbound message traffic.
Default charts include the following:

The Top Inbound Domains by Message Size chart displays the message
domains that are the source of the majority of inbound messages, plotted by
message size.

A Top Inbound Domains by Message Volume chart shows the message
domains that account for the majority of all inbound messages.

The Top Inbound Recipients by Message Size chart displays the recipient
addresses that receive the majority of inbound email, plotted by message size.

The Top Inbound Recipients by Message Volume chart shows the recipient
addresses that receive the majority of all inbound email.

You can rename a default tab, but you cannot remove it. You can remove any chart
that appears on the tab, and click Add Charts to add a different chart to the tab.

Outbound dashboard tab

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Outbound dashboard tab provides summary data on outbound message traffic.
Default charts include the following:

The Top Outbound Senders by Message Size chart displays the sender
addresses that account for the majority of outbound email, plotted by message
size.
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e A Top Outbound Senders by Message Volume chart shows the sender
addresses that represent the majority of all outbound messages.

e The Outbound Messages Summary chart displays the total number of outbound
messages processed by your email protection software, sorted by message
analysis result (clean, virus, spam, and so on).

e An Outbound Message Embedded URL Summary chart shows the percentage
of analyzed outbound messages that contain at least 1 embedded URL, displayed
by message analysis result. For example, if 50 outbound messages are determined
to be spam, and 40 of those messages contain an embedded URL, then the
percentage shown in this chart for the spam message type is 80% (40/50).

You can rename a default tab, but you cannot remove it. You can remove any chart
that appears on the tab, and click Add Charts to add a different chart to the tab.

Adding elements to a dashboard tab

Administrator Help | Forcepoint Email Security | Version 8.4.x

Use the Status > Dashboard > Add Charts page to add elements to the Value,
Inbound, Outbound, or any custom dashboard tab.

To start, use the Add elements to tab drop-down list to select a tab, then select the
element that you want to add from the Dashboard Elements list. A Restore Tab
Defaults button is available in the Available Tabs section only for the default tabs, not
for custom tabs.

e You can add an element to any tab.
e Each tab can show a maximum of 12 elements.
e Elements currently displayed on the selected tab are marked by a blue circle icon.

e You can add multiple copies of the same element to a tab (for example, each
might show a different time period).

When you select an element in the list, a sample is displayed in the Preview pane.
You can use the preview pane to make changes to the chart Name and, if applicable,
Chart type, Time period, and Top value (for example, top 1-5 categories, or top
16-20 users). The chart name may be up to 47 alphanumeric characters and include
spaces and underscores.

e Chart type: Many charts can be displayed as a multi-series bar, column, or line
chart, or as a stacked area or column chart. Some can be displayed as bar, column,
line, or pie charts. Which types are available depends on the data being displayed.

e Time period: Most charts can display a variable time period: Today (the period
since midnight of the current day), the last 7 days, or last 30 days.

e Top: Charts displaying information about the top users, categories, URLs, and so
on can display up to 5 values. Select whether to show the top 5 values, 6-10
values, 11-15 values, or 16-20 values.

When you are finished making changes, click Add. The dashboard tab is updated
immediately.
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If you have been editing a chart and would like to start over, click Restore Defaults to
reset the chart to is default time period, type, and top value (if any).

Available dashboard charts

Administrator Help | Forcepoint Email Security | Version 8.4.x

The dashboard charts in the following table are available in the Add Charts page
Dashboard Elements list.

Some charts show potentially sensitive information, such as usernames or IP
addresses. Be sure that the charts you select are appropriate for all of the
administrators who may view them.

Chart Name
30-Day Blocked Message Value

30-Day Blocked Message Estimated Savings

24-Hour Business Value

Connections Summary

Inbound Messages Summary

Outbound Messages Summary

Average Message Volume in Work Queue

Data Loss Prevention Violations by Severity

Top Data Loss Prevention Violations

Top Outbound Senders by Message Size

Top Outbound Senders by Message Volume

Top Blocked Protected Domain Addresses

Top Inbound Domains by Message Size

Top Inbound Domains by Message Volume

Top Inbound Recipients by Message Size

Top Inbound Recipients by Message Volume
Inbound Message Embedded URL Summary
Outbound Message Embedded URL Summary
Inbound Message Embedded URL Categories
Outbound Message Embedded URL Categories

Top Inbound Targeted Phishing Attacks

Top Inbound Phishing Attack Victims

Inbound Message Throughput

Outbound Message Throughput

Outbound Encrypted Messages Summary
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Chart Name

Message Volume by Direction

Top Inbound Senders

Inbound Spam Volume

Inbound Spam Percentage

Inbound Virus Volume

Inbound Virus Percentage

Inbound Commercial Bulk Volume

Inbound Commercial Bulk Percentage

Outbound Spam Volume

Outbound Spam Percentage

Outbound Virus Volume

Outbound Virus Percentage

Inbound Volume by Message Type

Outbound Volume by Message Type

Opportunistic TLS Usage Volume

Top Recipient Domains Via Mandatory TLS Channel

Top Mandatory TLS Usage Failures

Inbound Forcepoint Advanced Malware Detection for Email - Cloud Analysis
Volume

Top Inbound Attachments Detected by Forcepoint Advanced Malware Detection
for Email - Cloud

Top Attachments by File Type Detected by Forcepoint Advanced Malware
Detection for Email - Cloud

Top Recipients Protected by Forcepoint Advanced Malware Detection for Email
- Cloud

Inbound Analysis Volume for Forcepoint Advanced Malware Detection for
Email - On-Premises

Top Malicious Attachments Detected by Forcepoint Advanced Malware
Detection for Email - On-Premises

Top Recipients Protected by Forcepoint Advanced Malware Detection for Email
- On-Premises

Attachment File Types Detected by Forcepoint Advanced Malware Detection
for Email - On-Premises

Email Hybrid Service Message Size Summary (requires )

Email Hybrid Service Message Volume Summary (requires )
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Viewing system alerts

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Health Alert Summary on the dashboard shows the status of your email
protection software. Click an error or warning message to open the Status > Alerts
page, where more detailed alert information is available.

The Alerts page displays information about problems affecting the health of your
email software, provides links to troubleshooting help, and documents the details of
recent real-time analytic database updates.

The Active Alerts list shows the status of monitored Forcepoint software components.
For detailed information about which components are monitored, click What is
monitored? above the list of alert messages.

To troubleshoot a problem, click Solutions next to an error or warning message. Click
Learn More to find more details about an informational alert.

System health alerts

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Health Alert Summary lists any potential concerns encountered by monitored
components of your software. Alerts will be generated for the following conditions:
e Subscription expiration issues or subscription key problems

e Email services unavailable or not running

e Email software configuration problems

e Master Database server connection problems

e Filtering database engine and download problems

e URL analysis server problems

e Log Server unavailable, not running, or having performance problems

e Email module, Log Server, or Log Database version mismatches

e [og Database unavailable or having performance problems

e Low disk space problems

e Old system log or message queue files

e Unavailable system logs or message queues

e Third-party encryption application problems

e Appliance cluster connection and synchronization problems

e User directory server unavailable or not running

e Invalid user directory credentials

e SIEM server configuration problems

e Personal Email Manager server connection problems

e Undelivered email accumulation problems
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e Work and exception queue capacity problems

If you have subscribed to the Forcepoint Email Security Hybrid Module, or if your
subscription includes both email and data security components, your email protection
software monitors interoperability components to provide alerts about the following
conditions:

e Forcepoint Security Manager Data module registration, configuration, and
connection status

e Hybrid Module registration, authentication, and email hybrid service connection
status

See Configuring system alerts, page 45, for information about system alert delivery
options.

The icon next to the alert message indicates the potential impact of the related
condition.

. The message is informational, and does not reflect a problem with your
[ ‘} installation (for example, a successful database download or cluster
synchronization).

The alert condition has the potential to cause a problem, but does not
s 'l_., immediately prevent filtering or reporting (for example, email hybrid service
data is not available or the subscription key is about to expire).

A Forcepoint software component is not functioning (has not been
‘.’ configured or is not running), which may impair email analysis or reporting,
or your subscription has expired.

Click an alert message in the Health Alerts Summary to go to the Alerts page, which
provides additional information about current alert conditions. Click Learn More (for
informational alerts) or Solutions (for errors or warnings) for details and
troubleshooting tips.

Viewing and searching logs

Administrator Help | Forcepoint Email Security | Version 8.4.x

Several logs are available to help you monitor system and email message status. These
logs are searchable by predefined time periods, or you can customize the time period
you want searched. The Message Log also allows you to refine your search for
messages, using search conditions like email address, message analysis result, or
message status.

You can export any log’s search results to a comma-separated value (CSV) or HTML
file. Note that the maximum number of log entries exported cannot be greater than
100,000.

The following logs are accessed from the Main > Status > Logs page:

® Message Log, page 20
e (Connection Log, page 24
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o Audit Log, page 27

® Personal Email Manager Audit Log, page 29
o System Log, page 31

e (Console Log, page 32

e FEmail Hybrid Service Log, page 33

Message Log

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Message Log records information about each email message (inbound, outbound,
and internal) processed by the email system. Access the Message Log on the Main >
Status > Logs page.

You can configure the number of entries per log page, between 25 and 200, in the Per
page drop-down list in the log table banner. At the top and bottom of the page, scroll
through Message Log pages by clicking the back and next arrows, or enter a specific

page number in the Page field and click Go.

The length of time message records are saved in the database depends on your
message volume and database partition capacity. To preserve message records, use the
Export option to export the log on a regular basis. Exporting does not remove records
from the Message Log. It copies log data to a CSV or HTML file.

When the Message Log page appears, the most recent records are shown. Use the
View from/to fields to specify the date/time range for the log entries you want to see.
The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

o Click Clean to clear the current date/time calendar selection.

e C(Click Today to set the calendar date to today’s date.

Set the time range in hours and minutes in the entry fields to the right of the calendar.

Message Log data

The following message data is collected and displayed in table format:

Message Data Iltem Description

Message Log ID A database-generated message identifier
Received Date/Time The date and time a message was received
Subject The message subject

Sender Address Message sender email address

Sender IP Message sender IP address
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Message Data Item

Description

Recipient Address

Message recipient email address. If the message has multiple
recipients, the first recipient address is displayed.

Analysis Result

Message analysis results or filter type (Clean, Virus, Spam,
URL Analysis, Data Loss Prevention, Exception,
Commercial Bulk, Block List, Phishing, Advanced Malware
Detection - Cloud, Advanced Malware Detection -
On-Premises, Email Attachment, Spoofed Email, or Custom
Content).

The Block List type applies to a message that is blocked by a
Personal Email Manager Always Block List.

When a data loss prevention (DLP) policy is indicated, a

View Incident link in this column opens the incident details
in the module.

Message Status

Current message status (Delivered, Delayed, Dropped,
Exception, Failed, Waiting for delivery, or Waiting for
message analysis). A message with multiple recipients may
have multiple status entries based on the policy applied.

Message recipient details

When you click an individual message log identifier, details about that message are
displayed. The following message detail items appear in table format:

Detail Item Description

Recipient Address Message recipient email address. If the message has multiple
recipients, this column has multiple entries.

Recipient IP Message recipient IP address

Direction Message direction (Inbound, Outbound, or Internal). If the
message has multiple recipients, this column may have multiple
entries.

Delivered Date/Time The date and time a message was delivered to a recipient

Policy Name of the policy applied to the message. If the message has
multiple recipients, this column may have multiple entries.

Rule Name of the policy rule applied to the message. If the message has

multiple recipients, this column may have multiple entries for a
single message.

This item is blank for a message with an analysis result of Clean.

Analysis Result

Message analysis results or filter type (Clean, Virus, Spam, URL
Analysis, Data Loss Prevention, Exception, Commercial Bulk,
Block List, Phishing, Advanced Malware Detection - Cloud,
Advanced Malware Detection - On-Premises, Email Attachment,
Spoofed Email, or Custom Content)

The Block List type applies to a message that is blocked by a
Personal Email Manager Always Block List.
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Detail Item Description

Message Status Current message status (Delivered, Delayed, Dropped, Exception,
Failed)

Quarantined? Indicator of whether message is quarantined (Yes or No). A View
link appears for a message isolated by a DLP or advanced file
analysis policy.

Message Log details

After you click a message in the Message Log ID column to view recipient details, a
new View Log Details button is available at the bottom of the page. Message Log
details appear in a table, with columns for the date and time of receipt, and the source
of the message details. Detail sources can include message and connection control
data, email policy data, and delivery data.

The log details appear in a third column, which can contain information about

e Message size, sender, and recipients

e Connection type, sender IP address, and the email appliance that received the
connection request

e Email policies and actions applied, including policy and rule names (filter and
action), email direction (inbound, outbound, or internal), name of the virus or
spam encountered, and the action taken as a result of filtering

e Email hybrid service analysis results, including a DKIM validation, if applicable

e Message delivery dispositions, including recipient email and IP address, and
delivery status

e When advanced file analysis is performed, a list of the files that cannot be
analyzed because the file type is not supported

Message Log search options

The Message Log includes several search options, including date range or keyword
searches. Determine the date/time range for a search by selecting dates in the View
from/to field calendar controls. Default value for the from or to field is the date and
time that you open the log.

You can perform a keyword search by selecting the log elements on which you want
the search done from the Keyword search drop-down list and then entering a term in
the field to the right of the list.

You can search for a keyword in 1 of the following Message Log components:

Keyword Search Option Supported Keyword

Message Log ID Enter the complete Message Log ID number. Wildcards
(*) and non-numeric characters are not supported.

Subject Enter any part of a message subject. Wildcards (*) are
supported only at the beginning or end of a Subject
keyword (e.g., *subject, subject®, *subject™).
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Keyword Search Option

Supported Keyword

Sender Address

Enter a complete email address (e.g.,
sender@domain.com). Wildcards (*) are supported only
at the beginning or end of an address (e.g.,
*@domain.com, sender@*, *sender@domain*).

Sender IP

Enter a complete sender IP address. Wildcards (*) are
supported only at the end of a partial IP address and only
after a period (e.g., 10.*, 10.20.*, 10.20.30.%).
Non-numeric characters are not supported.

Recipient Address

Enter a complete email address (e.g.,
sender@domain.com). Wildcards (*) are supported only
at the beginning or end of an address (e.g.,
*@domain.com, recipient@?*, *recipient@domain*).

Analysis Result

Enter any part of the message analysis result. Wildcards
(*) are supported only at the beginning or end of an
analysis result keyword (e.g., *result, result*, *result*).

Message Status

Enter any part of the message status. Wildcards (*) are
supported only at the beginning or end of a message status
keyword (e.g., *status, status®, *status™®).

Use the All keyword search option to search using a combination of the following
Message Log elements:

Subject

Message Log ID
Sender Address
Recipient Address
Sender IP
Analysis Result
Message Status

Alphanumeric characters are supported in the keyword search entry field.

Click Set to Default to return the keyword search options to the default settings (all
Message Log components and keyword field blank).
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View advanced search options for narrowing your message search by clicking
Advanced Options to the right of the Keyword search box. Refine your search by
selecting options in 1 or more of the following categories:

Category Description

By Email Address Click Specify Email Addresses to open the Specify
Email Addresses dialog box. Specify your matching
conditions, including email addresses and whether the
address can be a sender, a recipient, or both. The search
results include matches for any address you enter in the
Condition Details box. Wildcard entries are not
supported.

Separate email address entries by a semicolon (;).

By Analysis Result Search by message analysis results or filter type (Clean,
Virus, Spam, URL Analysis, Commercial Bulk, Data
Loss Prevention, Custom Content, Exception, Block
List, Phishing, Advanced Malware Detection - Cloud,
Advanced Malware Detection - On-Premises, Email
Attachment, or Spoofed Email)

The Block List type applies to a message that is blocked
by a Personal Email Manager Always Block List.

By Message Status Search by current message status (Delivered, Delayed,
Dropped, Exception, Expired, or Failed)

Click Search to generate search results.

Click Set to Default to return all your search option settings to their default state.

Message Log export options
To export Message Log search results:

Click Export to open the Export Log dialog box.
2. Select the desired output file type (CSV or HTML).

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

3. Indicate the pages you want to export (All, Current Page, or a page range).
4. Click OK.

Connection Log

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Connection Log is a record of incoming connection requests and the results of
connection analysis. Access the Connection Log on the Main > Status > Logs page
by clicking the Connection tab.
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You can configure the number of entries per log page, between 25 and 200, in the Per
page drop-down list in the log table banner. At the top and bottom of the page, scroll
through Connection Log pages by clicking the back and next arrows in the banner, or
enter a specific page number in the Page field and click Go.

The length of time connection records are saved in the database depends on your
connection volume and database partition capacity. To preserve connection records,
use the Export option to export log data on a regular basis. Exporting does not remove
records from the Connection Log. It copies log data to a CSV or HTML file.

When the Connection Log page appears, the most recent records are shown. Use the
View from/to fields to specify the date/time range for the log entries you want to see.
The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

e C(Click Clean to clear the current date/time calendar selection.

e Click Today to set the calendar date to today’s date.

Set the time range in hours and minutes in the entry fields to the right of the calendar.

Connection Log data

The following connection data is collected and displayed in table format:

Connection Data Item Description

Sender IP Address The connection’s sender IP address
Date/Time The date and time a connection was received
Number of Messages The number of messages in the connection
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Connection Data Item Description
Security Level Encrypted or Not Encrypted
Connection Status Current connection status (Accepted or Blocked).

Status details are displayed in a hover-over pop-up box.
Possible Blocked status details are as follows:

HELO/EHLO received before SMTP server greeting
Connection from <server address> failed SPF check.
Reverse DNS lookup failed.

Simultaneous connections from <server address>
exceeded limit.

Message volume exceeded limits.

e Message size exceeded limit. Message was forwarded to

<queue id> queue.

File size exceeded limit. Message was forwarded to
<queue id> queue.

Data size per connection exceeded limit. Message was
forwarded to <queue id> queue.

HELO command syntax error
EHLO command syntax error
Percentage of invalid recipients exceeded limit.

Connection attempt by <server name> failed global
Always Block list check.

Connection attempt by <server name> failed recipient
validation check.

Connection attempt by <server name> failed user
authentication.

Open relay from <sender name> blocked.

Possible Accepted status details are as follows:

Email Hybrid Service IP Group entry match

Trusted IP group entry match

Access list entry match

Global Always Permit List entry match

BATYV bypass entry match

True source IP address matched a Trusted IP group entry
True source IP address matched an access list entry

True source IP address matched an Email Hybrid Service
IP Group entry

True source IP address matched a global Always Permit
List entry

True source IP address matched a BATV bypass e

When you click an individual sender IP address link in the Connection Log, the
Message Log opens and displays details about the message or messages associated
with the selected connection. See Message Log data, page 20, for details.
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Connection Log search options

The Connection Log includes several search options, including date range or keyword
searches. Determine the date/time range for a search by selecting dates in the View
from/to field calendar controls. Default value for the from or to field is the date and
time that you open the log.

You can perform a keyword search by selecting the log elements on which you want
the search done from the Keyword search drop-down list and then entering a term in
the field to the right of the list. Search for a keyword in all Connection Log elements,
or in 1 of the following components:

e Sender IP address (wildcards and special characters are not supported in the
keyword)
e Security Level

e Connection Status
Click Search to generate search results.

Click Set to Default to return the keyword search options to the default settings (All
Connection Log components with the keyword field blank).

Connection Log export options
To export Connection Log search results:

Click Export to open the Export Log dialog box.
2. Select the desired output file type (CSV or HTML).

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

. Indicate the pages you want to export (All, Current Page, or a page range).
4. Click OK.

Audit Log

Administrator Help | Forcepoint Email Security | Version 8.4.x

The email protection system provides an audit trail showing which administrators
have accessed the Security Manager Email Security module, as well as any changes
made to policies and settings. This information is available only to Super
Administrators. Monitoring administrator changes through the Audit Log enables you
to ensure that system control is handled responsibly and in accordance with your
organization’s acceptable use policies.

Click the Audit Log tab on the Main > Status > Logs page to view the Audit Log, and
to export selected portions of it to a CSV or an HTML file, if desired.
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Audit records are saved for 30 days. To preserve audit records longer than 30 days,
use the Export option to export the log on a regular basis. Exporting does not remove
records from the Audit Log. It transfers log data to a CSV or HTML file.

When the Audit Log page opens, the most recent records are shown. Use the View
drop-down list options located above the log to select the range of log entries you
want to see: All, One Day, One Week, One Month, or Custom. When you select
Custom, use the View from/to fields to specify the desired date/time range for the log
entries you want to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

o C(lick Clean to clear the current date/time calendar selection.

e C(Click Today to set the calendar date to today’s date.
Set the time range in hours and minutes in the entry fields to the right of the calendar.

Below the View options, choose the number of log entries you want to view per log
page from the Per page drop-down list (from 25 to 200). Default is 25. At the top and
bottom of the page, scroll through the log using the back and next arrow buttons, or
identify the page you want to see in the Page field and click Go.

Audit Log data

The log displays the following system audit information in table format:

Column Description

Date Date and time of the change, adjusted for time zones.

To ensure consistent data in the Audit Log, be sure all machines
running Forcepoint components have their date and time settings

synchronized.
User Username of the administrator who made the change
Server IP address of the appliance affected by the change
Client IP address of the administrator machine that made the change
Role Administrator role (Super Administrator, Auditor, Quarantine

Administrator, Reporting Administrator, Security Administrator,
Policy Administrator, or Group Reporting Administrator)

Type The location of the change in the module interface (for example, if you
enter a new subscription key, this column displays General |
Subscription)

Element Identifier for the specific dynamic object changed, if any

Action Type of change made (for example, add, delete, update, import, export,

move, auth, sync, or reset)

Action Detail A link that opens a Details message box with information about the
change made
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Audit Log export options
To export Audit Log records:

1. Select atime period from the Export range drop-down list (Current page, Last 24
hours, Last 7 days, or Last 30 days).

Choose Last 30 days to export the entire Audit Log file.
2. Click Go.

Select the desired output file type in the Export Log dialog box.

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

4. Click OK.

Personal Email Manager Audit Log
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The Personal Email Manager Audit Log records end-user email management
activities performed from either the Personal Email Manager notification message or
Quarantined Messages List. Click the Personal Email Manager tab to access the
Personal Email Manager Audit Log on the Main > Status > Logs page.

You can configure the number of entries per log page, between 25 and 200, in the Per
page drop-down list in the log table banner. At the top and bottom of the page, scroll
through Personal Email Manager Audit Log pages by clicking the back and next
arrows, or enter a specific page number in the Page field and click Go.

The length of time message records are saved in the database depends on your
message volume and database partition capacity. To preserve message records, use the
Export option to export the log on a regular basis. Exporting does not remove records
from the Personal Email Manager Audit Log. It transfers log data to a CSV or HTML
file.

When the Personal Email Manager Audit Log page appears, the most recent records
are shown. Use the View drop-down list options located above the log to select the
range of log entries you want to see: All, One Day, One Week, One Month, or
Custom. When you select Custom, use the View from/to fields to specify the
date/time range for the log entries you want to see. The calendar includes the
following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

o Click Clean to clear the current date/time calendar selection.

e Click Today to set the calendar date to today’s date.

Set the time range in hours and minutes in the entry fields to the right of the calendar.

Administrator Help » 29



Getting Started

Personal Email Manager Audit Log data

The following data is collected and displayed in table format:

Message Data Item Description

Date The date and time an action was performed on a message in
Personal Email Manager

User Name The email address of the Personal Email Manager user who
performed the message action

End-user Action The action performed on the message in Personal Email
Manager (Deliver, Delete, and Reprocess; does not include
the Add to Always Block list, Add to Always Permit list, or
Download actions)

Message ID A database-generated message identifier. The Message ID
for a message with multiple recipients may appear multiple
times in the log.

End-user Action Status An indicator of whether the Personal Email Manager
end-user action was completed successfully (Success or
Failure)

Personal Email Manager Audit Log search options

You can perform a keyword search by selecting the log elements on which you want
the search done from the Keyword search drop-down list and then entering a term in
the field to the right of the list. Search for a keyword in 1 of the following Personal
Email Manager Audit Log components:

o Message ID

e User Name

Specify the appliance on which you want to perform your search in the Appliance
drop-down list. The default entry is the active appliance.

Click Set to Default to return the keyword search options to the default settings
(keyword field blank).

Personal Email Manager Audit Log export options

To export Personal Email Manager Audit Log records:

1. Select a time period from the Export range drop-down list (Current page, Last 24
hours, or Last 3 days).

2. Click Go.
Select the desired output file type in the Export Log dialog box.

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

4. Click OK.
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System Log
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System Log records reflect the current state of the email system, along with any errors
or warnings produced. Click the System Log tab on the Main > Status > Logs page to
view the System Log, and to export selected portions of it to a CSV or HTML file, if
desired.

System Log records are saved for 30 days. To preserve System Log records longer
than 30 days, use the Export option to export the log on a regular basis. Exporting
does not remove records from the System Log. It transfers log data to a CSV or
HTML file.

When the System Log page opens, the most recent records are shown. Use the View
drop-down list options located above the log to select the range of log entries you
want to see: All, One Day, One Week, One Month, or Custom. When you select
Custom, use the View from/to fields to specify the desired date/time range for the log
entries you want to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

e Click Clean to clear the current date/time calendar selection.

e Click Today to set the calendar date to today’s date.
Set the time range in hours and minutes in the entry fields to the right of the calendar.

You can also view log entries by type of system event by selecting an event type in the
View by type drop-down list.

Below the View options, choose the number of log entries you want to view per log
page from the Per page drop-down list (from 25 to 200). Default is 25. At the top and
bottom of the page, scroll through the log using the back and next arrow buttons, or
identify the page you want to see in the Page field and click Go.

System Log data

The log displays the following information:

Column Description

Date Date and time of the system event, adjusted for time zones.

To ensure consistent data in the System Log, be sure all machines running
Forcepoint components have their date and time settings synchronized.

Server IP address of the machine affected by the system event

Type The type of system event (update, config exception, email hybrid service,
cluster, log, quarantine, scan engine, data loss prevention, patch and hotfix,
watchdog, system maintenance, or alert)

Message A link that opens a Details message box with information about the system
event
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System Log export options

To export System Log records:

1. Select atime period from the Export range drop-down list (Current page, Last 24
hours, Last 7 days, or Last 30 days).
Choose Last 30 days to export the entire System Log file.

2. Click Go.
Select the desired output file type in the Export Log dialog box.

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

4. Click OK.

Console Log
Administrator Help | Forcepoint Email Security | Version 8.4.x

The Console Log is a record of any administrator activities or changes made to the
Email Security module of the Forcepoint Security Manager. Click the Console Log
tab on the Main > Status > Logs page to view the Console Log, and to export selected
portions of it to a CSV or HTML file, if desired.

The length of time Console Log records are saved in the database depends on your
database partition capacity. To preserve Console Log records, use the Export option to
export the log on a regular basis. Exporting does not remove records from the Console
Log. It transfers log data to a CSV or HTML file.

When the Console Log page opens, the most recent records are shown. Use the View
drop-down list options located above the log to select the range of log entries you
want to see: All, One Day, One Week, One Month, or Custom. When you select
Custom, use the View from/to fields to specify the desired date/time range for the log
entries you want to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

o C(lick Clean to clear the current date/time calendar selection.

e C(lick Today to set the calendar date to today’s date.
Set the time range in hours and minutes in the entry fields to the right of the calendar.

Below the View options, choose the number of log entries you want to view per log
page from the Per page drop-down list (from 25 to 200). Default is 25. At the top and
bottom of the page, scroll through the log using the back and next arrow buttons, or
identify the page you want to see in the Page field and click Go.
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Console Log data

The log displays the following information:

Column Description

Date Date and time of the change, adjusted for time zones.
To ensure consistent data in the Console Log, be sure all machines
running Forcepoint components have their date and time settings
synchronized.

User Username of the administrator who made the change

Client IP address of administrator machine that made the change

Role Administrator role that made the change, in this case, Super
Administrator

Action Type of change made (for example, entries indicating administrator
login or logoff, an administrator role change, or the addition of a new
user)

Action Detail A link that opens a Details message box with information about the
change made

Console Log export options

To export Console Log records:

1. Select a time period from the Export range drop-down list (Current page, Last 24
hours, Last 7 days, or Last 30 days).
Choose Last 30 days to export the entire Console Log file.

2. Click Go.
Select the desired output file type in the Export Log dialog box.

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

4. Click OK.

Email Hybrid Service Log

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Email Hybrid Service Log contains records of email messages that are blocked by
the email hybrid service before they reach the network. You must have entered a valid
subscription key for the Forcepoint Email Security Hybrid Module and successfully
registered with the module for the Email Hybrid Service Log to be available (see
Registering the Email Security Hybrid Module, page 37, for information).

After you register with the email hybrid service, you can enable the Email Hybrid
Service Log and set data delivery options on the Settings > Hybrid Service > Hybrid
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Service Log Options page. See Configuring the Email Hybrid Service Log, page 43,
for information.

Access the Email Hybrid Service Log on the Main > Status > Logs page by clicking
the Email Hybrid Service tab.

You can configure the number of entries per log page, between 25 and 200 (default is
25), in the Per page drop-down list in the log table banner. At the top and bottom of
the page, scroll through Email Hybrid Service Log pages by clicking the back and
next arrows, or enter a specific page number in the Page field and click Go.

The length of time message records are saved in the database depends on your
message volume and database partition capacity. To preserve message records, use the
Export option to export log contents on a regular basis. Exporting does not remove
records from the Email Hybrid Service Log. It copies log data to a CSV or HTML file.

When the Email Hybrid Service Log page appears, the most recent records are shown.
Use the View from/to fields to specify the date/time range for the log entries you want
to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

o C(lick Clean to clear the current date/time calendar selection.

e C(lick Today to set the calendar date to today’s date.

Set the time range in hours and minutes in the entry fields to the right of the calendar.

Email Hybrid Service Log data

The following message data is collected and displayed in table format:

Message Data Item Description

Hybrid Service Log ID A database-generated message identifier

Date/Time The date and time a message was received

Subject The message subject

Sender Address Message sender email address

Recipient Address Message recipient email address. If the message has multiple

recipients, the first recipient address is displayed.

Sender IP Message sender IP address
Message Status Current message status (e.g., discarded or bounced)
Reason Supplied by the email hybrid service, the analysis result that

determines message disposition
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Email Hybrid Service Log search options

The Email Hybrid Service Log has several search options, including date range or
keyword searches. Determine the date/time range for a search by selecting dates in the
View from/to field calendar controls. Default value for the from or to field is the date
and time that you open the log.

You can perform a keyword search by selecting the log elements on which you want
the search done from the Keyword search drop-down list and then entering a term in
the field to the right of the list. Click Search to initiate the search function.

Search for a keyword in all Email Hybrid Service Log elements, or in 1 of the
following Email Hybrid Service Log components:

e Email Hybrid Service Log ID
e Subject

e Sender Address

e Recipient Address

e Sender [P

e Message Status

Click Set to Default to return the keyword search options to the default settings (all
Email Hybrid Service Log components and keyword field blank).

Email Hybrid Service Log export options
To export Email Hybrid Service Log search results:
. Click Export to open the Export Log dialog box.
2. Select the desired output file type (CSV or HTML).

m Ifyou select CSV, a dialog box opens to let you open or save a text file in
comma-separated value format.

m Ifyouselect HTML, a dialog box opens to let you open or save an HTML file
containing the log data.

. Indicate the pages you want to export (All, Current Page, or a page range).
4. Click OK.

Real-time monitor

Administrator Help | Forcepoint Email Security | Version 8.4.x

Real-time log information for email traffic is available on the Main > Status >
Real-Time Monitor page for selected appliances. This information can be valuable
for troubleshooting purposes.

Specify any or all of the following types of log information for display by marking the
associated check box:

e Message status (default selection)
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e Connection status

Message delivery status

e Message analysis result

By default, the current appliance is monitored. To monitor multiple appliances in
cluster mode, click Select and mark the appropriate check boxes in the Select
Appliance list. Ensure that the primary cluster appliance is selected.

The monitor starts automatically when a user opens the Real-Time Monitor screen.
Use the following buttons to control the monitor runtime:

Pause to temporarily halt the real-time log stream

[11]

Start to open a running log of email traffic data for

specified appliances

Perform a keyword search of individual log entries by entering a term in the Search
filter field.

Click Advanced Search to open other search filter options. You can search log entries
and display records by message subject, IP address (source, destination, or both), or
email address (sender, recipient, or both).

Security Information and Event Management (SIEM)
integration

Administrator Help | Forcepoint Email Security | Version 8.4.x

Third-party security information and event management (SIEM) tools allow the
logging and analysis of internal alerts generated by network devices and software.
Integration with SIEM technology allows the transfer of message activity events to a
SIEM server for analysis and reporting.

Access SIEM integration settings on the Settings > General > SIEM Integration
page. Mark the Enable SIEM integration check box to activate SIEM integration
functions.

After you enable SIEM integration, use the following steps to configure the SIEM
server and transport protocol:

1. Enter the IP address or hostname for the SIEM integration server in the IP
address or hostname entry field.

2. Enter the port number for the SIEM integration server in the Port field. Default is
514.
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3. Select the protocol used for data transport, either UDP or TCP. User datagram
protocol (UDP) is a transport layer protocol in the Internet protocol suite. UDP is
stateless and therefore faster than transmission control protocol (TCP), but it can
be unreliable. Like UDP, TCP is a transport layer protocol, but it provides reliable,
ordered data delivery at the expense of transport speed.

4. Click Send Test Message to send a confirmation message to the configured SIEM
server. To ensure that the SIEM server is properly configured, you should check
the SIEM server log entries to confirm that the test message is delivered.

Email hybrid service configuration

Administrator Help | Forcepoint Email Security | Version 8.4.x

Forcepoint Email Security combined with the Forcepoint Email Security Hybrid
Module offers a flexible, comprehensive email security solution that lets you combine
on-premises and hybrid (in-the-cloud) analysis as needed to manage inbound and
outbound email for your organization.

The email hybrid service provides an extra layer of email analysis, stopping spam,
virus, phishing, and other malware attacks before they reach the network and
considerably reducing email bandwidth and storage requirements. You can also use
the email hybrid service to encrypt outbound email before delivery to its recipient
(your subscription must also include the Forcepoint Email Security - Encryption
Module for this feature).

You can create policies for on-premises and hybrid analysis in the same user
interface—the Email Security module—and configuration, reporting, and
management are centralized.

Before you can use the email hybrid service to examine email for your organization,
you must enter a valid subscription key that includes the Forcepoint Email Security
Hybrid Module and configure a number of settings in the Email Security module and
in your Domain Name System (DNS). This creates a connection between the
on-premises and cloud portions of your email protection system. See Registering the
Email Security Hybrid Module, page 37, for details.

The Email Hybrid Service Log contains records of the email messages that are
blocked by the email hybrid service before they reach the network. See Email Hybrid
Service Log, page 33, for information about the contents of this log. See Configuring
the Email Hybrid Service Log, page 43, for details about enabling and scheduling
Email Hybrid Service Log updates.

Registering the Email Security Hybrid Module

Administrator Help | Forcepoint Email Security | Version 8.4.x

Select Settings > Hybrid Service > Hybrid Configuration to activate your
Forcepoint Email Security Hybrid Module account. When you click Register, a
registration wizard opens. Work through the pages in the wizard as follows:
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Enter customer information, page 38
Define delivery routes, page 39
Configure your DNS, page 40

Set up your firewall, page 41
Configure your MX records, page 41

ANl S e

Modifying email hybrid service configuration, page 42

Multiple appliances controlled by a single email
management server share the same email hybrid service
configuration settings, regardless of appliance mode
(cluster or standalone).

' Important
L

If you need to register more than 1 appliance with the
email hybrid service from the same email management
server, you should:

1. Add all your appliances to the module (Settings >
General > Email Appliances).

2. Create an appliance cluster, if desired (Settings >
General > Cluster Mode).

3. Enter your subscription key (Settings > General >
Subscription).

4. Register the (Settings > Hybrid Service > Hybrid
Configuration). If your appliances are operating in
standalone mode, register from the appliance on which
you entered the subscription key.

You may need to add an appliance after you have
registered with the email hybrid service (for example, after
a new appliance purchase). In this situation, you should
add the new appliance to the module, then register your
existing appliance with the email hybrid service again
without changing any configuration settings. Hybrid
service configuration is synchronized across all appliances
after you re-register.

Enter customer information

Administrator Help | Forcepoint Email Security | Version 8.4.x

Use the Basic Information page under Settings > Hybrid Service > Hybrid
Configuration to provide the contact email address, phone number, and country for
your Forcepoint filtering administrators.

38 « Forcepoint Email Security Solutions



Getting Started

The email address is typically an alias monitored by the group responsible for
managing your email protection software. This very important email sent to your
account should be acted upon promptly when it is received.

e Technical Support uses this address to send notifications about urgent issues
affecting hybrid filtering.

e Ifthere is a configuration problem with your account, failure to respond to an
email message from Technical Support in a timely fashion could lead to service
interruptions.

e Should certain rare problems occur, the email address is used to send information
that allows Sync Service to resume contact with the hybrid service.

e This email address is not used to send marketing, sales, or other, general
information.

The country you enter provides the system with time zone information.

Click Next to continue with hybrid configuration.

Define delivery routes

Administrator Help | Forcepoint Email Security | Version 8.4.x

Use the Delivery Route page under Settings > Hybrid Service > Hybrid
Configuration to define the domains for which email traffic will be routed to and
from the email hybrid service, and the SMTP server addresses that receive mail from
and send mail to the hybrid service. Each group of one or more domains and one or
more SMTP server addresses comprises a delivery route.

' Important

Email hybrid service checks the connection to your SMTP
server by sending commands to a “postmaster” address. If
your SMTP server does not have a postmaster or
administrator address (e.g., postmaster@mydomain.com),
you should add it manually before completing this step.

To add a delivery route:

On the Delivery Route page, click Add.
Enter a Delivery route name.
To add domains to your delivery route, click Add under Protected Domains.

Enter the Domain Address (for example, mydomain.com).

Al S e

Define whether the delivery route should apply to all subdomains in the domain.
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6. To add another domain, repeat steps 3 - 5.

Note

J Protected domains added here must already be entered in
the Protected Domain group on the Settings > Users >
Domain Groups page. See Managing domain and IP
address groups, page 67, for information.

7. To add inbound SMTP servers to your delivery route, click Add under SMTP
Inbound Server Addresses.

8. Enter the IP address or name of your email management server. This must be the
external [P address or name, visible from outside your network.

To add more servers, click Add again. Each new server is given the next available
ID number and added to the end of the list. The lowest ID number has the highest
preference. Mail will always be received by the server with the highest
preference; if that server fails, the server with the next highest preference for that
delivery route is used.

To change the preference order, check the box next to a server name, then click
Move up or Move down.

9. To add outbound SMTP servers to your delivery route, click Add under SMTP
Outbound Server Addresses. The email system uses these IP addresses to send
email to the hybrid service for encryption. See Forcepoint email encryption, page
119, for information about this encryption function.

10. Enter the IP address or name of your email management server. This must be the
external IP address or name, visible from outside your network.

To add more servers, click Add again. Each new server is added to the end of the
list. If an outbound server connection fails, email in this delivery route that needs
to be encrypted is sent to a delayed messages queue for a later delivery attempt.

11. Click OK.
The delivery route appears in the Route List on the Delivery Route page.

Click Next to continue with hybrid configuration.

Configure your DNS

Administrator Help | Forcepoint Email Security | Version 8.4.x

Use the information on the CNAME Records page under Settings > Hybrid
Service > Hybrid Configuration to configure your DNS.

Before a delivery route is accepted by the email hybrid service, it must first be
checked to ensure that the service can deliver mail for each protected domain to your
mail server and that each domain belongs to your company.

CNAME records are used to assign an alias to an existing host name in DNS. Contact
your DNS manager (usually your Internet service provider) and ask them to set up a
CNAME record for each of your protected domains, using the alias and associated
domain information on the DNS page.
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A CNAME record has the following format:
abcdefgh.mydomain.com CNAME autodomain.mailcontrol.com.

Where:

abcdefgh is the Alias displayed on the DNS page

® mydomain.comn is the Protected Domain

e CNAME indicates that you are specifying a CNAME record

® autodomain.mailcontrol.com isthe Associated domain displayed with the
above alias and protected domain

Make sure the trailing period is included in the associated domain name.

The above example indicates that the alias abcdefgh.mydomain.com is assigned to
autodomain.mailcontrol.com. This enables the email hybrid service to confirm that
you own mydomain.com.

After you have created your CNAME records, click Check Status to verify that your
entries are correctly set in your DNS. Resolve any error situations if necessary. If the
Check Status button does not appear on the page, simply click Next to continue.

Note

\/ The validation performed by clicking Check Status occurs
in your local system. Because the propagation of DNS
changes across all Internet servers can take between a few
minutes to several hours, the verification process for the
email hybrid service may take longer.

Click Next to continue with hybrid configuration.

Set up your firewall
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Use the information on the Network Access page under Settings > Hybrid Service >
Hybrid Configuration to configure your firewall.

Because the email hybrid service is a managed service, Forcepoint is responsible for
managing system capacity. For this reason, the route of your email may occasionally
alter within the service. To enable this to happen seamlessly without requiring you to
make further changes, you must allow SMTP access requests from all the IP ranges
listed on the Network Access page to port 25.

Click Next to continue with hybrid configuration.

Configure your MX records

Administrator Help | Forcepoint Email Security | Version 8.4.x

Use the information on the MX Records page under Settings > Hybrid Service >
Hybrid Configuration to configure your Mail eXchange (MX) records.
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An MX record is an entry in a DNS database that defines the host willing to accept
mail for a given machine. Your MX records must route inbound email through the
email hybrid service to your email protection system.

Your MX records, which end in in.mailcontrol.com, are listed on the MX Records
page. Contact your DNS manager (usually your Internet service provider) and ask
them to set up or replace your current MX records for each protected domain you have
specified with the customer-specific records provided by the email hybrid service on
the MX Records page. For example, they might change:

Change From To

MX mydomain.com. IN MX 50 mydomain.com. IN MX 5
Preference 1 | mail.mydomain.com. cust0000-1.in.mailcontrol.com.
MX mydomain.com. IN MX 51 mydomain.com. IN MX 5
Preference 2 | mail.mydomain.com. cust0000-2.in.mailcontrol.com.

Make sure they include the trailing period, and ask them to set each of these records to
an equal preference value.

Check the entries on your Internet service provider’s DNS management site to ensure
they match the MX records provided by the email hybrid service. After you validate
your entries, click Check Status to verify that the update is successful.

It can take up to 24 hours to propagate changes to your MX records across the
Internet. During this time, you should keep your previous mail routing active to ensure
all your mail is delivered: while your MX records are changing over, some mail will
be delivered using your old MX information, and some mail will be delivered using
your new MX information.

Click Finish to complete your hybrid configuration.

Modifying email hybrid service configuration

Administrator Help | Forcepoint Email Security | Version 8.4.x

After you complete the registration wizard, you can review and modify your email
hybrid service configuration settings in the Settings > Hybrid Service > Hybrid
Configuration edit page.

Note

\/ The Check Status button may not appear in the CNAME
records area if the hybrid service has already verified
domain ownership.

You should ensure that email is properly routed through the hybrid service by sending
email through your mail system from outside your protected domains.
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Configuring the Email Hybrid Service Log
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Email Hybrid Service Log options are set on the Settings > Hybrid Service > Hybrid
Service Log Options page. You can enable the Email Hybrid Service Log and
determine the log’s data transfer schedule on this page.

These options are available only if you have already entered a subscription key that
includes the Forcepoint Email Security Hybrid Module, and you have successfully
registered the module.

Configure Email Hybrid Service Log options as follows:
1. Enable the Email Hybrid Service Log by marking the Enable the Email Hybrid
Service Log check box.

2. Specity the time interval for retrieving the most recent Email Hybrid Service Log
information in the Retrieve Email Hybrid Service Log data every drop-down
box, from 15 minutes to 24 hours. Default is 15 minutes.

3. Specify the time interval for sending Email Hybrid Service Log information to the
log database in the Send the Email Hybrid Service Log data to the database
every drop-down box, from 15 minutes to 24 hours. Default is 15 minutes.

4. Click OK.

Registering the DLP Module
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With the DLP module, you can have your email analyzed for regulatory compliance
and acceptable use and protect sensitive data loss via email by enabling DLP policies
in the Main > Policy Management > Policies page. Data loss prevention policies are
enabled by default.

See Enabling data loss prevention policies, page 146, for more information about
activating DLP policies.

Email DLP policy options are configured in the Security Manager Data Security
module (Main > Policy Management > DLP Policies > Manage Policies). A new
policy wizard provides the steps for creating a new email DLP policy. See Forcepoint
DLP Manager Help for details.

If you plan to use email encryption functions, you must configure an email DLP
policy with an action plan that includes message encryption. See Forcepoint DLP
Manager Help for details.

You can also create filter actions for use in a DLP policy action plan. See Creating and
configuring a filter action, page 141, for information.

You must register email appliances with the Forcepoint Email Security DLP Module
in order to take advantage of its acceptable use, data loss prevention, and message
encryption features. Registration is automatic when you enter a valid subscription key.
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Subsequent appliances are registered when you add them to the Security Manager
from the Email Security module.

If the Status field in the Email Security module Settings > General > Data Loss
Prevention page displays Unregistered, you must register with the Forcepoint Email
Security DLP Module manually.

Use the following steps in the Email Security module Settings > General > Data
Loss Prevention page to register a standalone appliance manually with the email DLP
Module:

1. Enter a valid subscription key in the Settings > General > Subscription page.

2. Specify the IP address used for communication with the email protection system
in the Communication IP address drop-down list.

Note

\/ The appliance C interface IP address is selected by default.
This setting is recommended for Forcepoint Email
Security DLP Module registration.

3. Select the Manual registration method to enable the Properties entry fields.
4. Specify the following data management server properties:

m [P address

m  User name

m Password

Click Register.

You must deploy DLP policies in the Data Security module to complete the
process. Click the Data Security module and then click Deploy.

' Important

You should wait until DLP policies are completely
deployed before you register another standalone appliance.

The following issues apply if you are deploying Forcepoint Email Security in an
appliance cluster:

e Register all the primary and secondary machines with the email DLP Module
before you deploy any data loss prevention policies. If you deploy DLP policies
on the primary appliance while you are registering a secondary machine, the
registration process for the secondary machine may not complete.

e Ensure that all machines in a cluster use the same physical appliance interface (the
C, E1, or E2 IP address) to register with the email DLP Module.
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Email filtering database updates
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Regular email analytics database updates offer maximum protection from email-borne
attacks. Use the Settings > General > Database Downloads page to manage database
updates for antispam and antivirus filters.

The Antivirus and Antispam filters tables list the set of analytics databases included in
your product subscription. If the current appliance is a primary machine, these tables
also include update information for any secondary appliances associated with the
primary appliance. The update schedule for each database is shown in the Schedule
column.

To edit the update schedule for an individual filter, click Edit next to the database you
want to change. In the Reschedule Update dialog box, configure the following
settings, as desired:

Frequency How often you want the update to occur, from every 5
minutes to once every week

Day of week This field is enabled only when the frequency selected
is Every week. Choose the day of the week for the
update.

Time This field is enabled only when the frequency selected
is Every day or Every week. Choose the time of day for
the update.

Use Update Now to perform an immediate update of all Forcepoint databases.

Configuring system alerts
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In addition to displaying system alerts in the dashboard Health Alert Summary, your
email protection system can use other methods to notify administrators that various
system events have occurred. For example, notifications can be sent for updates to
database download categories and subscription issues, as well as encryption and user
directory issues.

Use the Settings > Alerts > Enable Alerts page to enable and configure the desired
notification methods. Then, use the Settings > Alerts > Alert Events page to enable
the types of alerts for which you want notifications sent.
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Enabling system alerts
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You can determine how alerts are distributed using 1 or more of the following delivery
methods:

e To a specified individual via an email message
e To specified computers as a pop-up message on the Main > Status > Alerts page

e To a specified community via an SNMP Trap system
Use the Settings > Alerts > Enable Alerts page to configure alert delivery methods.

When you are finished enabling alert methods, click OK.

Email alerts

Mark the Enable email alerts check box to have alerts and notifications delivered to
administrators by email. Then, configure the following email settings:

Field Description

From email address Email address to use as the sender for email alerts

Administrator email address | Email address of the primary recipient of email alerts.

(To) Each address must be separated by a semicolon.

Email addresses for Email addresses for completed report notification

completed report notification | recipients. Each address must be separated by a
semicolon.

Pop-up alerts

Mark the Enable pop-up alerts check box to have alerts delivered via pop-up
messages on the Main > Status > Alerts page for specific computers. Then, enter the
IP address or machine name for the desired computers, each entry separated by a
semicolon.

SNMP alerts

Mark the Enable SNMP alerts check box to deliver alert messages through an SNMP
Trap system installed in your network. Provide the following information about your
SNMP Trap system:

Field Description

Community name Name of the trap community on your SNMP Trap server
Server IP or name IP address or name of the SNMP Trap server

Port Port number SNMP messages use

Click Check Status to send a test message to your SNMP server and verify that the
specified SNMP port is open.
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Alert events
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To ensure that administrators are notified of system events, like a database download
failure or a subscription that is about to expire, you can configure system alerts to be
distributed by email, pop-up message, or through your SNMP Trap system.

Use the Settings > Alerts > Enable Alerts page to select the method used to send
these alerts to Forcepoint Email Security administrators. See Enabling system alerts,
page 46, for information.

Use the Settings > Alerts > Alert Events page to select categories of alerts to be
delivered. Indicate how you want the alerts delivered (email, pop-up, or SNMP).

Alerts in the following event categories can be sent:

e Subscription expiration

e FEmail system events

e Log Server and Log Database events

e Mail queue events

e Email analysis events

e Encryption and decryption events

e Appliance cluster configuration events

e User directory server events

e Email hybrid service operation events

e Signature update events

e SIEM server events

e Personal Email Manager server events

For each event type in the Alerts list, mark the check boxes for the desired delivery
methods. Marking the check box in the column heading for each alert delivery method

selects all the event types in that column. You must have enabled a delivery method in
the Enable Alerts page in order to select that method for an event type.

In some cases, you can configure threshold values to trigger the delivery of an alert.
The following alert events allow you to set such values:

e Inbound undelivered email event notifications
e Work queue growth rate notifications

e Exception queue event notifications
Alerts are sent at 30-minute intervals when the configured threshold is exceeded.
Inbound undelivered email event notifications

You can set a frequency threshold for the inbound undelivered email events alert type.
This setting triggers an alert notification after a specified number of inbound
connection errors occurs on the mail server. Outbound traffic is not monitored for this
alert.
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Use the following steps to set thresholds for sending inbound undelivered email alerts:

Click the Configure alert thresholds link to open a configuration dialog box.

2. Enter the number of connection errors you want to trigger an alert notification
(default is 1). The notification is sent at 30-minute intervals after the connections
threshold is exceeded.

3. Click the Configure backup destination address to send alerts when the mail
server is down check box.

4. Enter up to 3 email addresses different from your mail server address as backup
alert email destinations.

5. Click OK.
Work queue growth rate notifications
The work queue includes the following message types:

e Incoming messages waiting for analysis

e Messages waiting for delivery

e Deferred messages waiting for subsequent delivery attempts

Use the following steps to set thresholds for sending alerts when the work queue

growth rate threatens to exceed the queue size limit in a specified period of time:
Click the Configure alert thresholds link to open a configuration dialog box.

2. Select the alert sensitivity level, based on how much warning you want regarding
the queue growth rate and the probability of reaching the work queue size limit:

m  High. Work queue capacity reached in less than 4 days (default)
m  Medium. Work queue capacity reached in less than 2 days
m  Low. Work queue capacity reached in less than 1 day

3. Click OK.

Exception queue event notifications

The exception queue includes any message that currently cannot be delivered because
it encountered an exception during message analysis. Use the following steps to set
thresholds for sending alerts when exception queue capacity reaches a specified
percentage:

Click the Configure alert thresholds link to open a configuration dialog box.

2. Select the percentage of queue capacity at which you want to be warned about
exception queue size (50% to 90%; default is 90%).

3. Click OK.

When you are finished enabling all alert types and notifications, click OK.
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URL analysis
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URL analysis compares a URL embedded in email with a database of categorized
URLs, providing category information to allow Forcepoint Email Security to properly
handle the URL. Forcepoint Email Security provides the following options for
accurate and efficient spam detection:

e Threat Intelligence Cloud Service

e Filtering Service

e Linking Service

Threat Intelligence Cloud Service URL analysis uses the cloud-hosted Forcepoint
Master Database, which is the most current repository of classified URLs. This cloud
database is used by many Forcepoint solutions to identify potentially dangerous or

simply unwanted URLs. This URL analysis service does not require a Forcepoint web
protection solution to be installed.

Both the Filtering Service and Linking Service options require the installation of a
Forcepoint web protection solution. The Web management server maintains an
updated URL master database from the product download server. The email protection
system queries the URL category master database and determines the risk level of a
URL found in an email message. Note that the Web Security module version must be
supported by the Email Security module for this function to be available.

Use the Filtering Service with a Forcepoint on-premises web security solution if you
want to access the local copy of the Forcepoint Master Database maintained by your
web security product (Forcepoint Web Security or Forcepoint URL Filtering).

Use the Linking Service with a Forcepoint Web Security on-premises solution to
access both the local copy of the Master Database as well as any custom categories
you have created. This service also provides dynamic category mapping updates from
the master database. Because Linking Service is an optional web protection
component, you must activate it in Forcepoint Web Security to use this option.

To configure the URL analysis service in the Settings > General > URL Analysis
page, specify the URL analysis service you want to use:

e Threat Intelligence Cloud Service (default)
o Filtering Service

e Linking Service
If you select Threat Intelligence Cloud Service:

1. Click Test Connection to verify the connection to the URL analysis service.

2. Click the refresh icon for an immediate update to your URL categories list.

If you select Filtering Service:
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1. Specify the location of the master database by entering the IP address or hostname
for the Filtering Service.

2. Click Test Connection to verify the connection to the URL analysis service.

If you select Linking Service:

1. Specify the location of the master database by entering the IP address or hostname
for the Linking Service.
Enter the port number for the Linking Service.

Click Test Connection to verify the connection to the selected URL analysis
service.

4. Click the refresh icon for an immediate update to your URL categories list.

Activate URL analysis in the Main > Policy Management > Filters > Add URL
Analysis Filter page by configuring and enabling a URL Analysis filter. See URL
analysis, page 131, for details.

Selecting advanced file analysis platform

Advanced file analysis is a cloud-hosted or on-premises sandbox for the inspection of
email file attachments. The cloud function is available only if your subscription
includes Forcepoint Advanced Malware Detection for Email - Cloud. The
on-premises sandbox is available only if you have purchased a separate Forcepoint
Advanced Malware Detection for Email - On-Premises system.

A cloud-hosted Advanced Malware Detection - Cloud sandbox examines the file
types specified in the Main > Policy Management > Filters > Advanced File
Analysis filter page. The on-premises Advanced Malware Detection - On-Premises
file analysis system inspects a larger set of file types than the cloud sandbox, though
not all file types may be supported.

See Advanced file analysis, page 134, for details about configuring an advanced file
analysis filter.

Use the following steps to set the advanced file analysis platform:

1. Inthe Settings > General > Advanced File Analysis page, select a platform from
the File analysis platform drop-down list (Advanced Malware Detection - Cloud
or Advanced Malware Detection - On-Premises).

2. Ifyou selected Advanced Malware Detection - On-Premises, enter the Controller
appliance IP address (prodl [P] interface) in the Controller IP address field.

3. Click the Check Status button to verify the connection to the Advanced Malware
Detection - Cloud Controller appliance.

4. Click OK to save your platform settings.
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Using a proxy server
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You can configure a proxy server for the following functions:

e FEmail filtering database updates
e Email traffic between the email hybrid service and the Internet
e Advanced file analysis

e Communication with Threat Intelligence Cloud Service URL analysis
Note that you can use the same proxy server for all functions.

Mark the Enable filtering database update proxy server check box if the proxy is
used for database updates.

Note

J The email software does not support the use of a Secure
Sockets Layer (SSL) proxy for filtering database updates.
An SSL server may be used as an email hybrid service

proxy.

Mark the Enable email hybrid service proxy server check box if the proxy is used
for email hybrid service communication.

Mark the Enable advanced file analysis proxy server check box if the proxy is used
for advanced file analysis purposes.

Mark the Enable Threat Intelligence Cloud Service URL analysis proxy server
check box to use the proxy server for communication with the URL analysis service.

Use the Settings > General > Proxy Server page to enter proxy server information as
follows:

1. Enter the IP address or hostname of the proxy server in the Server IP address or
hostname field.
2. Enter the port number of the proxy server in the Port field.

Enter the username and password for the proxy server in the User name and
Password fields (optional).

Using the Common Tasks pane
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The right shortcut Common Tasks pane provides shortcuts to frequently performed
administrative tasks like running a report, creating a policy, or searching a log. Click
an item in the list to jump to the page where the task is performed.
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Topics:

® Managing administrator accounts, page 53

e Setting system preferences, page 57

® Managing appliances, page 58

e Configuring an appliance cluster, page 60

® Managing user directories, page 62

® Managing domain and IP address groups, page 67

e Managing user validation/authentication options, page 71

® Managing Transport Layer Security (TLS) certificates, page 73
® Backing up and restoring manager settings, page 75

e [mporting a trusted CA certificate, page 74

Managing administrator accounts
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Forcepoint Email Security module administrator accounts are created in the
Forcepoint Security Manager. Only a Super Administrator can add, edit, or delete an
administrator account in the Global Settings page. Click Global Settings in the
Security Manager toolbar to access the Global Settings > Administrators page.

A Super Administrator can create 2 types of accounts: local and network. A local
account is stored in the local Security Manager database and contains a single user. A
network account can contain a single user or a group of users and is stored on a
network server. Details about managing Security Manager administrators on this page
can be found in Forcepoint Security Manager Help.

Administrator account settings and role assignments that are configured on 1
appliance are applied to all the appliances in your network.
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Administrator accounts
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The Settings > Administrators > Delegated Administrators page lists all defined
Email Security module administrators, their email address, account type, roles, and
the administrator’s current status (online or offline).

A new administrator is created with the role of Auditor. An Email Security module
Super Administrator can assign a default role to a new administrator account or create
a new role for that administrator. Click the administrator name to open the Edit
Administrator page.

Assign this administrator to a default role by selecting it in the Role drop-down list.
You can also click New Role if you want to create a new role with different
permissions for this administrator. See Administrator roles, page 54, for information
about adding a new role and defining permissions.

The following default roles are available for selection:

Default Role Description

Super Administrator Administrators with this role have full access; they can add
and remove administrators and edit the profiles and
permissions of all other administrators.

Auditor Administrators with this role can view all configuration
settings but not change them.

Reporting Administrator Administrators with this role can edit, run, and schedule
reports only.

Security Administrator Administrators with this role have access to all general
settings and can add domains and set up routes and
preferences. Permissions are identical to a Super
Administrator, except they cannot manage other
administrators.

Policy Administrator Administrators with this role can create and manage policies
only for the specific users or groups managed by this role.
Permissions include reporting and quarantine management
for these users and groups.

Quarantine Administrator Administrators with this role can manage specific queues,
troubleshoot from logs, and release messages to users from
assigned queues.

Group Reporting Administrators with this role can edit, run, and schedule
Administrator reports only for users in specified groups.

Click View Permission on the Edit Administrator page to see a read-only screen
showing that administrator’s current role and permissions.

Administrator roles

Administrator Help | Forcepoint Email Security | Version 8.4.x
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A Super Administrator can create several delegated administrators with a variety of
roles and permissions. When you create roles for delegated administrators, you
specify the users or groups managed by the role along with the permissions associated
with the role. Then assign an administrator to that role. An administrator may be
assigned to only 1 role at a time.

Note
Managed users and user groups settings are used only for

the following permissions:
e Policies
e Reports

e Quecues and quarantined messages

A user’s view of the Email Security module interface is different, depending on that
user’s specific administrator role. For example, a user with an Auditor role can view
the entire Email Security module interface, but that user cannot modify any settings.

By default, a new Email Security module-specific administrator account is an Auditor
account. A Super Administrator can use the following steps to change an
administrator’s role:

Note

J Only 1 Super Administrator may access an email appliance
at a time. Subsequent Super Administrators are assigned
an Auditor (or read-only) role when they access the
appliance.

Add role

Click Add and use the following steps to create a new administrator role:

1. Enter a name for the new role, along with a brief, clear description of the role.
2. Define the users or user groups to be managed by this role:

a. Click Add under the Managed Users and Groups table to open the Add
Managed Users and Groups dialog box.

b. Enter the email addresses of managed users or groups in 1 of the following
ways:
o Browse to an email address file, a text file that contains 1 email address per
line and is no larger than 10 MB.

o  Enter the desired email addresses in the User email address box, separating
addresses by a semicolon.
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3. Define the permissions you want for this role in the Permissions table. The
following options are available:

Module Permission Options

Policy Read-only access to all policies
Management
Policies for users managed by this role
All policies

System Settings and Status None

(includes access to the System
Log, the Alerts page, the

Read-only access

Message Queues page, and all Management
Settings tab menu items except

Administrators)

Real-Time Monitor None

Read-only access

Message Logs (includes access
to the Message, Connection, and
Email Hybrid Service logs)

None

Read-only access to all message logs

Manage message logs for users managed by this role
Manage all message logs

Audit and Console Logs
(includes access to the Audit,
Console, and Personal Email
Manager logs)

None
Access to logs

Always Block/Permit lists

None
Read-only access

Management
Administrators None

Read-only access

Management
Reports None

Reports for users managed by this role
Access to all reports

Queues and quarantined
messages

Queue access (None, Access to all queues, Access to
selected queues)

Manage all quarantined messages
Manage messages for users managed by this role
Read-only access to all quarantined messages

4. Click Assign Role to open the Assign Role dialog box.

Select the administrator to which you want to assign this role. This role replaces
the administrator’s current role.

6. Click OK.
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Setting system preferences
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You can accomplish the following email system preferences on the Settings >
General > System Settings page:

® FEntering the fully qualified domain name

o Setting the SMTP greeting message

e Setting system notification email addresses

o Configuring administrator console preferences

Entering the fully qualified domain name
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The SMTP protocol requires the use of fully qualified domain names (FQDN) for
message transfer. If you completed the First-Time Configuration Wizard, the FQDN
you entered there appears on this page as the default entry.

If you did not complete the wizard, enter the appliance fully qualified domain name in
the Fully Qualified Domain Name field (format is
appliancehostname.parentdomain.com).

Important
' This setting is important for proper email security system
operation. You must replace the default fully qualified
domain name entry with the correct appliance name.

An incorrect fully qualified domain name may cause
disruptions in email traffic flow.

Setting the SMTP greeting message
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The SMTP greeting message is the response to a connection attempt by a remote
server. It can also be used to indicate that the system is working properly. For
example, an SMTP greeting could be:

The email security service is ready.

Change the default message by entering text in the SMTP greeting field.

Administrator Help » 57



Configuring System Settings

Setting system notification email addresses
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The email system can automatically send notifications of system events like a stopped
service to a predefined address, often an administrator address. Enter the desired
recipient address in the Administrator email address field.

If you want notification messages sent to or from an administrator email address for
other than system events, you must enter an address in this field as well. For example,
configuring a notification to be sent to or from an administrator address when a
message triggers a filter (in Main > Policy Management > Actions) requires that this
field on the System Settings page contain an administrator address.

User notification messages may be sent from a predefined address. Enter the desired
sender address in the Default sender email address field.

Configuring administrator console preferences
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The Administrator Console Preferences section lets you configure your desired
character set encoding and console language.

Select a character set for encoding messages from the Preferred character encoding
drop-down list. The preferred character encoding setting is used to decode email
attachments, including those for which no character encoding information is available.

Set the language you want the appliance to use in the Administrator console
language drop-down list.

Managing appliances
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Before you add an appliance to the Email Security module, you should have already
installed and configured a Forcepoint appliance. Interface information includes IP
address, subnet mask, default gateway, and up to 3 DNS server IP addresses. See the
Forcepoint Appliance Getting Started Guide for more details about setting up and
configuring an appliance.

Forcepoint Email Security may be deployed as a virtual appliance. See the Forcepoint
appliance Getting Started Guide for complete information about deploying and
configuring a virtual appliance.
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Note

\/ You can configure a primary, secondary, and tertiary DNS
server, with the secondary and tertiary servers being
optional entries.

When it starts, the email appliance polls each DNS server
to determine which has the lowest latency level. That
server is selected as the “primary” server for DNS queries,
regardless of its designation. The other servers may be
used for subsequent queries based on the network
connection status of the primary server.

If you change either the appliance hostname or C interface IP address on the
appliance, you must make the same change in the Settings > General > Email
Appliances page. The Email Security module does not detect this change
automatically.

Email traffic is usually routed through dedicated appliance interfaces (E1/E2).
However, if you want to route traffic through the C interface (for example, to transfer
log data to a SIEM server), you need to define a route using the appliance CLI. You
should note that you need to stop and restart email security services on the appliance
each time you add or delete a route on the appliance.

Appliances overview
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You can manage multiple email appliances from the Settings > General > Email
Appliances page without having to log on to each machine separately. Managed
appliances share a single Log Database, from which email log entries, presentation
reports, and the dashboard statistics and charts are generated. The Email Security
module and all appliances must share supported versions and subscription key for
successful communication among the appliances.

An appliance may operate in standalone mode, which is the default mode when an
appliance is added to the Email Security module. You can also create appliance
clusters by designating an appliance as a primary machine or as a secondary machine
associated with a primary machine. See Designating a primary appliance in a cluster,
page 61, for more information about appliance clusters.

The Email Appliances page lists all current system appliances in a table that shows the
appliance hostname, platform, C interface IP address, system connection status, and
mode. It also contains an Action column, with links that allow you to switch to a
different appliance (Launch) that is in standalone mode or remove an unconnected
primary appliance from a cluster (Remove). When a primary appliance is removed, all
its secondary appliances change to standalone mode. The current appliance and all
secondary appliances have an Action entry of N/A.
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To add an appliance to the appliances list in the Settings > General > Email
Appliances page:
Click Add.

2. Inthe Add Appliance dialog box, enter the [P address used for communication
with the Email Security module in the C interface IP address field.

3. Click OK.
' Important
o Changing the C interface IP address of an appliance

terminates the appliance connection with the Email
Security module. In order to re-establish the connection,
the IP address must also be changed in the Email Security
module Settings > General > Email Appliances page.

You should also change the address for the Personal Email
Manager notification message (Settings > Personal Email
> Notification Message).

For subscriptions that include the Forcepoint Email
Security Hybrid Module, the email hybrid service must be
re-registered after you change the IP address.

When you add an appliance, it is automatically registered with the Data Security
module for data loss prevention (DLP). To complete the registration process and
deploy DLP policies, click the Data Security module on the Security Manager toolbar
and then click Deploy.

You can remove an appliance from the appliances list by selecting the appliance and
clicking Delete. Note that you cannot delete an appliance that is being accessed by
another user. Once you remove an appliance from the list, you cannot manage it from
the Email Appliances page.

Editing appliance settings from the appliances list
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You can edit the appliance C interface IP address by clicking the appliance name in
the appliances list. Note that the system connection status and mode cannot be
changed on this page.

Configuring an appliance cluster
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An email appliance operates in standalone mode by default, but it can be configured in
a cluster of appliances to manage a large volume of email traffic. After you have
added an appliance to the appliances list on the Email Appliances page, you can
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change its mode from the default standalone to either primary or secondary in the
Settings > General > Cluster Mode page.

Some platform limitations apply to appliances in a cluster. A V10000 appliance
cannot be configured in a cluster with a V5000 appliance. A virtual appliance may be
clustered with other virtual appliances, but not with a physical appliance. See
Forcepoint Documentation for more information.

Platform versions must match in a cluster.

Appliances in a cluster should also have the same message queue configurations.
Messages in a secondary appliance queue may be lost if that queue is not configured
on the primary machine before the cluster is created.

' Important

If you are deploying email protection in an appliance
cluster and want to use DLP policies, be sure to register all
the primary and secondary cluster machines with the
module before you deploy DLP policies.

If you deploy DLP policies on the primary appliance while
you are registering a secondary machine with the module,
the registration process for the secondary machine may not
complete.

Designating a primary appliance in a cluster

A primary appliance maintains and displays the configuration settings for all the
appliances in its cluster. Use the following steps to specify a primary appliance in a
cluster:

1. In the Settings > General > Cluster Mode page, select Cluster (Primary) as the
appliance mode. A Cluster Properties box opens with the primary appliance IP
address displayed in the Cluster communication IP address field. Secondary
appliances use this IP address for cluster communications.

Note

\/ Use of the C appliance interface IP address for
communication requires that you need to define a route in
the appliance CLIL

You need to stop and restart email services on the
appliance each time you add or delete a route on the
appliance.

2. Click Add to open the Add Secondary Appliance page, where you can designate
the secondary appliances in this cluster.

3. Select the secondary appliances that you want to add to this cluster from the list of
standalone appliances on the left (up to 7 appliances).
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If you want to add a new appliance that is not already on the list, click Add New
Appliance to open the Add Appliance page.

Click the arrow button to add the appliances to the Secondary Appliances list.

Click OK. The appliance is added to the Secondary Appliances list along with its
status.

6. Click OK in the main Cluster Mode page to complete the addition of the
appliance to the cluster.

Click the appliance name in the Secondary Appliances list to open an Appliance
Properties message box that contains all the details about the appliance.

You can remove a secondary appliance from a cluster by selecting the appliance in the
Secondary Appliances list and clicking Remove.

Managing user directories
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A user directory is an important component of email traffic analysis, when it is used to
set sender/recipient conditions for a policy. It can also provide recipient validation
capabilities and be the basis of user logon authentication settings. See Managing user
validation/authentication options, page 71, for information regarding user
authentication settings.

You can add a user directory from the Settings > Users > User Directories page.

Perform a keyword search of a user directory by clicking the View link in the Cache
Size column on the Settings > Users > User Directories page for the appropriate
directory. Enter a keyword in the search field (up to 100 characters) and click Submit
Query to complete the search. Click Clear to empty the search field and display the
complete user directory.

You can delete a user directory by selecting it in the user directories list and clicking
Delete. You may delete a user directory only if that directory is not currently being
used by an email function. For example, if the directory is being used as part of a
policy or as part of user authentication settings, it cannot be removed.

Adding and configuring a user directory
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Click Add on the Settings > Users > User Directories page to open the Add User
Directory page. After you name your user directory, select a user directory type from
the drop-down list. Note that a new user directory has a status of Not referenced,
because it is not yet being used by an email function. User directory creation entries
are different depending on the type of user directory you want.

Create a user directory by following the steps for the desired directory type:

® Microsoft Active Directory
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IBM LDAP Server Directory
Generic LDAP Server Directory
Recipient List

ESMTP Server Directory

Microsoft Active Directory

Microsoft Active Directory provides user information management in a Windows
environment. Use the following procedures to configure a Microsoft Active Directory
in the User Directory Properties section:

1.

Enter the [P address or hostname of your LDAP server in the Server IP address
or hostname field.

Enter the port number in the Port field (default is 389).

Select the Enable secure LDAP check box if you want to enable secure LDAP, a
nonstandard protocol also known as LDAP over SSL.

Note that marking this check box changes the default port number to 636.

Enter the username and password for this appliance in the Username and
Password fields. The Username field can contain the user’s username, email
address, or distinguished name.

Enter the LDAP server’s search domain name in the Search domain field. This
value is used when the search filter is applied.

The Search filter field should contain a standard LDAP query that can use
validation variables, for example:

(] (mail=%email%) (userPrincipalName=%email%)
(proxyAddresses=smtp:%semail%))
Select either Mirror or Cache address as your cache setting.

m The Mirror setting means that valid addresses are cached all at once by
synchronizing the cache with all the addresses stored on the LDAP server.
You can manually synchronize the cache with the LDAP server any time after
that by clicking the Synchronize action for this directory on the User
Directories page.

m The Cache address setting means the cache is updated dynamically. A new,
valid address is cached after it is verified with the LDAP server. Remove all
addresses from the cache by clicking Clear cache.

Enter a value in the cache timeout field. The timeout is the amount of time that a
valid address remains in the memory cache. If an email message is sent from a
previously validated address during this timeout period, the email is delivered
without contacting the validation server. However, if another message is sent from
this address after the timeout has expired, the server will be contacted to validate
the address. Default value is 60 minutes.
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IBM LDAP Server Directory

An IBM LDAP Server Directory provides user information management on an IBM
server. Use the following procedures to configure an IBM LDAP Server Directory in
the User Directory Properties section:

1. Enter the IP address or hostname of your LDAP server in the Server IP address
or hostname field.

Enter the port number in the Port field (default is 389).

Select the Enable secure LDAP check box if you want to enable secure LDAP, a
nonstandard protocol also known as LDAP over SSL.

Note that marking this check box changes the default port number to 636.

4. Enter the username and password for this appliance in the Username and
Password ficlds. The Username field can contain the user’s username or
distinguished name.

5. Select either Mirror or Cache address as your cache setting.

m The Mirror setting means that valid addresses are cached all at once by
synchronizing the cache with all the addresses stored on the LDAP server.
You can manually synchronize the cache with the LDAP server any time after
that by clicking the Synchronize action for this directory on the User
Directories page.

m The Cache address setting means the cache is updated dynamically. A new,
valid address is cached after it is verified with the LDAP server. Remove all
addresses from the cache by clicking Clear cache.

6. Enter a value in the cache timeout field. The timeout is the amount of time that a
valid address remains in the memory cache. If an email message is sent from a
previously validated address during this timeout period, the email is delivered
without contacting the validation server. However, if another message is sent from
this address after the timeout has expired, the server will be contacted to validate
the address. Default value is 60 minutes.

Generic LDAP Server Directory

A generic LDAP directory provides user information management that is supported
on any LDAP server. Use the following procedures to configure a generic LDAP
Server Directory in the User Directory Properties section:

1. Enter the IP address or hostname of your LDAP server in the Server IP address
or hostname field.
2. Enter the port number in the Port field (default is 389).

Select the Enable secure LDAP check box if you want to enable secure LDAP, a
nonstandard protocol also known as LDAP over SSL.

Note that marking this check box changes the default port number to 636.

4. Enter the username and password for this appliance in the Username and
Password ficlds. The Username field can contain the user’s username or
distinguished name.
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5. Enter the LDAP server’s search domain name in the Search domain field. This
value is used when the search filter is applied.

6. The Search filter field should contain a standard LDAP query that can use
validation variables, for example:

(mail=%email%)
(] (mail=%email%) (uid=%email%))

7. Enter any optional email addresses to import in the Mail field text box.
Select either Mirror or Cache address as your cache setting.

m  The Mirror setting means that valid addresses are cached all at once by
synchronizing the cache with all the addresses stored on the LDAP server.
You can manually synchronize the cache with the LDAP server any time after
that by clicking the Synchronize action for this directory on the User
Directories page.

m  The Cache address setting means the cache is updated dynamically. A new,
valid address is cached after it is verified with the LDAP server. Remove all
addresses from the cache by clicking Clear cache.

9. Enter a value in the cache timeout field. The timeout is the amount of time that a
valid address remains in the memory cache. If an email message is sent from a
previously validated address during this timeout period, the email is delivered
without contacting the validation server. However, if another message is sent from
this address after the timeout has expired, the server will be contacted to validate
the address. Default value is 60 minutes.

Recipient List

A recipient list is a text file that contains a list of email addresses and their associated
passwords, 1 set per line. This file can be used for user recipient validation.

You can perform a keyword search on a recipient list by using the keyword entry field
and Search button at the top of the Recipient List table. When your search results
appear, a View All option allows you to view the entire recipient list.

If you have an existing recipient list and you choose to enable the strong password
policy, the email protection system evaluates current passwords in the list against the
policy. When this evaluation is complete, a Strength column appears in the Recipient
List box indicating any weak passwords that should be changed. You cannot save a
recipient list that contains weak passwords if you have chosen to use the strong
password policy.

Use the following procedures to configure a recipient list in the User Directory
Properties section:

1. Enable a strong password policy by marking the Enforce strong password policy
check box. With this policy in force, a password must meet the following
requirements:

m Between 8 and 15 characters
m  Atleast 1 uppercase letter

m Atleast 1 lowercase letter
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m At least 1 number
m At least 1 special character; supported characters include:
P#S & () *+,- /y<=>2@[\]"_"{[}~

2. Add a predefined recipient list file by clicking Browse next to the Recipient
information file entry field and navigating to the desired text file. The file format
should be 1 email address and password per line, up to a maximum of 1000
entries.

Note

J If you add a new recipient list file when you already have
an active recipient list, the new file will overwrite the
current file.

3. You can also create a recipient list by entering an individual email address and
associated password in the Enter Recipient Information box and clicking the
arrow button to add the information to the Recipient List box on the right.

Click Search if you want to perform a keyword search on your recipient list.
Click OK.

You cannot save a recipient list that contains weak passwords if you have chosen
to use the strong password policy.

After you finish your recipient list entries, you can export the list to your local drive as
a text file by clicking Export.

Remove an individual entry by selecting it in the Recipient List box and clicking
Delete.

ESMTP Server Directory

An ESMTP Server Directory provides user authentication and recipient validation
using the features in extended SMTP. Use the following procedures to configure an
ESMTP Server Directory in the User Directory Properties section:

1. Determine your desired email verification method. Select Use the return status
of the VRFY command to verify the email user name. Select Use the return
status of the RCPT command to verify the email recipient.

2. Enter an email address for the user directory in the Sender email address field.

Enter a value in the cache timeout field. The cache timeout is the amount of time
that a valid address remains in the memory cache. If an email message is sent
from a previously validated address during this timeout period, the email is
delivered without contacting the validation server. However, if another message is
sent from this address after the timeout has expired, the server will be contacted to
validate the address. Default value is 60 minutes.

Remove all addresses from the cache by clicking Clear cache.
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Managing domain and IP address groups

Administrator Help | Forcepoint Email Security | Version 8.4.x

A collection of domain names or IP addresses can be defined in a single group for use
in email functions. For example, you can define a domain name group to establish
domain-based delivery options, or you can define an [P address group for which
Reputation Service, Real-time Blacklist (RBL), or directory attack prevention analysis
is not performed. IP address groups can also be used for the email encryption
functions.

You can perform the following operations on domain or IP address groups:

® Adding a domain group
e FEditing a domain group
® Adding an IP address group
e [Fditing an IP address group

You may delete a domain or IP address group from its respective list by selecting the
check box to the right of the name and clicking Delete.

You should note the following two special default groups of domain or IP addresses:

e Protected Domain group
e Trusted IP Address group

See Third-party encryption application, page 120, for information about using the
Encryption Gateway default IP address group. Default groups cannot be deleted.

Protected Domain group

The Protected Domain group should contain all the domains that an organization owns
and needs the email system to protect. Message direction in the system is determined
on the basis of an organization’s protected domains:

e Inbound - The sender address is not from a protected domain, and the recipient
address is in a protected domain

e Outbound - The sender address is from a protected domain, and the recipient
address is not in a protected domain

e Internal - Both the sender and recipient addresses are in a protected domain.

An open relay results when both the sender and recipient addresses are not in a
protected domain.

Unless you entered a protected domain name in the Domain-based Route page of the
First-time Configuration Wizard, the default Protected Domain group is empty after
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product installation. Domains may be added to or deleted from the Protected Domain
group, but you cannot delete the Protected Domain group itself.

' Important

Ensure that the Protected Domain group contains all the

¢ domains you want your email system to protect.

An open relay is created when mail from an unprotected
domain is sent to an unprotected domain within your
organization. As a result, all mail from any domain that is
not protected may be rejected. Mail from an external
trusted IP address to an unprotected domain within your
organization bypasses analysis and is delivered.

The email hybrid service uses the Protected Domain group during Forcepoint Email
Security Hybrid Module registration to verify that the domains specified in its
delivery routes are all from this group. The Protected Domain group should not be
used to configure email delivery routes (in the Settings > Inbound/Outbound > Mail
Routing page) if you need to define domain-based delivery routes via multiple SMTP
servers. See User directory-based routes, page 96, for information.

Trusted IP Address group

Like the Protected Domain group, the Trusted [P Addresses default group is empty
after product installation. IP addresses may be added to or deleted from the Trusted IP
Addresses group, but you cannot delete the Trusted IP Addresses group itself. The
Trusted IP Addresses group may include up to 1024 addresses.

Trusted IP addresses may include your internal mail servers or a trusted partner mail
server.

Mail from an address in the Trusted [P Addresses group can bypass some inbound
email analysis. Use of the Trusted IP Addresses group can result in improved email
processing time.

Specifically, mail from trusted IP addresses bypasses the following email analysis:
e Global Always Block List (Main > Policy Management > Always
Block/Permit)

e All message controls except message size, invalid recipient, and internal sender
verification settings (Settings > Inbound/Outbound > Message Control)

e Recipient validation (Settings > Users > User Authentication)

e All connection controls except the connection control timeout (Settings >
Inbound/Outbound > Connection Control)

e Directory harvest attack (Settings > Inbound/Outbound > Directory Attacks)
e Relay controls (Settings > Inbound/Outbound > Relay Control)
e Personal Email Manager Always Block List
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Note

Mail from trusted IP addresses does not bypass policy and
rule application, and it is always subject to antispam and
antivirus analysis.

Adding a domain group
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Click Add on the Settings > Users > Domain Groups page to open the Add Domain
Group page. Use the following procedures to add a domain group:

1. Enter a name for the new domain group in the Domain Group Name field.

2. Enter a brief description of your domain group.

In the Domain Group Details section, add a predefined domain group by clicking
Browse next to the Domain address file field and navigating to the desired text file.
The file format should be 1 domain address per line, and its maximum size is 10 MB.
If a file contains any invalid entries, only valid entries are accepted. Invalid entries are
rejected.

1. You can also create a domain group by entering an individual domain address in
the Domain Address field and clicking the arrow button to add the information to
the Added Domains box on the right. Use wildcards to include subdomain entries
(e.g., *.domain.com).

2. Click OK.

After you finish adding your domain address entries, you can export the list to your
local drive as a text file by clicking the Added Domains Export button.

Remove an individual entry by selecting it in the Added Domains box and clicking
Delete.

Editing a domain group
Administrator Help | Forcepoint Email Security | Version 8.4.x

You can edit a domain group by clicking the domain group name in the Settings >
Users > Domain Groups page Domain Groups List to open the Edit Domain Group
page. Add or remove individual domains on this page. You can also edit the domain
group description.

Note that if a domain is in use, you will be asked to confirm any changes that involve
that domain.
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Adding an IP address group
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Click Add on the Settings > Inbound/Outbound > IP Groups page to open the Add
IP Address Group page. Use the following procedures to add an IP address group:

Enter a name for the new IP address group in the IP Address Group Name field.
2. Enter a brief description of your IP address group.

Add a predefined IP address group by clicking Browse next to the IP address file
field and navigating to the desired text file. The file format should be 1 IP address
per line, and its maximum size is 10 MB.

Note

\/ The default Encryption Gateway IP address group supports
only the entry of individual IP addresses. Subnet address
entries are considered invalid and are not accepted for this
IP address group.

Subnet addresses may be entered for other default and
custom IP address groups.

4. You can also create an IP address group by entering an individual IP address in the
IP Address box and clicking the arrow button to add the information to the
Added IP Addresses box on the right.

5. Click OK.

After you finish adding your IP address entries, you can export the list to your local
drive as a text file by clicking the Added IP Addresses Export button.

Remove an individual entry by selecting it in the Added IP Addresses box and
clicking Remove.

Editing an IP address group
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You can edit an IP address group by clicking the IP address group name in the IP
Address Groups List to open the Edit [P Address Group page. Add or remove
individual IP addresses on this page. You can also edit the IP address group
description.

Note that if an IP address is in use, you will be asked to confirm any changes that
involve that address.
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Managing user validation/authentication options
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After you define your domain groups, you can determine recipient validation and user
authentication settings for users in the user directories you create. See Managing
domain and IP address groups, page 67, for information about creating domain
groups.

The following types of user validation/authentication are available:

e Recipient validation, in which a message recipient is validated before a message
is received

e SMTP authentication, in which a message sender is authenticated before a
message is received

e Personal Email authentication, in which a user is authenticated before accessing
the Personal Email Manager facility for managing blocked email. See
Configuring Personal Email Manager End User Options, page 177, for details
about the Personal Email Manager end-user tool.

e Distribution list validation, in which individual members of an email
distribution list are validated. If an individual recipient in the group is invalid, the
message is rejected for that individual. Other, valid recipients in the distribution
list receive the message.

Ensure you include group email addresses in your user directories if you want to
use the distribution list validation option. A message to an invalid group alias is
rejected for the entire group of recipients.

Users in a domain group are verified against the corresponding user directory, and
specified authentication settings are applied.

' Important
You may create multiple Personal Email Manager user
o authentication groups. However, any protected domain
group (as defined in Settings > Users > Domain Groups)
may be included in only 1 Personal Email Manager user
authentication group.

Including a protected domain group in more than 1
Personal Email Manager user authentication group may
result in that domain group’s users being denied access to
the Personal Email Manager facility.

Be sure that you add all the user directories that contain the
users in this protected domain group to the associated
Personal Email Manager authentication group.

Click Add to create new recipient validation/authentication settings.
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Click the name of existing authentication settings to modify the settings.

Remove a set of authentication settings by selecting it on the User Authentication
page. Mark the check box next to the name of the settings. Click Delete.

Adding user authentication settings
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Use the Settings > Users > User Authentication page to add new user
validation/authentication settings for domain/user directory groups.

Click Add to open the Add User Authentication page.
2. Give this set of authentication settings a name.

Select the types of user validation/authentication settings that you want to apply:
recipient validation, SMTP authentication, Personal Email authentication, or
distribution list validation.

m Ifyou specify recipient validation, you can mark the associated check box to
allow the system to continue a recipient search in the next user directory listed
in the User Directories section Recipients box if the current user directory
cannot be accessed (e.g., server is down or not connected).

m If you specify SMTP authentication, you must ensure that the Allow relays
only for senders from trusted IP addresses option is selected for both
outbound and internal relays (Settings > Inbound/Outbound > Relay
Control).

4. Select the domain group you want to target with your authentication settings.

You can add or remove domain names from your domain group by clicking Edit
in the Domains area of the User Authentication page to open the Edit Domain
Group page. Changes you make here are also reflected in the Settings > Users >
Domain Groups page.

5. Select the corresponding user directories to which you want these authentication
settings to apply by marking the check box next to the directory name and clicking
the arrow button to add it to the Recipients box.

Click Add user directory if you want to create a new user directory for these
authentication settings. The Add User Directory page opens for you to create a
new directory. See Adding and configuring a user directory, page 62, for user
directory creation instructions.

You can move selected user directories up or down in the Recipients box via the
Move up and Move down buttons.

You can delete a user directory reference from the Recipients box by selecting it
and clicking Delete. This action removes the user directory from the Recipients
list, but does not delete it from the Settings > Users > User Directories page.
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Editing user authentication settings
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Edit existing authentication settings by clicking the name of the settings in the User
Authentication page. Change any settings on the Edit User Authentication page. See
Adding user authentication settings, page 72, for information about authentication
settings.

Note that a user directory may be added or deleted from user validation/authentication
settings. User directory entries are modified in the Settings > Users > User
Directories page.

Managing Transport Layer Security (TLS) certificates
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Transport Layer Security (TLS) is a protocol that provides an extra layer of security
for email communications. Use of this protocol helps prevent devices such as
non-trusted routers from allowing a third party to monitor or alter the communications
between a server and client. The email security system can receive messages
transferred over TLS and can also send messages via this protocol to particular
domains.

A default TLS certificate is supplied with Forcepoint Email Security for incoming
connections. The email system presents this certificate during TLS communications.

After email product installation, default TLS certificate information appears in the
Settings > Inbound/Outbound > TLS Certificate page, in the TLS Certificate for
Incoming Connection section. Details include the certificate version, serial number,
issuer, and expiration date.

You can generate a new certificate when that default one expires. On the Settings >
Inbound/Outbound > TLS Certificate page, click Generate to create the new
certificate. You should note that generating a new certificate overwrites any certificate
that currently exists.

Import and export capabilities for TLS certificates are available.

You can also manage trusted Certificate Authority (CA) certificates for outgoing
connections. Forcepoint Email Security uses CA-issued root and intermediate
certificates (along with the default CA certificate bundle) to verify a server certificate
presented by a third-party mail server during TLS communications.

A table on the TLS Certificate page displays information about the certificate,
including common name, issuer, and expiration date. An import function lets you
browse to the location of a trusted certificate and add it to the Trusted CA Certificate
for Outgoing Connection table. A search function allows you to perform a keyword
search of all your trusted CA certificates.
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See the following sections for details on importing and exporting TLS and CA
certificates:

e [mporting a TLS certificate, page 74
e [Fxporting a TLS certificate, page 74
e Importing a trusted CA certificate, page 74

Importing a TLS certificate

Administrator Help | Forcepoint Email Security | Version 8.4.x

You may want to import a certificate rather than generate a new one. You should note
that importing a certificate overwrites any certificate that currently exists.

Import a certificate that is already located on your network as follows:

On the Settings > Inbound/Outbound > TLS Certificate page, click Import.

2. Click Yes in the confirmation dialog box. An Import Certificate area appears
below the Import button.

3. Use Browse to navigate to the certificate file. When you select a file, its filename
appears in the Certificate file field. File format must be .p12 or .pfx.

4. Enter a password in the Password field (maximum length is 100 characters).
Click OK.

Exporting a TLS certificate
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If you want to export a TLS certificate and password to a location on your network,
click Export. In the Save box, browse to the location where you want the certificate
and password to be stored.

Importing a trusted CA certificate

Administrator Help | Forcepoint Email Security | Version 8.4.x
Import a trusted CA certificate as follows:

In the Trusted CA Certificate for Outgoing Connection section, click Import.

2. In the Import Trusted CA Certificate dialog box, enter the desired certificate file
name or browse to its location in your network.

3. Click OK.

The certificate is added to the trusted CA certificate table. Select a CA certificate and
click Delete to remove a CA certificate from the table.
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Backing up and restoring manager settings
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The email management server maintains several important configuration setting files,
including

e Database configuration

e Appliances list

e Administrator settings

e Presentation report templates and data

You may want to retain a backup copy of these settings to use if a system recovery

operation is necessary. A backup and restore utility is included with the Email
Security module.

The Backup/Restore function includes a Backup and Restore Log, which displays
time-stamped backup and restore activities for the manager.

Note

/ Because the Backup/Restore utility stops the module
service, backup and restore activities are recorded only in
the Backup and Restore log.

Backup and restore functions for an appliance cluster work properly only when cluster
settings have not changed between the backup and restore operations. You may have
unexpected results if any of the following settings have been changed between the
backup and restore.

e Appliance mode (cluster or standalone)

e [P address or hostname

You may need to rebuild a cluster if a restore operation encounters problems.

Note

J If you specify your backup file location for a remote
server, ensure that your restore operation is configured to
restore configuration files from that remote server
location.

Backing up settings
Backup and restore functions are available on the Settings > General >

Backup/Restore page. Backup and restore settings made on 1 appliance are applied to
all the appliances in your network.
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To back up your Email Security module configuration settings, click Backup to
activate the utility and specify a local folder for the backup file. That folder location
appears in the File Location field in the Restore Settings section of the page.

If you want to save your backup settings on the Log Database server, mark the check
box next to that option in the Backup Settings section. When you make this selection,
the Remote Log Database Server Access box is enabled for you to enter the following
server information:

e Domain/Hostname. Enter the domain if a domain account is used; otherwise,
enter the hostname of the SQL Server machine.

e User name. Enter a user with SQL Server log-in permission.

e Password. The password may not contain more than 1 double quotation mark.

e Backup/Restore file path. Enter the shared folder path on the remote SQL Server
machine (for example, \\10.1.1.2\shared\).

Note

\/ e The version of the backed up settings must match the
version of the currently installed product.

e Backup and restore settings must both use either local
or remote file storage. You cannot restore a local file
using remote settings.

o The backup settings file size may not exceed 10 MB.

e The following special characters are not supported in
backup server entries: |, <, >, and &.

Click Check Status to ensure that the remote log database server is accessible.

Restoring the settings

Click Restore to use the backup/restore utility to return your settings to their original,
backed up state on the Log Database server. The restore function retrieves the location
of the backed up settings and applies them to the Email Security module configuration
files. The Email Security module service restarts automatically after configuration
settings are restored.
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Topics

o Configuring message properties, page 78
® Managing connection options, page 80
o DomainKeys Identified Mail (DKIM) integration, page 84

® Domain-based Message Authentication, Reporting and
Conformance (DMARC) validation integration, page 90

® True source IP detection, page 91

e [Enforced TLS connections, page 92

e Controlling directory harvest attacks, page 93

e Configuring relay control options, page 94

o Configuring delivery routes, page 95

® Rewriting email and domain addresses, page 99
e URL Sandbox, page 101

® Phishing detection and education, page 103,

® Managing message queues, page 105

Managing the blocked message queue, page 109
Managing the delayed message queue, page 112
Configuring message exception settings, page 115
Traffic shaping options, page 117

Handling encrypted messages, page 118
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Configuring message properties
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Email message control properties allow you to set message size and volume limits,
and determine how invalid recipients are handled. Select Settings >
Inbound/Outbound > Message Control to configure the following settings:

Setting size properties, page 78

Setting volume properties, page 78
Configuring invalid recipient settings, page 79
Enabling archive message options, page 79
Enabling message sender verification, page 79

Enabling bounce address tag validation (BATV), page 79

Click OK when you finish setting message properties.

Setting size properties

Use the Message Size Options to configure message size properties:

1.

Select Limit message size (default setting) if you want to set a maximum message
size.

Enter a maximum message size in the corresponding Maximum message size
(KB) field, from 1 - 102400 (default is 10240). This setting can prevent very large
messages from using valuable bandwidth.

Select Limit data size per connection if you want to set a maximum message
size per connection.

Enter a maximum data size in the corresponding Maximum data size (KB) field,
from 1 - 204800 (default is 20480). This setting can help limit the receipt of
messages with very large attachments, which can take up valuable bandwidth.

Setting volume properties

Use the Message Volume Options to configure message volume properties:

Select Limit number of messages per connection to enable that option.

Enter a maximum number of messages per connection in the associated
Maximum number of messages field, from 1 - 65535 (default is 30).

Select Limit number of recipients per message to enable that option.

Enter a maximum number of recipients in the corresponding Maximum number
of recipients ficld, from 1 - 4096 (default is 20). This can save bandwidth by
preventing one message from being sent to hundreds of users.
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Configuring invalid recipient settings

Use the Invalid Recipient Options to configure invalid recipient settings:

1. Mark the Allow invalid recipients check box if you want to permit mail
containing invalid recipients into your system. This option is available only when
the recipient validation is used (see Settings > Users > User Authentication).

2. Enter a value for the percentage of invalid recipients that determines if a message
is blocked (default is 100).

3. Mark the appropriate check box to enable the system to send a non-delivery report
(NDR) notification only if a message is not blocked.

Enabling archive message options

Mark the Enable archive queue storage check box if you want all incoming
messages saved to an archive message queue before they are scanned. You should note
that enabling this feature can impact storage capacity and system performance. This
option is disabled by default.

View the archive queue by clicking archive in the queue list on the Main > Message
Management > Message Queues page.

Enabling message sender verification

Ensure that an internal email sender is an authenticated user by enabling the internal
sender verification function. This operation performs a check to confirm that an email
sender from an internal domain is also an authenticated user. For email to pass this
check function, a mail sender’s address must match the sender’s log in authentication
entry.

Mark the Enable internal sender verification check box in the Internal Sender
Verification section to activate this function. By default, this function is disabled.

Enabling bounce address tag validation (BATV)

Bounce address tag validation (BATV) is a method for determining whether a bounce
message to an address in your protected domain is valid. This method helps to prevent
backscatter spam, in which a bounce message to your organization contains a forged
recipient address.

With BATV enabled (default setting), the sender address of outbound email is marked
with a unique tag. A bounce message addressed to that sender is examined for the
presence of that unique tag. If the tag is detected, the bounce message is cleared for
delivery. A bounce message without the tag is blocked.

Enable BATV in the Settings > Inbound/Outbound > Message Control page. Mark
the Enable Bounce Address Tag Validation check box in the Bounce Address Tag
Validation section.
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You may want mail from some user and IP address groups to bypass the BATV
function. These groups can be defined in the Bounce Address Tag Validation section.
Select a group from among the following drop-down lists:

e Inbound IP address group

e Inbound domain group

e Outbound domain group

Note that a domain group selected for outbound bypass must also be selected for
inbound bypass.

The default setting for each group is None. Only user-defined domain and IP address
groups are available in the drop-down lists. See Managing domain and IP address
groups, page 67, for information about creating domain and IP address groups.

Managing connection options
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You can improve system performance by limiting the number of simultaneous
connections. In the Settings > Inbound/Outbound > Connection Control page,
Connection Options section, enter the maximum number of allowed simultaneous
connections per IP address, from 1 - 500 (default is 10). Specify the maximum number
of seconds of inactivity allowed before a connection is dropped, from 1 - 43200
(default is 300).

You can also configure the following settings in the Connection Control page:

e Using a real-time blacklist (RBL), page 81

e Using reverse DNS verification, page 81

e Using the reputation service, page 82

® Delaying the SMTP greeting, page 82

e FEnabling the SMTP VRFY command, page 82

e FEnabling SMTP authentication for email hybrid service, page 83

e Changing the SMTP port, page 83

e Using access lists, page 83

If you want to collect and view detailed information about some connections, you can
allow connection control functions to save these details in the mail processing log,
accessed via an appliance. When the function is activated, the log collects detailed
data regardless of whether the connection control itself is enabled. This function is
available for the following connection control options:

e Real-time blacklist (RBL)

e Reverse DNS lookup

e Reputation service

e SMTP greeting delay
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Click OK when you finish configuring connection control settings.

Using a real-time blacklist (RBL)

A Real-Time Blacklist (RBL) is a third-party published list of IP addresses that are
known sources of spam. When RBL checking is enabled, messages from a sender
listed on an RBL are prevented from entering your system. The Email Security
module supports the use of the Spamhaus Datafeed server or the entry of up to 3
third-party RBLs for RBL lookups.

In the Real-time Blacklist (RBL) Options section, mark the Perform RBL check box

to enable RBL checking. Select 1 of the following RBL lookup methods:

e Spambhaus service. Use the Spamhaus server for RBL lookups

e Domain address. Enter up to 3 domain addresses of the RBL services you want to
use. Separate multiple addresses with a semicolon (;).

This feature is enabled by default.

Mark the Save connection details in the mail processing log check box to save
detailed connection information in the appliance mail processing log. If you enable
this option without designating a third-party RBL, the email protection system still
collects log information that email content filters can use for subsequent message
analysis.

Using reverse DNS verification

Reverse DNS lookup uses a pointer (PTR) record to determine the domain name that
is associated with an individual sender IP address. The reverse DNS lookup function
can determine whether email sent to your system is from a legitimate domain. Use of
this option can enhance the detection of commercial bulk email. See Commercial bulk
email, page 134, for information about this type of email.

Note, however, that if you enable Reverse DNS, server performance may be affected,
or legitimate users may be rejected. This function is not enabled by default.

Mark the Enable reverse DNS lookup check box in the Reverse DNS Lookup
Options section to activate the reverse DNS function. You can then determine the
response to a reverse DNS lookup by selecting 1 or more of the following options:
e Disconnect if the PTR record does not exist.

e Disconnect if the PTR record does not match the A record.

e Disconnect if a soft failure occurs during a reverse DNS lookup.

If you select this option, a connection is terminated when the following events
occur:

m Named DNS lookup cache service is down.
m  Your DNS server is down.

m A timeout occurs during a DNS lookup.
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e Disconnect if the PTR record does not match the SMTP EHLO/HELO
greeting.

Mark the Save connection details in the mail processing log check box to save
detailed connection information in the appliance mail processing log.

Using the reputation service

The email protection system can check an email sender’s IP address against the
reputation service, which classifies email senders based on past behavior. With this
function, the email system can block mail from known spam senders.

To use the reputation service, mark the Enable Reputation Service check box (the
default setting) in the Reputation Service Options section. Then select 1 of the
following analysis levels to specify the threshold for blocking mail:

e Conservative, which blocks mail from addresses that send spam 100% of the
time
e Medium, which blocks mail from addresses that send spam 99% of the time

e Aggressive, which blocks mail from addresses that send spam 97% of the time
(default)

e Custom, which you can use to enter a custom spam percentage. The email system
blocks mail from addresses that send spam the specified percentage of time.

Mark the Save connection details in the mail processing log check box to save
detailed connection information in the appliance mail processing log.

Delaying the SMTP greeting

You can specify that an SMTP greeting message be delayed for a specified time
interval, so that a connection from a client will be dropped if the client tries to send
data during this time interval. This option can help prevent mail from spam-sending
applications that send a high volume of messages very quickly. The connection is
dropped as soon as a message is sent to the SMTP server before it is ready.

Enable the SMTP greeting delay by marking the Enable SMTP greeting delay check
box in the SMTP Greeting Delay Options section. Specify the delay time, in seconds,
from 1 - 60 (default is 3).

This feature is not enabled by default.

Mark the Save connection details in the mail processing log check box to save
detailed connection information in the appliance mail processing log.

Enabling the SMTP VRFY command

The SMTP VRFY command can be used to verify an email username. When asked to
validate a username, a receiving mail server responds with the user’s login name.
Enable this command by marking the Enable SMTP VRFY command check box
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(the default setting) on the Settings > Inbound/Outbound > Connection Control
page in the SMTP VRFY Command Option section.

Important
' Use this command with care. Although helpful in
validating a user, this command can also create a network
security issue if the user information is retrieved by
someone with malicious intent.

Enabling SMTP authentication for email hybrid service

By default, SMTP authentication is enabled for inbound messages that enter the
system via the email hybrid service. This type of authentication provides additional
authentication protection for email that is relayed to the email protection system from
the hybrid service.

This option is available only when your subscription includes Forcepoint Email
Security Hybrid Module and the hybrid service is registered and enabled.

To disable this option on the Settings > Inbound/Outbound > Connection Control,
deselect the Enable email hybrid service SMTP authentication check box.

Changing the SMTP port

The default SMTP port number is 25. Proper communication with the email hybrid
service requires the use of port 25 for SMTP.

However, if you need to customize this port number for any reason, you can change it
on the Settings > Inbound/Outbound > Connection Control page in the SMTP Port
Option section. Valid values are from 25 to 5000.

Note

J Changing this port setting causes module services to
restart.

Using access lists

An access list enables you to specify an [P address group for which certain email
analysis is not performed. The Allow Access List Options in the Settings >
Inbound/Outbound > Connection Control page let you identify these IP addresses.
Mail from these addresses bypasses the following email analysis:

e Connections per IP address

e RBL checks

e Reverse DNS lookup

e Reputation service

e SMTP greeting delay
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e Directory harvest attack prevention
e Inbound relay control

o True Source IP detection

Because mail from the Trusted [P Addresses group bypasses additional email analysis,
that group should not be entered in the Allow Access List. See Managing domain and
1P address groups, page 67, for details.

You define IP address groups in Settings > Inbound/Outbound > IP Groups. The
groups you have defined on that page appear in the Connection Control Allow Access
List Options section, in the IP group drop-down list.

To create and modify an access list:

1. Select an IP group name in the IP group drop-down to display the addresses in
the IP addresses list and enable the Edit button.

2. Click Edit to modify the access list in the Edit IP Groups page.

Add a predefined IP address group by clicking Browse next to the IP address file
field and navigating to the desired text file. The file format should be 1 IP address
per line.

4. You can also enter an individual IP address in the IP Address box and click the
arrow button to add the information to the Added IP Addresses box on the right.

Note

J Any changes made here to an IP address group are
reflected in the Settings > Inbound/Outbound > IP
Groups page.

5. Click OK.

When you have finished your access list, you can export the list to a location in your
network. Click Export to save the access list file to another location.

You can delete an [P address from the Added IP Addresses list by selecting it and
clicking Remove.

DomainKeys Identified Mail (DKIM) integration
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The DomainKeys Identified Mail (DKIM) functionality provides an email
authentication method to help ensure that a message is not modified while it is in
transit from an organization’s protected domains. The implementation depends on a
set of keys (private and public), which a recipient domain can use to verify the sender
domain.

A DKIM integration has the following components:

e Email signing
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e Email verification

For the signing element, a private key resides in the mail transfer agent, providing a
digital signature that is added to the header of each message sent from a protected
domain. A public key is generated and published in the DNS as a text record that is
used by a recipient mail system in the verification process.

A signing rule associates specified sender domains with a private and public key set.

Configuring a DKIM signing key

A signing key provides a digital signature for email sent from your protected domains.
You may create a signing (private) key, import a key from a local directory, or export a
key to a local directory.

You may also delete an existing key, unless it is currently in use by a signing rule.
Select the desired key by marking its associated check box and click Delete.

The DKIM Signing Keys section contains a table of key information. You can
configure the number of signing key entries per page, between 25 and 100, in the Per
page drop-down list at the top of the table.

You can perform a keyword search by entering a term in the entry field at the top right
of the table and clicking Search. Click Show all keys to clear the Search field and
refresh the signing keys list.

The signing keys table includes the following information about each key:

Signing Key Item | Description

Key Name Name of the signing key; link that opens the Edit
Signing Key page

Key Size (bits) Number of bits in the signing key. Currently, the only
key size supported is 1024 bits.

Rule Name Name of the rule with which the signing key is
associated

Public Key Link that opens a View Public Key box, which displays

the public key text record

Adding a key

Use the following steps to create a DKIM signing key in the Settings >
Inbound/Outbound > DKIM Settings page:

Click Add in the DKIM Signing Keys section to open the Add Signing Key page.
2. Enter a name for your key in the Key name entry field.

Select one of the following options for creating your key:

m  Generate key (default) to create the private key. Only 1024-bit keys are
supported.
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m Private key to enter a key you have already created. Paste the key in the entry
box.

4. Click OK.

Importing or exporting a key

To import a DKIM signing key in the Settings > Inbound/Outbound > DKIM
Settings page, click Import to open a browser window. Navigate to the desired key
file and click Open. You cannot import a duplicate key file.

To export a key, select the desired key in the signing keys table by marking its
associated check box and click Export to open a browser window. Navigate to the
desired directory location and click Save.

Creating a DKIM signing rule

A DKIM signing rule associates a private/public key pair with a set of domains and
email addresses. Signing rule options let you determine which message headers to
sign, how much of the message body to sign, and whether to attach additional
signature tags for such items as signature date/time or expiration time.

You may create a signing rule, import an existing rule from a local directory, or export
a rule to a local directory on the Settings > Inbound/Outbound > DKIM Settings

page.

You may also delete a signing rule. Select the desired rule by marking its associated
check box and click Delete.

The DKIM Signing Rules section contains a table of rule information. You can
configure the number of signing rule entries per page, between 25 and 100, in the Per
page drop-down list at the top of the table.

You can perform a keyword search by entering a term in the entry field at the top right
of the table and clicking Search. Click Show all rules to clear the Search field and
refresh the signing rules list.

The signing rules table includes the following information about each rule:

Signing Rule Item Description

Rule Name Name of the signing rule; link that opens the Edit
Signing Rule page

Domain Domain name to which the signing rule applies

Selector Name component in addition to the domain name used

in the DNS query. A given domain may have multiple
selectors (e.g., for location or organization division).

Signing Key Name Name of the signing key associated with this rule

DNS Text Record Link that opens a Generate DNS Text Record dialog
box. See Generating a DNS text record (public key),
page 89, for information about creating a text record.
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Signing Rule Item Description

Test Rule Link to test whether the signing rule is valid. A
successful test must be performed before a rule can be
enabled.

Status Indicator of signing rule status (i.e., enabled or

disabled). A rule must be enabled in order to take effect.

Adding a signing rule

Use the following steps to create a DKIM signing rule in the Settings >
Inbound/Outbound > DKIM Settings page:

1.

Click Add in the DKIM Signing Rules section to open the Add Signing Rule
page.
Enter a name for your rule in the Rule name entry field.

Enter the name of the domain to which this signing rule applies.

If desired, mark the Include user identifier check box to include the identity of
the user or agent for whom the message is signed.

Enter the user identifier in the User identifier entry field (optional). This field is
not enabled if the Include user identifier check box is not marked.

Enter the domain name selector in the Selector entry field. A selector is a name
component provided in addition to the domain name used in the DNS public key
query. A given domain may have multiple selectors.

Select the signing key you want to associate with this rule from the Signing key
drop-down list of existing keys.

Click Advanced Options to open a box with additional optional rule settings:

m Select an encryption algorithm from the Algorithm drop-down list. Options
include RSA-SHA-1 (default) or RSA-SHA-256.

m Specify a canonicalization method for message header and body in the
Canonicalization section. The canonicalization process prepares a message
header and body before email is signed. Canonicalization is required because
email processing may introduce minor changes to a message.
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The following header and body changes are made, based on the selection of
Simple or Relaxed:

Simple (default) Relaxed
Message No header changes made o Header names changed to lowercase
Header e Header line breaks removed

e Linear white spaces (including tabs
and carriage returns) reduced to a
single space

e Lecading and trailing spaces stripped

Message Empty lines at end of body e Empty lines at end of message body
Body stripped stripped

e Linear white spaces (including tabs
and carriage returns) reduced to a
single space

e Trailing spaces stripped

m Indicate the message headers you want to sign from the list of standard
headers. You can include other headers as a comma-separated list in the
Additional headers field.

m  Specify whether you want the entire message body signed or only a portion of
it signed. For the latter selection, enter the maximum number of Kbytes you
want signed (default is 1024).

m Select any optional signature tags for the signing rule:

o tlets you add a signature creation timestamp
o X lets you specify a signature expiration time in seconds (default is 3600)
oz adds the list of signed header fields to the signature

9. From the Signing rule options drop-down list, select either Sign email messages

or Do not sign email messages. Then create a list of email addresses to which this
option applies.

For example, if you select Sign email messages, then email from the addresses in
the list are signed. Email from other addresses is not signed.

If you select Do not sign email messages, then email from the addresses in the
list are not signed, and email from all other users is signed.

You may search the email address list by entering a keyword in the search entry
field and clicking Search.

You may remove an email address from the list by selecting it and clicking
Remove.

10. Click OK.

Importing or exporting a rule

To import a DKIM signing rule in the Settings > Inbound/Outbound > DKIM
Settings page, click Import to open a browser window. Navigate to the desired rule
file and click Open. You cannot import a duplicate key rule.
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To export a rule, select the desired rule in the signing rules table by marking its
associated check box and click Export to open a browser window. Navigate to the
desired directory location and click Save.

Generating a DNS text record (public key)

Generate a public key for a rule from the DKIM Signing Rules table by clicking the
link for the desired rule in the DNS Text Record column. A Generate DNS Text
Record box that contains the new public key appears.

You can view a public key by clicking View for a particular private key in the DKIM
Signing Keys table Public Key column.

Testing a rule

Ensure that you have created a valid rule by clicking the Test link in the Test Rule
column of the DKIM Signing Rules table for the desired signing rule. The test
performs a DNS lookup query. You receive confirmation of success or failure when
the test is complete.

You must have performed a successful rule test before a rule can be enabled.

Enabling DKIM verification

The DKIM validation method uses the message header digital signature to associate a
domain name with the email. The DKIM signature verification function retrieves
signer information, including the public key, from the DNS. This signer information is
analyzed and verified to determine message legitimacy.

You can enable DKIM verification in the Settings > Inbound/Outbound > DKIM
Settings page, in the DomainKeys Identified Mail (DKIM) Verification section. Mark
any of the following check boxes to activate DKIM verification:

e Enable DomainKeys Identified Mail (DKIM) verification for inbound

messages

e Enable DomainKeys Identified Mail (DKIM) verification for outbound
messages

e Enable DomainKeys Identified Mail (DKIM) verification for internal
messages

By default, these check boxes are not marked.

You can configure a custom content policy filter to scan for a DKIM signature in the
message header, along with a filter action to take when a message header triggers the
filter. See Custom content, page 137, for information about creating this filter.
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Domain-based Message Authentication, Reporting and
Conformance (DMARC) validation integration
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Domain-based Message Authentication, Reporting and Conformance (DMARC) uses
the results of its Sender Policy Framework (SPF) and DomainKeys Identified Mail
(DKIM) validation processes, along with the sender domain’s DMARC policy to
determine message disposition. Published in the sender’s DNS record, a DMARC
policy includes the sender’s affirmation that its email is protected by SPF and DKIM
validation, and provides instructions for handling mail that does not pass either of
those checks on the recipient’s end. A mechanism for reporting DMARC results is
also provided.

SPF and DKIM analyses enabled and configured in the Email Security module are
independent of DMARC verification. SPF checks are configured in Settings >
Inbound/Outbound > Relay Control, whereas DKIM validation is configured on the
Settings > Inbound/Outbound > DKIM Settings page. If either SPF or DKIM
analysis is enabled in the Forcepoint Security Manager, DMARC can use the results in
its own verification analysis.

Assuming a message is not dropped for failing either the SPF or DKIM check,
DMARC validation comprises the following steps:

Extract the sender domain in the email header “From” field.

2. Query the DNS to determine if a DMARC policy exists for this domain.
m Retrieve the policy if one is found and continue with step 3.
m End the DMARC process if a policy is not found.

3. Perform DKIM validation checks.

4. Perform SPF validation checks.

Perform DMARC identifier checks to determine if the sender information in the
message aligns with what the recipient knows about that sender as a result of the
SPF and DKIM analyses.

6. After completing the DMARC analysis, apply the DMARC policy to the message.

When you enable DMARC validation, a reporting mechanism is also included to
provide the sender with information about the number of messages received from that
sender domain and the results of the recipient’s validation checks. Reports are sent to
the email address specified in the sender domain’s DNS text record via the RUA
(reporting URL of aggregate reports) tag.

If SPF and DKIM are not enabled in the Email Security module, DMARC performs
these checks. In this case, message disposition is determined only by the DMARC
policy. A message is not rejected based on the individual SPF or DKIM analysis
results.

For optimal protection, both SPF and DKIM validation settings should be configured
and enabled on your email protection system, along with DMARC. See Configuring
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relay control options, page 94, and DomainKeys Identified Mail (DKIM) integration,
page 84, for information about these settings.

Configure DMARC verification on the Settings > Inbound/Outbound > DMARC
Settings page. Mark the check box for any of the following options:

e Enable DMARC verification for inbound messages
e Enable DMARC verification for outbound messages

e Enable DMARC verification for internal messages

True source IP detection
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True Source IP detection uses message header information and the number of network
hops to an email appliance to determine the IP address of the first sender outside the
network perimeter. This feature allows Connection Control techniques (such as
reverse DNS lookup and reputation checks) to be applied effectively to sender
information, even when the appliance is downstream from a firewall or an internal
mail relay.

You define direct relays and network edge locations to determine whether True Source
IP detection is performed. A direct relay is the network device that connects directly to
the email appliance. All mail from a direct relay device is subject to True Source IP
Detection. A network edge is the network device that connects directly to the Internet
(e.g., a firewall).

If your subscription includes Forcepoint Email Security Hybrid Module, you can use
True Source IP detection with email hybrid service analysis. An Email Hybrid Service
IP Group is created based on information entered during a successful email Hybrid
Module registration. The IP group appears in the direct relay IP address list on the
Settings > Inbound/Outbound > True Source IP page. Although this IP group
cannot be edited directly, its content is modified whenever you change an email hybrid
service IP address (Settings > Hybrid Service > Hybrid Configuration).

Note

\/ If registration is not successful, the Email Hybrid Service
IP Group is empty.

Mark the Use True Source IP Detection with email hybrid service analysis check
box to enable True Source IP detection with hybrid service and display the Email
Hybrid Service IP Group in the direct relay IP address list. The Email Hybrid Service
IP Group does not appear if the check box is not marked.

Configure your direct relay and all network edge devices in the Settings >
Inbound/Outbound > True Source IP page as follows:

1. Click Add to open the Add Direct Relay IP Address/IP Group page.
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2. Enter the IP address for the direct relay device to the email appliance, or specify
the IP group you would like to use for your direct relay.

By default, the direct relay hop number is 1, because it is the closest network
device to the email appliance.

' Important

The IP address or group that you enter here must not
already be defined in the Trusted IP Addresses group
(Settings > Inbound/Outbound > IP Groups) or appear
in the connection control Allow Access List (Settings >
Inbound/Outbound > Connection Control).

3. Enter header text you want to match for true source IP detection in the Check
header entry field.

If this field is empty, the message Received field is analyzed for the true source IP.

4. Click Add Network Edge to add the network edge device IP address and hop
number to the email appliance.

Enforced TLS connections
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You can specify that connections to or from a specific IP or domain group use
mandatory Transport Layer Security (TLS) and determine the security level used by
that connection. Use the Settings > Inbound/Outbound > Enforced TLS
Connections page to specify the IP addresses or domain groups for which TLS
connections are forced.

You define connection directions relative to the email SMTP server. Incoming
connections are those from a protected or external domain or IP address group to the
email protection system. Outgoing connections are those from the email system to a
protected or external domain or IP address group.

After you define a group, you can change its order in the incoming or outgoing
direction list. Select the group by marking its associated check box and use the Move
Up or Move Down button to modify list order.

Delete a group by marking the check box and clicking Delete.
You may configure up to 32 incoming or outgoing connections.

Use the following steps to add an incoming or outgoing connection for which you
want to use TLS:

1. Click Add.
2. Enter a name for your enforced TLS connection.

3. Select a priority order for the connection in the Priority order drop-down list.
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4. Specify the security level for that connection. Security level options include the
following:

m  Encrypt, the minimum enforcement level, used in all security levels
This security level is the only option available for incoming connections.

m  Encrypt and check CN, validation of a certificate’s common name

m Verify, validation that the certificate is from a trusted CA

m Verify and check CN, validation of the certificate’s common name and that
the certificate is from a trusted CA

' Important

To use the 2 “verify” options, you must have imported a
trusted CA certificate. See Managing Transport Layer
Security (TLS) certificates, page 73, for information about
trusted certificates.

5. Select 1 of the following connection encryption strength options:
m  Medium, which involves the use of cipher suites that use 128-bit encryption
m  High, which includes most cipher suites with key lengths larger than 128 bits

6. Define the IP address or domain group subject to forced TLS connection. Select 1
of the following options:

m  Any (for all connections). This option applies to any connection, regardless
of IP or domain address.

m IP address group. Select an existing IP address group in the drop-down list
or create a new group using Add New IP Group.

m  Domain address group. Select an existing domain address group in the
drop-down list or create a new group using Add New Domain Group.

Controlling directory harvest attacks
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A directory harvest attack is used by questionable sources to gain access to an
organization’s internal email accounts. A directory attack not only consumes large
amounts of system resource but also, through the acquisition of email accounts,
creates spam problems for email end users. With directory attack prevention settings,
you can limit the maximum number of messages and connections coming from an [P
address over a given time period.

To configure directory attack control:

1. Select Settings > Inbound/Outbound > Directory Attacks.

2. Select the Limit the number of messages/connections per IP every check box
to enable the directory harvest attack prevention function.
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3. Set the time period, from 1 second to 60 minutes, in the drop-down list (default is
60 seconds).

4. Set the maximum number of messages allowed from an individual IP address
during the specified time period (default is 30).

5. Set the maximum number of connections allowed from an individual IP address
during the specified time period (default is 30).

6. If you have enabled the directory attack prevention option, you can also enable
settings to block an IP address when a specific set of recipient conditions occurs.
Mark the Block the IP address for check box, and enter the time interval during
which you want an IP address blocked (default is 3 hours).

7. Enter the conditions for blocking the IP address:
m  Maximum number of message recipients (default is 5)

m  Maximum percentage of invalid addresses among the recipients (default is
50%)

When these recipient limitations are exceeded, the connection is dropped
automatically.

This option is available only when the recipient validation option is used (see
Adding user authentication settings, page 72).

Configuring relay control options
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You can prevent the unauthorized use of your mail system as an open relay by limiting
the domains and IP address groups for which your server is allowed to relay mail.
Protected domains are defined in the Settings > Users > Domain Groups page.
Trusted IP address groups are defined in the Settings > Inbound/Outbound > IP
Groups page.

Configure relay control settings in the Settings > Inbound/Outbound > Relay
Control page as follows:

1. In the Inbound Relay Options section, enable Sender Policy Framework (SPF)
checking by marking the Enable SPF check box. This option is enabled by
default.

2. Configure the SPF check function to reject mail for the following results:

m Fail. The domain owner’s SPF record does not authorize the sender host
machine to send email for the domain.

m  SoftFail. The domain owner’s SPF record allows the sender host machine to
send email for this domain, even though the host is not explicitly authorized to
do so.

m Neutral. The domain owner’s SPF record makes no statement as to whether
the sender host machine is authorized to send email for the domain.

m  None. The lack of definitive SPF information prevents an SPF check (e.g., an
SPF record does not exist).
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m  PermError. A permanent error occurs (e.g., the SPF record has an invalid
format).

m  TempError. A transient error occurs (e.g., a DNS timeout).
These options are not marked by default.

3. In the Bypass SPF Option box, you can specify a sender domain group for which
SPF settings are bypassed.

a. Mark the Bypass SPF validation for senders in the following domain
group check box.

b. Select a sender domain from the Domain group drop-down list.

4. In the Outbound Relay Options section, select the relay setting for senders in
protected domains when SMTP authentication is not required. Default setting is
Allow relays only for senders from trusted IP addresses.

You must use the default setting if you use SMTP authentication.

Note that allowing all outbound relays may create a security vulnerability in your
system.

5. In the Internal Relay Options section, select the relay setting for mail between
protected domains when SMTP authentication is not required. Default setting is
Allow relays only for senders from trusted IP addresses.

You must use the default setting if you use SMTP authentication.

Note that allowing all outbound relays may create a security vulnerability in your
system.

Configuring delivery routes
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Configure delivery routes in the Settings > Inbound/Outbound > Mail Routing
page. You can create the following types of message routes:

e User directory-based routes, page 96

® Domain-based routes, page 98

Change the order of a user directory- or domain-based route by marking its associated
check box and using the Move Up or Move Down buttons.

Copying a route
Use the following steps to copy a route in the Settings > Inbound/Outbound > Mail
Routing page:

Select a route in the route list by marking the check box next to its name.

2. Click Copy. A new route appears in the route list, using the original route name
followed by a number in parentheses. The number added indicates the order that
copies of the original route are created (1, 2, 3, etc.).
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3. Click the new route name to edit route properties as desired.

Removing a route

If you want to remove a route, select the route by marking the check box next to its
name and click Delete.

Note that the default domain-based route cannot be deleted.

User directory-based routes
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Delivery routes based on user directory entries are examined first for a match with an
email message recipient. Domain group entries are validated against the selected user
directory to determine whether email will be delivered via a specified route.

Adding a user directory-based route

Use the following steps to add a user directory-based delivery route on the Settings >
Inbound/Outbound > Mail Routing page:

Click Add to open the Add User Directory-based Route page.

2. Enter a name for your new route in the Name field (length between 4 - 50
characters).

3. Select an order number from the Route order drop-down list to determine the
route’s scanning order.

4. Select a destination domain from the pre-defined domains in the Domain group
drop-down list. Default is Protected Domain. Information about the domain group
appears in the Domain details box.

If you want to edit your selected domain group, click Edit to open the Edit
Domain Group page. See Editing a domain group, page 69, for details.

5. Select the user directories you want to use to define your route in the User
Directories section. Select from the list of currently defined user directories and
click the arrow button to move them to the Selected User Directories box.

Note

\/ ESMTP user directories are not included in the directory
list. ESMTP user directories cannot be used for user
directory-based routes.

If you want to add a new user directory, click Add user directory to open the Add
User Directory page. See Adding and configuring a user directory, page 62, for
information.

If you want to remove a user directory from the Recipients list, select it and click
Delete.

6. Select the delivery method:
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m Based on the recipient’s domain (using the Domain Name System [DNS])

m Based on SMTP server IP address designation (using smart host). If you select
this option, an SMTP Server List opens.

a. Click Add to open the Add SMTP Server dialog box.
b. Enter the SMTP server IP address or hostname and port.

c. Mark the Enable MX lookup check box to enable the MX lookup
function.

' Important

If you entered an IP address in the previous step, the MX

o lookup option is not available.

If you entered a hostname in the previous step, this option
is available.

e Mark the Enable MX lookup check box for message
delivery based on the hostname MX record.

e Ifyou do not mark this check box, message delivery is
based on the hostname A record.

d. Enter a preference number for this server (from 1 - 65535; default value is
5).

If a single route has multiple defined server addresses, mail is delivered in
order of server preference. When multiple routes have the same
preference, round robin delivery is used.

You may enter no more than 16 addresses in the SMTP Server List.
7. Select any desired security delivery options.

a. Select Use opportunistic Transport Layer Security (TLS) if you want
email traffic to use opportunistic TLS protocol.

b. Select Require authentication when you want users to supply credentials.
Enter the appropriate user name and password in the Authentication
Information box. You must use the SMTP server IP address delivery method
when you want users to authenticate.
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Domain-based routes
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Delivery routes based on domain groups are examined after defined user
directory-based routes for a match with an email message recipient. If a match is made
with a user directory-based route, domain-based routes are not examined for matches.

' Important

The Protected Domain group defined in the Settings >
Users > Domain Groups page should not be used to
configure delivery routes if you need to define
domain-based delivery routes via multiple SMTP servers.

Create domain groups that contain subsets of the Protected
Domain group for mail routing purposes.

Adding a domain-based route

Use the following steps to add a domain-based delivery route on the Settings >
Inbound/Outbound > Mail Routing page:

Click Add to open the Add Domain-based Route page.
2. Enter a name for your new route in the Name field.

Select an order number from the Route order drop-down list to determine the
route’s scanning order.

4. Select a destination domain from the pre-defined domains in the Domain group
drop-down list. Default is Protected Domain. Information about the domain group
appears in the Domain details box.

If you want to edit your selected domain group, click Edit to open the Edit
Domain Group page. See Editing a domain group, page 69, for details.

5. Select the delivery method:
m Based on the recipient’s domain (using the Domain Name System [DNS])

m Based on SMTP server IP address designation (using smart host). If you select
this option, an SMTP Server List opens.

a. Click Add to open the Add SMTP Server dialog box.
b. Enter the SMTP server IP address or hostname and port.
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c. Mark the Enable MX lookup check box to enable the MX lookup

function.
' Important
If you entered an IP address in the previous step, the MX

¢ lookup option is not available.

If you entered a hostname in the previous step, this option
is available.

e Mark the Enable MX lookup check box for message
delivery based on the hostname MX record.

e If you do not mark this check box, message delivery is
based on the hostname A record.

d. Enter a preference number for this server (from 1 - 65535; default value is
5).

If a single route has multiple defined server addresses, mail is delivered in
order of server preference. When multiple routes have the same
preference, round robin delivery is used.

You may enter no more than 16 addresses in the SMTP Server List.
6. Select any desired security delivery options.

a. Select Use opportunistic Transport Layer Security (TLS) if you want
email traffic to use opportunistic TLS protocol.

b. Select Require authentication when you want users to supply credentials.
Enter the appropriate user name and password in the Authentication
Information box. You must use the SMTP server IP address delivery method
when you want users to authenticate.

Rewriting email and domain addresses
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An email envelope recipient address can be rewritten to redirect message delivery to a
different address. Envelope sender and message header addresses can also be
rewritten to mask address details from message recipients. You can configure address
rewriting for inbound, outbound, and internal email on the Settings >
Inbound/Outbound > Address Rewriting page.

You can export all the email or domain addresses in an address rewrite list to a text file
by clicking Export when that list is displayed.

Remove an email or domain address from one of your address rewrite lists by
selecting it and clicking Delete.

Administrator Help » 99



Managing Messages

Adding recipient address rewrite entries

Use the Inbound Messages tab to specify recipient address rewrite entries for inbound
messages and the Outbound and Internal Messages tab for outbound or internal
message redirection. The email envelope recipient address is rewritten based on the
entries in the Envelope Recipient Address Rewrite List.

Use the following steps to add recipient rewrite entries:

1. Click Add in the Envelope Recipient Address Rewrite List to open the Add
Recipient Email or Domain Address page.

2. Enter your addresses in 1 of 2 ways:

m  Mark the Individual email address or domain rewrite entry check box and
enter the original recipient address and the rewrite address in the appropriate
entry fields.

An email address entry may have multiple rewrite entries, with each entry
separated by a space. A domain address may have only 1 rewrite entry.

m Ifyou have an existing email or domain address rewrite entry file, mark the
Email address or domain rewrite entry file check box and browse to the
file. File size may not exceed 10 MB.

3. Click OK. Your entries appear in the Envelope Recipient Address Rewrite List.

Adding message header address rewrite entries

Use the Inbound Messages tab to add message header address rewrite entries for
inbound messages and the Outbound and Internal Messages tab for outbound or
internal message address masking. The email envelope sender address and message
header addresses are rewritten based on the entries in the Envelope Sender and
Message Header Rewrite List.

Use the following steps to add address rewrite entries:

1. Click Add in the Envelope Sender and Message Header Rewrite List to open the
Add Sender Email or Domain Address page.

2. Enter your addresses in 1 of 2 ways:

m  Mark the Individual email address or domain rewrite entry check box and
enter the original sender address and the rewrite address in the appropriate
entry fields.

Each email or domain address entry may have only 1 rewrite entry.

m If you have an existing email or domain address rewrite entry file, mark the
Email address or domain rewrite entry file check box and browse to the
file. File size may not exceed 10 MB.

3. Click OK. Your entries appear in the Envelope Sender and Message Header
Rewrite List.
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URL Sandbox
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The URL sandbox function provides real-time analysis of uncategorized URLSs that
are embedded in inbound email. When a user clicks an uncategorized URL, a
notification message prompts the user to initiate URL analysis, because the link may
not be safe. If the user chooses not to analyze the URL, the requested web page is not
accessible.

If analysis determines that the link is not malicious, the user receives notification that
lists the URL and category or categories of the page. The user clicks Continue to site
to proceed.

If the link is deemed malicious or if applicable policy does not allow a user to access
uncategorized web pages, the user is notified that the site is blocked:

The user may also be notified in the following cases:

e If the function cannot access the requested page due to an inaccessible server or
because the link is incorrect

e Ifthe protocol is not supported (e.g., HTTPS). Supported protocols are HTTP and
FTP. If you have selected the Allow the recipient to follow links with an
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unsupported protocol option, the user can proceed to view the page if desired;
otherwise, the user cannot access the page.

Your subscription must include the Forcepoint Email Security Hybrid Module. URL
sandbox capability is available only after the email hybrid service is successfully
registered and enabled.

The URL sandbox configuration settings include 3 components:

e Default settings that apply to any recipient not covered by specific settings
e Recipient-specific settings that apply to an individual domain or email address
e List of domains to which sandbox settings do not apply

Use the Settings > Inbound/Outbound > URL Sandbox page to configure the URL
sandbox feature:

1. In the Default Settings section, specify the settings that apply to any recipient not
covered by recipient-specific settings.

a. Mark the Analyze suspicious URLs check box to activate the URL sandbox
function. By default, the check box is not marked.

b. Ifthe URL sandbox is enabled, mark the Allow the recipient to follow links
to unclassified URLs check box to allow users to click unclassified URL
links. By default, the check box is not marked.

c. Mark the Allow the recipient to follow links with an unsupported protocol
check box to allow users to click a link that may redirect to a site with an
unsupported protocol (e.g., HTTPS).

d. If you want the original URL replaced by other text, enter the string in the
entry field below the check box. Leave this field blank if you want the original
URL to appear.

2. Use the Recipient-specific Settings area to add custom sandbox settings for
individual domain or email addresses.

a. Click Add to create sandbox settings for a particular group of addresses.

In the Recipient Email/Domain Address List, enter comma-separated email or
domain addresses to which you want the settings to apply. No wildcards are
permitted.

c. Mark the Analyze suspicious URLSs check box to activate the URL sandbox
function for these addresses. By default, the check box is not marked.
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d. Ifthe URL sandbox is enabled, mark the Allow the recipient to follow links
to unclassified URLSs check box to allow the specified users to click
unclassified URL links. By default, the check box is not marked.

e. Mark the Allow the recipient to follow links with an unsupported protocol
check box to allow users to click a link that may redirect to a site with an
unsupported protocol (e.g., HTTPS).

f. If you want the original URL replaced by other text, enter the string in the
entry field below the check box. Leave this field blank if you want the original
URL to appear.

3. At the bottom of the URL Sandbox section, mark the Analyze suspicious URLSs
that appear in digitally signed email check box if you want the sandbox to
examine URLs even if they appear in a message that contains the digital signature
of a trusted sender. By default, the check box is not marked.

4. In the entry field above the check box, enter the URL domains that you want to
bypass the URL sandbox. Do not use wildcards, and separate multiple entries with
a comma.

If you want to delete a set of recipient-specific settings, mark the check box next to the
address list and click Delete.

Phishing detection and education
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Phishing involves an attempt to obtain personal information like passwords or credit
card numbers via email while pretending to be a trusted entity. For example, an email
message that purports to be from a known financial institution or popular web site
may actually be an attempt to steal personal information.

The phishing detection and education function provides cloud-based analysis of an
inbound message for phishing email characteristics. In order to use the phishing
detection and education feature, your subscription must include the Forcepoint Email
Security Hybrid Module. You must have successfully registered with the email hybrid
service before you configure phishing detection and education capabilities.

You define the rules that determine which sender domains are analyzed and how a
suspected phishing email is handled. Suspect email may be treated the same as spam
(blocked and saved to a spam queue) or be replaced by a message that educates the
recipient about phishing attack email.

Dashboard charts and presentation reports can be configured to display suspected
phishing attack data.

The Settings > Inbound/Outbound > Phishing Detection page includes the
following tabs for configuring phishing detection:

e Phishing Rules, which contains a list of all your phishing rules. A default rule
applies to domains that are not included in any other defined rule. See Adding a
phishing detection rule, page 104, for information.
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The default rule cannot be deleted. You can delete any other phishing rule from
the list by marking its associated check box and clicking Delete and then clicking
Save to Cloud Service.

e Phishing Education Pages, which contains a list of all the education pages you
have defined. A default page applies when a custom page is not specified for a
phishing rule. See Creating a phishing education page, page 105, for information.

You can delete any phishing education page (except the default page) from the list
by marking its associated check box and clicking Delete. You may not delete a
page that is being used by a phishing rule.

Click Save to Cloud Service only if you receive an error message regarding a
synchronization issue with the cloud service.

Adding a phishing detection rule
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Use the following steps to configure a phishing detection rule:

Click Add Rule on the Phishing Rules tab to open the Add Rule page.
2. Enter a name for the rule in the Phishing rule name entry field.

Specify the domains to which this phishing rule applies in the Domain names
entry field. Separate multiple domains with a semicolon.

4. Select a phishing action option for this phishing rule:
m  Treat as spam. Quarantine the suspected phishing message.

m  Educate: Replace the URL with a link to the selected phishing education
page and deliver the message.

5. Configure individual user exceptions to the phishing rule. For example, you may
want to select a different action for a particular user or group or present a different
phishing education page for that user or group.

a. Click Add User Exception to open the Add User Exception dialog box.
b. Enter a brief description of this exception in the Description entry field.

c. Specify the email addresses for the users or groups to whom this exception
applies in the Email addresses entry field.

d. Select a phishing action option for this user exception:

o Treat as spam. Quarantine the suspected phishing message.

o Educate: Replace the URL with a link to the selected phishing
education page and deliver the message.

e. Click Add.
Click OK to save your phishing rule.

Click Save to Cloud Service in the Phishing Rules tab to send your phishing
detection settings to the email hybrid service.
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Creating a phishing education page
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You can create a new phishing education page by copying an existing page and
renaming it. You can also customize the default message template to suit your needs.
A default page is used when a custom page is not specified for a phishing rule.

Use the following steps to copy an existing phishing education page:

1. Click Copy Page in the Phishing Education Pages tab.

2. Enter a name for the phishing education page copy in the Page name entry field.

3. Click OK.

Use the following steps to create a custom phishing education page:

1. Click Add Page in the Phishing Education Pages tab to open the Add Phishing
Education Page screen.

2. Enter a name and description for the phishing education page.

3. Specify a title for the page in the Page title field. This title appears as the browser
window name.

Specify the desired text and images in the Phishing Education Page Editor.
Click OK.

Note

J If you receive an error message regarding a
synchronization issue with the cloud service, you should

click Save to Cloud Service in the Phishing Education
Pages tab to send your phishing education page settings to
the email hybrid service.

Managing message queues
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You can view, create, and configure message queues on the Main > Message
Management > Message Queues page. You can also modify the following default

queues:
® virus
e spam

e exception
e ecncryption-fail
e decryption-fail

e archive
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® secure-encryption

data-security

url-analysis

e attachment

All blocked messages across all queues are accessed in the Main > Message
Management > Blocked Messages page (see Managing the blocked message queue
for details). Temporarily delayed messages can be viewed in the Main > Message

Management > Delayed Messages page (see Managing the delayed message queue
for information).

Message queues list
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The Queue List on the Message Queues page contains the following information
about each queue:

e Queue name. Click a queue name in the Queue List to view and manage the
messages in the queue. See Viewing a message queue, page 107, for details.

e Queue status, indicating whether the queue is in use or not. Click the Referenced
link in this column to see a list of the email functions that use the queue. During a
queue move operation, an icon in this column indicates whether the move is in
progress or has failed.

e Message volume, indicating the total number of messages in that queue. The
number of messages a delegated administrator sees may be less than the total
displayed in this column, depending on the permissions granted to that
administrator.

e Size/Total, indicating the queue’s current size as a portion of its maximum
configured size

e Storage location, showing the location of queue storage (Local, via Network File
System [NFS], or via Samba). Icons in this column indicate storage status, such as
low disk space or a lost connection.

e The Properties column contains a link to a page displaying the queue’s current
settings. Click this Edit link to change any queue settings.

You can remove a user-created queue by marking the check box next to the queue
name in the Queue List and clicking Delete. You cannot delete a default queue.

Creating a message queue
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Use the following steps to create a new message queue on the Main > Message
Management > Message Queues page:

1. Click Add below the Queue List to open the Add Queue page.

2. Enter a name for the new queue in the Queue name field.
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Select the location for this queue’s storage.
m  Use Local to store the queue locally.

m Seclect Via Network File System (NFS) to use the NFS protocol for file
storage. Enter the IP address or hostname of the storage location, along with
its shared path.

Note

J NFS version 3 or later is supported.

m Select Via Samba to use Samba to facilitate file storage. Enter the following
information for Samba:
o [P address or hostname of the storage location
o Its shared path
o Username
o Password
Configure the maximum number of days a message is retained in the queue, from

1 to 180 days, in the Maximum message retention field. Default is 180 for
default queues, 30 for administrator-created queues.

Configure the maximum queue size, from 1 to 51200 MB (default is 1024).

For an appliance in a cluster, specify the maximum storage size (in MB) assigned
to each cluster machine.

Changing message queue properties

To change a message queue’s properties, click Edit in the Queue List Properties
column for that queue to open the Edit Queue page.

Viewing a message queue
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Click a queue name in the Message Queues page Queue List to open that queue. Use
the View from/to fields to specify the desired date/time range for the entries you want
to see. The calendar includes the following options:

Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

Click Clean to clear the current date/time calendar selection.

Click Today to set the calendar date to today’s date.

Set the time range in hours and minutes in the entry fields to the right of the calendar.
Click the arrow to the right of the View date/time range to display the desired queue
items.
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You can also perform a keyword search of the message queue, or refine the search by
specifying that only message IDs, senders, recipients, subjects, or policies applied are
searched. You can also search on the name of the appliance that processed the
messages (Processed By category). Enter a keyword and click Search.

Configure how many messages you want to view on each page of the queue in the per
page drop-down list (25 [the default], 50, or 100).

Information displayed in the list of messages includes the following items:

Sender email address
Recipient email address

Message subject. You can view message information and message contents by
clicking the link in the Subject column to open the View Message page. See
Viewing a message in a queue, page 114.

Message size
Date/time of message receipt

The policy and rule applied to the message. If a data loss prevention (DLP) policy
is applied to a message, a View Incident link opens the DLP incident information
in the Data module, where the processing of this message occurs.

This column does not appear in the archive queue.

Message type (for example, spam, virus, exception, commercial bulk, advanced
malware detection - cloud, advanced malware detection - on-premises, spoofed
email, URL analysis, encryption error, or decryption error)

The name of the appliance that processed the message is included in the
Processed By column.

The Reason for Quarantine column contains an entry indicating why a message
has been sent to a quarantine queue:

Antivirus filter

Email hybrid service

URL analysis filter

Bounce address tag validation
Digital fingerprinting antispam tool
LexiRules antispam tool

Heuristics antispam tool
Commercial bulk email filter
Custom content filter

Block List (Personal Email Manager Always Block List entry)

Archive feature (a Settings > Inbound/Outbound > Message Control
setting)

Data loss prevention

Exception (message exception)
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m For a message attachment analyzed by Forcepoint Advanced Malware
Detection for Email - Cloud, a View report(s) link opens a pop-up box with
links to an Advanced Malware Detection - Cloud report on each file examined

You can select a message in the queue and perform the following actions:

Action Description

Deliver Deliver the message to its recipient(s).

Delete Delete the message from the queue.

Reprocess Delete the message from the queue and restart the email

processing function as if the email system were
receiving it for the first time. For the archive queue, this
action is called Process.

Not Spam Report that the message should not be classified as spam

and release the message for delivery. This option is
available only when spam messages are selected.

Refresh Refresh the queue contents list to view up-to-date queue

contents.

The More Actions drop-down list includes the following operations:

Action

Description

Resume Processing

A message that has both spam and virus characteristics may
be isolated by 1 type of filter before it has been processed by
the other type. If the original quarantine is a false positive, use
this action to make sure the message is processed by all
relevant filters rather than delivered after only the first
analysis.

Add to Always Block List

Add the message sender to the Always Block List.

Add to Always Permit List

Add the message sender to the Always Permit List.

Forward Forward the message to 1 or more recipients. The forwarded
message is added as an attachment to the forwarding message.
Download Download the message in .eml format. Downloaded email is

saved in a zip file.

Clear message queue

Delete all the messages in the queue.

Reprocess all messages

Reprocess messages in your search result. Only the first 5000
entries in your search result are reprocessed.

Delete all messages

Delete messages in your search result. Only the first 5000
entries in your search result are deleted.

Managing the blocked message queue
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The Main > Message Management > Blocked Messages page lists all blocked
messages from most queues across all appliances together in a single table, with a
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column entry that indicates the name of the queue in which a message is stored.
Messages in the archive and Delayed Messages queues are not included on this page.

Use the View from/to fields to specify the desired date/time range for the entries you
want to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

e C(Click Clean to clear the current date/time calendar selection.
e C(Click Today to set the calendar date to today’s date.
Set the time range in hours and minutes in the entry fields to the right of the calendar.

Click the arrow to the right of the View date/time range to display the desired queue
items.

You can also perform a keyword search of all blocked messages, or refine the search
by specifying that only message IDs, senders, recipients, subjects, or policies applied
are searched. You can also search on an individual queue or on the name of the
appliance that processed the messages (Processed By category). Enter a keyword and
click Search.

Configure how many messages you want to view on each page of the queue in the per
page drop-down list (25 [the default], 50, or 100).

Information displayed in the list of messages includes the following items:

e Sender email address
e Recipient email address

e Message subject. You can view message information and message contents by
clicking the link in the Subject column to open the View Message page. See
Viewing a message in a queue, page 114.

e Message size
e Date/time of message receipt

e The policy and rule applied to the message. If a DLP policy is applied to a
message, a View Incident link opens DLP incident information in the Data
module, where processing of this message occurs.

e Queue name (for example, spam, virus, exception, encryption-fail, or
decryption-fail)

e Message type (for example, spam, virus, exception, commercial bulk, spoofed
email, URL analysis, encryption error, or decryption error, advanced malware
detection - cloud, advanced malware detection - on-premises, email attachment)

e The name of the appliance that processed the message is included in the
Processed By column.

e The Reason for Quarantine column contains an entry indicating why a message
has been sent to a quarantine queue:

m  Antivirus filter
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Email hybrid service

URL analysis filter

Bounce address tag validation
Digital fingerprinting antispam tool
LexiRules antispam tool

Heuristics antispam tool
Commercial bulk email filter
Custom content filter

Block List (Personal Email Manager Always Block List entry)

Archive feature (a Settings > Inbound/Outbound > Message Control
setting)

Data loss prevention
m Exception (message exception)

m For a message attachment analyzed by Advanced Malware Detection - Cloud,
a View report(s) link opens a pop-up box with links to an Advanced Malware
Detection - Cloud report on each file examined

You can select a message in the blocked messages queue and perform the following
actions:

Action Description

Deliver Deliver the message to its recipient(s).

Delete Delete the message from the queue.

Reprocess Delete the message from the queue and restart the email

processing function as if the email system were
receiving it for the first time.

Not Spam Report that the message should not be classified as spam
and release the message for delivery. This option is
available only when spam messages are selected.

Refresh Refresh the queue contents list to view up-to-date queue
contents.

The More Actions drop-down list includes the following operations:

Action Description

Resume Processing A message that has both spam and virus characteristics may
be isolated by 1 type of filter before it has been processed by
the other type. If the original quarantine is a false positive, use
this action to make sure the message is processed by all
relevant filters rather than delivered after only the first
analysis.

Add to Always Block List | Add the message sender to the Always Block List.

Add to Always Permit List | Add the message sender to the Always Permit List.
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Action Description

Forward Forward the message to 1 or more recipients. The forwarded
message is added as an attachment to the forwarding message.

Download Download the message in .eml format. Downloaded email is
saved in a zip file.

Reprocess all messages Reprocess the messages in your search result. Only the first
5000 entries in your search result are reprocessed.

Delete all messages Delete the messages in your search result. Only the first 5000
entries in your search result are deleted.

Managing the delayed message queue

Administrator Help | Forcepoint Email Security | Version 8.4.x

Email that is temporarily undeliverable as a result of various connection issues is sent
to the delayed messages queue. Delayed messages may be automatically resent by the
system. See Handling undelivered messages, page 116, for information about setting
the delayed messages delivery retry interval and configuring a notification message to
be sent for undelivered email.

Delayed message delivery may also be scheduled for a future date using a custom
content filter action. See Custom content, page 137, for information about custom
content filters and Creating and configuring a filter action, page 141, for details about
scheduling a delayed message delivery.

You may view the messages in this queue and perform any necessary processing
activities manually on the Main > Message Management > Delayed Messages page.
When the Delayed Messages page appears, the most recent messages are shown. Use
the View from/to fields to specify the desired date/time range for the messages you
want to see. The calendar includes the following options:

e Change the month and year by using the back and next arrows around the month
and year at the top of the calendar.

e Set the calendar to the current date by clicking the date in the lower left corner of
the calendar.

e C(Click Clean to clear the current date/time calendar selection.
e C(lick Today to set the calendar date to today’s date.
Set the time range in hours and minutes in the entry fields to the right of the calendar.

Click the arrow to the right of the View date/time range to display the desired queue
items.

You can also perform a keyword search of the message queue, or refine the search by
specifying that only message IDs, senders, recipients, subjects, or reasons for delay
are searched. If appliances are configured in a cluster, you can also search on the name
of the appliance that processed the messages. Enter a keyword and click Search.

You can configure the number of messages per page, between 25 and 100, in the Per
page drop-down list in the queue list banner (25 [the default], 50, or 100).
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Information displayed in the list of messages includes the following items:

e Sender email address
e Recipient email address

e Message subject. You can view message information and message contents by
clicking the link in the Subject column to open the View Message page. See
Viewing a message in a queue, page 114.

o Message size
e Date/time of message receipt

e The policy and rule applied to the message. If a DLP policy is applied to a
message, a View Incident link opens DLP incident information in the Forcepoint
Data Security module, where processing of this message occurs.

e Date of the next scheduled message delivery attempt

e The reason a message is delayed. Entries in this column may be 1 of the
following:

m Temporary connection issue delay n. A temporary delay due to connection
issues; # is the number of retry attempts remaining for the message.

m Scheduled delay. An intentional delay that is scheduled via a custom content
filter action (see Creating and configuring a filter action, page 141, for
information).

m  Advanced Malware Detection - Cloud or Advanced Malware Detection -
On-Premises delay. A temporary delay due to in-progress advanced file
analysis.

e The name of the appliance that processed the message is included in the
Processed By column.

You can select a message in the queue and perform the following actions:

Action Description

Release Attempt the message delivery immediately.

Delete Delete the message from the queue.

Refresh Refresh the queue contents list to view up-to-date queue
contents.

The More Actions drop-down list includes the following operations:

Action Description

Forward Forward the message to 1 or more recipients. The
forwarded message is added as an attachment to the
forwarding message.

Download Download the message in .eml format. Downloaded
email is saved in a zip file.
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Action

Description

Release all messages

Attempt to deliver all the messages in the queue.

Delete all messages

Delete the messages in your search result. Only the first
5000 entries in your search result are deleted.

Viewing a message in a queue
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Click the link for a message in the Subject column of a queue to open the View
Message page, which contains details about the message as well as the message
contents. The Back link at the top of the page returns you to the View Queue page.
The Previous and Next links let you navigate to the previous or next message in the
queue messages list.

The following information about a selected message is displayed on the View

Message page:

Field Name Description

Sender Sender’s email address

Recipient Recipient’s email address

From Name of the sender

To Name of the recipient

Date Date the message was received

Policy Name of the policy applied to the message

Message type | Message type, indicating message analysis result or
filter type (Clean, Virus, Spam, Data Loss Prevention,
Exception, Commercial Bulk, Phishing, Advanced
Malware Detection - Cloud, Advanced Malware
Detection - On-Premises, Spoofed Email, URL
Analysis, Email Attachment, or Custom Content)

Processed by Name of the appliance that processed the message

Header Click the link to view the message header

Attachment If the message contains an attachment, a link allows you
to open it.

Subject Message subject

The message actions available to you on any View Queue page are also available on
the View Message page, except Clear All Messages or Release All Messages. See
Viewing a message queue, page 107, for descriptions of these actions. You can also

choose to view message contents in either text or HTML format or to Clear message
queue, options in the More Actions drop-down list.
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Configuring message exception settings

Administrator Help | Forcepoint Email Security | Version 8.4.x

The Settings > Inbound/Outbound > Exceptions page specifies how messages that
cannot be processed for some reason are handled. Configure message exception
settings as follows:

1.

Specify the action to perform on a message that cannot be processed:

Deliver the message when an exception is caused by an antivirus filter.

Deliver the message when an exception is caused by an antispam filter
(default setting).

Deliver the message when an exception is caused by the advanced file
analysis filter.

Deliver the message when an exception is caused by the commercial bulk
email filter.

Deliver the message when an exception is caused by a data loss prevention
policy (default setting).

Deliver messages when an exception is caused by any other system operation.
Save exception messages to a queue (default setting).

Select the desired folder from the drop-down list (default is exception). The
list includes all the default queue names and any administrator-created
queues. If you want to add a new queue, select Add Folder from the
drop-down list to open the Add Queue screen.

Warning

& You must have the save option selected in order to save
undelivered messages to a queue. If this option is not
selected, messages may be dropped. Messages are
saved to the queue regardless of whether the delivery
option is selected for a specific filter.

If you want a notification sent regarding the unprocessed message, mark the Send
notification check box to enable the Notification Properties section.

Specify the notification message sender from the following choices:

Original email sender (the default)

Administrator. If you use this option, you must configure a valid
administrator email address in the Settings > General > System Settings
page (see Setting system notification email addresses, page 58).

Custom. Specify a single email address in this field.

Specify 1 or more notification message recipients from among the following
choices:

Original email sender

Original email recipient
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m  Administrator (the default). If you use this option, you must configure a valid
administrator email address in the Settings > General > System Settings
page (see Setting system notification email addresses, page 58).

m  User specified. Enter 1 or more email addresses, separated by semicolons, in
this field.

Specify the subject line of your notification message in the Subject field.
Enter the body of your notification message in the Content field.

If you want the original message to be attached to the notification message, mark
the Attach original message check box.

Handling undelivered messages

Administrator Help | Forcepoint Email Security | Version 8.4.x

Message delivery options help you control how undeliverable mail is handled.
Options for these operations appear on the Settings > Inbound/Outbound > Message
Non-Delivery Options page.

Use the following steps to determine how to handle messages that are temporarily
undeliverable due to error situations:

1.

In the Undelivered Message Options section, enter the time (in minutes) for the
message retry interval in the Retry interval field.

' Important

Message delivery retry intervals are calculated
exponentially. For example, using the default entry of 15,
retry attempts are made in 15, 30, 60, 120, 240, etc.,
minutes.

Enter the time (in minutes) for the maximum period for retrying message delivery
in the Maximum retry period field (default is 1440).

In the Notification email address field, enter an email address to which you want
to send notifications that a non-delivery report (NDR) cannot be delivered to the
original sender at the end of the retry period.

Mark the Use Administrator email address check box to send these messages to
the administrator. You must configure the administrator address in the Settings >
General > System Settings page (see Setting system notification email addresses,
page 58).
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Traffic shaping options
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The Settings > Inbound/Outbound > Traffic Shaping screen lets you determine the
rate of traffic delivery for a specified source or destination group based on domain
group or user directory settings. For example, these settings allow you to send large
volumes of email at a rate that prevents possible blacklisting of the domain.

Change the order of a traffic shaping group by marking its associated check box and
using the Move Up and Move Down buttons. Copy an existing traffic shaping group
by marking its associated check box and clicking Copy. You can delete a traffic
shaping group by marking its associated check box and clicking Delete.

In addition to specifying source and destination user groups, the following message

delivery settings may be modified as part of traffic shaping:

e Maximum number of concurrent connections

e Maximum number of messages per connection within a designated time period

e Maximum number of recipients per message

e Use of the SMTP session cache, for which the maximum number of messages per
session and the session duration are specified

The default traffic shaping group contains no traffic source or destination user groups.

Click Add and use the following steps to establish message traffic shaping controls in
your system:
Name your traffic shaping group.

2. Specity the location in which you want this group to appear in the traffic shaping
group list by selecting it in the Order drop-down list.

Select the status of your traffic shaping group: Active or Disabled.

4. Configure an email source traffic shaping group, if desired. Designate 1 of the
following source types:

m  All sources

m  Domain group (default selection). Select the domain group from the
drop-down list. Modify the selected domain group by clicking Edit.

m  User directory. Select a user directory from the list, or create a new user
directory by clicking Add user directory.

5. Configure an email destination traffic shaping group, if desired. Designate 1 of the
following destination types:

m  All destinations

m  Domain group (default selection). Select the domain group from the
drop-down list. Modify the selected domain group by clicking Edit.

m  User directory. Select a user directory from the list, or create a new user
directory by clicking Add user directory.
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6. Enter the maximum number of simultaneous message deliveries to an individual
routing address in the Maximum number of concurrent connections field.
Range of values is 5 - 50; default value is 20.

7. Enter the maximum number of messages per connection within a defined time
period in the Maximum number of messages per connection field. Number of
messages range is 1 - 10000; default value is 10000. Time range is 60 seconds to
30 minutes; default value is 60 seconds.

8. Enter the maximum number of message recipients per message delivery in the
Maximum number of recipients field. Range of values is 5 - 100; default value
is 50.

9. Ifyou want to use an SMTP session cache, mark the Enable SMTP session cache
check box (default setting).

a. Specify the maximum number of messages allowed per SMTP session. Range
of values is 5 - 100; default is 10. You can enter zero (0) to specify an
unlimited number of messages per session.

b. Specify the duration of the SMTP session, in seconds. Range of values is
60 - 600 seconds; default value is 300 seconds.

Handling encrypted messages

Administrator Help | Forcepoint Email Security | Version 8.4.x

An email content policy configured in the Data Security module may specify that a
message should be encrypted for delivery. If you want to encrypt specific outbound
messages, you must create an email DLP policy that includes an encryption action
plan in the Data Security module (Main > Policy Management > DLP Policies).

The following types of message encryption are supported:

e Mandatory Transport Layer Security (TLS) encryption
e Forcepoint email encryption

® Third-party encryption application

e Secure Message Delivery

Use the Settings > Inbound/Outbound > Encryption page to specify the type of
encryption you want to use.

Mandatory Transport Layer Security (TLS) encryption

TLS is an Internet protocol that provides security for all email
transmissions—inbound, outbound, and internal. The client and server negotiate a
secure “handshake” connection for the transmission to occur, provided both the client
and the server support the same version of TLS.

In the Email Security module, if you select only TLS for message encryption and the
client and server cannot negotiate a secure TLS connection, the message is sent to a
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delayed message queue for a later delivery attempt. Select Transport Layer Security
(TLS) in the Encryption method drop-down list and the Use TLS only (no backup
encryption method; message is queued for later delivery attempt) option to use
only TLS for message encryption.

If you select TLS for message encryption, you can designate another encryption
options as a backup method, in case the TLS connection fails. Specifying a backup
option allows you a second opportunity for message encryption in the event of an
unsuccessful TLS connection. If both the TLS and backup connections fail, the
message is sent to a delayed message queue for a later connection attempt.

Select the Transport Layer Security (TLS) option in the Encryption method
drop-down list to enable TLS encryption. Then mark 1 of the following options to
enable a backup encryption method:

e Use Forcepoint Email Encryption as backup encryption method. This option
is available only if your subscription includes the Forcepoint Email Security -
Encryption Module.

e Use third-party application as backup encryption method

e Use secure message delivery as backup encryption method

Forcepoint email encryption

If you want the email hybrid service to perform message encryption on outbound
messages, select the Forcepoint Email Encryption option in the Encryption
method drop-down list. Forcepoint email encryption is available only if your
subscription includes the Forcepoint Email Security Hybrid Module and the
Forcepoint Email Security - Encryption Module, and the email hybrid service is
registered and enabled.

You can also specify Forcepoint Email Encryption as a backup encryption method if
mandatory TLS encryption is selected. See Mandatory Transport Layer Security
(TLS) encryption, page 118, for details.

When an email DLP policy identifies an outbound message for encryption, the
message is sent to the email hybrid service via a TLS connection. If the secure
connection is not made, the message is placed in a delayed message queue for a later
delivery attempt.

The SMTP server addresses used to route email to the email hybrid service for
encryption are configured in the Forcepoint Email Security Hybrid Module
registration process. Use the Delivery Route page under Settings > Hybrid Service >
Hybrid Configuration to add outbound SMTP server addresses (see Define delivery
routes, page 39).

If the email hybrid service detects spam or a virus in an encrypted outbound message,
the mail is returned to the message sender.

The email hybrid service attempts to decrypt inbound encrypted mail, and adds an
x-header to the message to indicate whether the decryption operation succeeded.
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Message analysis is performed regardless of whether message decryption is
successful.

The hybrid service does not encrypt inbound or internal mail. A DLP policy must be
modified to designate only outbound messages for encryption when the email hybrid
service is used.

Find more information about email encryption in Forcepoint Email Encryption in
Forcepoint Documentation.

Third-party encryption application

The email protection system supports the use of third-party software for email
encryption. The third-party application used must support the use of x-headers for
communication with the email system.

You can also specify third-party application encryption as a backup encryption
method if mandatory TLS encryption is selected. See Mandatory Transport Layer
Security (TLS) encryption, page 118, for details.

The email protection system can be configured to add an x-header to a message that
triggers a DLP encryption policy. Other x-headers indicate encryption success or
failure. These x-headers facilitate communication between the email system and the
encryption software. You must ensure that the x-header settings made in the
Encryption page match the corresponding settings in the third-party software
configuration.

X-header settings are entered on the Settings > Inbound/Outbound > Encryption
page. Select Third-party application in the Encryption method drop-down list to
configure the use of external encryption software. Use the following steps to configure
third-party application encryption:

1. Add encryption servers (up to 32) to the Encryption Server List:

a. Enter each server’s IP address or hostname and port number.

If you want to use the MX lookup feature, mark the Enable MX lookup
check box.

If you entered an IP address in the previous step, the MX lookup option is not
available.

c. Click the arrow to the right of the Add Encryption Server box to add the
server to the Encryption Server List.

If you want to delete a server from the list, select it and click Remove.

2. Inthe Encrypted IP address group drop-down list, specify an IP address group
if decryption is enabled or if encrypted email is configured to route back to the
email software. Default is Encryption Gateway.

3. Ifyou want users to present credentials to view encrypted mail, mark the Require
authentication check box and supply the desired user name and password in the
appropriate fields. Authentication must be supported and configured on your
encryption server to use this function.
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In the Encryption X-Header ficld, specify an x-header to be added to a message
that should be encrypted. This x-header value must also be set and enabled on
your encryption server.

In the Encryption Success X-Header field, specify an x-header to be added to a
message that has been successfully encrypted. This x-header value must also be
set and enabled on your encryption server.

In the Encryption Failure X-Header field, specify an x-header to be added to a
message for which encryption has failed. This x-header value must also be set and
enabled on your encryption server.

Select any desired encryption failure options:

m  Mark the Send messages to queue check box if you want to enable that
option. Select a queue for these messages from the drop-down list (default is
the virus queue).

m  Mark the Send notification to original sender check box if you want to
enable that option.

In the Notification Details section, enter the notification message subject and
content in the appropriate fields. Mark the Attach original message check
box if you want the original message included as an attachment to the
notification message.

m Select Deliver message (default) if you want the message that failed the
encryption operation delivered.

m Select Drop message if you do not want the message that failed the
encryption operation delivered.

Mark the Enable decryption check box if you want to decrypt encrypted
messages.

Select any desired decryption options:

m In the Content type ficld, enter the message content types to decrypt,
separated by semicolons. Maximum length is 49 characters. Default entries
include multipart/signed, multipart/encrypted, and application/pkcs7-mime.

m Inthe X-Header field, specify a message x-header that identifies a message to
decrypt. This x-header value must also be set and enabled on your encryption
server.

m In the Decryption X-Header field, specify an x-header to be added to a
message that should be decrypted. This x-header value must also be set and
enabled on your encryption server.

m In the Decryption Success X-Header field, specify an x-header to be added
to a message that has been successfully decrypted. This x-header value must
also be set and enabled on your encryption server.

m In the Decryption Failure X-Header field, specify an x-header to be added
to a message for which decryption has failed. This x-header value must also
be set and enabled on your encryption server.

m Ifyou want to forward a message that has failed decryption to a specific
queue, mark the On decryption failure check box, and select a queue for
these messages from the drop-down list (default is the virus queue).
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Secure Message Delivery

Secure Message Delivery is an on-premises encryption method that lets you configure
delivery options for a secure portal in which recipients of your organization’s email
may view, send, and manage encrypted email. For example, you may wish to include
sensitive personal financial information in a message to a client. The portal provides a
secure location for the transmission of this data.

Users within your organization who send and receive secure messages handle these
messages via their local email clients, not the secure portal.

Secure messages are stored in a default secure-encryption queue (Main > Message
Management > Message Queues). You can search for and delete messages in the
secure-encryption queue view. Message details may not be viewed. The maximum
queue size and number of days a message is retained are configured on the Edit Queue

page.

Select Secure Message Delivery from the Encryption method drop-down list to
display secure messaging options, including a template for the notification that users
receive to alert them to encrypted mail.

You can also specify Secure Message Delivery as a backup encryption method for
outbound email if mandatory TLS encryption is selected. See Mandatory Transport
Layer Security (TLS) encryption, page 118, for details.

Use the following steps to configure Secure Message Delivery encryption:
1. Enter the IP address or hostname for the appliance that hosts the secure message
delivery portal (maximum length for hostname is 64 characters).

Entering a hostname rather than an IP address is recommended in order to avoid
potential Microsoft Outlook warning messages generated in an end user’s inbox
by the notification message.

' Important

The entry in this field should be mapped to the E1
interface (for a V10000 appliance) or the P1 interface (for
a V5000 appliance). Ensure that the interface you use is
visible from outside your internal network.

If you have an appliance cluster, enter the IP address or hostname for 1 cluster
appliance (primary or secondary). The cluster load balancing function directs
traffic appropriately.

Note

\/ Secure messaging uses the same port configured for the
Personal Email Manager portal (Settings > Personal
Email > Notification Message).

2. Specify the actions that your customers are allowed to perform in the secure
portal, along with the types of recipients to whom these users can send secure
messages:
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Enforce strong password policy. With this policy in force, an end-user
password must meet the following requirements:

o Between 8 and 15 characters

At least 1 uppercase letter

At least 1 lowercase letter

At least 1 number

At least 1 special character; supported characters include:
P"#8 &' ()*+,- /s <=>2@[\]"_"{|}~

End users are prompted to create strong passwords in the Secure Messaging
portal.

O O O O

Maximum message size. Customer message size includes any attachments.
Default value is 50 MB; maximum value is 100 MB.

Reply all to secure messages received in the portal. Customer may reply to
all message recipients. However, if the Internal domain email addresses
only option is selected for Allowed Recipients, user may reply only to
recipients inside your organization.

The recipient list cannot be modified for this type of message.

Forward secure messages received in the portal. Customer may forward to
allowed recipients any secure message received.

Compose new secure messages within the portal. Customer may compose
and send a new secure message to allowed recipients.

Attach files to secure messages sent from the portal. Customer may send
an attachment in a secure message

These options are all selected by default.

The Allowed Recipients box offers options for the types of recipients to whom
your customer may reply, forward, or send new secure messages. For security
purposes, the recipient list must include at least 1 email address within your
organization.

m Internal domain email addresses only. Only email addresses within your

organization’s protected domains may be specified as recipients.

Internal and external domain email addresses (at least one internal email
address required). Email addresses outside your organization’s protected
domains may be specified as recipients, but at least 1 address within your
domains must be entered (default selection).

See Protected Domain group, page 67, for more information about
determining your protected domains.

The Secure Email End-User Notification area contains a message template for the
email that users receive when secure messages sent to them have been delivered to the
portal for viewing. Use the default template, or customize it to suit your needs. You
must include the SURLS field in your notification, because that creates the link your
customer clicks to access the secure email portal.

Enter 1 sender address for the notification in the Sender field, and specify an email
subject in the Subject field. The sender address must belong to your internal protected
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domain. Because you do not want responses to the notification, ensure that the sender
address is configured to drop any direct replies to the notification.

After you have configured your notification message, click Preview Message to view
it.

The portal can be displayed in 1 of 9 languages, which the user selects during the
registration process. The Forcepoint Secure Messaging User Help is available in

Forcepoint Documentation, also in 9 languages. It describes the user registration
process and how to use the secure message portal.
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Working with Filters and
Policies

Administrator Help | Forcepoint Email Security | Version 8.4.x

Topics:

Managing filters, page 125
Managing filter actions, page 139
Managing policies, page 145

Managing global Always Block and Always Permit lists, page 151

Managing filters
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The following predefined default filter types can be used in email analysis:

The virus filter analyzes an email message and its attachments for the presence of
viruses and other threats.

A spoofed email filter can help reduce instances of email sender impersonation.

The email attachment filter examines email attachment content to determine the
attachment’s true file type. The filter can also detect individual file attachment
extensions configured by an administrator.

URL analysis examines email content for embedded URLSs and classifies them
according to a database of known spam URLs.

The spam filter analyzes email content and compares it against a database of
known spam characteristics. You can select from a variety of antispam tools,
including digital fingerprinting, LexiRules, and heuristics analysis tools.

The commercial bulk email filter analyzes a message to determine whether it was
sent from a business for advertising purposes.

The advanced file analysis filter inspects email attachment file types that
commonly contain security threats.

If you want to add text at the beginning or end of a message, use the disclaimer
filter.
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You can also create a custom content filter to examine a message based on message
component conditions you configure. The Forcepoint Email Security module does not
provide a default custom content filter.

Filters are created and managed via the Main > Policy Management > Filters page.
Click Add to open the Add Filter page and set the properties of your new filter (see
Creating and configuring a filter, page 126).

You can also copy a filter whether or not it is in use by a policy. A filter can be
deleted, as long as it is not in use by any policy. However, you cannot copy or delete
any default filter.

Copying a filter

Copy an existing filter by marking the check box to the left of the filter name to select
it and clicking Copy. Enter a new filter name in the Copy Filter dialog box, and click
OK. Click the new filter name in the Filters list to open the Edit Filter page and
modify filter attributes.

Deleting a filter

Delete a filter from the Filters list by marking the check box to the left of the filter
name and clicking Delete. You can delete a filter only if it is not being used by a
policy.

Creating and configuring a filter
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To create a new filter, click Add on the Main > Policy Management > Filters page.
Enter a filter name and description, then select the filter type you want to use. The
filter type you choose determines the filter settings you can configure. Select from the
following types:

® Antivirus, page 127

e Spoofed email, page 128

e FEmail attachment, page 131

o URL analysis, page 131

® Antispam, page 133

e Commercial bulk email, page 134

® Advanced file analysis, page 134

e Custom content, page 137

e Disclaimer, page 139
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Antivirus
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Antivirus analysis checks email and any attachments for the presence of email-borne
viruses and threats.

If your subscription includes the Forcepoint Email Security Hybrid Module, you can
mark the Use hybrid service analysis results check box to use the email hybrid
service analysis score in addition to the on-premises email security system antivirus
analysis.

Configure how you want the filter to examine messages for viruses from among the
Filter analysis options:

e Treat errors as infected. If antivirus analysis encounters errors, the email is
handled as if it is infected. The default setting is on.

e Analyze message body for viruses. Message content is analyzed for embedded
malicious scripts or attachments that cannot be examined properly. If message
format problems cause attachments to be seen as part of the message body, the
attachments are analyzed and viruses are detected. Default setting is off.

The Main > Policy Management > Filters > Add (or Edit) Filter page includes the
following types of analysis:

e Standard analysis. Performs standard email content and attachment analysis for
virus threats

e Advanced analysis. Performs email attachment analysis for Microsoft Office
documents and macros.

You may select either one or both types of analysis to perform, along with the
sensitivity level of each analysis type. If you select both types of analysis, standard
analysis is performed first, then advanced analysis. The higher the sensitivity level,
the larger the volume of email that is designated as virus. Note that enabling the
advanced antivirus engine may affect system performance.

Configure 1 of the following filter responses:

e Remove infected attachments. Deletes the attachment that triggers the antivirus
filter.

e Take no action. This is the default action. The attachment and virus are stored in
a predefined location (see Creating and configuring a filter action, page 141, for
information). If required, a message may be sent to the administrator stating that a
virus has been found.

You may also add a notification to a suspected virus email, to alert a recipient that the
message may be infected. Use the Advanced settings to configure the notification
function:

1. Mark the Notify recipient check box to enable the notification function.

2. Enter the desired notification text in the entry field below the check box
(maximum length of 8192 characters total, up to 990 characters per line; a line
break is 2 characters).
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3. Specify whether the notification should appear at the top of the message or at the
bottom. Default location is at the top of the message.

Spoofed email
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The spoofed email filter can help determine the validity of message senders and
reduce instances of sender impersonation via a set of header sender comparisons and
SPF, DKIM, and Sender ID analysis results.

Spoofed email filter message header comparisons involve the From:, envelope
Sender:, and Reply-To: fields. The From: field indicates the entity (e.g., person or
mailbox) that is responsible for authoring the message. The envelope Sender: field
contains information about the entity responsible for the actual transmission of the
message (e.g., someone who sends a message on behalf of another person). If present,
the Reply-To: field specifies the address to which a message reply should be sent. If
Reply-To: is not present, a reply is sent to the From: address.

Note

\/ The spoofed email filter provides SPF analysis in addition
to the inbound relay SPF email rejection options in
Settings > Inbound/Outbound > Mail Routing page.
You should consider the following issues regarding the use
of these two SPF-based analyses:

e A message that triggers a mail routing SPF connection
rejection option and is dropped will not be processed
by the spoofed email filter and email content is not
analyzed.

e When a message triggers a mail routing SPF
connection rejection option but is not dropped, the
SPF score from this analysis is stored for use by the
spoofed email filter.

After you select the spoofed email filter type and enter a name and description on the
Main > Policy Management > Filters > Add (or Edit) Filter page, you can
configure the following header comparisons:

e Sender address comparison (default setting). Mark the check box to enable the
selection of any of the following options:

m  Verify that the From: address matches the envelope sender address
(default setting)

m Verify that the From: address matches the Reply-To: address

m Verify that the envelope sender address matches the Reply-To: address
(default setting)
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The filter is triggered if any selected address comparison fails, and the message
sender is presumed to be forged.

Note

J When an envelope sender has been changed as a result of
an address rewriting rule (Settings > Inbound/Outbound
> Address Rewriting), the spoofed email filter uses the
original envelope sender address rather than the rewritten
address for SPF analysis.

For other checks like header comparison and bypass
conditions, the rewritten envelope sender is used.

Advanced options for sender authentication analysis allow the configuration of filter
conditions using combinations of SPF, DKIM, and SIDF analysis results. Click
Advanced to open these options, and enable the use of these conditions by marking
the Sender authentication analysis check box. Default condition sets include the
following (operator between SPF and DKIM results is AND):

Condition Name SPF Result DKIM Result Sender ID
Validation
Default Condition 1 Fail or SoftFail Fail or Invalid or Enabled
TempError
Default Condition 2 PermError or Fail Enabled
TempError or None
or Neutral

For Default Condition 1, the filter is triggered if:

o The SPF result is either Fail or SoftFail AND the DKIM result is Fail, Invalid, or
TempkError. The operator between SPF results and sender ID validation is OR.

For Default Condition 2, the filter is triggered if:

e The SPF result is PermError, TempError, None, or Neutral AND the DKIM result
is Fail. The operator between SPF results and sender ID validation is OR.

The SPF results are defined as follows:
e Fail. The domain owner’s SPF record does not authorize the sender host machine
to send email for the domain.

e SoftFail. Th