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1 Introduction

Welcome to Report Central, the reporting tool for Websense Email Security. Report
Central generates custom reports that you design and standard reports created from
templates. You can schedule reports to run and save reports in protected folders
accessible only by selected users.

Report Central uses a SQL Server database for reporting that receives scheduled
updates from the Websense Email Security database. Report administrators can
manage the size of the reporting database by archiving and purging older data. Reports
can be saved or exported to various formats and emailed to designated recipients.

Complete the following tasks to generate reports in Report Central:
Task 1: Configure your browser. See Getting started, page 7 and Certificate

management, page 8 for details.

Task 2: Create user accounts and set permission levels. See User accounts, page 15
for details.

Task 3: Configure database linking. See Database, page 19 for details.
Task 4: Define settings for email notification. See Mail settings, page 30 for details.

Task 5: Schedule database maintenance tasks. See Archiving or deleting reports, page
30 for details.

Task 6: Select the reports you want to run. See Drill-Down Manager, page 35 and
Standard reports, page 46 for details.

Task 7: Format and run your reports. See Setting up reports, page 57 and Generating
reports, page 85 for details.

Task 8: Schedule and save reports as needed. See Saving reports, page 85.

Getting started

Before opening Report Central, configure your browser to allow pop-ups and cookies
from the Report Central server. If you connect using HTTPS, the default security
certificate generated by Report Central enables secure, encrypted communication;
however, you can use a self-signed or Certificate Authority (CA) signed security
certificate (see Signed certificates from a Certificate Authority, page 9).
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Pop-up blockers

Configure your pop-up blocker to allow pop-ups from the Report Central server. If
you are using Internet Explorer 6.0 or later:

1. Select Tools > Pop-up Blocker > Pop-up Blocker Settings.

2. Enter the URL of the Report Central server.

3. Click Add.

Cookies

Set your browser to allow cookies from the Report Central server. If you are using
Internet Explorer 6.0 or later:
1. Select Tools > Internet Options.
2. Inthe Internet Options dialog box, select the Privacy tab, and then click Sites.
3. Enter the URL of the Report Central server.
4. Click Allow.
The URL appears in the Managed websites field.
5. Click OK.

Certificate management
When a client attempts to access Report Central using HTTPS, the server sends a

default digital security certificate to the browser that enables secure, encrypted
communication. The browser displays the following Security Alert.

Security Alert x|
" Information pou exchange with this site cannaot be viewed or
? changed by others. However, there iz a problern with the site's

zecurity certificate.

& The zecurity certificate was izsued by a company pou have
not chosen o tiust, View the certificate to determine whether
you want ta trust the certifving authority.

a The zecurity certificate date is valid.

a The zecurity certificate has a walid name matching the name
of the: page you are tying to view.

Do you want to procesd?

Wiew Certificate |

+ Click Yes to use the default certificate for the duration of the Report Central
session. The Security Alert is displayed at the start of each session.

+ Click View Certificate to view and install the default certificate. The Security
Alert is not displayed again until the certificate expires after 90 days.
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After 90 days, the following security alert appears at the start of each session:
The security certificate has expired or is not yet valid.

If you use the default certificate, communications continue to be secure. To avoid
triggering the Security Alert, you can do one of the following:

L 4

Create and install a self-signed certificate, which you can renew regularly, usually
yearly.
Buy or obtain a valid, signed digital certificate from a Certificate Authority (CA).

If you have your own CA server, you can use it to validate server and Virtual
Private Network (VPN) certificates within your own network.

Report Central certificates are located in the .sckeystore file. This file is found in:

<Report Central installation folder>\Report Central\Tomcat\

Self-signed certificates

Prior to creating a self-signed certificate, ensure that the network is protected and the
client and server are in the same domain.

To create a self-signed certificate:

1.
2.

4.

Stop the Report Central service.

Open a command prompt, and then go to the following directory:
<Report Central installation folder>\Report Central\Tomcat
To generate the certificate, valid for a period of 365 days, enter:

..\jre\bin\keytool -selfcert -alias tomcat -storepass changeit
-validity 365 -keystore .sckeystore

Restart the Report Central service.

To install a self-signed certificate:

1.

o M LD

Select Start > Programs (or All Programs) > Report Central > Email Security
Reports — Secure Connection

This opens Report Central using HTTPS.

In the Security Alert that appears, click View Certificate.
Click Install Certificate.

Follow the instructions in the Install Certificate Wizard.
In the Security Alert, click Yes.

Repeat this procedure for each client.

Signed certificates from a Certificate Authority

To generate a Certificate Signing Request (CSR):

1.

In a command prompt, go to the following directory:
<Report Central installation folder>\Report Central\Tomcat
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2. Enter the following command to create a file called RC.txt:

- -\Jre\bin\keytool .exe -certreq -keystore .sckeystore -file RC.txt
-alias tomcat

3. You are prompted for a password (changeit by default).
4. Send the newly created CSR file (RC.txt) to a Certificate Authority.

To import a signed certificate:
The response from the CA contains a file with a .p7b extension.

1. Stop the Report Central service.
2. Open a command prompt. Assuming the file is called <filename>.p7b, enter:

. .\jre\bin\keytool _.exe -import -trustcacerts -keystore .sckeystore
-alias tomcat -file <Ffilename>_p7b

3. Enter a password when prompted. The default is changeit.
A warning similar to the following appears:
This certificate is not trusted. Install anyway?
Enter Yes.
5. Restart the Report Central service.

Passwords

The passwords for the keystore and the private key are defaults and are not secure. It is
good practice to change these passwords. See http://mindprod.com/jgloss/
keytoolexe.htmI#PASSWORDS for details about changing the passwords. If the
keystore password is changed, you must edit the Tomcat server.xml file to tell Tomcat
the new password.

Opening Report Central

Use one of the following methods to open Report Central from the Start menu:
& To connect using HTTP, select Programs (or All Programs) > Report Central >
Websense Email Security Reports.

+ To connect using a secure connection with HTTPS, select Programs (or All
Programs) > Report Central > Websense Email Security Reports - Secure
Connection.
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For details about the default security certificate and self-signed or Certificate
Authority signed certificates, see Certificate management, page 8.

WEBSENSE*®

mail Security Report Central

User Name IAdministrator
Password: I --------

There is no Threat Dashhoard database set

You can configure Report Central to display an overview of email traffic, called the
Threat Dashboard, at the bottom of the logon screen. See Database, page 19 for
configuration details. For a description of the Threat Dashboard and the information it
displays, see Threat Dashboard, page 12.

Avoid security issues with Internet Explorer when you log on to Report Central by
adding the URL of the Report Central server as a trusted site.

M w e

5.

Select Internet Explorer > Tools > Internet Options.

Select the Security tab.

Select Trusted Sites, and then click Sites.

Enter the URL of the Report Central server, and then click Add.
Click Close, and then OK to exit Internet Options.

For your first login, enter the user name and password of the administrator you set up
during installation. This user has Reports Administrator privileges.

If necessary, you can set up other users. See User accounts, page 15.
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Threat Dashboard

The Threat Dashboard displays an overview of email traffic, as monitored in your
current database. The name of the database connection is shown at the top of the
dashboard.

'WEBSENSE*

Email Security Report Central

User Name Administrator
Password:  |esesssssl |

Current database connection

Database: Report Central

B Legitimate @ Other B Spam B Accepted H DNS Blacklist Bl BlockedHost W None  Legitimate
O sPF W Other

“This chart assumes ane b 1 equals one spam email.

Inbound M Conhnection Trend Message Trend

Formatting

Use drop-down list boxes at the top of the dashboard to change the data that is shown
and how it is displayed:

« Date: Select to show data from either the Last 7 Days or Last 28 Days.

& Format: Select a format for the dashboard display:

» .swf: Macromedia Flash. You can install the free Flash viewer to view the
dashboard in this format.

= .png: Portable Network Graphic
= .jpg: Joint Photographic Experts Group

With the png and jpg formats, you can save the image, email it, or print the image
from a right-click menu. You can include the graphs in reports or send them to an
email distribution list.
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L 4
*

Domains: Select the domain to monitor or select All.

Messages by: Sorting parameters for email messages. The choices are Volume
and Size.

Data views

The Report Central dashboard shows the following details:

L 4

Inbound Mail: Overall breakdown of inbound messages processed by Websense
Email Security

Connection Trend: Trend for the types of connections received at the gateway
(such as Accepted, DHA, SPF, or DOS)

Message Trend: Combined inbound and outbound trend for the types of email, as
categorized by Websense Email Security (such as, Legitimate, Compliance,
Spam, or Virus)

Report Central functions

When you log on to Report Central, the opening page displays data from the Drill-
Down Manager. Use the controls in the lower left corner of the screen to access the
following functions.

*

Configuration: Set up users and database connections. See Configuration, page
15.

Drill-Down Manager: Display data for a particular day or range of days. See
Drill-Down Manager, page 35.

Report Manager: Create and save reports for the data you need. See Report
Manager, page 41.
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The number of functions displayed depends on the privileges of the user.

43 Report Central

GatewayfConnection Reports
I3 Connections by Day

|"‘“ Top 20 IP Addresses
Message Reporks

|"?| Tokal Messages by Day

|"'f| Inboundfoutbound

||"f| Top 20 Policy Types

|"".‘| Top 20 Internal Addresses

|"'f| Top 20 Rules

||"f| Protected Domains

& #ll Available
i Today

" Yesterday
™ Last 7 Days

 Custom

Start Date

IMar 22, 2007 et
End Date

IMar 23, 2007 =

ull Report Manager
1. , Drill-Down Manager

., Configuration

Date Selection

crosoft Internet Explorer

Connection Type

B0O

DS Blacklist

Accepted
Other

OOEN

Database: |Report Central Websense Emai 'l

Websense Reputation Service

Drill-Down - Connection Type
Connection Type

[» ]

Messages

DNS Blacklist

Websense Reputation Service
Accepted

Other

532
495
496
166

@ 2003-2008 Webzenze, Inc,

[ ]

Report Central provides context-sensitive Help, including a full-text search facility
and an index. Press F1 or click the Help button. @
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Configuration

The configuration options available depend on the

type of user and the user’s permissions. The
possible options are:

*

Users: Add, edit, and delete users. See User
accounts, page 15.

Database Connection: Create, edit, and
delete database connections. See Database,
page 19.

Mail Settings: Set up a connection to your
mail server to send reports by email. See Mail
settings, page 30.

Archive/Delete: Archive or delete your saved
reports. See Archiving or deleting reports,
page 30.

Change Password: Change your own
password. See Changing passwords, page 34.

User accounts

“. Configuration

o Users

# Database Connection
[s Mail Settings
[ Archive/Delete

£ Change Password

Mo o o

HI; Report Manager
1. , Drill-Down Manager

", Configuration

User configuration sets the following account information:

+ Logon details
+ User permissions
+ Report permissions
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To access the user configuration options, select Configuration > Users, and then
click New. The User Configuration dialog box appears.

User Configuration ]|

General I Reports |

User Mame:
IsFIores

Password:

Iﬁﬂ‘ﬂ‘ﬂ‘ﬁﬁﬂ‘ﬂ‘

Copfirm Password:

Iﬁﬂ‘ﬂ‘ﬂ‘ﬁﬁﬂ‘ﬂ‘

™ Reports Administrator (able ko addiremove users and all Reports Manager settings)

{+ Reports Manager
[ ahble ko create/modify databases
[¥ Ahble ko save reports in the Shared Folders

[+ &ble ko save reports in a Personal Folder

{~ Restricted User - cannot change report criteria

Create I Cancel

Java Applet Window

Logon details

To configure logon details, select the General tab. Define a user name and password
for your new user, and then define reporting permissions.

User access

There are three levels of reporting access:

L 4

Reports Administrator: Create and edit users. The Administrator also has all
Reports Manager privileges.

Reports Manager: Has one or more of the following privileges:
= Create and modify databases

= Save reports in the Shared folders

= Save reports in a Personal folder

Restricted User: Run reports that have been set up by a Reports Administrator or
Reports Manager. Restricted users cannot change the content of reports.
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Changing the account for the Report Central service

If you change the user name or password for the Report Central service account,
ensure that the user’s access rights for the Report Central server and the SQL Server
are correct.

1. Select Start > Programs (or All Programs) > Administrative Tools > Services
The Services dialog box appears.

Right-click Report Central Service, and then select Properties.

In the Properties dialog box, select the Log On tab.

Enter a user name and a password.

Restart Report Central Service.

You can now enter database connection details from Report Central.

o~ N

Reporting permissions

There are four types of report permissions:

Drill-Down Reports

All Reports

Standard Reports
Saved/Scheduled Reports

* 6 o o

User Configuration x|

General Reports |

¥ 4 anReports

E| ~ J Standard Reports

e T Trend

- W ] Management

- _| Summary

-7 ] Comparisan

- I ] Forensic

om0 L Legacy

b |- J SavediScheduled Reports

[ Deny access to all Future saved)scheduled reparts

Selecting this checkbox restricts this user From viewing any reports other than those specified
above, Future saved reports created by other users will not be visible ko this user until the
chosen repart is selecked above,

Create I Canicel

Jawa dpplet Window
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Drill-Down reports

Drill-Down reports enable you to investigate the data on which a report is based. See
Drill-Down Manager, page 35 for more details.

Standard reports

The following pre-configured, standard report templates are supplied with Report
Central:

Trend reports (see Trend reports, page 47)

*

Management reports (see Management reports—Return on Investment (ROI),
page 47)

Summary reports (see Summary reports—QOutbound Traffic, page 51)
Comparison reports (see Comparison reports, page 53)

Forensic reports (see Forensic reports, page 54)

Legacy reports (see Legacy reports, page 55)

* 6 o o

For security, you can restrict a user’s access to one or more report categories, or
specific reports within categories. This ensures that only authorized users have access
to specific reports.

For a detailed description of each category and report for Websense Email Security,
see Report Manager, page 41.

Saved and scheduled reports

Authorized users can save reports and schedule reports to run. For details, see Saving
reports, page 85. Reports can be saved in two types of folders:

+ Shared: These reports can be run by any user who has the relevant permissions.
+ Personal: These reports can be run and viewed only by the user who saved them.

Note

‘/ Shared and Personal folders are created within Report
Central when a report is saved. They are not externally
accessible.

Permission for creating Shared and Personal folders is granted to Reports Managers
on the General tab of the User Configuration dialog box. For instructions, see User
access, page 16.

For more details on saving reports, see Saving reports, page 85.
To grant user permission to run only certain saved reports:

1. Select Configuration > Users.
2. Select a user from the list of Existing Users.
3. Click Edit.

18 <« Report Central



Configuration

Noo o ok

In the User Configuration dialog box, select the Reports tab.
Expand the tree under Saved/Scheduled Reports.
Select the check boxes of the desired reports.

If you want to limit the user’s access to the existing saved reports only, select
Deny access to all future saved/scheduled reports.

Click OK.

Changing user details

Users with Reports Administrator status can edit user details and delete user accounts.

1. Select Configuration > Users.

2. Select a user from the list of Existing Users.

3. Click Edit.
The User Configuration dialog box shows the user’s existing details. You can
change all existing General and Report settings except for the User Name.

4. To delete a user, select that user from the list, and then click Delete.

5. Click OK to confirm your changes.

Database

Report Central requires its own SQL Server database, which is used as a central
storage area to hold and report on data from other databases. The Report Central
database requires a linked server definition to the source Websense Email Security
database to retrieve this data.

When you log on to Report Central for the first time, a database configuration wizard
runs. Use this wizard to create or register a Report Central database and then link that
database to the Websense Email Security database (see the Report Central Installation
Guide for details).

To manage database connections, select Configuration > Database Connection.

From this screen, you can:

* 6 o o o

Create a database.

Register an existing database connection.

Schedule database update tasks.

Schedule database maintenance tasks.

Configure the Threat Dashboard to appear on the logon page.
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WEBSENSE®

Email Security

*. Configuration ¥ Database Connection

S Users

5 Database Connection Existing Databases:

[ Maill Settings
I ArchivejDelate

£y Change Passward

Reqister... | Edit... | Remove. ..

Create Mew Database

[Il.l Report Manager Report Central For Email Security requires its own database. This database is used as a central storage area to hold and report on data From
other databases, Previoulsy created Report Central dakabases are shown in the list above, To create a new Repart Central reporting

database, click the Following button.
Create. ..

1. 1 Drill-Down Manager

", Configuration

Database recommendations

« Database free space: Space needed on the Report Central database to receive
data from a Websense Email Security database during an update

Allow for 1.5 times as much free space as the size of the Websense Email Security
database. For example, if the Websense Email Security database size is 60 GB,
make the free space allotment 90 GB.

+ Update interval: Time interval between automated database update tasks for the
Report Central database
For small databases (approximately 50,000 email messages), allow 5 minutes. For
a larger database, allow 10 minutes.
If the time between tasks is set too low, the next task attempts to start, but fails.
The following error is logged in the scheduler.log file and shows the linked
server, source catalog, and the database display name.

Failed scheduled database update...

This error does not affect the performance of your system, but indicates that you
should increase the interval between the database update tasks. It is good practice
to check the log file regularly for this error.
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Adding database connections

To report on a new database, add the database connection details to the list. The
following users can add a database connection:

+ Reports Administrator

+ Reports Manager with the Able to change/modify databases privilege

Adding a new database connection is a two-part procedure.

1. Add a connection to the database with one of the following procedures:

= Create a new database. See Creating a database for Websense Email Security
reports, page 21.

m  Register an existing database. See Registering a database, page 22.
2. Schedule update tasks. See Schedule database updates, page 24.

Note

‘/ To manage the size of your database, schedule regular
archiving and purging tasks. See Database maintenance,
page 28.

Creating a database for Websense Email Security reports

1. Select Configuration > Database Connection.
2. Click Create.
The Create Database dialog box appears.

Create Database x|

Display Mame: |Rep-:rt Central

Server Mame: IdocS—wZDDS

Database Mame: IRepDrtCentraI

Authentication
" Windows
{+ S0L

User Marne: |sa

Password: Iw-xw-xw-xww

f* Use default SQL Server file locations

= Use these specific file locations

Data path and/filename: |

Log path and filename: |

[ Use S5L Connection if available

Save | Cancel

Java Applet window

3. ldentify the Report Central database server.
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= Display Name: Display name of the Report Central database. This name is
shown in the main Database Connection screen in Report Central and not in
SQL Server

= Server Name: Machine name or IP address of the Report Central server

m Database Name: Name of the SQL Server database that you want to create.
This is the name of the database as it appears in SQL Server.

Select an Authentication method for the Report Central server database.
= Windows: Recommended authentication method

@ Important
2

Windows authentication is not supported if SQL Server is
installed on a remote machine and you selected Local
System Account for your Report Central service.

m  SQL.: Enter the user name and password of a SQL Server account with SQL
Server administrator rights.

Provide location information for SQL Server files.

m  Default SQL Server file locations: Select this if the files were installed in the
default SQL Server location.

= Use these specific file locations: Enter a preferred path for the Data File and
Log File. Use this selection if you are creating a new Report Central database.

To use a secure connection for the Report Central database, select Use SSL
Connection if available.

Click Save.

Registering a database

To register a database connection:

1. Select Configuration > Database Connection.
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2. In the Database Connection screen, click Register, and then select the
Connectivity tab.

Database Configuration x|

Connectiviky I Update Tasks | Maintenance |

Display Mame: IRepnrt Central

SErver: IdocS—wZDDS

Authentication
" wWindows

& 5ol

User Marne: Isa

TEEETTEES

Passward:

[¥ Use S5L Connection if available

Database: ILDcaIServer ;I

¥ Use this database For Threat Dashboard reparts

Create I Cancel

Java dpplet Windom

3. ldentify the Report Central database server.

m Display Name: Name of the Report Central database. This is shown in the
main Database Connection screen in Report Central.

= Server Name: Machine name or IP address of the Report Central database
server

4. Select an Authentication method for the Report Central server database.
= Windows: Recommended authentication method.

Windows authentication is not supported if SQL Server is
installed on a remote machine and you selected Local Sys-
tem Account for your Report Central service.

Q Important
@

m  SQL.: Enter the user name and password of a SQL Server account with SQL
Server administrator rights.

5. To use a secure connection for the Report Central database, select Use SSL
Connection if available.

6. From the drop-down list box, select the database with which to connect.
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7. To use the information from this database for the reports viewed from the logon
screen, select Use this database for Threat Dashboard reports.

Note

Only one database can be used at a time for the Threat
Dashboard display.

8. Click Create.

For information about scheduling database updates, see Schedule database
updates, page 24.

Schedule database updates

Use the Update Tasks tab to set the scheduling of Report Central database updates for
a specific database connection. You can view the scheduling details for existing
Update Tasks in this tab or click Update Now to update the database manually.

Database Configuration x|
Connectivity Update Tasks I Mainkenance |

This screen shows details of configured update tasks and their schedule,

~Reporting Database Update Tasks

Websense Email Security Database Server - STEMLag

Edit... | Delete |

Update Frequenc
% Once Per Day Hourl Dlﬂ Minutel Dlﬂ

(= Every 0e0—=— minutes Update Mo |

Create | Cancel |

Java Applet Window
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Editing update tasks

1. To edit an update task, select the Websense Email Security database, and then
click Edit.

The Configure Update Task dialog box appears. The database connection from the
Update Tasks tab is selected.

Configure Update Task x|

~Email Security Database Server Links
ORACLE Add...
SQL_z000 —
Mebsense Email Security Database Server Edit. ..
WS-SLOBANS =
Remowve...
Source database; IRepnrtTest LI

Update Frequency

{+ Once Per Day ﬂourl 013: Minutel 013:

" Every 060=~ minutes

Sawe | Cancel |

Java Applet Window

2. Edit the update frequency.
Time is expressed in a 24-hour clock.

m  Once Per Day: It is good practice to schedule updates for a time when
Websense Email Security database activity is light.

= Every <n> minutes: Define a sensible interval for your system. Frequent
updates on a busy system can slow performance.

@ Important
Run this update once per day to ensure that drill-down

@
reports show accurate information. Make sure the update
does not conflict with any other database maintenance
tasks.
3. Click Save.
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Adding update tasks for existing database connections

1. To add an update task for an existing Websense Email Security database
connection, click Add.

The Configure Update Task dialog box appears.

Configure Update Task x|

~Email Security Database Server Links

ORACLE Add. ..
SQL_2000 =
Mebsense Email Security Database Server

W S-SLOBANS

Edit...

Remowve,..

Source database; IRepDrtTest LI

~Update Frequency

{+ Once Per Day ﬂourl 013: Minutel 013:

" Ewery 060=~ minutes

Save | Cancel |

Java dpplet Window

Select a Websense Email Security database link from the list.
Define an update frequency.
Time is expressed in a 24-hour clock.

= Once Per Day: It is good practice to schedule updates for a time when
Websense Email Security database activity is light.

m  Every <n> minutes: Define a sensible interval for your system. Frequent
updates on a busy system can slow performance.

Run this update once per day to ensure that drill-down
reports show accurate information. Make sure the update
does not conflict with any other database maintenance
tasks.

@ Important
@

4. Click Save.
The new link appears in the list in the Update Tasks tab.
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Adding update tasks for new database connections

You can create new Websense Email Security database connections, and then add
update tasks.

1. To create a new Websense Email Security database connection with an update
task, click Add.

The Configure Update Task dialog box appears.

Configure Update Task x|

~Email Security Database Server Links
ORACLE

SQL_2000

Mebsense Email Security Database Server

W S-SLOBANS

add...

Edit...

Remowve,..

Source database; IRepDrtTest LI

|Update Frequency

{+ Once Per Day ﬂourl 013: Minutel 013:

" Ewery 060=~ minutes

Save | Cancel |

Java dpplet Window

2. Click Add to create the new database definition.
The Email Security Server dialog box appears with all the fields enabled.

Email Security Server il

Display Mame: IReportCentraI_New

Server Mame: |1E|.22?.4.2

~Email Security Database Settings

{~ Use current login details

{+ Use specific login details

L=er Mame: Irscott

Password: I**********

Save | Cancel |

Java Applet Window

= Display Name: Display name as you want it to appear in the Update Tasks tab

= Server Name: Machine name or IP address of the SQL Server machine
running the Websense Email Security database

»n Database Settings: Logon details for this server
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3. Click Save to create the definition.
Define an update task for your new database server link, and then click Save.

The database and server name are displayed in the Reporting Database Update
Tasks list in the Update Tasks dialog box.

Editing an existing database connection

1. To edit the settings for an existing Websense Email Security database definition,
click Edit in the Update Tasks tab.

Select a database definition from the list in the Configure Update Tasks tab.
Click Edit.

The Email Security Server dialog box appears. The Display Name and Server
Name fields are read-only, showing the specifics of the connection you selected in
the previous dialog box.

. Edit the logon details for this server.
5. Click Save.

Database maintenance

Select the Maintenance tab to schedule database archiving and purging tasks.

Database Configuration x|

Connectivitvl Update Tasks Mainkenance |

This screen configures the archive andfor purge tasks For the reporting database,

~Archive Database
¥ archive database

Archive path and filename:

|E:'\RepurtCentraI'l,RC_DB.txt Archive Mow |

~Purge Database

[~ Purge database
{+ Furge &l

{ Save todays data

" Savedata from the last | 030 days Purge fow |

~Schedule Settings

¥ Enable scheduling

Time of Day  Hour I 013: Minute I EIEIE:

" Every [ Mon [T Tue [T ed [T The TFG TSt [T Sun
@ Marthly Day [ 01=] [ End ol Fioni

Create I Cancel

Java Applet Window
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Select Archive Database to enable data archiving.

Enter the path to the archive folder, including a file name.

Click Archive Now to manually archive the data to the file named.
Select Purge Database to enable the purging selection.

Database purge options are:

s Purgeall

= Save today’s data

= Save data from the last <n> days

5. Click Purge Now to manually purge the database according to the selection you
have made.

6. Click Enable Scheduling to create a schedule for both the archiving and purging
tasks you selected.

The default start time is 00:00 (24-hour clock). At this time, the scheduler starts
the database maintenance tasks. It is good practice to run database maintenance
when network traffic is light. The data is archived first, and then purged.

M DN e

Q Important

Make sure you do not schedule database archive or purge
tasks to run at the same time as the Report Central data-
base update.

7. Click Create to save your selections.

Database update log files

Database update log files are stored in the scheduler.log file. This file is found in:

<Report Central installation folder>\Report
Central\Tomcat\webapps\EmailSecurity

Logs include the following details:

Start and end time of each scheduled update task
Any failures of the task

Retry attempts. If the task fails, it has up to 3 more attempts before it fails
completely.
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Mail settings

Use the Mail Settings in the Configuration page to identify your mail server. Users
cannot send reports by email until this is done.

1. Select Configuration > Mail Settings.

Define here the mail settings used For sending completed scheduled reports,

Email Server:

Imailserver.wehsense.com
Port:
I 25

Sender's Email Address:

IsFIures@websense LCam

Ny iy oy B A,

F Y - - A B - - e -

2. Inthe Email Server field, enter the name of the mail server to be used to
distribute reports.

An example is, mailserver.mycompany.com

3. Inthe Port field, enter the number of the port to be used to send outbound email,
usually port 25.

4. Inthe Sender’s Email Address field, enter the email address from which to send
reports.

For example, reportadmin@mycompany.com
5. Click Apply.

Archiving or deleting reports

You can specify how Report Central deals with reports that are no longer current.
Decide which reports are to be deleted or archived and decide when this should occur.

Enabling report archiving and deletion

To delete or archive reports, enable the archive and delete facility.

1. Select Configuration > Archive/Delete.

2. Select Enable Deletion and Archiving.
By default, the Delete Reports option is enabled.

3. To enable the archive settings, select the Archive Reports option.
You are now ready to set the properties for each.
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Deleting reports

Decide which reports to purge in the Delete Options tab.

1. Select Configuration > Archive/Delete.

2. Ensure that the Enable Deletion and Archiving check box is selected, and then
select Delete Reports.

3. Select the Delete Options tab.

[¥ Enable Deletion and Archiving

o

@ Delete Reports " Archive Reports
Date/Time  Delete Options

= al

f* Before today

= Clder than last 7 days
= Clder than last Full month

e Y """\_\.ut\-t‘.‘.al\' i

R V. SN S -t — ——

4. Select one of the options:
= All (the default setting)
= Before today
m  Older than last 7 days
= Older than last full month
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To schedule a delete option:

1. Select the Date/Time tab.

[¥ Enable Deletion and Archiving ;
{* Delete Reparts " #rchive Reparts 4
F
DatefTime I Delete Cptions | 3
Time af Day 4
-
Hour: I 23 3: Minute: I 59 3: I
-
i
(™ Ewery )
W Man [T Tue [ Wed [T Thw RN [T SaE [T sun 1
% Mankhly 1
BERH I 01 3:
—— —— = —r— e’

Specify the Time of Day (24-hour clock) to delete your reports.
Select the day on which to delete the reports:

m Todelete reports on certain days of the week, select Every, and then select the
relevant check boxes.

= To delete reports on a specific day of the month, select Monthly, and then
change the Day field.

= To delete reports on the last day of each month, select End of Month.
4. Click Apply.
Archiving reports

Use the Archive Reports feature to schedule archiving by the age of the reports.

Note
Reports are archived individually in their original format.

1. Select Configuration > Archive/Delete.

2. Ensure that Enable Deletion and Archiving is selected, and then select Archive
Reports.
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3. Select the Archive Options tab.

[V Enable Deletion and Archiving

" Delete Reports * Archive Reports
DakeyTime  Archive Options

 all

' Before today

 Older than last 7 davs
= Older than last Full month

Archive Location:

|C:'|,Program Files\\Websense\Report Central

L«\.‘\\a L T T VWL R e

A -

- ——— el e e P e

4. Select one of the options:
= All (the default setting)
n  Before today
m  Older than last 7 days
m  Older than last full month
5. Inthe Archive Location field, specify a folder in which to store the archived
reports.
To schedule archiving:

1. Select the Date/Time tab.

[ Enable Deletion and Archiving -
4

(" Delete Reports {* Archive Reports {
Date/Time | archive Options | b
b 4

Time aof Day !
Haour: I 033: Minute: 0= i

F 4

-

.’

{+ Every 4

4

WMom [ Tue [ wed [ Thu [ FRi [ Sat [ Sum r}

= Monkhly f
[y I 01 3: [+ Emd af Manth rJ

e el el el il B S — r)

2. Specify a Time of Day (24-hour clock) to archive your reports.
3. Select archiving by day or month.
4. Click Apply.
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Changing passwords

Users can change their own passwords.

1. Select Configuration > Change Password.

2. Enter a new password, and then confirm it.

3. Click Apply.

A Reports Administrator can also change the password of other users.

1. Select Configuration > Users.

2. Select a user from the list that appears.

3. Click Edit.

4. In the General tab, enter a new password, and then confirm it.
See Changing user details, page 19.

Scheduler log

A log file (Scheduler.log) is created for all scheduled events, with the exception of
summary data refreshed between scheduled updates. The default installation folder for
the log file is:

<Report Central installation folder>\Report
Central\Tomcat\webapps\EmailSecurity
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Drill-Down Manager

Use Drill-Down reports to investigate the data from which a report is generated. Drill-
Down report data is updated on a daily basis. The timing of these updates can be
scheduled in the Update Tasks tab in the Database Configuration screen. See Schedule
database updates, page 24 for more details.

Note

Only permitted users have access to Drill-Down
Reporting. See User access, page 16 for more details.

The Drill-Down Manger page is split into the following panes:

Report selection
Date selection
Report view

* 6 o o

Drill-down data
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WEBSENSE®

GatewayfConnection Reporks
I3 Connections by Day

Reports

I'-}I InboundfOutbound
I'-}I Top 20 Palicy Types

op 20 Rules
7% Protected Domains

= All available
= Today

= vVesterday
€ Last 7 Days

£ Cuskom
Stark Date

End Date

Hll Report Manager
1. ; Drill-Down Manager

‘\\,. Configuration

Email Security

I+ Drill-Down Manager

"".‘. Total Messages by Day

op 20 Internal Addresses

Date Selection

IMar 2z, z007 o
IMar 23, 2007 st

port Central - Microsoft Internet Explorer

] A

1P Address

>
7 Top 20 IP Addresses

Database: Ireportz 'I 9@ |

213.169.67.233
195.24.194.90
220.189.207.114
210,211,164, 46
209.157.252.9
60,190,94,227
61.153.158.185
211.152.13.102
211.152,13.103
220.196,42.35
204.13.69.62
190.46.79,14
200.83,125.3
61.51.17.28
60.11.18.92
61.19.145.17
88.80.106.101
201.245.131.90
201.231.145.177
211.172,219.77

OEOEOO00DDOEOEEOECONNE

Drill-Down - IP Address
1P Address

[» ]

Messages

213.169.67.233
195.24,194.,90
220.189.207.114
210.211.164.46
209,157.252.9
60.190.94.227
©61.158.158.185

©2003-2005 Websense, Inc.

[

Selecting reports

Select the reports you want to view from the
Drill-Down Manager pane.

The available reports are:

& Gateway/Connection Reports:

Connections by Day (the default
report view)

Connections by Type
Top 20 IP Addresses

¢ Message Reports:
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Total Messages by Day
Inbound/Outbound

Top 20 Policy Types

Top 20 Internal Addresses
Top 20 Rules

Protected Domains

1= Drill-Down Manager

Gateway/Connection Reports
|"_‘I*| Connections by Day
|"_‘.*| Connections by Type
|"1;| op 20 IP Addresses

Message Reports
|"'f| Tokal Messages by Day
|"'f| Inbound/Outbound
|"'f| Top 20 Palicy Types
|"'f| Top 20 Internal Addresses
|""I’| Top 20 Rules
|""I’| Protected Domains




Drill-Down Manager

Selecting dates

1. Select specific dates for the report view from
the Date Selection pane.

The options are:

All Available

Today

Yesterday

Last 7 Days (the default view)
Custom

When you select Custom, the Start Date and
End Date fields are enabled.

2. Click in either date field to display a calendar.

Dates crossed off in red are not available for
selection.

3. When you have specified start and end dates,
click Go. D

Date Selection

& all fvailable
{7 Today

™ Vesterday
" Last 7 Days

" Custom

Skark Date

[mar 22, 2007 =]
End Date

[Far 23, 2007 =] L3 |

[ « | November 2004 [ |

bon Tue ‘Wed Thu Fri  Sat Sun
IRl 4 5 6 7
a 9 1m0 1 1213 14
15 18 1¥ 18 19 20 21
22023 24 25 Z6 27 28
29 30 1 2 3 4 ]
G 7 g 9 m M 12

Today: 10/02/05 None

Note

For All Available and Custom date ranges encompassing
more than 31 days of data, refer to the Drill-Down Data
pane for the complete date range. The graph in the Report
View displays data for the last 31 days only.

Report view

The report view pane displays reports by:

& Message size (including attachments) ,%5]

¢ Number of messages (volume) ==
=rl
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Use the Database drop-down list at the top of the screen to select other configured
database connections. For information on database connections, see Database, page
19.

@I ) | l|l'= | Database: Ireportz vI @ |

IP Address

213.165.67.233
195.24,194.90
220.189.207.114
210,211, 164,46
209.157.252.9
60.190.94,227
61,158.155.185
£11.152.13.102
211.152.13.103
220.196.42,35
204.13.69.62
190.46.79.14
200.858.125.3
61.51.17.28
60.11.18.92
61,19.145.17
83.80.106.101
201.245.131.90
201.231.145.177
211.172.219.77

ODaOdE00ddfEOEOENOEOEE

Exporting report data

To export the report data, click the Export Data icon, llj-= and then select a format
from the Export Format dialog box.

& *.csv: For use in spreadsheet or database x|
programs, such as Microsoft Excel or Microsoft r—
Access * hitm
.. . * pdt
*.htm: For viewing with a Web browser x.m
. R R & *xs
*.pdf: For viewing with a portable document
format viewer, such as Adobe Acrobat
& *.rtf. For use with a word processor, such as
Microsoft Word
& *.xlIs: For use with Microsoft Excel (version 8 or
Iater) Expott Data Cancel

|Java Applet window
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Drill-down data

The drill-down data displayed varies according to the report selected and whether you
are viewing by Size or Volume. The initial view displays a collapsed view of the
report data tree.

Drill-Down - IP Address
IP Address Messages
195.24,194,90
220,189,207, 114
60,190,94 227
61.17.33,150
59.44.215.14
201.245,131.90
201.245,170,157
201.79,159.4
FEMISZBAE | . s

Tty Ay oy Ay

B e T T I = I = U = ]

_ip——»

3
|

.

Navigating drill-down data

E)fpand a categqry to view the e R

drlll—doyvn data in sub- _ FEy— Messages

categories. These sub-categories 195,24,194.90 &

are hyperlinks to the data. ZADL Rl L & ;

Y Connection Type ;

H H =] 60.150.94,227 -]

The grgph in the Report View 1%, Connection Typs F

pane displays the selected data. 61,17.38.180 4

ELESGARZIS I e e L

A navigation strip
(breadcrumbs) above the graph
helps you move backward and forward through the data. Each step is a hyperlink that
takes you back to a previous step in the drill-down process.

j |h| Database: IRepu:.rt‘-l;

Day( 3/23/2007 ) = IP Address 195.24,194,90 ) =¥ Connection Type
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4 Report Manager

You can generate two types of reports in the Report Manager:

+ Standard Reports: Reports generated from supplied settings (criteria). See
Standard reports, page 46 for descriptions of each report template.

+ Saved/Scheduled Reports: Reports generated using your own saved settings. For
details, see Schedule settings, page 83 and Saving reports, page 85.

Report display formats

Some reports are displayed as tables, others are displayed as charts. The types of
formats available are:

Line plot

Pie chart

Bar chart — horizontal

Bar chart — horizontal (split)

Table

* 6 6 o o
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Line plot

42 4 Report Central

Connections by Type - Trend

Connections by Typs - Trend

Email Security

Date Range: All Avallable : (322007 - #2307}

2208

Tofal Connecilons

430

400

320 \\

240

180

ooEm

Accepted

DM Blackllst

ohar

WelbEense F-&F-.I'IE'. an Senice

a0

Date Range: (32207 - W2307)




Report Manager

Pie chart

Top 10 Rules by Percent

Top 10 Rulss by Parcand

Email Security

Dabe Range- All Avalabie © 32207 - 32307}

e

W Ant-Spam Agent
B Ant rrnt-DFF
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Bar chart - horizontal

Top 15 Incoming IPs —
Email Security

Tap 16 Incoming iPe

Dabe Range- All Avalable : 22307 - 2307) rima

Inzoming Hot IP

il AT

30 g 59, 71

Iﬂh'ﬁlﬁl |

a0 AT

15417 5
Hib i ol adl|

HA AR A0

T e,

i AR v 10d)

it sl B

Al 35

el ral AT
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=
-1
I
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B
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e
-

Megsages dent
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Bar chart - horizontal (split)

Top 15 External Senders by Rules —

Triggered Email Security

Top 15 External Senders by Rulse Triggered

Dale Range: All Avallable © (3722407 - H23107) arg
Extarnal Sendar

a G000 1B0CD 27000

[= ant-Spam Agent-DFF = Ani-Spam Agent

Times Triggared
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Table

Rules by Sender - Details
e N
Email Security
Rules by Sender - Details
Date Range: All Available - | /07 - 323/07) 2/21/08
This report is resiricied o 20000 records. You car zeduce the mumber of records returzed by selecting specific criteria.
Sender Rule DatelTime Action Recipient
079538044-0001@t-online.de
Anti-Spam Agent - 2/23/07 3:27:42 AM Isolata wabmastenilalpharelease com
DFF
aadk.xope@msa.hinet.net
Anti-Spam Agent - 223007 2:40:50 AM Isolats sindiz@hotals.com.tw
DFP
Anti-Spam Agent - 22307 2:48:50 AM Isolate pilotif@imeifoods.com.tw
Anti-Spam Agent -  223/07 2:48:50 AM Isolats mine0830@iris. seed.net.tw
CFF
Anti-Spam Agent - 223007 2:40:50 AM Isolats midstfmail.sysnatnattw
DFF
Anfi-Spam Agent- 22307 2:48:50 AM Isclate pennynDi@ms15.hinet net
DFF
Anti-Spam Agent -  223/07 2:48:50 AM Isolats peng12082ms18 hinet.net
CFF
Anfi-Spam Agent- 3/23/07 2:40:50 AM Isolate mystic_17_82{@msB4 hinet net
DFF
Anti-Spam Agent - 22307 2:48:50 AM Isclats 0sh0788@ms24.hinet.net
DFF
Anfi-Spam Agent - 2/23/07 2:49:50 AM Isolats richpaul@ms24 hinet.net
OFF
Anti-Spam Agent - 223007 2:40:50 AM Isolats kgo002804551 1i@yahoo.com.tw
DFF
Anfi-Spam Agent- 22307 2:40:50 AM Isclate 130855 @yahoo. com b
DFF
Anfi-Spam Agent - 2/23/07 2:49:50 AM Isolats miik20042002@yahoo.com.tw
OFF
Anti-Spam Agent - 3/23/07 2:48:50 AM Isolata mikiS 2120 @yahoo. com tw
CFF
Anti-Spam Agent - 223007 2:40:50 AM Isolats mmZETa7408@yahoo.com.tw
DFF
1

Standard reports

All standard reports use Date/Time criteria to create the report. By default, reports are
based on all available criteria and data for the last 7 days. For details of available
criteria that you can change to create reports, see Report criteria, page 60.

All reports contain the Date Range and the date on which the report was run. The data
shown depends on the type of report.

Trend (Trend reports, page 47)
Management:

= Return on Investment (Management reports—Return on Investment (ROI),
page 47)

= Connection Based (Management reports—Connections, page 47)
m  Traffic Based (Management reports—Traffic, page 48)
Summary:

= Inbound Traffic (Summary reports—Inbound Traffic, page 49)

m  Outbound Traffic (Summary reports—Outbound Traffic, page 51)
Comparison (Comparison reports, page 53)

Forensic (Forensic reports, page 54)

Legacy (Legacy reports, page 55)
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Trend reports

Report Name Type Data Shown Report Criteria
Connections by Type — Trend + Line plot + Connection Type + Date/Time
+ Pie chart + Total Connections + Options
Messages by Type — Trend + Line plot + Total Messages + Date/Time
+ Pie chart + Number of + Options
Connections + Protected Domain

Management reports—Return on Investment (ROI)

The following table describes the content of the Return on Investment (ROI) report.
This report has only Date/Time and Options criteria, both of which are used to create

the report.

This report uses the specified cost of a single occurrence of a spam email or virus
entering your organization. Virus and spam costs are configurable. See Options, page

79 for more information.

Report Name Type
Return on Investment + Pie chart
+ Bar chart —
horizontal,
tables

Data Shown Report Criteria
+ Details of total + Date/Time
messages

Number of email
messages blocked at
connections level

Number of email
messages blocked by
spam rules

Cost savings from
spam protection

Cost savings from
virus protection

Management reports—Connections

Report Name Type Data Shown Report Criteria
Connections by Type — Summary | Pie chart + Connection Type + Date/Time
+ Total Connections + Connection Type

« IP Address
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Report Name Type Data Shown Report Criteria
Top 15 Connections Bar chart - + IP Address + Date/Time
horizontal «+ Accepted Connections | « Connection Type
+ IP Address
Top N Connections by Type Table + Connection Type + Date/Time
+ IP Address + Options
+ Total Connections + Connection Type
+ IP Address

Management reports—Traffic

Report Name Type Data Shown Report Criteria
Message Traffic by Action Pie chart + Date + Date/Time
. Message Actionl . Pr?jcected Domain
+ Total Messages » Policy Type
Message Traffic by Type Pie chart + Date + Date/Time
+ Policy Type + Internal Address
+ Total Messages + Protected Domain
+ External Domain
+ External Address
+ Day of Week
+ Policy Type
Top 10 Rules by Percent Pie chart + Rule + Date/Time
+ Total Triggered + Protected Domain
+ Percentage
Top N Incoming IPs Bar chart - + Incoming Host IP + Date/Time
horizontal + Host Name + Options
+ Number of Messages + Protected Domain
Sent
+ Volume
Top N Internal Addresses Bar chart - + Address + Date/Time
horllﬁontal + Inbound « Options
(split) + Total Messages + Protected Domain
+ Policy Type
Top N Rules Triggered Bar chart - + Rule + Date/Time
horizontal «+ Times Triggered + Options
Top N Viruses + Barchart—- | « Virus + Date/Time
horizontal + Total viruses + Protected Domain
+ Table + Options

48 4 Report Central



Report Manager

1. An entry of Manual for the Message Action indicates that a manual action on the email, such as Release,
has been carried out in Websense Email Security Message Administrator or Personal Email Manager. For

more information, see the Administrator’s Guide for each of these products.

Summary reports—Inbound Traffic

Report Name

Type

Data Shown

Report Criteria

Inbound Message Traffic by
Type

Pie chart

+ Policy Type
+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Top 10 Rules Triggered by
Percentage of Received
Messages

Bar chart —
horizontal

+ Rule
+ Times Triggered
+ Percentage

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

Top 15 External Senders by
Rules Triggered

Bar chart -
horizontal

(split)

+ Rule
+ Sender
+ Times Triggered

+ Date/Time

+ Options

+ Internal Address
+ IP Address

+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

Top N External Senders by Total
Size

Bar chart -
horizontal

+ Sender
+ Total Size (KB)

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type
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Report Name

Top N External Senders by Total
Volume

Type

Bar chart —
horizontal

Data Shown

Sender
Total Messages

Report Criteria

I Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Top N Internal Recipients by
Total Size

Bar chart -
horizontal

Recipient
Total Size (KB)

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Top N Internal Recipients by
Total Volume

Top N IPs by Rule
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Bar chart —
horizontal

' Table

Recipient
Total Messages

Incoming Host IP
Host Name

Rule

Times Triggered

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

I Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ IP Address

+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type
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Report Name
Top N Rules by IPs

Top N Rules Triggered by

Received Messages

Type

Table

' Bar chart —

horizontal

Data Shown

+ Rule

+ Incoming Host IP
+ Host Name
+ Times Triggered

+ Rule

+ Times Triggered

Summary reports—Outbound Traffic

Report Criteria

I Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ IP Address

+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

I Date/Time

+ Options

+ Internal Address
+ IP Address

+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

Report Name Type Data Shown Report Criteria
Outbound Message Traffic by Pie chart + Policy Type + Date/Time
Type + Total Messages + Options
+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week
+ Policy Type
Top 10 Rules Triggered by Bar chart — + Rule + Date/Time
Percentage of Sent Messages horizontal . Times Triggered . Options
+ Percent + Internal Address
+ IP Address

+ Protected Domain
+ External Domain

+ External Address

+ Day of Week

+ Rule Name

+ Policy Type
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Report Name

Top 15 Internal Senders by Rules
Triggered

Top N External Recipients by
Total Size

Type

Bar chart —
horizontal

(split)

' Bar chart —

horizontal

Data Shown

«+ Internal Sender

+ Rule
+ Times Triggered

I Recipient

+ Total Size (KB)

Report Criteria

I Date/Time

+ Options

+ Internal Address
+ IP Address

+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

I Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Top N External Recipients by
Total Volume

Bar chart -
horizontal

+ Recipient
+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Top N Internal Senders by Total
Size

Top N Internal Senders by Total
Volume

Bar chart —
horizontal

' Bar chart —

horizontal

+ Sender
+ Total Size (KB)

I Sender

+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

I Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type
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Report Name

Top N Rules Triggered by Sent
Messages

Comparison reports

Report Name

Type

' Bar chart —
horizontal

Type

Data Shown

+ Rule
+ Times Triggered

Data Shown

Report Criteria

+ Date/Time

+ Options

+ Internal Address
+ IP Address

+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Rule Name

+ Policy Type

Report Criteria

Message Traffic by Date

Bar chart -
horizontal

(split)

+ Date
+ Inbound
+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Policy Type

Message Traffic by Hour

Bar chart -
horizontal

(split)

+ Hour
+ Inbound
+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

+ Policy Type

Message Traffic by Weekday

Bar chart —
horizontal

(split)

+ Day of Week
+ Inbound
+ Total Messages

+ Date/Time

+ Options

+ Internal Address
+ IP Address

+ Protected Domain
+ External Domain
+ External Address
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Forensic reports

Report Name Type Data Shown Report Criteria
Message History Table Internal Address Date/Time
Date/Time Options
Direction Internal Address
External Address Protected Domain
Subject External Domain
Number of External Address
Attachments 1 Rule Name
Rule Triggered Direction
Policy Type
Messages by Size Table Message Size Date/Time
Sender Options
Date/Time Internal Address
Protected Domain
External Domain
External Address
Rule Name
Direction
Policy Type
Rules by Date Table Rule Date/Time
Date Options
Sender Internal Address
Recipient Protected Domain
Subject External Domain
External Address
Rule Name
Direction
Policy Type
Rules by Sender — Details Table Sender Date/Time
Rule Options
Date/Time Internal Address
Action Protected Domain
Recipient External Domain
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Report Name Type Data Shown Report Criteria
Rules by Sender — Summary Table + Sender + Date/Time
+ Rule + Options
+ Total Messages + Internal Address
+ Total Size (KB) + Protected Domain
+ External Domain
+ External Address
+ Rule Name
+ Direction
+ Policy Type
Rules by Sender Showing Table + Sender + Date/Time
Recipient + Rule « Options
+ Date + Internal Address
+ Recipient + Protected Domain
+ Subject + External Domain

+ External Address
+ Rule Name

+ Direction

+ Policy Type

1. A blank entry in the Attachments column indicates that Report Central could not determine if the email

contained attachments.

Legacy reports

Report Name Type Data Shown Report Criteria
Top 10 Rules by Percent Bar chart - + Rule + Date/Time
horizontal + Total Triggered + Options
+ Percentage + Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week
Top 15 Recipients by Total Bar chart — + Recipient + Date/Time
Messages horizontal + Total Messages + Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week
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Report Name

Top 15 Recipients by Total Size

Top 15 Rules

Type
Bar chart —

horizontal

' Bar chart —

horizontal

Data Shown

*

.

Recipient
Total Size

Rule
Total Messages

Report Criteria

Date/Time
Options

Internal Address
Protected Domain
External Domain
External Address
Day of Week

Date/Time
Internal Address
Protected Domain
External Domain
External Address
Day of Week

Top 15 Senders by Percent

Bar chart —
horizontal

Sender
Total Messages
Percent

Date/Time
Internal Address
Protected Domain
External Domain
External Address
Day of Week

Top 15 Senders by Rules
Triggered

Bar chart -
horizontal

.

Sender
Rule

Number of Times
Triggered

Date/Time
Options

Internal Address
Protected Domain
External Domain
External Address
Day of Week

Top 15 Senders by Total
Messages

Bar chart -
horizontal

.

Sender
Total Messages

Date/Time
Options

Internal Address
Protected Domain
External Domain
External Address
Day of Week

Top 15 Senders by Total Size

Bar chart -
horizontal

.

Sender
Total Size

Date/Time
Options

Internal Address
Protected Domain
External Domain
External Address
Day of Week
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Report Name Type Data Shown Report Criteria
Top N Incoming IPs Bar chart - + IP Address + Date/Time
horizontal + Total Messages + Options

+ Internal Address
+ Protected Domain
+ External Domain
+ External Address
+ Day of Week

Setting up reports

There are four steps to setting up a report:

1. Select the report you want to run.

2. Specify report criteria.

3. Specify running options.

4. Specify scheduling options.

Once a report has been scheduled and saved, the Report History tab appears in the

Report Manager, providing details about the report. See Report history, page 59 for
details.
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Selecting a report

From the Report Manager pane, select a report from one of the categories. The
criteria for that report are displayed as tabs in the right-hand pane.

:[u Message Traffic by Date
£ | » || ‘r-_'!.l (= | Database: IReportCentra\ Database Email Sec... 'I =] |

Repart Criteria | Running Options | Schedule Settings |

x

[=-_4 Standard Reparts
@) Trend

-] Management
-] Summary
B4 Comparison
i o | MMessage Traffic by Date
[['1 Message Traffic by Hour

o i Me.ssage Traffic by Weekday Al avalable Stark date: Enddate;
-] Forensic

Mezzage Traffic by Date. Bar chart of total number of messages per day.

DiateTime | Internal Address | Protected Domain | External Domain | Exkernal Addrassl Day of Weekl Policy Type | Optionsl

- -] Legacy IFab 5, 2003 LI IFeb S, 2003 LI
] SavediScheduled Reparts = Today
Start bime———————— End timg —————
 Yesterday Hours Minutes; Hour: Minutes:
UUE I UUE: I EIUE: UUE
% Last 7 days

£ Last ful i [~ Usesame start snd end times per day
st Full mont

[~ Exzclude time rangz

£ Custom
Elh Report Manager
1. ; Drill-Down Manager
", Configuration
Important

o=@

Make sure the time and date on the Report Central
machine and the SQL Server machine are the same. If
these do not match, the time and date may not be reported
accurately.

When you select a report, Report Central retrieves the time and date information from
the database. If there is a problem connecting to your database, you receive an error
message detailing the problem.

Check for the following:
+ Report Central is connecting to a valid Websense Email Security database
(Configuration > Database Connections).

& The Websense Email Security database to which Report Central is connected
contains valid data.

+ SQL Server is running correctly.
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Report history

When a scheduled report has been run and saved, it is displayed in the Report History
tab in the Report Manager. To view the history of a report, expand the tree beneath
Saved/Scheduled Reports and then again under either Shared or Personal. Select

the report to display the history in the tab.

WEBSENSE

Email Security

£l &]u]

{|l, Return on Investment

Database: IReport Central - I

#-{) Standard Reports
B ) SavedScheduled Reports
[#-[5) Shared
E}_} Personal
{1, Connections by Type - Summary
f {Ih Connections by Type - Trend
fr.eturn on Investment

[l]l Report Manager

1. ; Drill-Down Manager

.. Configuration

History of Scheduled Reports:

Report History I Repart Criteria | Running Options | Schedule Settings |

Update |

e

Delete

v

Note

If this tab is open when the report is run, the report is not
shown in the list. Click Update to display the report.
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Report criteria

Use the options in the Report Criteria tab to select various details for your report. The
criteria available to you depend on the type of report you select and your user
permissions.

‘|, Inbound Message Traffic by Type

£ | [ || = | 8 | Database: IReportCentraI Database Email Sec...;l @ |

Repark Criteria I Runining Options | Schedule Settings |

Inkound Message Traffic by Type. Line and Pie chart of the total inbound message types.

Dnake Tirne: | Internal P.ddressl Praotected Domainl External Domainl External F'.ddressl Day of Weekl Palicy Typel Optionsl

= Al available Shart date: End date:
[Fet 7, 2008 = JFet 7, 2008 =]
" Today
Start time———— End time
" Yesterday Hour; [inutes; Haur; Minutes;
I Lulu] 3: I uli] 33 I oo 53 I i} 33

% Lask 7 days

 Last ful th [ |Use same start and end times per day.
ast full mon

Exclude kme range
= Custern I Eex e

Available criteria are:

Date/Time: Available for all reports. See Date/Time, page 61.

Connection Type: Available only for connection-based Management reports. See
Connection Type, page 62.

IP Address: See IP Address, page 63.
Internal Address: See Internal Address, page 65.
Protected Domain; See Protected Domain, page 67.

* & o o

Rule Name: Available for Forensic and some Summary reports only. See Rule
Name, page 69.

External Domain: See External Domain, page 71.

External Address: See External Address, page 73.

Day of Week: See Day of Week, page 75.

Policy Type: See Policy Type, page 76.

Direction: Available only for Forensic reports. See Direction, page 78.

* 6 6 o o
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+ Options: Available for all reports. See Options, page 79.

The save options on the Report Criteria tab are:

+ Revert to the last saved report settings (or the default). ¥
o Save the settings to a different report name. kg

+ Save to replace the default settings (available only for saved reports). k-

For details about the save options, see Saving reports, page 85. If you do not use any
of the save options, your settings are discarded when you log off Report Central.

Date/Time

The following table shows the Date/Time criteria.

Date/Time Description

All Available All available data stored on the database

Today Data logged to the database today (between 00:00 and the last database
update)

Yesterday Data logged to the database yesterday (between 00:00 and 24:00)

Last 7 Days Data logged to the database in the last seven days (the default setting)

Last full month Data logged to the database in the last full month

Custom Data logged to the database in the time period you specify

Custom time period
Use this option to report on data from a time period that you specify.

1. Click in the Start Date drop-down list box and select a day from the calendar.

Note

Dates crossed off in red on the calendar are not available
for selection.

Click in the End Date drop-down list box and select a day from the calendar.
Specify a Start Time and an End Time (24-hour clock).

To report on data from the same time period each day, select Use same start and
end times per day.

See Standardized daily time period, page 62 for details.

5. To report on data from outside the time period you specify, select Exclude Time
Range.

See Exclude time range, page 62 for details.
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Standardized daily time period

Select the Use same start and end times per day option to report on data from the
same time frame each day.

Checkbox
Cleared

Action

This report uses data from the entire date range
you specify, beginning at the start time on the
start date and ending at the end time on the end
date.

Example

Between 0900 on day 1
and 1700 on day 3

Selected

Report Central uses report data from the time
period you specify, for each day between the
start and end date.

Between 0900 and 1700
onday1,0900and 1700
on day 2, etc.

Exclude time range

You can use the Exclude Time Range check box independently of the Use same start
and end times per day check box.

Checkbox Action Example

Cleared The report uses data from the time period you Between 0900 and 1700
specify. onday 1

Selected The report uses any data excluded by the Use Midnightuntil 0900 and

same start and end times per day options.

1700 until 2359 on
day 1

Connection Type

Use this tab to include or exclude connection types, such as Accepted, Blocked Host,
DNS Blacklist, or RDNS.

1. Select the Connection Type tab.
2. To include all connection types in the report, select Include all.

3. To include or exclude connection types from the report, select either Include
selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears

automatically, allowing you to add connection types.

m If the Selected Criteria list contains connection types, the view does not
change. Click Add to add connection types to the list, or click Remove to
delete connection types.
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Choose Criteria : Connection Type il

Criteria

fevailable Criteria
Accepted
CHA
BlockedHosk

SurfConkrol Reputation Service
SPF
Limit
DMS Blacklist
ROMNS

[
Add Results returned: 10 add Al |

Selected Criteria:

Remove | Remave Al |

Java Applet Window

4. Select connection types from the Available Criteria list, and then click Add.
5. Click Add All to add all connection types from the availability list.
The selected connection types are displayed in the Selected Criteria list.

6. To remove connection types from the Selected Criteria list, select the connection
type, and then click Remove. To remove all connection types from the list, click

Remove All.
Note
Restricted users cannot change the criteria for connection
types.

7. Click OK.
The connection types are added to the Selected Criteria list in the Connection
Type tab.
IP Address

Use this tab to include or exclude IP addresses.

1. Select the IP Address tab.
2. Toinclude all IP addresses in the report, select Include all.

Administrator’'s Guide » 63



Report Manager

3. To include or exclude specific IP addresses from the report, select either Include
selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add IP addresses.

m If the Selected Criteria list contains IP addresses, the view does not change.
Click Add to add IP addresses to the list, or click Remove to delete IP
addresses.

Choose Criteria : IP Address |

Search

Search text (for example, amaz*):

I*

Retrieve M criteria, where W < 2000
I Seatch |

Criteria

Available Criteria

12.46.132.33 i’
121,100,114.167

121,11,173.59

121,148, 186,88

121.150.66.51

121.16.0,132

121.19,44,205

121.24.36.190 =l

Add Results returned: S84 add all |

Selected Criteria

Remaoye | Feemaye Al |
O I Cancel |

Java Applet \Window

4. Search for IP addresses.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.
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The search results are displayed in the Available Criteria list.

Note

To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to
increase the maximum number of results when searching
for items.”

Select IP addresses from the Available Criteria list, and then click Add.
Click Add All to add all IP addresses from the availability list.
The selected IP addresses are displayed in the Selected Criteria list.

To remove IP addresses from the Selected Criteria list, select the address, and
then click Remove. To remove all IP addresses from the list, click Remove All.

Note
Restricted users cannot change the criteria for IP
addresses.

Click OK.
The IP addresses are added to the Selected Criteria list in the IP Address tab.

Internal Address

Use this tab to include or exclude internal email addresses.

1.
2.
3.

Select the Internal Address tab.
To include all internal email addresses in the report, select Include all.

To include or exclude specific internal email addresses from the report, select
either Include selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add internal addresses.

m If the Selected Criteria list contains internal addresses, the view does not
change. Click Add to add internal addresses to the list, or click Remove to
delete internal addresses.
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Choose Criteria : Internal Address |

~Search

Search text (For example, amaz*):

I*

Retrieve N criteria, where W < 2000

I Seatch |

Criteria

Available Criteria
carmen.chani@sydmaill .com
sudhir . baddani@sydmaill .com
karek., boulos@sydmaill . com
thomas, cheng@sydmail 1 com

fdd Results returmed: 4 Add all |

Selected Criteria:

Eemove | = |
ol 4 I Cancel |

Java Applet Window

4. Search for internal email addresses.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.

The search results are displayed in the Available Criteria list.

Note

J To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to
increase the maximum number of results when searching
for items.”
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5.

Select internal email addresses from the Available Criteria list, and then click
Add.

Click Add All to add all internal email addresses from the availability list.
The chosen addresses are displayed in the Selected Criteria list.

To remove internal email addresses from the Selected Criteria list, select the
addresses, and then click Remove. To remove all internal email addresses from
the list, click Remove All.

Note

Restricted users cannot change the criteria for internal
addresses.

Click OK.

The internal email addresses are added to the Selected Criteria list in the
Internal Address tab.

Protected Domain

Use this tab to include or exclude protected domains.

1.
2.
3.

Select the Protected Domain tab.
To include all protected domains in the report, select Include all.

To include or exclude specific protected domains from the report, select either
Include selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add protected domains.

= |If the Selected Criteria list contains protected domains, the view does not
change. Click Add to add protected domains to the list, or click Remove to
delete protected domains.
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Choose Criteria : Protected Domain x|

Search

Search text (For example, amaz*):

I*

Retrieve M criteria, where M < 2000
I Search |

Criteria

Awailable Criteria:

websense, com

Add Resulks returned: 1 Add Al |

Selected Criteria:

Remove | Remove &l |
Ok I Cancel |

Java Applet Windaw

4. Search for protected domains.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.

The search results are displayed in the Available Criteria list.

Note

To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to
increase the maximum number of results when searching
for items.”

5. Select protected domains from the Available Criteria list, and then click Add.
6. Click Add All to add all protected domains from the availability list.
The chosen protected domains are displayed in the Selected Criteria list.
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7. To remove protected domains from the Selected Criteria list, select the domains,
and then click Remove. To remove all protected domains from the list, click
Remove All.
Note
Restricted users cannot change the criteria for protected
domains.
8. Click OK.
The protected domains are added to the Selected Criteria list in the Protected
Domain tab.
Rule Name

Use this tab to include or exclude rule names.

1.
2.
3.

Select the Rule Name tab.
To include all rule names in the report, select Include all.

To include or exclude specific rule names from the report, select either Include
selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add rule names.

m If the Selected Criteria list contains rule names, the view does not change.
Click Add to add rule names to the list, or click Remove to delete rule names.
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Choose Criteria : Rule Name x|

Search
Seatch kext (For example, amaz*:

I*

Retrieve M criberia, where M < 2000
I Search |

Criteria

Ay ailable Criteria
Anki-Spam Agent - DFP
Anti-Spam Agent

Loop Detection

£dd Results returned: 3 Add Al |

Selected Criteria:

Remave | Remave Al |
oK | Cancel |

Java Applet Window

4. Search for rule names.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.

The search results are displayed in the Available Criteria list.

Note

J To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to
increase the maximum number of results when searching
for items.”

5. Select rule names from the Available Criteria list, and then click Add.
6. Click Add All to add all rule names from the availability list.
The selected rule names are displayed in the Selected Criteria list.
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To remove rule names from the Selected Criteria list, select the names, and then
click Remove. To remove all rule names from the list, click Remove All.

Note
Restricted users cannot change the criteria for rule names.

Click OK.
The rule names are added to the Selected Criteria list in the Rule Names tab.

External Domain

Use this tab to include or exclude external domains.

1.
2.
3.

Select the External Domain tab.
To include all external domains in the report, select Include all.

To include or exclude specific external domains, select either Include selected
items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add external domains.

= |f the Selected Criteria list contains external domains, the view does not
change. Click Add to add domains to the list, or click Remove to delete
external domains.

Administrator’'s Guide » 71



Report Manager

Choose Criteria : External Domain x|

Search

Search text (For example, amaz*:

I:oc

Retrieve M criteria, where M = 2000

I Search |

Criteria

Available Criceria:

0o, com, b i’
050net. com. b

104, com.bw

1111.com.bw

1Z26.com

168kravel.com, bw

17 com.bw
1b.hinet. et =l

add Resulks returned: 1999 Add al |

Selected Criteria:

Remoye | Femoye Al |
oK I Cancel |

Java Applet Window

4. Search for external domains.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.

The search results are displayed in the Available Criteria list.

Note

J To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to

increase the maximum number of results when searching
for items.”

5. Select external domains from the Available Criteria list, and then click Add.
6. Click Add All to add all external domains from the availability list.
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The selected external domains are displayed in the Selected Criteria list.

To remove external domains from the Selected Criteria list, select the domains,
and then click Remove. To remove all external domains from the list, click
Remove All.

Note

Restricted users cannot change the criteria for external
domains.

Click OK.

The external domains are added to the Selected Criteria list in the External
Domain tab.

External Address

Use this tab to include or exclude external email addresses.

1.
2.
3.

Select the External Address tab.
To include all external email addresses in the report, select Include all.

To include or exclude specific external email addresses, select either Include
selected items or Exclude selected items.

One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add external email addresses.

m If the Selected Criteria list contains external email addresses, the view does
not change. Click Add to add external email addresses to the list, or click
Remove to delete external email addresses.

Administrator’'s Guide » 73



Report Manager

Choose Criteria : External Address |

~Search

Search text (For example, amaz*);

M

Retrieve M criteria, where M < 2000

I Search |

Criteria

Available Criceria
<Spam Addresses= i’
ricardo_ramirez@kecbler,com
wendy_lvon@keeblar, com
ktony . nesmith@kellogg. com
janet . voung@kroger.com
help@resjobs. com

josh_hill@kesbler, com 4
Kl | v
fatals) Resuls returned: 1999 add Al |

Selected Criberia:

Remnove | Remave &l |
OF I Cancel |

Java Applet Window

4. Search for external email addresses.
a. Enter search text.
You can use wildcards.

b. Enter the number of search requests to display (1 to 2000), and then click
Search.

The search results are displayed in the Available Criteria list.

Note

J To increase the maximum number of records returned to
greater than 2000, consult the Knowledge Base at
www.websense.com/support and search for “How to
increase the maximum number of results when searching
for items.”

74 4 Report Central



Report Manager

5. Select external email addresses from the Available Criteria list, and then click
Add.
6. Click Add All to add all external email addresses from the availability list.
The selected external email addresses are displayed in the Selected Criteria list.
7. Toremove external email addresses from the Selected Criteria list, select the
addresses, and then click Remove. To remove all email addresses from the list,
click Remove All.
Note
Restricted users cannot change the criteria for external
addresses.
8. Click OK.
The external email addresses are added to the Selected Criteria list in the
External Address tab.
Day of Week
Use this tab to include or exclude the day that email messages have been sent or
received.
1. Select the Day of Week tab.
2. To include all days of the week in the report, select Include all.
3. To include or exclude days of the week, select either Include selected items or

Exclude selected items.
One of the following actions occurs:

m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add days of the week.

m If the Selected Criteria list contains days of the week, the view does not
change. Click Add to add days of the week to the list, or click Remove to
delete days of the week.
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Choose Criteria : Day of Week x|

Critetia

Available Criteria

Add Add Al |

Selected Criteria:

Remove | Remove Al |
oK I Cancel |

Java dpplet Window

. Select days from the Available Criteria list, and then click Add.
5. Click Add All to add all days of the week from the availability list.
The selected days of the week are displayed in the Selected Criteria list.

6. To remove days from the Selected Criteria list, select the days, and then click
Remove. To remove all days from the list, click Remove All.

Note

Restricted users cannot change the criteria for days of the
week.

7. Click OK.
The days are added to the Selected Criteria list in the Day of Week tab.

Policy Type
Use this tab to include or exclude policy types.

1. Select the Policy Type tab.
2. Toinclude all policy types in the report, select Include all.

3. To include or exclude specific types, select either Include selected items or
Exclude selected items.
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ISA

One of the following actions occurs:
m If the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add policy types.

= If the Selected Criteria list contains policy types, the view does not change.
Click Add to add policy types to the list, or click Remove to delete policy

types.
x

Criteria

fvailable Criceria
Mone

Metwork Security
Sparn

fidd Results returned: 3 Add All |

Selected Criteria:

Remaye | Remowe Al |

Java Applet Window

Select policy types from the Available Criteria list, and then click Add.
Click Add All to add all policy types from the availability list.
The selected policy types are displayed in the Selected Criteria list.

To remove policy types from the Selected Criteria list, select the policy types,
and then click Remove. To remove all policy types from the list, click Remove
All.

Note
Restricted users cannot change the criteria for policy types.

Click OK.
The policy types are added to the Selected Criteria list in the Policy Type tab.
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Direction

This tab is displayed for Forensic reports only. Use this tab to include or exclude the
direction of email messages.
1. Select the Direction tab.

2. Toinclude all inbound and outbound email messages in the report, select Include
all.

3. To include or exclude either inbound, outbound or both directions, select either
Include selected items or Exclude selected items.

One of the following actions occurs:

m I the Selected Criteria list is empty, the Choose Criteria dialog box appears
automatically, allowing you to add direction types.

» If the Selected Criteria list contains direction types, the view does not change.
Click Add to add direction types to the list, or click Remove to delete
direction types.

Note

‘/ If there are already directions in the Selected Criteria list
on the Direction tab, click Add to display the Choose
Criteria dialog box.

Choose Criteria : Direction il

Criteria

Awailable Criteria:

add Add Al |

Selected Criteria:

Remaowve | Remayve &l |
[0]'4 I Cancel |

Java Applet Window
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. Select a direction from the Available Criteria list, and then click Add.
5. Click Add All to add both directions from the availability list.
The selected directions are displayed in the Selected Criteria list.

6. Toremove directions from the Selected Criteria list, select the direction, and then
click Remove. To remove both directions from the list, click Remove All.

Note
Restricted users cannot change the criteria for directions.

7. Click OK.
The directions are added to the Selected Criteria list in the Direction tab.

Options
The Options tab is available only for certain reports. The possible settings are:

+ Exclude Postmaster: Not available for Trend or Management reports. Use this
option to specify internal email addresses that are to be excluded from the report.
For multiple email addresses, use a comma to separate the addresses.

+ Display Top N Results: This option is used to specify a number of results, such as
Top N IPs by Rule or Top N Rules Triggered. The default value for N is 15.

+ Virus cost: This option is available only for the Return on Investment (ROI)
report. This is the cost to your organization of each virus-carrying email that could
enter your organization if you are not using Websense Email Security. The default
value is $280.00.

+ Spam cost: This option is available only for the Return on Investment (ROI)
report. This is the cost to your organization of each spam email that could enter
your organization if you are not using Websense Email Security. The default value
is $0.04.
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Running options

Use the Running Options tab to control how your report is produced and where it is
saved.

|, Connections by Type - Summary

£ | [ || 2 | Hl Database: IReport Central j

Repaort Criteria - Running Sptions | Scheduls Settings |

Format: I*-Ddf

Lef Lo

Destination Type: [Send by Emai

Receiver's Email Address{es):

rscott@websense, com

To specify running options

1. Select the Running Options tab.

To display the report criteria, select Display Selected Criteria.

Select a report format from the list.

From the Destination Type menu, select how you want the report to be displayed.

If you have selected to send the report as an email, enter one or more email
addresses in the Receiver’s Email Address(es) field.

o w0

Note
J It is good practice to use PDF files as attachments to an
email message.

6. Click Run to run the report. h
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Display selected criteria

You can choose to display the report criteria on the last page. If you choose this
option, the criteria that you selected are printed.

v

Note

If you use the default setting of including all criteria, the
selected criteria are not shown, even if you select Display
Selected Criteria.

Format

You can generate reports in the following formats:

Format Details

.CSV Comma Separated Value: A text format that can be used by spreadsheet and
database programs such as Microsoft Excel and Access

.htm You can view the report in HTML format using a Web browser.

pdf Portable Document Format (PDF): Requires a reader, such as Adobe Acrobat
Reader, to view. Adobe Acrobat Reader is available as a free download from
www.adobe.com).
Note: You need version 6 or later of Adobe Acrobat Reader to read reports

in this format.

Note: A good practice is to use PDF files as attachments to an email message.

rtf Rich Text Format: files can be viewed in word processors, such as Microsoft
Word.

Xls Microsoft Excel Format (version 8 or later)

Important

& For asecure (HTTPS) connection to Report Central,
configure Internet Explorer to view reports in pdf and
rtf format. Select Tools > Internet Options. Select
the Advanced tab, and then clear the Do not save
encrypted pages to disk check box.

& Pop-up blockers, such as those used by Google,
Yahoo! or Microsoft Windows XP SP2, can prevent
reports from displaying in your browser. Alter your
settings to allow pop-ups from the Report Central
address.
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Destination type

You can specify how you want a report to display. Emailed reports are sent in their
native, uncompressed format. If you are unsure about the size of a report to email,
save the report to your machine using the Schedule Settings options. You can then
check the size of the report before you send it. The following table shows the
destination type options.

Option

Description

Show in Browser (default) Reports in HTML and PDF format open automatically in a

browser window.

Send by email

The report is sent as an attachment to the email address you

specify. You can add multiple recipients by separating the

addresses with a semicolon.

Note: A good practice is to use PDF files as attachments to
an email message.
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Schedule settings

Use the Schedule Settings tab to set up reports to run automatically at specific times
or dates.

|,y Top N Rules Triggered by Received Messages
£ | fie || k_! | H | Database: IReportCentraI Database Email Sec... vl =] |

Report Criteria | Runining Options  3cheduls Settings I

[+ schedule Repart

Date, Time | Save Optionsl

Time of Day

Haur: I DDE Minute: I DDE:

% Every

[ Mon [ Tue [ Wed [ Thu [ Fi [ Sat [ 3Sun

£ Monkhly

[z I 01 3: [~ End/cfranth

To enable report scheduling, select the Schedule Report check box. When you enable
report scheduling, two tabs become available:

+ Date/Time
+ Save Options

Date/Time

On this tab you can specify the following:
+ Time of Day: Specify the hour and minute to run a report (using the 24-hour
clock).

+ Every: Specify on which days of the week to run reports. You can run reports
every day, once a week, or on selected days.

+ Monthly: Specify a day of the month to run a report, or run a report on the last
day of the month. If you select the monthly check box, the Daily/Weekly options
are unavailable.
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Save Options

When the report you have scheduled is generated, you can save it to your hard drive
automatically by specifying save options.

|,y Top N Rules Triggered by Received Messages

| S | > " 2 | H | Database: IReportCentraI Database Emai Sec...j =] |
Repart Criteria | Running Options ~ Schedule Settings I
Date/Time  3ave Options |
Farmat: I*.de LI
Diestination Type: ISave on hard drive j
Option Descriptions
Format You can save the report in the following formats:
¢ .CSV
+ .htm
+ .pdf
o rtf
+ Xls

See Format, page 81 for information about each format.

Destination type | Save on hard drive: The report is saved to your computer’s hard drive.
This is useful if you want to check the size of the file before sending it by
email.

Send by email: The report is sent as an attachment to the email address
you specify.
Note: It is good practice to use the PDF format for attachments.
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Generating reports

When you have set up your criteria, you are ready to generate the report.

You can:

+ Save the settings to a different report name. =
+ Save to replace the default settings (available only for saved reports). [
o Generate the report. [

Use the Database drop-down list box to select the database from which to run your
reports.

For details about the save options, see Saving reports, page 85. If you do not select a
save option, your settings are discarded when you log out of Report Central.

Managing large reports

Forensic reports can generate extremely large volumes of data, especially in large
organizations with heavy network traffic. Report Central limits the amount of
information to 20,000 lines (approximately 1000 pages) for each report. If you run
reports that exceed this limit, a note is added to the first page of the report.

There are two ways to manage large reports:

« Print the report to file. You can view the report without having to print it, or print
only selected pages. See Save Options, page 84 for details.

+ Constrain a scheduled report by limiting the range of data in specific criteria, such
as Internal Address or IP Address.

Saving reports

When you have set up your report, you can save a copy to your hard drive. There are
two places to save a report:

¢ Shared folder
o Personal folder

See User accounts, page 15 for information about defining permissions for accessing
a folder.
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Shared and Personal folders

Any user can view report criteria saved in the Shared folder. Users with the necessary
permissions can also change the report criteria. A report saved in a Personal folder can
be viewed only by the user who created it.

Note

‘/ If you change a report in the Shared folder, select Save As
Il to make sure that you do not overwrite another user’s
report.

To save a report to a Shared or Personal folder:

1. Set up the report using your required criteria and options.

2. Click Save As.
The Save Report dialog box opens.

3. Select the folder in which to save the report.

. In the Report Name field, enter a name for your report.

5. Click Save.
The Report History tab is displayed in the dialog box. See Report history, page
59 for details.

This tab displays a list of the reports that have been run according to your schedule.
For details about scheduling reports, see Schedule settings, page 83.

Displaying saved reports

When you save a report to a Shared or Personal folder, the Report History tab appears
in Report Manager. This tab shows the scheduled reports that have been generated.

Note

Only reports that have been saved using the Save on hard
drive option are displayed in the Report History tab (see
Save Options, page 84). Reports sent by email are not
displayed.

Managing shared and personal folders

¢ To create folders within the Shared and Personal folders, select the folder, and

then click .

+ To delete reports or folders from Shared and Personal folders, select the item, and

then click .
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