welsense

Exchange 2003 Envelope Journaling Guide

Websense® Email Security Solutions

v7.3



Websense Advanced Email Encryption
Copyright © 1996-2011 Websense, Inc. All rights reserved.

This document contains proprietary and confidential information of Websense, Inc. The contents of this document may not be disclosed to third
parties, copied, or duplicated in any form, in whole or in part, without prior written permission of Websense, Inc.

Websense and the Websense Logo are registered trademarks of Websense, Inc. in the United States and/or other countries. Websense has numerous
other unregistered trademarks in the United States and internationally. All other trademarks are the property of their respective owners.

Every effort has been made to ensure the accuracy of this manual. However, Websense Inc. makes no warranties with respect to this documentation
and disclaim any implied warranties of merchantability and fitness for a particular purpose. Websense Inc. shall not be liable for any error or for
incidental or consequential damages in connection with the furnishing, performance, or use of this manual or the examples herein. The information
in this documentation is subject to change without notice.



Contents

What is journaling? . .......... ... it 1
Envelope versus standard . ............. ... ... ... ... ..., 2
Message size limit ............. .. .. .. ... 2

Journaling prerequiSites . ... ...t 2

Set up Journaling ProCess . . ..o v v ettt e 2
Enable advanced journaling configuration mode (envelope journaling) 3
Create new mailbox store for the journaling mailbox ............ 4
Create a custom recipient (contact) .......................... 8
Create journaling user mailbox ............................ 14
Set up server side forwarding rule on journaling mailbox using OWA 18
Create an SMTP connector ........... .. ..., 19
Activate journaling . . ......... ... 28
Clean the journal recipient mailbox ......................... 31
Schedule mailbox manager to run recipient policies ............ 37
Disable NDRs (non-delivery reports) ....................... 39
Add SMTP queue growth monitoring alert ................... 41

Troubleshooting tips . ...t 45

Journaling best practices ...............ouiiiiiiiii 47

Remove Exchange 2003 envelope journaling setup ............... 48
Removing SMTP growthalert ............................. 48
Remove Internet message formats domain . .................. 52
Turn off mailbox management schedule ..................... 53
Remove the mailbox management policy for cleaning the journaling mailbox
55
Deactivate journaling .............. ... .. ... .. ... 56
Remove the journaling SMTP connector ... .................. 59
Remove the journaling mailbox from active directory .......... 61
Remove the journaling contact from active directory ........... 62
Remove the extra mailbox store .. .......... ... ... ... .... 64
Turn off advanced journaling configuration .................. 66

Exchange 2003 Envelope Journaling Guide » 1



Contents

2 4 Websense Email Security Solutions



Exchange 2003 Envelope
Journaling Guide

For regulatory and compliance reasons, many organizations are required to journal all
communications in their organization, including email communication.

Microsoft Exchange Server provides a mechanism for journaling email messages.
This mechanism can capture messages flowing through any MTA, including those in
Websense email security solutions.

To use Exchange message journaling with Websense security products, you are
required to have the Websense Email Archive add-on installed. Exchange message
journaling works together with Websense Email Archive to record information about
incoming and outgoing email messages.

This guide explains how to set up envelope journaling for Microsoft Exchange 2003.
It explains:

What is journaling?, page 1

Journaling prerequisites, page 2

Set up journaling process, page 2

Troubleshooting tips, page 45

Journaling best practices, page 47
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Remove Exchange 2003 envelope journaling setup, page 48

What is journaling?

Journaling is the ability to record all communications. Archiving, on the other hand,
refers to reducing the strain of storing data by backing it up, removing it from its
native environment, and storing it elsewhere. You can use Exchange journaling as a
tool in your email retention or archival strategy.

Journaling is an operation on a customer's mail server that collects all email- inbound,
outbound and internal- and can automatically and securely forward a copy to the
archive.

Journaling does not capture existing messages stored in users' active mailboxes: it
only captures new messages. As journaling captures new messages "in flight," users
cannot alter nor delete email before it is archived.
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Also, journaling does not capture miscellaneous items like contacts, calendar items or
tasks. Consequently these items will not be saved in the archive.

Envelope versus standard

In Exchange 2000 and 2003, the default method to capture messages sent to and from
users ("Standard Journaling") does not capture all message header content like BCC
recipients or distribution lists. As a result, later Exchange versions contain
applications to capture this additional message information.

The new method to capture messages ("Envelope Journaling") forwards a single email
to the Archive as an envelope with two parts: a report of message recipient
information and the actual message (which becomes an attachment). Envelope
Journaling associates all users with a message, including CC and BCC recipients and
members of distribution groups. All envelope information is saved in the Archive.

Message size limit

Message size limit is currently SOMB for the Cloud Archive and 20MB for
AdvisorMail. If you are dual-journaling to both Archives, your message size limit is
20MB.

Oversized messages sent via journaling cannot be saved in the Archive. If an email is
oversized because of its attachments, neither the message nor the attachments will be
archived.

Journaling prerequisites

The following permissions and Microsoft Exchange components are required to
configure journaling for Exchange 2000-2003 Envelope.

Exchange Server Prerequisites
1. Fully configured installation of Exchange 2003 Envelope Server
2. At least one extra mailbox store available

3. Administrator access to the server

Set up journaling process

To configure Journaling on your Exchange 2000-2003 Envelope server, follow these
steps:

To setup message journaling for all email addresses, follow these steps:

1. Enable advanced journaling configuration mode (envelope journaling)
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Create new mailbox store for the journaling mailbox

Create a custom recipient (contact)

Create journaling user mailbox

Set up server side forwarding rule on journaling mailbox using OWA
Create an SMTP connector

Activate journaling

Clean the journal recipient mailbox

S B S

Schedule mailbox manager to run recipient policies
10. Disable NDRs (non-delivery reports)
11. Add SMTP queue growth monitoring alert

Note

J The Exchange 2003 Envelope server captures and stores a
copy of a user's email into a Journal Mailbox. A mail relay
routes the captured content to the Archive. To do so, a
Server Side Rule must be established on the Journal
Mailbox to forward journaled email messages. Setting up
server?side forwarding from a user's mailbox to the
contact SMTP address converts the journaled email into a
readable MIME format, which preserves the BCC (blind
carbon copy) and distribution list information. Journaling
must be set up as follows to preserve the envelope
information.

Enable advanced journaling configuration mode (envelope
journaling)

There are two methods to enable Envelope Journaling:

"Using ADSledit, available from the Windows 2003 SP1 Support Tools

"The Email Journaling Advanced Configuration tool (exejcfg.exe). The exejcfg
application automates the ADSledit process by modifying Active Directory
through a command line.

To use the exejcfg.exe tool, follow these steps:

1. Download the exejcfg.exe file from Microsoft by clicking on the following link or
copying and pasting it into your web browser.

http://www.microsoft.com/downloads/details.aspx?familyid=e7f73f10
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2. Download and unzip the Email Journaling Advanced Configuration tool
(exejcfg.exe), and save it to a directory of your choice where your Exchange
Server is running.

Choose Directory For Extracted Files E

Choosze Directary For Extracted Files

C:\Documents and Settiv drindDesktop

i Ok I Cancel Browze. .

3. Open a command prompt.
4. Go to the directory where you installed the tool, named "exejcfg."

5. Type the following command to enable Envelope Journaling: exejcfg.

ommand Prompt

rosoft Windows [Uersion 5.2.37981
{C» Copyright 1985-2883 Microsoft Corp.

C:»Documents and Settings“CEAdminl>"C:“Documents and Settings“CEAdminiDezktop-E
wejcfguExejcfg.exe" —e

Successfully ENABLED the Email Journaling Advanced Configuration feature

C:~Documents and Settings“CEAdminil>_

This tool allows you to enable and disable Envelope Journaling via a command line. It

automatically, rather than manually, sets a value in Active Directory to enable
Envelope Journaling.

Create new mailbox store for the journaling mailbox

You must create a dedicated Mailbox Store for Envelope Journaling to properly

establish the journaling process. Mailbox Stores process all messages from existing

mail servers. Microsoft recommends placing the Exchange Mailbox Store (that
contains the journaling mailbox) on drives other than those which hold user
mailboxes.

To add a new Mailbox Store on your Exchange Server, follow these steps:
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1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.

2. Expand your servers module, and then the server in which you intend to add the
mailbox store. In this image that is done by going to Servers > MAIN2 > First
Storage Group. Often times the initial storage group will have this name. Right
click the storage group where you will be adding the new mailbox store.

| He Acton Yew Wndow HB | _[&x]
o | BEXEDE @@
@ First Organization (Exchange) First Storage Group

{1 Global Settings I—'—
4 Recipients Néme
2 Administrative Groups LﬁMailbnx Store (MAINZ)
El@ First &drinistrative Group I'%P"'b"c Folder Store (MAINZ)

L:_|L_J Sgrvers
E-E Mamz
15 queues

Public Skore...

Vi 3
Mew Window From Here

i Prok

H-C3 Connectors|  Delete
#-{3 Folders Rename
-3 Todls Refresh

Exportk List...

Properties

l

|Creates a new Mailbox Skore

Help
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3. In the "Properties" window, type No Journaling into the name field.

Properties EH

General | Datahasel Lirnits I FuII-TthIndeHingI Detailsl F'Dliciesl
ﬁ MName: (INDJDumaIind )

Default public: store:

I...\MAINE\First Storage GrouphPublic Folder Store (MAIN Browse... I

Dffline address list:

|Dafault Offline Address List Browse. . |

[T Archive all messages sent of received by mailboxes on this store

[ Clients support S/MIME signatures
[ Display plain text messages in a fived-sized font

0K I Cancel Apply Help
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4. Click on the Database tab (a), click Browse next to the Exchange database field
(b). Choose the location in which you will add this mailbox store (¢). Click OK

(d).

Mo Journaling Properties

-~ d . ———
General Dataile@® | Limits I Full-Te:-ttIndemngI Detallsl F'l:ullmesl

| 'u.ur'u-alir'u:IE.E-:II:I |
o Exchange streaming database:
IC: “Frogram FileshE scherermdbdata Mo Journalings. stm Browsze. . |

Maintenance interval:

|F|un daily frann 1:00 Ak ta 500 A ﬂ LCustomize... |

Time of last full backup:

Time of last incremental backup:

[ Do nat mount this store at start-up

[~ This database can be ovenwritten by a restare

d ‘ ) Cancel Apply Help
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5. The store should now appear under the storage group it was added to. Right click
this store, and then click Mount Store. You should see a screen stating the store
was successfully mounted.

e

*- Exchange System Manager

Bile  Action  Wew  Window  Help

JSETES

¢ | Bml éBRXFRR|2E

L=

&

First Organization (Exchange)

{1 Global Settings

i Recipients

{4 Administrative Groups

E@ First Administrative Group
EI_J Servers

=5 MaIz

LJH quenes

;_;_a First Skorage Group

Edj Mo Journaling
Second Skorage
(-4 Prakocols

-4 Conneckors

(2 Mailhaz Stare (MAINZ]
{&9 Public Felder Store (MATNZ)

No Journaling

Mame

[rodournabng |
e

Moupnk Store
Create Full-Text Indesx

Skart Incremental Fopulation

Stark Full Population

There are no ikems bo show in Ehis view,

[#-{_1 Folders
H-C3 Tools Pause Population
Stop Papulation
4| Al Tasks 3
|Mounts this skare Yiew b

Create a custom recipient (contact)

1. Open the Active Directory Users and Computers window by selecting Start >
All Programs > Administrative Tools.
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2. Right click your mouse on Users and select New, then select Contact.

1.‘? Active Directory Users and Computers

@ File  Action Wiew ‘window Help |;li|l|
o | Bm R RERELBYSE
@ Active Directory Users and Computer SEETEREENG
-] Saved Queries =
E@ exchZlk3std. lacal T. pe. "r_ Description
(2 Builtin Distribution Gra. ..
.[2 Computers finance Distribution Gro. ..,
{€3] Domain Contrallers mCert Publishers Security Group ... Members of this group are. ..
D ForeignSecurityPrincipals mDnsAdmins Security Group ... DS Administrators Group
a s - xchange Enterprise Servers Security Group ... Microsoft Exchange Enter...
Delegate Contral... ] .
: ElpServicesGroup Security Group ... Grodp For the Help and 5u...
s 15_WPis Security Group ... 115 Warker Process Group
Mew 3 Zompuker ecurity Group ... Servers in this group can ... b
All Tasks 3 ecuUrity Group ... Members of this group ha...
) Group ecurity Group ... DS clients who are permi...
i . InetorgPersan ecurity Group ... Designated adminiskratars. ..
gy W e 2c9 e e Query-based Distribution Group ecurity Group ... All workstations and serve. .
Expork List. .. MSMG Queues Alias ecurity Group ... Al domain controllers inth...
Printer ecurity Group ... Al domain guests
Help User ecurity Group ... All domain users
ﬂ Shared Folder ecurity Group ... Designated administrators. .,
ﬁtxcnange Diormnaln Sefvers ecurity Group ... Microsoft Exchange Darmai. ..
mGrnup Policy Creator Cwners Security Group ... Members in this group can...
mSchema Adrins Security Group ... Designated adminiskrakars, ..
4 I I _,I g Aaron Seyler User

|Create a new object..,

3. Inthe New Object - Contact window, type "Journaling" in the First name field,
"Archive" in the Last name field (a). "Journaling Archive" should
automatically populate in the Full name field. The Display name field is
optional. Click Next (b).
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4. Select the Create an Exchange email address checkbox (a). The Alias field
should populate with the Full Name from the previous step (b). Click Modify (c).

MNew Object - Contact E3 l

Create in.  exch2k3std. localUsers

a @ Create an Exchange e-mail addre@
Aliaz

Journalingérchive

mail c
= M. |

Agzociated Administrative Group:
IFirst Organization/First Administrative Group ﬂ

< Back I Hewt > | Cancel |

5. Select SMTP Address in the New E-mail Address window (a) and then click
OK (b).

New E-mail Address l
E-mail addrezs tppe:
Customn Address -
><._4DD .&ddres_s _I

Howell Groupwise Address

b ': 0k D‘ Cancel Help |
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6. Type the journaling address provided to you in the E-mail address ficld on the
General tab of the Internet Address Properties window.

Note
J The journaling address is unique to your organization. If
you have not been provided with this address, please

contact support.

Internet Address Properties EE l

Gereral | Advanced I

E-mail address: q ocal-acme@acme.coa )

QK I Cancel Apply Help
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7. In the Internet Address Properties window, click the Advanced tab and check
the box for Override Internet Mail settings for this recipient (a). Under
Message Format: check the option for MIME (b); under Message Body: check
the option for Plain Text (c), and then click OK (d).

Internet Address Properties

General Advancuq_

! [¥ Dverride Internet Mail Service setngs for this recipient)

Mezsage Format:

bE me>

— Mezzage Body
C
" Include both Plain Text and HTML
& HTHML

' Plain Text/UUJEncode
—Attachment format for b acintozh files ——

¥ | BINHE

d 1I Cancel Apply Help

Note
Make sure you hide the journal recipient(s) from your
Global Address List (GAL).

Exchange 2003 Envelope Journaling Guide » 12



8. The Internet Address Properties window closes and the new email address you

created appears in the Email field of the New Object - Contact popup window
(a). Click Next (b).

MNew Object - Contact E3 l

Create in.  exch2k3std. localUsers

¥ Create an Exchange e-mail address
Aliaz
IJnumaIingﬁ.lchive

a E -mail: \
SMTF:local acmet@acme. com j kb

Agzociated Administrative Group:

IFirst Organization/First Administrative Group ﬂ

h
_ ol |

9. Click Finish.

Newobject Contat |

Create i exch2k3ztd local/sers

YWhen you click Finish, the following object will be created:

Full name: Journaling Archive ;I

I

< Back I Finish ID Cancel |

10. You have successfully created a custom recipient.
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Create journaling user mail

box

This is the User Mailbox you journal to within Exchange. This mailbox must be

located in a separate Mailbox

Store from the Mailbox Store you journal from, which

you created in the previous step.

To create a new User Mailbox, follow these steps:

1. Right click on Users in Active Directory and select New/User.

:ﬁ Active Directory Users and Computers
< Fle Acdion Vew Window Help | =18 x|
s @ B XFRR 2E R LTED
+ Saved Queries
=12 exchzk3ent.local " Type =
&1 (22] Builtin Cert Publishers Security Group ... Members ofs, ..
il (] Computers mCumpliaﬂceGrup Distribukion Gro. .,
- (&3] Domain Contrallers Drnsddmins Security Group .., DNS Adrnink
- ] FareignSecurityPrincipals CnsUpdatefrosy Security Group ... DNS dientsi...
i) Domain Admins Security Group .., Designated:, ..
Delegate Control. .. Domain Computers Security Graup .., All workstals, ..
Find. .. Diomain Controllers Security Group ... All domain o, .
Mlew » Computer rity Group All domain ¢
2l Tasks b  Contact rity Graup .. &ll domain L |-
_ Group rity Group Designateds, ..
Yiew + InetOrgPerson rity Graup Micrasoft. Exi...
New Window From Here Query-based Distribution Group |7 570UP Microsaft Ex...
Refresh MSMQ Queue Alias rity Group Members inn, ..
EqxtLaan : Budle-in acce. .
ity Graup Group Far th, ..
Properties i rity Group 115 Wiorker
Help l. T ] Builk<in acce, .,
— = IWAM_MATNZ Usar Builk-in acce. .,
J | I b | o
[Create a new obiect... [
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2. Inthe New User - Object window, type Journaling into the First Name field and
Mailbox into the Last Name field (a). Click Next (b).

New Object - User

ﬁ Create in.  exch2k3ent local/Users

x]|

Uzer logon name:

a
B
First name: I.Ju:uumaling\ Initials: I
Laszt name; IMaiIan __/
Full narme: IJDumaIing Mailbax

Iiournalingmailbmﬂ

|dzer logon name [pre-windows 2000);

I @exchkdent local ﬂ

|E><EH2K3ENT\

Iiournalingmailbnx

b
_ces |

3. Create a Password for this user (a). Select the Password Never Expires checkbox

(b). Click Next (c).

Newbgestvser |

g Create in;  exchk3ent.localUsers
a

Pazswaord: I

Confirm password: I

B
J

[ User must change password at nest lagan

[ Usger cannaot change password

CW Pazzword newver er:pileD‘
[ Account is disabled

C

< Back d Hewt » I}

Cancel
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4. You must create the Exchange Mailbox (a) on a store that resides in a different
location than the server the Exchange Mailbox is being created on (b). In the

example shown below, the user is added to the Mailbox Store created in Step Two
above (c¢). Click Next (d).

Newbbpetvser |

g Createin exch2k3ent local/Uzers

da
@ Create an Exchange mailb@

Alias:

Iiournalingmailbox b
Server

I First Organization/First Administrative Group/MAINZ

b ailbios Shore: Y, C
First Storage Group/tMailbox Store [MAINZ] /ﬂ
Firzt Storage Groupdt ailbox Store [MMAINZ

[¥1

10,

5. Click Finish.

New Object - User E3 L

g Create i exch2k3ent local/lsers

When pou click Finish, the following object will be created:

Full name: Journaling b4 ailbos ﬂ
|dzer logon name; journalingmailboxEerchzk 3ent local
The uzer muszt change the pagzword at nest logon,

& Microzoft Exchange mailbox will be created on:
Malt 2 Firzt Storage GroupMailbos Store [MAIMZ]

J<]

< Back I Firizh I Cancel |
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6. You successfully created a new User Mailbox.

Note

J If the new User Mailbox is set up on the same Mailbox
Store that is journaling, it creates a journaling email loop
for each email that forwards from the Journaling User
Mailbox.

If you cannot set up the User Mailbox on a separate
Mailbox Store or separate the journaling server, you
should disable Envelope Journaling and send directly to
the Journaling Contact. You must inform support if you are
going to use Standard Journaling, as you will be provided
with a new journal address and new Journaling Set Up
instructions. Standard Journaling will not capture BCC or
Distribution List information and you may not be in
compliance.
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Set up server side forwarding rule on journaling mailbox using

OWA

1. Login to the Journaling User Mailbox and click on Rules in the left-hand
navigation menu (a). Then click New in the toolbar, at the top of the page (b).

) 00 en Access

Ej Folders ¥

-] H Save and Close | Close @-New... Change Rule. .. | X4 ~ | @) Help ,_] Lo OFf

25 Journaling Mailbo:
[ Calendar
45| Contacts
(5] Deleted Items
] Drafts
[ Inbox
éﬂ_ Journal
I Junk. E-mail
__,J Mokes
[ Dutbax
LEI Sent Ikems
[ Tasks

|'__3 Inbox
E Calendar

%—| Contacts

7| Dptions

:ﬂd Tasks
@ Public Folders /
(L Rules)

Rule Marme

2. In the Edit Rule window, complete the following steps:

Name the rule Journaling Archive (a).
Within the Then section, select the Forward it to option (b).

Click on the Address Book icon and select the Contact, Journaling
Archive (c), which you created in Step 3. Confirm you selected the
correct contact.

Uncheck the box next to Keep a copy in my Inbox (d). This
automatically moves the journaled message to the Deleted Items folder.
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e. Click Save and Close (e).

@ Sawe and Cln@ ‘ & ‘ @) Help
e

Rule Mame (optional) Journaling Archive

a

WWhen a message arrives

Where the

Fram Field contains (Ll |

Subject contains

Impartance is Any =
Sent ko
People ar Distribution Lisk [E9] |
Qris [ sent only ko me
Then

" Mawe it ta the specified Folder

(o Copy it ko the specified Folder C

- ;
Delete it Journaling Archive |
* Forward it to u

b @ Keep a copy in my Inb@

Note

J After setting up the forwarding rule through Outlook Web
Access, you must enable auto-forwarding on this server.
Refer to "Automatic Forwarding Rule" in the
Troubleshooting Tips at the end of this guide.

Also, you must Clean the Journal Recipient Mailbox,
explained in Step Eight below.

Create an SMTP connector

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand menu, right-click Connectors.

" Exchange System Manager !E[ E
-L81]

'P_j File  Action View ‘Window Help

e | BE R @
2 st Orgentzaton (Exchenge)

Global Settings
. - & Mame Type | Last Modified
Recpients S outgoi SMTP Connect 0/22{2010 4:34 PM
F@ Servers : '/ ukgaing onnectar :

gi Outgoing

[+-{_J Folders

3. Select New and then select SMTP Connector.

& Exchange System Manager |_ (O] x|
RO

'P_j File  Action View ‘Window Help

e | BE R @
2 st Orgentzaton (Exchenge)

| Last Modified

{4 alobal settings = =
J Recipients T Sl . Ee
0@ Servers |%10utgmng SMTP Connectar 9/22/2010 4:34 PM

SMTP Conne 000
TCP .400 Conneckar., .,

Vi 3
5 #25 X400 Connectar. ..
Mew Window From Here

Dirsync Requeskor, ..

Refresh )
i Dirsync Server...
Exportk List...

Help

l

Creates a new SMTP Connector,
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4. In the Properties window, type Journaling Archive in the Name field (a). Select
Forward all mail through this connector to the following smart hosts and type
the smart host your were provided into the resulting field (b).

e T |

Address Space I Caonnected Routing Groups I Delivery Restrictions
Caontent Restrictions | Delivery Options | Advanced | Detailz
General

a

P —

) i Hame: { |J0urna|ing Archive)

b ™ |se DMS to route to each address space on this connector

¢ Fonward all mail thrawgh this connector o the following smart ho%

| J

Local bridgeheads:

Server | Wirtual Server |

Agd... | Bemave |

[ Do not allays public folder referrals

ok I Cancel | Apply | Help |

5. Within the Local Bridgeheads section (a), click Add (b).

Properties l

Addresz Space I Connected Routing Groups I Delivery Restrictions
Content B estrictions | Drelivery Optiong | Adwvanced | Detailz
General

) i Mame: IJournaIing Archive

" Use DMS to route to each address space on this connector

' Fomward all mail throwigh this connector ta the following smart hosts

Local bridgeheads: d

Server | Wirtual Server |

b

Agd... Bemave |

[ Do not allays public folder referrals

ok I Cancel | Apply Help

Exchange 2003 Envelope Journaling Guide » 21



6. The Add Bridgehead dialog box displays. Select the server in which you would
like to name the bridgehead, from within the list. Click OK to close the dialog
box.

Add Bridgehead l

SMTP wirtual zerver instances:;

Server Wirtual Server

ok | Cancel | Help |

7. In the Properties window, click the Address Space tab (a). Click Add (b).

Properties ﬂ E L
Content B estrictions I Delivery Options I Advanced I Detailz
da General
Address Space Connected Routing Groups I Delivery Restrictions

Create, modify, or remove an address zpace.

Tupe | Addrezs | Ciogt |

b

Add.

— Connector scope

Tdodifi.. | Eemowve

{* Enlire organization

" Routing group

[ Allow messages to be relayed to these domains

ak I Cancel Apply Help
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8. Select SMTP in the resulting Add Address Space dialog box. Click OK.

Add Address Space l

Select an address type:

( 0k ' Cancel | Help |

9. Type the Address Space provided to you in the Email Domain field (a), in the
Internet Address Space Properties dialog box. Type 1 in the Cost field (b).
Click OK to close the dialog box.

‘/ Note
The address space is unique to your organization. If you
have not been provided with this address, please contact

support.

Internet Address Space Properties il
General |
'ﬁs SMTP
d

E -mail domair; Address Space provided to you

b @nst: |1—>

i Cancel Apply Help
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10. Your new Address Space displays in the Properties window. Only this item
should be selected in the Address Space field.

properies ]|

Content Restrictions I Delivery Options I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery Restrictions

Create, modify, or remove an address space.

Type | Addre | Cost |

ACTE. COom

Add... Modify... Bemove

— Connector scope
' Enlire organization
" Fouting group

[ Allow messages to be relayed to these domains

QK Cancel Apply Help
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11. In the Properties window, click the Advanced tab (a). Click Outbound Security

(b).

Properties

General
Addrezs Space I Connected Routing Groups
Content Restrictions I Delivery Optiohs

[ Send HELOD instead of EHLO

C Outbound Security. .. |> “.‘.

' Do not send ETRMATURN

" Reguest ETRNATURM when sending messages
[™ | Additiohally request mail at specified limes
" Feguest ETRNATURM from different server

Serven

Lannectian time:

| Details

=I|

Deliverny Restrictions

a

[ Run daily st 11:00 PM

Specify how ta request that remaote servers dequesie mail

) |ssue ETRN

Domains... |

£ |zsue TURN [Feguires Basic or Windows security]

;I Customize... |

ak. I Cancel

Apply Help
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12. Select the TLS encryption checkbox, in the resulting Outbound Security dialog
box. Click OK to close the dialog box.

Note

Confirm that your Network supports outbound TLS
connections to SMTP services. If you have a CISCO
firewall, you may need to change its ESMTP configuration
to allow TLS encryption: refer to the Troubleshooting Tips
below for details.

Any inbound email messages to your Exchange server
from the Archive (for example, "Restoring" a message
back to your active mailbox) is automatically sent via
opportunistic TLS.

Outbound Security

(¥ Anonymous access

Mo uzer name or pagzword required

™ Basic authentication [password iz zent in clear text]

|z fodify... |

" |ntegrated 'Windows Suthentication

The client and zemer neqatiate the Windows Syatems Securnity Bravider
|nterace.

Aooaunt I Fdodifi... |
4

¥ TLS enciyption

Cancel | Help |

13. Click OK to close the Properties window.
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14. You have successfully created a new Connector: name Journaling Archive and

type SMTP Connector.
" Exchange System Manager !E[ E
Sy Fle  Action Wiew Window Help | 18] =]

e~ AmE R 2 E

3 st organizaton (Exchange)

-1 Global Settings
L & Mame Type | Last Modified

[+-{_J Recipients -
E-C3 Servers %jﬂl 1tdoing SMIP Conneckor Q2212010 4:34 PM

|3
g (1 51 30urnaling Archive SMTP CnnnectoD 10202010 10:17 £
E 1 Qutgoing ‘\
LT Journaling Archive
] Todls

[+-{_J Folders

Note

You must restart your SMTP Services to ensure your new
Connector takes effect.
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15. To restart the SMTP Service: go to Start, then Run, and type in services.msc. The
Services dialog box displays, which lists all services running on your server.
Select Simple Mail Transfer Protocol (SMTP) from within the list and click
Restart in the left-hand navigation menu. Your new Connector setup is complete.

Services

File  Action  Wew Help
= | HEHR EE > 0w
Sl (Lt ) Services {Local) Restart Service

Simple Mail Transfer Protocol Name  # I Description I Status I il
{SMTP) %Prntected Storage  Protectsst,., Started
%Remote Access Auk... Createsa ...
Stop the servic!e %Remote Access Co..,  Createsa...  Started
(% H %Remote Desktop H... Manages a...
%Remote Procedure .., Serves ast.., Started
%Remote Procedure ... Enables re..,

Descripkion: % )
Transports electronic mail across the Remate Registry Enables re...  Started
netwark, %Removable Storage  Manages a...
%Resultant Setof Po... Enables a...
%Routing and Remat,.. Offers rout, ., J
%Secondary Logon Enables st...  Starked

%SEcurity Accounts ... The skartu,..  Starked
%Server Supporks il Skarked

nple Mail Transfe... Transports, ., )
LT ENCES - il
il 3

Extended 4 Standard /

Activate journaling

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left navigation menu, select Servers, select *your server name and then
select the Storage Group that contains the mailboxes to which you wish to apply
journaling. In this example, it is Mailbox Store (MAIN 2).

". Exchange System Manager !E[ E
Sy Fle  Action Wiew Window Help | 18] =]

c= BE XFRR| 2@ E

‘_1_4 First Qrganization (Exchange) First Storage Group

[+-_4 GElobal Settings N—I—
ame

[

v Recipients e
=3 Administrative Groups E?:]M‘a'lb':'x Store (MAINZ)

B3 First Administrative Group (2 Ho Journaling
3 Servers (£9Public Folder Store (MAINZ)

G Mailbox Store (MAIND)
7-(F Mo Journaling
- -5 Public Folder Store (MATNZ)
i) Second Storage
-3 Protocols
[#-{_J Connectors
[+-{_J Folders
-4 Tools

3. In the right-hand content frame, right-click the Mailbox Store you wish to apply
journaling, from within the list. Select Properties in the drop-down menu.

'- Exchange System Manager !El E
ﬁﬂ Bile  Action  Wew  Window  Help | oy =l |

¢ | Bml éBRXFRR|2E

53 First Organization (Exchange) First Storage Group

LJ Global Settings
i Recipients
= - Administrative Groups
E@ First Administrative Group

ailbox Ston
Mo Journaling
|Z9Public Folder Store (MAINZ)

Dismount Skare
Create Full-Text Index

|_:_||_J Servers Start Incremental Population
Ed MAINZ Start Full Fopulatian
| E Queles Stop Population

First Skorage Group
F-F Mailbox Shore (MATHZ) Al Tasks ,
1'_3-'_:1 Mo Journaling

(&5 Public Falder Stare (MAINZ]
;_j Second Skorage Cuk
{4 Prokocaols Copy

T window From Here

[#-{_4 Connectors Delete
[#-{_1 Folders Rename

B3 Tools \ Refresh

]
|Opens the properties dialog box For the current selection, | Help |>
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4. In the Mailbox Store Properties window, select the Archive all messages sent
or received by mailboxes on this store checkbox (a). Click Browse (b)

Mailbox Store (MAINZ) Properties l

Detailz I Fuoliciez I Secuity
General | Databaze I Lirnits I Full-Test Indexing

ﬁ Mailbow Store (MAINZ]

Default public store:
I'\M.&IN?\First Storage GroupsPublic Faolder Stare [MAINZ) Browse. ..

Dffline address list;
IDefauIt Offline Address List Browse. ..

i 1

Q? Archive all meszages sent or received by mailboxes on this slo@

I Browse. ..

¥ Clients support S/MIME sighatures

A

[ Display plain text messages in a fixed-sized font

ak | Cancel | Aoply | Help |

5. Type the Journaling Mailbox you created in Step Four into the available field, in
the resulting Select Recipient dialog box. Click OK.

Select Recipient EE

Select thiz object twpe:

IUser or Other object Object Types. .

FErom thig location:

IEntire Diirectary Locations...

Enter the object name to select (examples): \

Journaling b ailbos ) Check Hames

Advanced... | i 0K Cancel

Fhif

P
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6. The Journaling Mailbox will appear within the Mailbox Store Properties
window. Click OK to close the window.

Mailbox Store (MAINZ) Properties K E3 l
Dretails I Fuoliciez I Security
General | Databaze I Lirnits I Full-Test Indexing

_]j t ailbios Store [MAIMZ]

Default public stare:

I\MAIN2\Firsl Storage GrroupiPublic Faolder Stare [MAIMZ) Browse... |

Oifline address list;

IDefauIt Offline Address List Browsze... |

¥ Archive all meszages sent ar received by mailboxes on this store
( !.Ju:numaling b ailbox ) Browsze... I

¥ Clisnts support 5/MIME signatures

[ Display plain texst messages in a fised-sized font

Cancel Apply Help

Note

All messages passing through this Mailbox Store will now
be copied into the Journaling Mailbox. To confirm this
process, you can connect to the Journal Mailbox via
Outlook or Outlook Web Access.

Clean the journal recipient mailbox

To permanently delete messages from the Journal Recipient Mailbox, you must
complete the following:

¢ Create a Recipient Policy that identifies the Journal Recipient Mailbox and
permanently deletes old items in the Deleted Items folder.

+ Set Mailbox Manager to run the policy at an appropriate interval.
To create the recipient policy, follow these steps:

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. Expand the Recipients folder (a), right click the Recipient Policies folder, point
to New (b) and then click Recipient Policy (c).

*- Exchange System Manager !EI

«= | B@E BB

Global Settings

[=]-{_1 Recipients

¥-"3 Details Templates
1 Address Templates
(& Al sddress Lists

{3 OFfline Address Lisks

=y

(4 Al Glabal Address Lists

1 Recipient Update Servil

‘j Bile  Action  Wew  Window  Help | oy =l |
E%
'E"J First Organization (Exchange) WS (80 [Ta 2
Mame Prigrik Last Modified
£ Default Policy Lot 11f18/2009 7:57

[ Adriniskrativ D
-4 Tools Wiew
Mew Window From Here
Refresh
Export List. ..
Help
l | 2]« | i

|Create a new Recipient Palicy

3. Inthe New Policy dialog box, select Mailbox Manager Settings and click OK.

Froperty pages:
[ E-Mail &ddreszes

. M ailbos M anager Settinh

[ ak )l Cahicel
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4. In the Properties dialog box, within the General tab, enter Journaling Archive
for the policy Name (a). Under Filter rules, click Modify (b).

Properties
Mailbox Manager Settings (Policy) | Details |
Egé Mame: @oumahng Archive _)
Filter rules:
Modify... Hemove |
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5. Inthe Find Exchange Recipients dialog box, construct a search query that
returns the journal mailbox you created: enter keyword (a) and modify filter
fields (b). When you finish building the query, click OK (c).

4 Find Exchange Recipients

File Edit View Help

Ging: IEHchange Hecipien@ da

Generall Storage  Advanced |

Gt Db contm

Yalye:

Display Name |Star’ts with

Condition Lisk:

ﬂ | Journaling Mailbox

<#Add criteria From above bo this list =

Note

There are a number of ways to construct the search query.
In large part, the right query depends on how many
journaling mailboxes or journaling servers you have
configured. The search criteria you enter creates an LDAP
query that runs when the Mailbox Manager runs this
policy. You should test this query to verify that it does not
display other mailboxes when you run it.

6. After selecting your filter fields, which display in the Conditions field, click Find

Now.

4% Find Exchange Recipients

File Edit WYew Help

Fitid: IExchange Recipients

Generall Storage  Advanced |

Firnd Mo

'
—

Field v| Conditions Yalue:
Stop
o | =
Clear all
Condition List: _\&dd | Remave | =lear

Display Mame  Starts with Journaling Mailbo

&)
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7. Your search results display. Click OK. A warning dialog will appear. Since this is
a new policy and only applies to one user, click OK. The Find Exchange
Recipients dialog box will close.

Find Exchange Recipients
File Edit WYew Help

Fird: IEHchange Recipients j

Generall Storage  Advanced |

Figld = | Conditions Yalue:
Stop
| | )

Clear &l

Find Mo

Condition List: fdd | Remave |

Display Mame  Starts with Journaling Mailbo

e L

Search results:

Marne | Alias | Intermet E-Mail Address
€7 Hournaling Mailbo:  journalingmailbes journalingmailboo@loesch03ent. com

i |

|1 itern(s) Found

a2
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8. In the Properties dialog box, select the Mailbox Manager Settings (Policy) tab.
Select Delete Immediately from the "when processing a mailbox" drop-down
menu (a). Clear all folders except the Deleted Items folder, from within the list
(b). Confirm the Deleted Items folder is selected and click Edit (c).

e T

Gereral Mailbox Manager Settings [Policy] | De[a”gl

~

When proceszing a mailbos:
Delete Immediately

Y

For each folder, process messages that exceed the size and age limit.

Folder | Ageldays) | Size(kB] | <]
O Calendar an 1024
O Tasks a0 1024
O Journal an 1024
O Contacts a0 1024
b B a0 1024
W[E@]Deleted ltems 30 1024
| 1 System Cleanup a0 1024
O 21l Otker Mail Folders a0 1024

agd.  [C Edt. ) Femove |
C

[ Send natification mail to user after processing

[ Exclude specific message classes:

tessage..

i

Customize. .

0k I Cancel | Apply | Help |

9. Inthe Folder Retention Settings dialog box, select the Age Limit checkbox and
enter an appropriate age limit into the available field (a). Deselect the Message
Size checkbox (b). Click OK to close the dialog box.

Falder:

Folder Retention Settings l

IDeIeted Items

da
L Aage Limit [Days];

—
—

Cahicel |

10. In the Recipient Policies details pane, right click the policy you just created, and
then click Apply this policy now. A message prompts you to confirm the update.

Click Yes.

11. Once you create a Policy, you must schedule when it runs on the Journaling
Mailbox Server, explained in step nine below.
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Schedule mailbox manager to run recipient policies

Once you create and configure a Mailbox Recipient Policy-- completed in Step Eight
above — you need to schedule the Mailbox Manager. If you do not schedule the

Mailbox Manager to run your policy, your configurations won't take effect and the
Mailbox Recipient Policy isn't applied.

To schedule the mailbox manager to run automatically, follow these steps:
1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.

2. Right-click the Server that is hosting the mailbox for which you want to run the
Recipient Policy (a) and click Properties (b).

'i Exchange System Manager

™ Fle  Action Wiew indow Help |_|5’|5|
= | AmE REFRER @ E

-3 Global Settings

[ Recipients i\léme Modified

B3 Administrative Groups é_ﬂQ.ueues
. 240 First Administrative Gro | 2 First Storage Group
: Ell__j Servers a %_-E_I]-»lSecond Storage

Ry A Start Mailbo: Management Process

{1 Connectors
: -3 Folders Mew »
-4 Tools All Tasks »

Wigw ¥

T windows From Here

Cuk

Copy
Refresh b
Export Lisk. ..

1 | Propetties

|Opens the properties dialog  Help | |
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3. Within the Mailbox Management tab, in the Start mailbox management
process drop-down menu, select when you want all Mailbox Recipient Policies to
run on the server (a). To create a custom schedule, select Use custom schedule
from the drop-down menu and click Customize (b).

4.

General I

Locales

MAINZ Properties l

Diagnostics Logging I Public Folder Referralz I Detailz I Diirectom docess
RPC-HTTR I Policies I Secuity I Full

T gt Indexing b onitaring

Start mailbox management process:

Uze custom schedule

Mewver iun
3 i zchedule

Fun S aturday at Midnight
Run Sunday at Midnight

Adminiztrator;

Browse. . |

[ o ]

Cancel |

Spply | Help |

In the Schedule dialog box, select the time and select the day of the week you
want the Mailbox Manager to run. Click OK to close the dialog box.

0K

Schedule l
— Detail view
* 1 Hour
15 Minute
{ 6aM it BPM {
T | - |
|
Sunday
Monday
Tuesday
Wwiednesday
Thurzday
Friday
Saturday

Cancel Help
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Disable

5. Click OK to close the Server Properties window. You have successfully
scheduled the Mailbox Manager.

Note

J The Mailbox Manager only works on local mailboxes. You
cannot configure the Mailbox Manager on one server to
process mailboxes on a different server.

NDRs (non-delivery reports)

You must disable NDRs for the domain to which you are journaling; this is the same
domain entered in the address space when creating the SMTP connector.

If there are any issues delivering your journaled email messages, this step prevents
NDRs from being sent back to the original sender(s) (giving the false impression that
their email was not delivered). This step is also neccessary for email messages to
journal with the message header information in plain text and to allow automatic
forwarding of journaled email.

To create a custom rule to disable NDRs, follow these steps:

1. Open the Exchange System Manager window by selecting Start -> Programs -
> Microsoft Exchange -> System Manager.

2. Expand the Global Settings folder in the left navigation menu, right-click
Internet Message Formats, then select New and then select Domain.

3 File

{E Exxchange System Manager H=] B3

Action  Yiew  Window  Help |_|ﬁ||ﬂ

&= BmEEFDR| DE

Ea
Ca
03

l

%4 First Organization (Exchange) | [S1{4a 71124 Message Formats
=114 Global Settings

I Marne I Diannain I Modified I

BN Internet Message Forpoll
Message Delivery 10/15{2009 2:25 AM

[ Mobile Services

Dornain, .

. Vet »
Recipients )
Administrative Groups New Window from Here
Taols Refresh
Exportk List...
Properties
Help

| ©

|Creates

a new Domain Node,
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3. In the General tab of the Properties window, enter a Name for your domain (a)
and enter the Domain (address space) used to create the SMTP Connector in
Step 6 (b).

properies |

General |Message Formatl .&dvancedl Detailsl

s d
ﬂ @ame: | Enter a Name for the domain )
b

SMTP domain:
| Enter address space

0k I Cancel | Apply | Help |

4. Inthe Message Format tab of the Properties window, select the MIME option
(a) and then select the Provide message body as plain text option (b).

acme.com Properties

General  Meszage Format |Advanced| Detailsl

—Meszage encodin
a =] g

b { (¢ Provide message body as plain te@

" Provide message bodw as HTML
{~ Bath

" UUEncode

[™ | Uze BinHex for Macintosh

r— Character zets

MIME: {us asc

Lef Le

BonhdIME: {115 AsCll

ak I Cancel Apply Help
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5. Inthe Advanced tab of the Properties window, select the Never use option within
the Exchange rich-text format section (a). Deselect the Allow non-delivery
reports checkbox (b).

acme.com Properties l

Generall Message Fomat  Advanced |Detai|s|

— Exchange rich-test farmat

 Always use

(> @

" Determined by individual user settings

Message text word wrap
* Maver uze

" Uge at column: |

[~ Allow out of office responses

[ Allow automatic replies

v Allow automatic forward

[~ Allow delivery reports

[ Allow non-delivery reports b

[ Preserve sender's display name on message

] I Cancel | Apply | Help |

6. Click OK to close the Properties window. You have successfully disabled non-
delivery reports.

Add SMTP queue growth monitoring alert

This setting allows an Exchange Administrator to easily monitor their journaling
queue. When the queue becomes too large or if the queue stops journaling email--
after a set time determined by each company-- the Administrator will be notified via
email.

Note

J Some message queuing on the server is normal. If unusual
queuing patterns occur or large amounts of email queue
up, journaling may not be working.

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. Expand the Servers item in the left navigation pane. Right-click the server you
wish to monitor (a) and select Properties from the drop-down menu (b).

". Exchange System Manager !El E
Sy Fle  Action Wiew Window Help | —18]=l

== DE B FER 2

1 @lobal Settings

_ - I Marne I Modified I
Recipients
] Servers a. | I-%Queues
d [-,-'|p|1|'-,]1 FoMCiesk Chavm e e

Start Mailbox Management Process

] Connector:
4 Tools Tt 4
{1 Folders All Tasks 2

Wiew 3
T window From Here

Cuk

Copy
Refresh
Expaort Lisk. ..

Opens the properties dialog box For the current selection,
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3. Within the Monitoring tab, click Add.

MAIN1 Properties 7| x| l
Diagnostics Logging I Public Folder Referals I Details I Directory Access
General I Locales I Mailbox Managemen
RPCHTTP | Poiiiss | Secuity | Ful-Testindesing ( Monitoring )
Canfigure and view the statuz of the resources ta be monitored on this
FEMVEL
Mame | Wiarning gtate | Critical state |
% Default Microsoft Exchan... Stopped
Add... Eemave | [retail.. Refresh
i —
[ Disable all monitaring of this server.

QK | Cancel | Apply | Help |

4.

In the Add Resource dialog box, select SMTP queue growth from within the list
and click OK.

|

Besources: 1 '

Ok
B Ay zilable virtual memany Carcel |
8 CPU Utization

= i ' , Help |

SMTP gueue growth
8 Windows 2000 service
a . 400 queue growth
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5. Inthe SMTP Queue Thresholds dialog box, select the Critical state (minutes)
checkbox and enter the amount of time you will allow the queue to build up
before being alerted. We recommend 180 minutes. Click OK.

Set thregholds for continuous gueue growth,

[~ Waming state [minutes];

SMTP Queue Thresholds E3 L

—

CW Critical state [minutes]:

I‘IBD )

Current queue grovth [minutes]:

—

o

Cancel | Help |

6. Inthe Exchange System Manager, go to Tools -> Monitoring and Status ->
Right-click Notifications -> New and select Email notification.

*. Exchange System Manager !El E
Sy Fle  Action Wiew Window Help | —18]=l

e~ AmE R 2 E

@ First Qrganization (Exchange)

-1 Recipients Mame

- Motifications
{3 Global Settings

Monitored Ikems Ackion

i Servers
Connectors

e

+ Message Tracking
£ Mailbox: Recover,

Wiew

There are no items to shows in this view,

Scripk natification, ..

! {3 Folders e Window From Here

Refresh
Export List. ..

Help

l | >l

|Create a new e-mail notification.

7. Enter the following details into the Properties window:

a. Enter Name of your Server into the Monitoring server field (a).

b. Select This server from the Server and Connectors to monitor drop-down

menu (b).
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c. Select Critical state from the "Notify when monitored items are in" drop-

down menu (c).

to (d).

In the To field, enter the email address(es) you want the notifications sent

In the Email server field, enter the name of your sending server (e).

Click OK to close the Properties window.

E-mail |

a Monitoring server;

properties K]

Servers and connectors to manitor;

Select... I

IThis SEIVE

c Matify when maornitored items are in:

Customize

=

|I:ritical state

d Io.. | |

e. ||

€ E-majl server... | |

Subject:

|3;Tengetlnstance.SewerStateStringﬁé on ETargetinstan

ETargetingtance Name % has reported a

Queues - ZT argetinstance. QueuesStateString?
Drives - %T argetinstance. DisksStateString?

“Targetinstance. ServerStateString®. Reported status is:

Services - T argetinstance. ServicesStateSting

o

Cancel

Note

Your Journaling setup is now complete. If you encounter

any problems with the journaling process, or if journaling
stops, please refer to the Troubleshooting tips below. If
journaling stops for an extended period of time, we cannot

recover lost email.

Troubleshooting tips

1. Make sure the Journaling Contact SMTP Email Address is spelled correctly.

2. Restart the SMTP Services
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a. To restart the SMTP Service: go to Start, then Run, and type in
services.msc. The Services dialog box displays, which lists all services
running on your server. Select Simple Mail Transfer Protocol (SMTP)
from within the list and click Restart in the left-hand navigation menu.

File  Action  Wew Help

o | A ERR 2E|r 8 0w
E % Services (Local) ) services (Local)

Simple Mail Transfer Protocol Mame < | eseription | status | ]
(SMTP) %Prntected Skarage Protects sk, Skarked

%Remote Access Auk,,, Createsa ..,
Stop the service %Remote Beeess Co.., Createsa...  Starked
(% %Remote Deskiop H... Manages a...
%Remote Procedure ... Serves ast.., Starked
%Remote Procedure ... Enablesre...

Description: )
Transporks electranic mail across the %Remote Registry Enables re,..  Started
netwark %Removable Storage  Manages a...
%Resultant Set of Po... Enables a ...
%Routing and Remot, .. Offers rout, ., J
%SEcondary Logon Enables st...  Started

%Security Accounts ... Theskartu,.,  Starked
%SErver Supports Fil,.. Skarted

mple Mail Transfe... Transports...  Starked )
remwek ¢ e L r
it v

Extended A Standard ,"

3. Your firewall may be blocking outbound email messages.

a. Many firewalls can block email messages sent using TLS encryption,
even if they are set to allow all outbound email messages.

b. Ifyou have a Cisco firewall, chances are very high that the ESMTP packet
inspection is enabled and blocking the TLS encrypted email messages.
For more information, visit Cisco support by clicking on the link below or
copying and pasting it into your web browser. http://www.cisco.com/en/
US/docs/security/asa/asa72/release/notes/asarn723 . html#wp219670

4. Verify there are no enabled Send Connectors utilizing the domain name of the
contact being journaled to.

5. Check if you are having a connection issue.

Exchange 2003 Envelope Journaling Guide » 46


http://www.cisco.com/en/US/docs/security/asa/asa72/release/notes/asarn723.html#wp219670
http://www.cisco.com/en/US/docs/security/asa/asa72/release/notes/asarn723.html#wp219670

a.

Issue telnet to smarthost (i.e. telnet ssljournal.advisormail.net 25) this
should return a 220 banner, seen in the figure below.

®eno

Terminal — bash — 80x24

taths-macbook:~ tath$ telnet ssljournal.advisormail.net 25
Trying 64.78.94,154...

Connected to ssljournal.advisormail.net.

Escans ch e ie AN

(220 ambuffer®2jrn.office.com Microsoft ESMTP MAIL Service,

9 ready a Oc 5 LT E -

Version:

6.08.3790.395

6. When adding/removing SMTP connector(s). Make sure to restart SMTP service,
explained above and MS Exchange Routing Engine.
7. Email messages are journaling to the Journaling User Mailbox, but no email

messages are showing up in your archive

a.

b.

C.

Check if the Journaling User Mailbox has the Server Side Forwarding
setup correctly.

Automatic Forwarding Rule - Auto forwarding must be enabled on your
server. To do this, open the Exchange System Manager and select Global
Settings/Internet Message Format/Default and right click to bring up
Properties. On the Advanced tab, check the box next to Allow automatic
forward and click OK. If you do not want to allow your users to setup
forwarding rules, create a new domain rule for Address Space and set it to
allow automatic forward. That way, automatic forwards will only work
for Address Space.

Validate there are no transport rules catching the journaling messages.

8. If email messages are journaling, but some or all email messages seem to archive
incorrectly, check the following:

a. You should not be journaling to a distribution group. You must journal
directly to the Journaling Recipient Mailbox.

b. Check that you do not have forwarding setup on the Journaling Recipient
Mailbox in Active Directory

c. Set message format to journal using plain text or HTML

Journaling best practices

1. Contact Archiving Support if you make any changes to your host provider or

upgrade your Exchange Server. You will be provided new setup instructions to

update your journaling configuration.

your Exchange Server for issues.
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3. Make sure you have enough storage in your Journaling Mailbox to handle the
amount of email messages your organization sends and receives on a daily basis.
Refer to the Journal Calculator to determine your company's journal traffic.

4. When adding or deleting a user mailbox on your Exchange Server, make sure you
also update that user in the Archive Administration tab.

Remove Exchange 2003 envelope journaling setup

To remove the journaling setup from your Exchange 2003 Envelope server, follow
these steps:

Removing SMTP growth alert

Remove Internet message formats domain

Turn off mailbox management schedule

Remove the mailbox management policy for cleaning the journaling mailbox
Deactivate journaling

Remove the journaling SMTP connector

Remove the journaling mailbox from active directory

Remove the journaling contact from active directory

A A RSN S e

Remove the extra mailbox store

10. Turn off advanced journaling configuration

Note

J Your Journaling setup is now complete. If you encounter
any problems with the journaling process, or if journaling
stops, please refer to the Troubleshooting Tips below. If
journaling stops for an extended period of time, we cannot
recover lost email.

Removing SMTP growth alert

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand navigation menu, select Servers, select your server name and
then select the Storage Group that contains the mailboxes to which you applied
journaling. In this example, it is Mailbox Store (MAIN 2).

’- Exchange System Manager !EI E L

ﬁ File  Ackion  Wiew  Window  Help |_|E|i|
= OE XFER @E

5:,1 First Organization (Exchange) First Storage Group

-3 Global Settings
Marne

4 Recipients

E| 1 Adrinistrative Groups L;E}Mailbox Store (MAINZ)
- First Administrative Group |Z9Public Folder Store (MATNZ)
L:_|L_J Servers
= MaInz
- 1E queues

Firsk Starage Group
E-1&5 Public Folder Store (MATHZ)
;_j Secand Storage

_1 Protocols

{3 Connectors

[+-{_3 Falders

[+ Toals

3. In the right-hand content frame, right-click the Mailbox Store to which you
applied journaling, from within the list. Select Properties in the drop-down menu.

{E Exxchange System Manager H=] B3

ﬁ File  Action  Wiew  Window  Help |_|E|i|
&= BE $ERXTER| @@

First Storage Group

Dismounk Stare

[£9Public Folder Store (MATNZ) | oare Full-Tesxt Indes

Skart Incremental Fopulation
Stark Full Population

Shop Fapulation

5:,1 First Organization (Exchange)
&l 1 Global Settings

{1 Recipients

L:_|L_J Adrinistrative Groups

El@ First &drinistrative Group

First Storage Group
(B Mailhax Stars (MATHZ) &ll Tasks ’
-\£5 Public Folder Store (MATNZ)
;_;a Secand Storage

Mew Window From Here

4 Protocols Cut
[#-{ 34 Connectors Copy
[+-{_J Folders Delete
-3 Tools Renanme

\‘ Refresh
]
Opens the properties dialog box For the current selection, | Help

=
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4. Within the Properties window, select the Monitoring tab (a). Select the SMTP
Queues growth period item, with a critical state of 180 minutes, from within the

list (b). Click Remove (c¢).

General I Locales

Mailbox Mahagemet
RPCHTTP | Policies | Secuity | Ful-TextIndesing

e T |

Diagnostics Logging I Public Folder Referals I Detailz I Directary Access

Configure and view the statuz of the resources ta be monitared on thiz a
FEIVEL,
Hame | W arning state | Critical state

S Default Microsoft Exchange ..

Stopped

l

[+

C !
Add. | Detal..

Refresh |

[ Disable all mornitoring of this server.

[ o ]

Cancel |

&pply Help

Note
J If this queue monitoring item is being used for multiple
queue alerts, those other alerts will also stop working after

this item is deleted.
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S.

In the Exchange System Manager, go to Tools -> Monitoring and Status ->

Notifications.
’- Exchange System Manager !EI
ﬁ File  Action  Wiew  Window  Help | oy =l |
&= BmEXTR| @ E
ﬁ:,»i First Organization (Exchange)

1 Global Settings
i Recipients

i Servers

i Connectors
-3 Tools
| @03 Sie Replication Service

[Monitaring and Skatus
-
Skatus
%! Message Tracking Cent
d Mailbiox Recovery Cent

[+-{_J Folders

Motifications

Monitored Items
Thi r

Mailta: adminf@acmne. corm
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6. Right-click any notification items used for journaling monitoring from within
the list. Select Delete from the drop-down menu. In this example, the Main 1
server item.

*. Exchange System Manager

M=l B3
‘ﬁ Bile  Action  Wew  Window  Help |_|E|i|
= | @@ X TR @@

'E’L Firsk Crganization (Exchange) BT
-3 Global Settings
o2 ? Moritared ltems

{_J Recipients - ) e —
£ Servers Thi /et Mailta: adrin@acrme, comm Critical skate

H-{3 Connectars

E"—-'i Tools Properties
[#-{_3 Site Replication Service
=1+ Monitoring and Status Help

{5 Matifications

- Skakus

! Message Tracking Cent
(4 Mailbox Recovery Cent
,__j Folders

7. Click Yes on the resulting warning dialog box.

Exchange System Manager E

! ': Are you sure you wish to delete the notification ‘Mailto: admin@acme.com'?

Crs [ w ]

8. You have successfully deleted the SMTP Growth Alert. All email notifications
retaining to it will stop and the item's configured settings are permanently deleted.

Remove Internet message formats domain

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. Select Global Settings and then Internet Message Formats in the left-hand
navigation menu (a). Select the Journaling Archive domain from the list; in this
example "Acme.com" and click Delete (b).

*. Exchange System Manager

'55 File  Action View ‘Window Help

W
| =181]

= BE X R| 2

{4 First Oroanization (Exchange
|- Global Settings

&‘fj Internet Message For
-2 =] Message Delivery
~4g[ Mobile Services

; ] Recipients

#-C3 Administrative Groups
-3 Tools

l |

Internet Message Formalts

advisormail
Delete

Renarne

Properties

Help

|De|etes the current selection,

3. Click Yes on

the warning dialog box.

Exchange System Manager E
1 E Are wou sure you wank to deleke '"ACME'T
L

4. You have successfully deleted the Internet Message Formats domain.

Turn off mailbox management schedule

v

Note

Disabling the Mailbox Management schedule is only
recommended if there are no other mailbox management
policies that need to run on this schedule.

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand navigation menu, select Administrative Groups -> First

Administrative Group -> Servers. Right-click your server, in this example
"Main 2," and select Properties from the drop-down menu.

{E Exxchange System Manager H=] B3

BETES

ﬁ File  Action  Wiew  Window  Help
e« | BHE 4R EFRR| 2@
&, Frst Organzaton Exchange)

1 Global Settings
- . . I ame I IModified I
Recipients

[=1-{3 Administrative Groups I’EQ_UEUES
B4 First Administrative Gro i First Storage Group
4 Carue E_;ZaNanurnal

- Start Mailbox Management Process
Connectors

[+-{_J Folders Mew »
{1 Tools &l Tasks *
View 4

Mew Window From Here

Cuk

Copy
Refresh

Export List... K
4]
Opens the properties dialog |
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3. Select the Mailbox Management tab within the server Properties window. Select
Never Run from the Start Mailbox Management Process drop-down menu (a).

Click OK (b).
D e T~ |

Diagnostics Logging I Public Folder Referralz I Detailz I Diirectom docess

RPCHTTP | Policies | Secuity | FullTestindesing | Monitaring
General I Locales Mailbax M anagernent

Start mailbox management process:

a

Use custom schedule j Custamize... |

Fun S aturday at Midnight -
Fun Sunday at Midnight

Lze custom schedule
=

Adminiztrator;

Browse. . |

bl‘r oK, 1I|. Cancel | Epply | Relp |

4. You have successfully turned off the Mailbox Management schedule.

Remove the mailbox management policy for cleaning the
journaling mailbox

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand navigation menu, select Recipients -> Recipient Policies *(a).
Right-click the Journaling Archive recipient policy from within the list (a).
Select Delete from the drop-down menu (c).

l". Exchange System Manager !EI
PRT-TE

ﬁﬁ Bile  Action  Wew  Window  Help

= | AEXEDR| @ E

{24 First Organization (Exchange) Recipient Policies

-3 Glabal Settings
Elj Recipients ’ Last Modified
{1 Details Templates - K

“hange property pages...

1 Address Templates m box purge 2 apply this policy now... 1502010 1:24
140 Al Address Lists S Default Policy Lo 16/2008 £:57
&8 all Global &ddress Lists &l Tasks »

E EName
B Refresh
- Tools Properties
Help
1] | 1] |

|Deletes the current selection.

3. Click OK on the warning dialog.

Exchange System Manager k

3 Deleting a recipient policy does nok resulk in the re-evaluation of proxy addresses

L for those recipients that were previoushy given proxies under that policy, For these
recipients to receive proxies from the new policies to which they now belong,
use ‘Apply this policy mow' on the policies that affect these recipients.

4. You have successfully removed the Mailbox Management policy.

Deactivate journaling

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand navigation menu, select Servers, select your server name and

then select the Storage Group to which you applied journaling. In this example, it
is Mailbox Store (MAIN 2).

@eechangesystemManager M=)
S Fle  Action Wiew Mindow Help |;|i|5|
e | AR XEFRR| 2 E

‘3 Firsk Cirganization (Exchange)

First Storage Group
{1 lobal Settings

- Recipients BlST I

= Administrative Groups L;E]Maill?nx Store (MATMZ)
E@ First Adrministrative Group I.%Publlc Folder Store (MAINZ)
B3 Servers

First ge Graup
|&5 Public Folder Store (MAINZ)
Second Storage

(-4 Protocols

#-_4 Conneckors

[+ Folders

[ Tools
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3. In the right-hand content frame, right-click the Mailbox Store to which you
applied journaling, from within the list. Select Properties from the drop-down

menu.

". Exchange System Manager !E[ E

'55 File  Action View ‘Window Help

| =181]

e B 4B XEFRR| @@

‘_1_4 First Organization {Exchange)

[+-_4 GElobal Settings
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' IE Queues

;_j First Storage Group

=) Second Storage
[#-{_4 Protocols
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[+-{_J Folders

-4 Tools

- Mailbox Store (MAINZ)
-5 Public Folder Store (MAINZ)

First Storage Group

I.%Publlc Folder Store (MAIMZ)
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Create Full-Texk Index
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Mew Window Fronm Here
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|O|:|ens the properties dialog box For the current selection,
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4. Within the General tab, deselect the Archive all messages sent or received by
mailboxes on this store checkbox (a). Click OK to close the window (b).

Mailbox Store (MAIN1) Properties EE l

Dretails I Policies I Security
General | Databaze I Limnits I Full-Test Indexing

_]j b ailbios Store [MMAINT]

Default public stare:

I\MAIN'I First Storage GroupsPublic Folder Stare [MAIMT] Browse... |

Dffline address list:

a IDefauIt Offline Address List Browse...

J

CI_ rchive all messages sent or received by mailboxes on this stn@

I Browse...

¥ Clients suppart S/MIME signatures

I Display plain texst messages in a fied-sized font

b ' Cancel | Apply | Help

5. You have successfully deactivated journaling.

Remove the journaling SMTP connector

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. In the left-hand menu, right-click Connectors.

'- Exchange System Manager !El E
™ File  Action Miew Window Help | —18]=l
= | DEEDE 2
S, Frst Organizsion (Exchange)
{3 Global Settings
Ll fiobal o Narme Type | Last Modified
Recipients 1
£ Servers : '/ fiJnurnaling Archive SMTP Conneckor 11/1/2010 11:09 Al
%EOutgoing SMTP Canneckar 9f22f2010 3:34 PM
Ei Journaling Archive
[+ Folders
1| | i

3. Right-click the connector called Journaling Archive (a) and select Delete from
the drop-down menu (b).

# Exchange System Manager H=] B3

ﬁﬂ Bile  Action  Wew  Window  Help | 121 =l
= | OERDBE 2
i st rgarizaion (Exchenge)
#-3 Global Settings
L‘% . s Lask Modified
i Recipients a —
3 Servers {|_'||:|IJr'I'|-E||iI'||:| At 3 SMTP Conneckor
D3 Connackars S outguing Disallow public Falder referrals
=8l 1ournaling Archive all Tasks »
1 outgaing =
[ Toals Mew Window From Here b
e CMD ol
EName
Refresh
Properties
Help
1| | 0

|Deletes the current selection,
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4. Click Yes on the resulting warning dialog box.

Exchange System Manager E

L) 'j Are you sure you want ko delete 'Journaling Archive'?
L.

5. You have successfully removed the Journaling SMTP Connector.

Remove the journaling mailbox from active directory

1. Open the Active Directory Users and Computers application by selecting Start
> All Programs > Microsoft Exchange > Active Directory Computers and
Users.

2. Right-click the domain where the journaling mailbox is located, within the left
navigation pane (a). Select Find from the drop-down menu (b).

-.? Active Directory Users and Computers

% e aton Yew Wndow | _s|x]|
« - O e TR 2EgEhvEa

@ Active Direckary Users and Computer SEe e et daf e | objects
-] Saved Queries

[ . Twpe Description |
@ W builtinCarnEin
b Conkainer Cefault conkainer For upgr...
Connect ka Domain. .. ollers Organizakional ... Default container For dorm...
©onnect to Domain Controller... ikvPrincipals Cantainer Default container For secu. ..
R.aize Domain Functional Level. .. Container Diefault conkainer For upgr, ..

Operations Masters., ..

[ew »
All Tasks »
Wien 3

Mew Window from Here

Refresh
Exporkt List, ..

Properties

Help

K Ll

|Find objects in the direckory,

3. The Find Users, Contacts and Groups window displays.
4. Within the Users, Contacts and Groups tab, enter the following information:

a. Enter Journaling Mailbox into the Name field (a): this is the name

assigned to the Journaling Mailbox in Step Four of the Journaling setup
above.
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b. Click Find Now (b).

c. The contact Journaling Mailbox displays in the Search Results area.
Right-click the mailbox and select Delete from the drop-down menu.

Note

J If you cannot find the mailbox Journaling Mailbox, try
searching under another name or bowsing the default OU’s
it may have been created in.

4 Find Users, Contacts, and Groups
File Edit Yiew Help

Fingd: |Users, Contacts, and Groups j I |m exchzk Jent j Browse... |
@sers, Contacts, and Groua Exchange | Advanced | b
=)
Marne: ( |jnurnaling mailbox }
a Stop |
Description: |
Clear All |
fg |
Search results:

N

Description

User

Renams
Delets
Add ko a group, ..
Move, .,

Exchange Tasks,.,
Open Home Page
Send Mail

ﬂ Properties

Deletes the current selection,

B

5. You have successfully removed the Journaling Mailbox.

Remove the journaling contact from active directory
1. Open the Active Directory Users and Computers application by selecting Start

> All Programs > Microsoft Exchange > Active Directory Computers and
Users.
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2. Right-click the domain where the journaling contact is located, within the left
navigation pane (a). Select Find from the drop-down menu (b).

£# Active Directory Users and Computers

<3 File  Action MWiew ‘Window Help |_|ﬁ||ﬂ

e am B TR 2E e TE D

@ Active Direckory Users and Computer RS R R AT |G
-1 Saved Queriss
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a b builtinComain
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Connect to Domain Controller... iyPrincipals Container Default container For secu...
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Mew 3
All Tasks 4
View 4

Mew Window From Here

Refresh
Export List...

Properties

Help

I I Il

|Find objects in the directary, |

3. The Find Users, Contacts and Groups window displays.
4. Within the Users, Contacts and Groups tab, enter the following information:

a. Enter Journaling Archive into the Name field (a): this is the name
assigned to the Journaling Contact in Step One of the Journaling setup
above.

b. Click Find Now (b).
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c. The contact Journaling Archive displays in the Search Results area.
Right-click the contact and select Delete from the drop-down menu.

Note

J If you cannot find the contact Journaling Archive, try
searching under another name or browsing the default
OU's it may have been created in.

4% Find Users, Contacts, and Groups
File Edit Wiew Help

Find: IUsers, Contacts, and Groups j In: |@ exch2k3std j Browse. . |
(L__Isers, Contacts, and Gmu;a Eml Advau:ﬁ:l] b
[ FindNow |
Marne: d ¢Eourna'|ing #.rchivé) ‘I
Stop

Description: I

LClear all

“ff

Search results;

Marne

Contack

Journaling &rchive

1 Properties _,I

Deletes the current selection.

B

5. You have successfully removed the Journaling Contact.

Remove the extra mailbox store

If you are currently deleting the Journaling setup on your own mailbox store, that
individual mailbox store can also be deleted.

1. Open the Exchange System Manager window by selecting Start > All
Programs > Microsoft Exchange > System Manager.
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2. Within the left navigation menu, select Administrative Groups -> First
Administrative Group (a). Right-click the No Journaling mailbox store (b),
which you created in Step Two of the journaling setup above. Select Delete from
the drop-down menu (c).

*. Exchange System Manager !E[ E
i Fle  Action Wiew Window Help | 18] =]

&= BHE 4L XEFIR|2E
ﬁ"J First Qrganization (Exchange) Mo Journaling

H-1_1 Global Settings
Mame I
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S Fi i i Treate Full-Text Index
E[\‘EI @ First Administrative Group £

L Servers b Start Incremental Population
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~1H queues Stop Population
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Second Storage

1 Protocols Properties C
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[+-{_J Folders Help

-4 Tools

l

|Ml:|unts this store

3. [Ifthere are other users in this mailbox store, you cannot delete the store. The
following error message will display.

Exchange System Manager E

Qne or more users currently use this mailbox stare.
These users must be moved to a different mailbox store
ar be mail disabled befare deleting this stare,

10 mo: c103457F
Exchange Syskem Manager
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4. Ifyou are the only user in this mailbox store, you will be able to delete the store.
The following confirmation message will display. Click Yes.

Information Store l

' "_\ Are you sure you want to delete the 'No Journaling' store?
L

Yes Mo |

5. You have successfully removed the Journaling Mailbox Store.

Turn off advanced journaling configuration

Turning off your Exchange server's advanced journaling configuration will prevent
any and all envelope journaling processes.

1. Run the self-extracting executable, within the Email Journaling Advanced
Configuration tool.

2. Choose directory for extracted files: Click Browse and then click OK.

Choose Directory For Extracted Files x|

Choose Directory For Extracted Files

C:\Documents and Settingsh\CSAdmin1\Desktop

Ok Cancel Browse...
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3. Browse to the folder where the data has been extracted.

& C:\Documents and Settings’CSAdminlDesktop’Exejcfg

File Edit ‘iew Fawvorites

Tools  Help o
b Search Falders x )| M-
Address |_| CiiDacuments and Settings)CSAdminl \DeskioptExeichg j - GO
Mame | Size | Tvpe | Dake Modified | Attributes |
%._EHVEIDDE Journaling, doc S01KE ‘Wordpad Document 41172004 5:26 PM A
[2] eula.kxt 14 KE Text Document 4112004 4:43 PM a
[MExejcfg.exe IKE  Application /172004 11:59 PM A

4. Run the program from the command line with a -1 flag to see if it's already
been extracted. The easiest way to do this is to drag the executable icon into the
command prompt window, then type -1 after executable as in the example below.

INDOWS' system 32",
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5. Ifthe check comes back as enabled, run the command again with a -d flag as in
the example below. The command should return a status of disabled.

W WINDOWS system32 cmd.exe

6. You have successfully removed the Advanced Journaling Configuration.

Note
The removal of your Journaling Setup is now complete.
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	5. Type the Journaling Mailbox you created in Step Four into the available field, in the resulting Select Recipient dialog box. Click OK.
	6. The Journaling Mailbox will appear within the Mailbox Store Properties window. Click OK to close the window.

	Clean the journal recipient mailbox
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. Expand the Recipients folder (a), right click the Recipient Policies folder, point to New (b) and then click Recipient Policy (c).
	3. In the New Policy dialog box, select Mailbox Manager Settings and click OK.
	4. In the Properties dialog box, within the General tab, enter Journaling Archive for the policy Name (a). Under Filter rules, click Modify (b).
	5. In the Find Exchange Recipients dialog box, construct a search query that returns the journal mailbox you created: enter keyword (a) and modify filter fields (b). When you finish building the query, click OK (c).
	6. After selecting your filter fields, which display in the Conditions field, click Find Now.
	7. Your search results display. Click OK. A warning dialog will appear. Since this is a new policy and only applies to one user, click OK. The Find Exchange Recipients dialog box will close.
	8. In the Properties dialog box, select the Mailbox Manager Settings (Policy) tab. Select Delete Immediately from the "when processing a mailbox" drop-down menu (a). Clear all folders except the Deleted Items folder, from within the list (b). Confirm...
	9. In the Folder Retention Settings dialog box, select the Age Limit checkbox and enter an appropriate age limit into the available field (a). Deselect the Message Size checkbox (b). Click OK to close the dialog box.
	10. In the Recipient Policies details pane, right click the policy you just created, and then click Apply this policy now. A message prompts you to confirm the update. Click Yes.
	11. Once you create a Policy, you must schedule when it runs on the Journaling Mailbox Server, explained in step nine below.

	Schedule mailbox manager to run recipient policies
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. Right-click the Server that is hosting the mailbox for which you want to run the Recipient Policy (a) and click Properties (b).
	3. Within the Mailbox Management tab, in the Start mailbox management process drop-down menu, select when you want all Mailbox Recipient Policies to run on the server (a). To create a custom schedule, select Use custom schedule from the drop-down men...
	4. In the Schedule dialog box, select the time and select the day of the week you want the Mailbox Manager to run. Click OK to close the dialog box.
	5. Click OK to close the Server Properties window. You have successfully scheduled the Mailbox Manager.

	Disable NDRs (non-delivery reports)
	1. Open the Exchange System Manager window by selecting Start -> Programs - > Microsoft Exchange -> System Manager.
	2. Expand the Global Settings folder in the left navigation menu, right-click Internet Message Formats, then select New and then select Domain.
	3. In the General tab of the Properties window, enter a Name for your domain (a) and enter the Domain (address space) used to create the SMTP Connector in Step 6 (b).
	4. In the Message Format tab of the Properties window, select the MIME option (a) and then select the Provide message body as plain text option (b).
	5. In the Advanced tab of the Properties window, select the Never use option within the Exchange rich-text format section (a). Deselect the Allow non-delivery reports checkbox (b).
	6. Click OK to close the Properties window. You have successfully disabled non- delivery reports.

	Add SMTP queue growth monitoring alert
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. Expand the Servers item in the left navigation pane. Right-click the server you wish to monitor (a) and select Properties from the drop-down menu (b).
	3. Within the Monitoring tab, click Add.
	4. In the Add Resource dialog box, select SMTP queue growth from within the list and click OK.
	5. In the SMTP Queue Thresholds dialog box, select the Critical state (minutes) checkbox and enter the amount of time you will allow the queue to build up before being alerted. We recommend 180 minutes. Click OK.
	6. In the Exchange System Manger, go to Tools -> Monitoring and Status -> Right-click Notifications -> New and select Email notification.
	7. Enter the following details into the Properties window:
	a. Enter Name of your Server into the Monitoring server field (a).
	b. Select This server from the Server and Connectors to monitor drop-down menu (b).
	c. Select Critical state from the "Notify when monitored items are in" drop- down menu (c).
	d. In the To field, enter the email address(es) you want the notifications sent to (d).
	e. In the Email server field, enter the name of your sending server (e).
	f. Click OK to close the Properties window.


	Troubleshooting tips
	1. Make sure the Journaling Contact SMTP Email Address is spelled correctly.
	2. Restart the SMTP Services
	a. To restart the SMTP Service: go to Start, then Run, and type in services.msc. The Services dialog box displays, which lists all services running on your server. Select Simple Mail Transfer Protocol (SMTP) from within the list and click Restart in ...
	3. Your firewall may be blocking outbound email messages.
	a. Many firewalls can block email messages sent using TLS encryption, even if they are set to allow all outbound email messages.
	b. If you have a Cisco firewall, chances are very high that the ESMTP packet inspection is enabled and blocking the TLS encrypted email messages. For more information, visit Cisco support by clicking on the link below or copying and pasting it into y...
	4. Verify there are no enabled Send Connectors utilizing the domain name of the contact being journaled to.
	5. Check if you are having a connection issue.
	a. Issue telnet to smarthost (i.e. telnet ssljournal.advisormail.net 25) this should return a 220 banner, seen in the figure below.
	6. When adding/removing SMTP connector(s). Make sure to restart SMTP service, explained above and MS Exchange Routing Engine.
	7. Email messages are journaling to the Journaling User Mailbox, but no email messages are showing up in your archive
	a. Check if the Journaling User Mailbox has the Server Side Forwarding setup correctly.
	b. Automatic Forwarding Rule - Auto forwarding must be enabled on your server. To do this, open the Exchange System Manager and select Global Settings/Internet Message Format/Default and right click to bring up Properties. On the Advanced tab, check ...
	c. Validate there are no transport rules catching the journaling messages.
	8. If email messages are journaling, but some or all email messages seem to archive incorrectly, check the following:
	a. You should not be journaling to a distribution group. You must journal directly to the Journaling Recipient Mailbox.
	b. Check that you do not have forwarding setup on the Journaling Recipient Mailbox in Active Directory
	c. Set message format to journal using plain text or HTML

	Journaling best practices
	1. Contact Archiving Support if you make any changes to your host provider or upgrade your Exchange Server. You will be provided new setup instructions to update your journaling configuration.
	2. Setup SMTP Queue Growth Monitoring alerts, completed above, and monitor your Exchange Server for issues.
	3. Make sure you have enough storage in your Journaling Mailbox to handle the amount of email messages your organization sends and receives on a daily basis. Refer to the Journal Calculator to determine your company's journal traffic.
	4. When adding or deleting a user mailbox on your Exchange Server, make sure you also update that user in the Archive Administration tab.

	Remove Exchange 2003 envelope journaling setup
	1. Removing SMTP growth alert
	2. Remove Internet message formats domain
	3. Turn off mailbox management schedule
	4. Remove the mailbox management policy for cleaning the journaling mailbox
	5. Deactivate journaling
	6. Remove the journaling SMTP connector
	7. Remove the journaling mailbox from active directory
	8. Remove the journaling contact from active directory
	9. Remove the extra mailbox store
	10. Turn off advanced journaling configuration
	Removing SMTP growth alert
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. In the left-hand navigation menu, select Servers, select your server name and then select the Storage Group that contains the mailboxes to which you applied journaling. In this example, it is Mailbox Store (MAIN 2).
	3. In the right-hand content frame, right-click the Mailbox Store to which you applied journaling, from within the list. Select Properties in the drop-down menu.
	4. Within the Properties window, select the Monitoring tab (a). Select the SMTP Queues growth period item, with a critical state of 180 minutes, from within the list (b). Click Remove (c).
	5. In the Exchange System Manger, go to Tools -> Monitoring and Status -> Notifications.
	6. Right-click any notification items used for journaling monitoring from within the list. Select Delete from the drop-down menu. In this example, the Main 1 server item.
	7. Click Yes on the resulting warning dialog box.
	8. You have successfully deleted the SMTP Growth Alert. All email notifications retaining to it will stop and the item's configured settings are permanently deleted.

	Remove Internet message formats domain
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. Select Global Settings and then Internet Message Formats in the left-hand navigation menu (a). Select the Journaling Archive domain from the list; in this example "Acme.com" and click Delete (b).
	3. Click Yes on the warning dialog box.
	4. You have successfully deleted the Internet Message Formats domain.

	Turn off mailbox management schedule
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. In the left-hand navigation menu, select Administrative Groups -> First Administrative Group -> Servers. Right-click your server, in this example "Main 2," and select Properties from the drop-down menu.
	3. Select the Mailbox Management tab within the server Properties window. Select Never Run from the Start Mailbox Management Process drop-down menu (a). Click OK (b).
	4. You have successfully turned off the Mailbox Management schedule.

	Remove the mailbox management policy for cleaning the journaling mailbox
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. In the left-hand navigation menu, select Recipients -> Recipient Policies *(a). Right-click the Journaling Archive recipient policy from within the list (a). Select Delete from the drop-down menu (c).
	3. Click OK on the warning dialog.
	4. You have successfully removed the Mailbox Management policy.

	Deactivate journaling
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. In the left-hand navigation menu, select Servers, select your server name and then select the Storage Group to which you applied journaling. In this example, it is Mailbox Store (MAIN 2).
	3. In the right-hand content frame, right-click the Mailbox Store to which you applied journaling, from within the list. Select Properties from the drop-down menu.
	4. Within the General tab, deselect the Archive all messages sent or received by mailboxes on this store checkbox (a). Click OK to close the window (b).
	5. You have successfully deactivated journaling.

	Remove the journaling SMTP connector
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. In the left-hand menu, right-click Connectors.
	3. Right-click the connector called Journaling Archive (a) and select Delete from the drop-down menu (b).
	4. Click Yes on the resulting warning dialog box.
	5. You have successfully removed the Journaling SMTP Connector.

	Remove the journaling mailbox from active directory
	1. Open the Active Directory Users and Computers application by selecting Start > All Programs > Microsoft Exchange > Active Directory Computers and Users.
	2. Right-click the domain where the journaling mailbox is located, within the left navigation pane (a). Select Find from the drop-down menu (b).
	3. The Find Users, Contacts and Groups window displays.
	4. Within the Users, Contacts and Groups tab, enter the following information:
	a. Enter Journaling Mailbox into the Name field (a): this is the name assigned to the Journaling Mailbox in Step Four of the Journaling setup above.
	b. Click Find Now (b).
	c. The contact Journaling Mailbox displays in the Search Results area. Right-click the mailbox and select Delete from the drop-down menu.
	5. You have successfully removed the Journaling Mailbox.

	Remove the journaling contact from active directory
	1. Open the Active Directory Users and Computers application by selecting Start > All Programs > Microsoft Exchange > Active Directory Computers and Users.
	2. Right-click the domain where the journaling contact is located, within the left navigation pane (a). Select Find from the drop-down menu (b).
	3. The Find Users, Contacts and Groups window displays.
	4. Within the Users, Contacts and Groups tab, enter the following information:
	a. Enter Journaling Archive into the Name field (a): this is the name assigned to the Journaling Contact in Step One of the Journaling setup above.
	b. Click Find Now (b).
	c. The contact Journaling Archive displays in the Search Results area. Right-click the contact and select Delete from the drop-down menu.
	5. You have successfully removed the Journaling Contact.

	Remove the extra mailbox store
	1. Open the Exchange System Manager window by selecting Start > All Programs > Microsoft Exchange > System Manager.
	2. Within the left navigation menu, select Administrative Groups -> First Administrative Group (a). Right-click the No Journaling mailbox store (b), which you created in Step Two of the journaling setup above. Select Delete from the drop-down menu (c).
	3. If there are other users in this mailbox store, you cannot delete the store. The following error message will display.
	4. If you are the only user in this mailbox store, you will be able to delete the store. The following confirmation message will display. Click Yes.
	5. You have successfully removed the Journaling Mailbox Store.

	Turn off advanced journaling configuration
	1. Run the self-extracting executable, within the Email Journaling Advanced Configuration tool.
	2. Choose directory for extracted files: Click Browse and then click OK.
	3. Browse to the folder where the data has been extracted.
	4. Run the program from the command line with a -l flag to see if it's already been extracted. The easiest way to do this is to drag the executable icon into the command prompt window, then type -l after executable as in the example below.
	5. If the check comes back as enabled, run the command again with a -d flag as in the example below. The command should return a status of disabled.
	6. You have successfully removed the Advanced Journaling Configuration.






