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Advanced Email Encryption
End-User Guide

Forcepoint Email Security Cloud offers support for advanced email encryption. The
Advanced Email Encryption feature encrypts email from end user to end user based
on policy, protecting confidential communications with your business partners and
customers.

In this guide, find out what to do if you’re a first-time user, along with how to open,
respond to, and forward a secure email, and other actions you can take.

® Receiving secure email, page 1
® Responding to secure email, page 5

® Security, page 8

Receiving secure email

How do | open a secure message?

You can receive a secure message in almost any email client. A secure message is
received in your inbox with the encrypted attachment named message zdm.html.

FEPOINT

[¥ ForcEPOINT
This is a secure, encrypted messe

[¥ ForcepoinT

Click boad Message o open this secure omas

[EE—

To read a secure email, click the message zdm.html attachment. Next, click the Read
Message button on the page that opens in your Web browser.
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If you’re a first-time user, you’ll be asked to register. You’ll have to provide your
name and set a password. Another email message will be sent to you to verify that you
are the owner of the email address.

If you are a registered user, you’ll just need to provide your password and
authenticate. When the authentication process completes, the secure email will be
displayed in your Web browser.

How do | register for the first time?

If you are a first-time user, you’ll be asked to register when you open the secure
message attachment. As indicated below, registration is a simple step in order to
validate that you are the owner of the email. You will provide your name, password,
and a security question to complete registration. The security question is used in the
password recovery procedure should you forget your password.

Fponcsggmy

Complete the following to continue:

Hathan

Nathan@RecipientCustomer.com

Recovery Question: Your first ea

Answer T Mustang

[¥ ForcepoINT

Email Security Powered by Voltsge IBE=

An email will be sent to your address for you to verify your identity. Click on the link
in your inbox to complete the registration process.
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How do | authenticate?

You’ll have to provide your password in order to read your secure message. This is the
password that you provided during registration. This is to validate that you are the
person for whom the message is intended.

[> ForcePOINT

Identity Verification

Mathan@ReciplentGomain.com

Sign

Once you sign in with your password, your secure message is displayed in the browser
you are using.

If you forgot your password, or would like to change it, click on the link to recover it.
For further information on how to recover or change your password, see How do 1
recover my password?.

How do | recover my password?

If you forgot your password, or would like to change it, click the link, Forgot your
password. You’ll be prompted to answer the security question you selected during
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registration. If you do not know the answer, you can click the link Forgot your
Answer?

@ Help

[» ForRCEPOINT

Please Answer the Password Recovery Question
Email Address: Nathan@RedpientCustomer.com
Question: Your first car

Answer:

rgot your answer? Contins

Emat Security Powersd by Voltsge IBE=

An email will be sent to your inbox to validate that you are the owner of the email
address. You’ll be required to click the link within 2 hours, after which your password
recovery request becomes void. When you click the link, you will be prompted to
reset your password.

How do | read my secure message?

Once you have authenticated successfully, the secure message opens in your browser.
Now you are able to read your message, reply, reply all, and forward the message to
another email ID securely.

r Nathan@RecipientCustomer.com @ Help o Sign Out
ramresEy Raythaan | Reply | | Replyto All || Forward
From: @Send| .com (Auth d by secure I l.com) @ valid Sig
To: Nathan@RecipientCustomer.com
Sent: Wed Apr 13, 2011 10:42 AM (1 hour ago)
b Secure Inf i d
Dear Nathan, =

Welcome! You have been enrolled in secure finance portal.

To use the senice, follow the instructions below,

=
3
[
Q
=
Q
=
[7]

[

1. Go to secure finance portal.
2. Your Authorization code is; 782A58912
3. Enter the password you created when you registered.

If you have any questions, please contact your administrator for assistance.

l Reply H Reply to All Forward

Email Security Powered by Voltage I8E™
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What are sighatures and what does it mean if the signature is
valid or invalid?

Every secure email is signed by the sender of the message to ensure authenticity of the
sender and data integrity of the message.

A & symbol indicates that the signature associated with this email is valid and the
message can be trusted.

A @ symbol means that the signature associated with this message is not valid and
the message may have been forged. We recommend that you either contact the sender
of the message or your local technical support personnel.

How do | access attachments sent to me?

All secure attachments are contained within the message and will appear when you
read the message. To open the attached files, click on the [view] button next to the
attachment names - a new browser window opens to enable you to access the
attachment.

Responding to secure email

How do | reply, reply to, or forward a secure email?

To reply to or forward a secure email follow the instructions. You will be able to reply
or forward securely to the intended recipients.

1. Click Reply or Reply-All, or Forward at the top of the message.
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All recipients are already entered in the To: field for a reply or reply-all operation.

FFORCEPO'NT Nathan@RecipientCustomer.com @ Melp = Sign Out
R — Send Secure
From: i stomaer.com [Auth d by secure:
To: jmson@eendingaustomes com Copy Me
Cex Show Beo
Subject: RE: Secure Infeemation Enclosed Plain Text
Attach:  Choose File...
BIU EZTRESS/IA-Z- —atllaa =200p) [
Thanks Jason, [ have attached my bank Statement for your reference.
From: Jason@SendingCustomer.co m
Sent: Apr 13, 2011 10:42:3% AM PDT
To: Nathan@RecipientCustomer.com
Subject: Secure Information Enclosed
Welcome! You have been enrolled in secure finance portal.
To use the senice, follow the instructions below.
INSTRUCTIONS
1. Go to secure finance portal
Send Secure
Emsil Security Powered by Voltage IRE™

2. Add any email addresses in the To, Ce or Bec fields (click Show Bee).
Email addresses can be separated with commas, semicolons, or blank spaces.

3. Type your message. You can use rich text editing to compose your reply. The
original message is already included in the compose field. If you are forwarding,
attachments are included as well.

4. Click Send Secure to send your reply.

How do | add an attachment to the secure email?

You can add an attachment to your email when replying or forwarding. You can send
all types of files as attachments, including word processor or spreadsheet documents,
audio files, image files, Web pages saved as HTML files, and more.

To add attachments to your secure email, click Choose File in the Attach field and
select a file.
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The selected file is uploaded immediately. To remove attachments, click the Remove
link.

Nathan@RecipientCustomaer.com i@ Help o Sign Out

[» FORCEPOINT

Send Secure

From: h daae oy com [Authenti 1 by i 1 )

Toz Jason@SendingCustomer com Copy Me
Ce: Show Bee
Subject: RE: Secure Information Enclosed Plain Text

Attach: SP424.pdf (758k) - Remove

Choosae File...

BIUM| ESERE ~ZZ|A-Y-  — 0% [-Fotfamly~ [=]-Fontsize - [<]

Thanks Jason, | have my bank for vaur raf.

From: Jason@SendingCustomer.com
Sent: Apr 13, 2011 10:42:39 AM PDT
To Nathan@RecipientCuatomer.com [" rorcepoINT

Secure Send Securs

Welcome! You have been enrolled in secure finance p @ e oyt
To use the sendce, follow the instructions below.

INSTRUCTIONS

1, Go to secure finance portal,
2 ¥Your Autharizatinn code is” TR2ZASRA12

Email Security Powered by Voltage IBE™

P nara P BT

e [ | e

Note

There is a limit of 15MB for attachments that you can add
into a secure message.

How do | get a copy of the secure email that | send?

To get a copy of the secure email that you have composed, click Copy Me, to the right
of the To field. When you send the message, an exact copy of the secure email is sent
to your email account. If you do not want a copy of the secure email, click Remove
Me, to the right of the To field.

Forcepoint Email Security Cloud » 7



How do | know my message is sent?

When you click the Send Secure button, you will be prompted that your message has
been sent successfully:

Nathan@RecipientCustomer.com @ Help o Sign Out

[» ForRcePOINT

You have successfully sent a secure message.

ack to original m.

Security

How secure are secure messages?

The secure email is encrypted with the equivalent of a 1024-bit key. It uses the
breakthrough Identity-Based Encryption to ensure the privacy of your personal data
without compromising ease of use. Each message is also signed by the sender to
ensure authenticity of the sender and data integrity of the message.

In addition, all decrypted email messages are viewed through your Web browser using
an SSL/TLS connection.
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How do | sigh out?

In order to sign out, click the Sign out link at the top right corner. You have been
successfully signed out when you see the following message:

@ Help

[» FoRCEPOINT

Signed Out

You are now signed out.

To view your secure message:
1. Return to your inbox
2. Open the desired message
3. Follow the instructions in the message

Email Security Powered by Voltsge IBE™
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