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Thank you for choosing Email Archive. This Journaling Guide provides information you need

to set up the Email Archive journaling feature to work seamlessly with your Microsoft

Exchange Server. If you encounter any issues with the journaling process or have any questions,
we have a dedicated support team ready to help you.

How to Use this Guide

The Email Archive Message Journaling feature receives, classifies, and archives emails that

originate from our customers’ Exchange Servers. Follow the steps below to adjust the settings

of your Microsoft Exchange Server 2007 to enable Message Journaling. This feature sends a

copy of every email sent to and from your Exchange Server to the Websense servers.

Email Archive then reviews, classifies (based on content and sender’s address), and archives

these emails. To begin the process, log on to your Exchange Server with your administrator account.

To set up message journaling for ALL email addresses, follow these steps:

Step One: Create a Journaling Contact Page 03
Step Two: Create an SMTP Send Connector Page 08
Step Three: Activate Journaling Page 15

To set up message journaling for SELECT email addresses, follow these steps:

Step One: Create a Journaling Contact Page 03
Step Two: Create an SMTP Send Connector Page 08
Step Three: Create a Compliance Distribution Group Page 18
Step Four: Implement Journal Rules Page 21

Other Resources

Message Journaling Best Practices Page 26
Follow best practices to ensure proper archiving of your journaled emails.

Troubleshooting Tips Page 26
See troubleshooting tips if journaling is not working as expected.
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Step One: Create a Journaling Contact

Open the Exchange Management Console by selecting All Programs > Microsoft Exchange Server 2007 >
Exchange Management Console from the Start Menu.

[#istat | (3 & |

1. Under the Exchange Management Console, expand the Recipient Configuration folder in the left-hand menu.

2. Right-click on Mail Contact and select New Mail Contact.
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3. Select New contact.
4. Click Next here.

How Mail Contact
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5. Inthe New Mail Contact popup window, type “Journaling” in the First Name text field.
6. Type “Websense” in the Last Name field.
7. Type “JournalingWebsense” in the Alias field.
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8. Click Edit.
New Mail Contoact
bt ¢
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9. Type the [Local address provided by Websense] in the External e-mail address field.

NOTE: This address is unique for each domain. You should have received the email address with this
document. If not, please contact Websense Support. A sample address for EMEA is:
mycompany@Websense-Journal.archivesuite.com A sample address for the U.S.

and all other locales is: mycompany@Websense-Journal.archivecloud.net

10. Click OK.

SMTP Address i x|

E-mad addiess:
|ana| Address provided by Websense

E-mad lype.
[SMTP
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11. Click Next.
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12. Click New.
Now Mail Contact
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First name: Journaling

Last name: Websense

Contact name: Journaling Websense

Alias: JournalingWebsense

External e-mail address: Local Address provided by Websense
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13. Click Finish.

New Mail Contact

B Iriroducton Completion
1 Contact lnfermation The woard completed successiully, Clck Firith i clote s wazaed
[
F1 How Mad Cortact E:::v?r:i?:“umded 0 fded
£3 Cospleton % Joumalng Advisormal o 2
Exchange Management Shell command completed:
NewmailContact=ExternalEmailtddres=:Local address provided by Websenze

MName “Journaling Websense’ Alias "JournalingWWebsense® OrganizationalUnit
“contoso.com/Uzers’ FirstName: Websenze' Initialz ™ LaztName Websense' "

Elapsed Time: 00:00:04

Select ChileC 10 copy the contents of ths page.

You have successfully created a Journaling Contact.
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Step Two: Create the SMTP Send Connector

1. Expand Organizational Configuration in the left-hand menu.
2. Select Hub Transport.
3. Right click on Hub Transport.
4. Select New SMTP Send Connector.
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5. Type “Journaling” in the Name field.

6. Click Next.

Hew SMTP Send Connector
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7. Click on Add to open the Add Address Space popup window.
L]
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8.

Type the [Address Space Domain provided by Websense] in the Domain field.
For EMEA, this domain is Websense-Journal.archivesuite.com

For the U.S. and all other locales, this domain is Websense-Journal.archivecloud.net

9. Click OK.

Add Address Space

x|
Domain:

| Address Space Domain

[ Inchude all subdomains

T D coee |
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10. Click Next.

&
How SMITP Send Connoclor
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11. Select “Route mail through the following smart hosts.”
12. Click Add.
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13. Select “Fully qualified domain name (FQDN).”
14. Type the [smart host name provided by Websense] into the text field.
For EMEA, this domain is Websense-Journal.archivesuite.com
For the U.S. and all other locales, this domain is Websense-Journal.archivecloud.net

15. Click OK.

Add smart host 1 ﬂ

" IP Addess:
| 0 i i 0
Example: 192.168.10.10

& Fully qualified domain name (FODN):
| Smart host name

Example: smarthost company.com

q OK p Cancel

16. Click Next.

New SMTP Send Connactor
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17. Click Next.

Now SMTI* Send Connector
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19. Click New.

New SMTP Send Connector
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20. Click Finish.
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You have successfully created the SMTP Send Connector.

21. Optional: Setup Require TLS command on the SMTP Send Connector.

Exchange 2007 always tries to send emails using TLS encryption. If the recipient server does not support TLS
encryption, Exchange 2007 reverts to sending the email without TLS encryption. Clients who want to ensure
that their email is only being sent using TLS encryption should complete the following steps.

a. Open the Exchange 2007 Management Shell.

b. Atthe command prompt, type in Set-SendConnector -RequireTLS:Strue -ld <name of your journaling
send connector>.

c. To verify the current settings, type in Get-SendConnector |fl and look for Require TLS = true on the
journaling send connector you created.

d. If the send connector goes to retry and the queue starts to buildup after Require TLS is enabled, the most
likely cause is your network firewall blocking TLS. The ESMTP packet inspection should be disabled on the
firewall. If your firewall is blocking the TLS, you can change the Require TLS back by entering the following
command at the command prompt, Set-SendConnector -RequireTLS:S$false -ld <name of your journaling
send connector>.
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Step Three: Activate Journaling (All Email Addresses)

1. Expand Server Configuration menu.
2. Select Mailbox.
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3. Right click on Mailbox Database in right-hand side of window.
4. Select Properties.
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5.

6.

Check Journal Recipient.
Click on Browse.

Mailbiax Database Properties
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7.
8.

Select Journaling Websense mail contact.
Click OK.

il
Bl Vew Scoe

Search; Fd Nowr

| Display Name: = | Adae | Recgmnt Type | Promary
o Admwratrator Adnenests ol of Uzer Malox

Journaling Websense

JournalingWebsense Mail Contact

|

| 3
C o D oma |
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9.

Click OK.

“asdbaw Dot abase Properties

Germial | Limts | Chort Settrgs |

it [id:n:n Diatsbare

Database path € \Proxgam Pl \Microsolt\E schangs Senver\Mally
Distobase ccpy path

Last hdl backigy

Lot mcremertal backag:

Stah Mounked

Modfed Frclay, Febnsary 0, 2007 353 44 P

R Jounal Recomsnt

| Journaling Websense

Manisnance schadule
| sy rom 200.4M, b0 600D M

|  Customze_ '
™ Do rot mount this detabase of slatup
I Iha detsbane can be oversaten by & iefoe

Do | [

J

You have successfully activated Message Journaling.
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Step Four: Create Compliance Distribution Group (Select Email Addresses)

1. Expand Recipient Configuration menu.
2. Right click on Distribution Group.
3. Select New Distribution Group.

1 = e Saragement § o
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4. Select New group.
5. Click Next.

O \etiiducton Introductian
Thas wazed wall uache jacis theough the slaps lon crsstreg & ness distnbubion group of
L Growp Indornation =
[ Mew Dubibation Group o r
| Commphstion R el -
F [Fgw g |
" Eysing goup

i —

Belp I ¢ Back -IIQI' Cancel I

Page 18



Journaling Guide for Exchange 2007

6. Type “Compliance” in Name field.

7. Click Next.

‘% MNew Distribution Group

Heb I

8. Click New.
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9. Click Finish.
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You have successfully created a Compliance Distribution Group.

You can now add compliance users into the group.
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Step Five: Implement Journal Rules (Select Email Addresses)

1. Expand Organization Configuration menu.
2. Select Hub Transport.
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3. Right click on Hub Transport.
4. Select New Journal Rule.

Elrpil selundagpe Masnmgeriesnt Cossoales

Blo  fikon  Yew Helo
= =+ Mm@ r#?m

L2 Meraceft Ducharegs

B Hub Transpor O obhjects
[5] Wi Cwgarization Conflguration
T Fhoanotes Do | Pricmpt ed O o s | E-iisall fckiimis Pofcios
2, Clienl Acces Trarmport Fules Journaing SendCorneciors | Edge Subscrpliony
B b Trancoor g L | ltwumad E-snmil Acddimes | Seapn | Stmiua
B AT PERY PUEITROOE DOamiai. . .
@1 Server Corfigursty  Mew frosptad Domain... 1 here see no dbeme 1o thow in ths e
7] E W ipemed el g e Mew: E-mall Address Policy .
B Toolbox B Trarmsporl Flade. .,
Flew Gond Connsctor ..
Mew Edgs Sybseripbion. . .
b ] L
Bofrosh
el
a| .."_|

Page 21



5.
6.

7.
8.

Click Browse.
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Journaling Guide for Exchange 2007

Type “Compliance Group Journal rule” in Rule name field.
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9. Check Journal messages for recipient.

10. Click Browse

w New Journal Hule
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11. Select Compliance group.
12. Click OK.
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13. Click New.
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You have successfully implemented Journal Rules.
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Message Journaling Best Practices

w

When adding or deleting a user mailbox on your Exchange Server, make sure you also update that user in the
Websense Email Archive system.

Set up queue alerts and monitor your Exchange Server for issues.

Make sure you hide the journal recipient(s) from your Global Address List (GAL).

Set maximum message size allowed on your Exchange Server to 20 MB if you are journaling to AdvisorMail
(messages above 20 MB will not be archived) and 40 MB if you are journaling to Mail Archive (messages above
40 MB may not index properly, but they will be archived).

Troubleshooting Tips

Some things to check, if journaling is not working as expected:

1.

After you set up journaling, if emails become backed up in the message queue or are moved to the Emails with
unreachable destination queue:

a. Make sure the Journaling Contact SMTP Email Address is spelled correctly.

b. Make sure your firewall is not blocking outbound emails. Many firewalls can block emails sent using TLS
encryption, even if they are set to allow all outbound emails. If you have a Cisco firewall, chances are very
high that the ESMTP packet inspection is enabled and blocking the TLS-encrypted emails. For more
information, visit Cisco support by clicking on the link below or copying and pasting it into your web
browser.
http://www.cisco.com/en/US/docs/security/asa/asa72/release/notes/asarn723.html#wp219670

If emails are journaling to the Journaling User Mailbox, but no emails are showing up in your archive:
a. Make sure the Journaling Contact SMTP Email Address is spelled correctly.

b. Use Message tracking and search for emails sent to the contact with the address you added to the
contact (the local address you received from Websense).

If you have a mixed-mode configuration (i.e., Exchange 2003 and Exchange 2007) and emails are journaling,
but some or all emails seem to archive incorrectly, check the following:

a. Make sure your Journaling Send Connector is using your Exchange 2007 Bridgehead (not the Exchange
2003 Bridgehead) to send messages.
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