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About this release

This is the first release of the Forcepoint Endpoint Context Agent (Forcepoint ECA)
software and the Executable List Tool. This document contains important information
about the current release. We strongly recommend that you read the entire document.

Forcepoint ECA is a client application monitoring tool. It intercepts network system
calls on Windows endpoint machines and provides user and application information to
the Forcepoint Next Generation Firewall (Forcepoint NGFW).

The Executable List Tool generates a list of all executable files installed on an
endpoint machine. The list is used in the Forcepoint NGFW policy to identify the
permitted executable files.

The Executable List Tool is a stand-alone tool and is not included in the Forcepoint
ECA installation package. For detailed information about obtaining and running the
Executable List Tool, see the Executable List Tool Guide.

System requirements

Forcepoint ECA is compatible with several Microsoft Windows operating systems.
Windows endpoint machine requirements:

e Windows 10

m  x64 and 86 (Pro and Enterprise)
e Win 8/8.1 with KB2999226

m  x64 and 86 (Pro and Enterprise)
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https://support.forcepoint.com/Documentation
https://www.microsoft.com/en-us/download/details.aspx?id=49082

e Win 7 SP1 with KB3033929 and KB2999226
m  x64 and 86 (Pro, Enterprise, and Ultimate)

Windows Server requirements:

e Windows Server 2012
e Windows Server 2016

Build version

Forcepoint ECA 1.1.0 for Windows build version is 5134.
The Executable List Tool build version is 5013.

Product binary checksums

Use the checksums to make sure that the installation files downloaded correctly.
ECA Client Win32 cd en 5134.zip

MDS5:

F175782F3250869B096FCAL1CC8B630ED
SHA1SUM:
B3FE1E020A4282A71A0E4BCDAASBFF3638787899
SHA256SUM:

BB106908AB0B274DC815B13759D5BD0A41D42857932797657C3A876A6DDC
61B7

FileInfoExtract.exe

MD5:

C52D7C2DFF91D5834DD2E71F56843E44
SHA1SUM:
1D54FF92A68F47D4298553E06527F831A700ECID
SHA256SUM:

F78AA1F6229593250665E67E3ABF651137EA8D4AFO0D2366E60E372764E4B7
0D6C
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Compatibility

Forcepoint ECA is recommended for use with these Forcepoint NGFW component

versions.

Component Minimum compatible Recommended version
version

Forcepoint Next Generation | 6.3.0 Latest 6.3.x maintenance
Firewall (Forcepoint version or newer
NGFW)
Forcepoint NGFW Security | 6.3.0 Latest 6.3.x maintenance
Management Center (SMC) version or newer

Installation instructions

For complete installation instructions for Forcepoint ECA, see the Installation and
Deployment Guide for Forcepoint Endpoint Context Agent.

For detailed information about running the Executable List Tool, see the Executable
List Tool Guide.

Known issues

For a list of known issues in the product release, see Knowledge Base article 14802.

Find product documentation

On the Forcepoint support website, you can find information about a released product,
including product documentation, technical articles, and more.

You can get additional information and support for your product on the Forcepoint
support website at https://support.forcepoint.com. There, you can access product
documentation, Knowledge Base articles, downloads, cases, and contact information.

Product documentation

Every Forcepoint product has a comprehensive set of documentation. For more
information about Forcepoint ECA, consult the following documents:

e Forcepoint Endpoint Context Agent Installation and Deployment Guide
e Forcepoint Endpoint Context Agent Executable List Tool Guide
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e Forcepoint Next Generation Firewall Product Guide

e Forcepoint Next Generation Firewall online Help
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