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Deployment and
Installation Center

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Filter, Web Security, Web « Planning your deployment, page 1
Security Gateway, and Web o Installation scenarios, page 2
Security Gateway Anywhere, .
V77X + Upgrade scenarios, page 2

Data Security, v7.7.X

Email Security Gateway and
Gateway Anywhere, v7.7.X

Use the Deployment and Installation Center to find planning information and
installation instructions for Websense Web, Data, and Email Security solutions.

+ If you areinstalling Websense security solutions for the first time, start with the
topics under Planning your deployment, page 1.

+ When your planning is complete, select your installation path under Installation
scenarios, page 2.

+ If you are upgrading from a previous version, see Upgrade scenarios, page 2.

Planning your deployment

For general requirements and considerations for all Websense security solutions, see:

o Systemrequirements for this version, page 2
+ Preparing for installation, page 14

For planning guidelines specific to your solution, see:

o Wb Security Deployment Recommendations, page 23
= Deploying Web Security for a distributed enterprise, page 65
Content Gateway Deployment, page 83
Planning Data Security Deployment, page 103
Email Security Gateway Deployment, page 163
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Installation scenarios

Installation overview: Web Filter and WWeb Security, page 193
Installation overview: Web Security Gateway, page 197
Installation overview: Web Security Gateway Anywhere, page 200
Installing Data Security Solutions, page 303

Installing appliance-based Websense solutions, page 247
Installation Overview: TRITON Enterprise, page 175

* 6 ¢ O o o

For supplemental information for all Websense security solutions, see:

+ Installing components via the Custom option, page 383
+ Obtaining Microsoft SQL Server, page 21

Upgrade scenarios

+ Upgrading Websense Security Solutions to v7.7.x, page 567

System requirements for this version

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Filter, Web Security, Web ¢ TRITON management server
Security Gateway, and Web requirements, page 2
Security Gateway Anywhere, + Reporting database requirements,
V7.7.X page 5
Data Security, v7.7.x + Requirements for Web Security
Email Security Gateway and solutions, page 6

Gateway Anywhere, v7.7.x o Email Security Gateway

requirements, page 8

+ Data Security requirements, page
9

TRITON management server requirements

The machine that hosts core management components for al Websense security
solutionsisreferred to asthe TRITON management server. This machine hosts the
TRITON Unified Security Center (TRITON console), which includes:

+ Theinfrastructure uniting all management components

2 4 Websense TRITON Enterprise
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+ A settings database, holding administrator account information and other data
shared by all management components

+ One or more management modules, used to access configuration, policy
management, and reporting tools for a Websense security solution. Available
modules include:

= TRITON - Web Security
m  TRITON - Data Security
s TRITON - Email Security

Additional components may also reside on the TRITON management server.

Typicaly, the TRITON management server is a Windows Server 2008 R2 machine. If
only the Web Security management module (TRITON - Web Security) is used, the
TRITON management server can also be hosted on:

+ Windows Server 2008 32-bit
& A V-Series appliance (recommended for evaluations only)

Windows Server Windows Server V-Series
2008 R2 (Standard 2008 (Standard and | Appliance
and Enterprise) Enterprise) 32-bit

Data Security f

Web Security f f f

Email Security f

Hardware requirements

The following are minimum hardware recommendations for a TRITON management
server. The requirements are different depending on whether Microsoft SQL Server
2008 R2 Expressisinstalled on the management server or aremote installation of
SQL Server is used.

Deployment and Installation Center » 3
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With local reporting database

TRITON console modules Minimum requirements

TRITON - Web Security | 4 CPU cores (25 GHz), 4 GB RAM, 100
GB Disk Space

TRITON - Data Security 4 CPU cores (2.5 GHz), 8 GB RAM, 240
GB Disk Space

TRITON - Web Security and Data 4 CPU cores (2.5 GHz), 8 GB RAM, 240

Security GB Disk Space

TRITON - Email Security and Data 4 CPU cores (2.5 GHz), 8 GB RAM, 240

Security GB Disk Space

All TRITON modules (Web Security, 8 CPU cores (2.5 GHz), 16 GB RAM, 240

Data Security, and Email Security) GB Disk Space

Notes:

+ Data Security allowsfor either local or remote installation of the forensics
repository. If the repository is hosted remotely, deduct 90GB from the Data
Security disk space requirements.

+ Itisstrongly recommended you allocate more than the minimum listed disk space
to allow for scaling with use.

+ If you chooseto install the Websense product on a drive other than the main
Windows drive (typically C drive), then you must have at least 2GB free on the
main Windows drive to accommodate for files to be extracted to this drive.

With remote reporting database

TRITON console modules Minimum requirements

TRITON - Web Security 4 CPU cores(2.5GHz), 4GB RAM, 7GB
Disk Space

TRITON - Data Security 4 CPU cores (2.5 GHz), 8 GB RAM, 140
GB Disk Space

TRITON - Web Security and Data 4 CPU cores (2.5 GHz), 8 GB RAM, 146

Security GB Disk Space

TRITON - Email Security and Data 4 CPU cores (2.5 GHz), 8 GB RAM, 146

Security GB Disk Space

TRITON - Web Security, Data Security, | 8 CPU cores(2.5GHz), 16 GB RAM, 146

and Email Security GB Disk Space

Note:

+ Itisstrongly recommended you have more disk space than the minimum specified
aboveto alow for scaling with use.
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+ If you choose to install the Websense product on a drive other than the main
Windows drive (typically C drive), then you must have at least 2GB free on the
main Windows drive to accommodate for files to be extracted to this drive.

TRITON console browser support

Use any of the following Web browsers to access the TRITON Unified Security
Center.

Browser Versions

Microsoft Internet Explorer 8* and 9

Mozilla Firefox 4.x through 13.x

Google Chrome 13 and later

* For Internet Explorer 8 only, do not use compatibility mode.

Virtualization systems

All TRITON Unified Security Center components are supported on these
virtualization systems:

+ Hyper-V over Windows Server 2008 R2

¢ VMware over Windows Server 2008 R2

Note that this support is for the TRITON console only. Other components (used for

filtering, analysis, reporting, or enforcement) may have additional requirements that
are not supported by these virtualization environments.

Directory services for administrator authentication

If you alow usersto log on to the TRITON console using their network accounts, the
following directory services can be used to authenticate administrator logons:
Microsoft Active Directory

Novell eDirectory

Lotus Notes

Oracle Directory Server

Generic LDAP directories

* 6 6 o o

Reporting database requirements

For al Websense security solutions, Microsoft SQL Server is used to host the
reporting database.

¢ TheTRITON Unified Installer can be used to install Microsoft SQL Server 2008
R2 Express on the TRITON management server machine.

m  Thisconfiguration is best for evaluations and small deployments.
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m  Only usethe version of SQL Server 2008 R2 Express included in the
Websense software installer.

+ Larger organizations are advised to use a Standard or Enterprise version of
Microsoft SQL Server. Note that these SQL Server versions cannot reside on the
TRITON management server.

Supported Data Security Web Security Email Security
Database Engines

SQL Server 2005 SP4* f

SQL Server 2008** f f f

SQL Server 2008R2 | ' '

Express ™ .I'I--. b .I'I--. b .I'I--.

SQL Server 2008

s v o o

*All editions except Web, Express, and Compact; 32- and 64-bit, but not |A64.

** Al editions except Web, Express, and Compact; all service packs, 32- and 64-hit,
but not |A64.

***All editions except Web and Compact; al service packs, 32- and 64-bit, but not
|AB4.

Note: SQL Server clustering may be used with all supported standard and enterprise
versions of Microsoft SQL Server for failover or high availability.

Requirements for Web Security solutions

Software components

Do not install Web Security components on a domain controller machine.
Most Web Security components can run on any of the following operating systems:

+ Windows Server 2008 (32-bit) and 2008 R2
+ Red Hat Enterprise Linux 5 and 6

The following components are Windows-only (not supported on Linux):
+ Linking Service

¢ Log Server

o DCAgent

¢ Real-Time Monitor

Websense Content Gateway is Linux only, supported on:

+ Red Hat Enterprise Linux 5 and 6

+ The corresponding CentOS version (CentOS version numbers have a one-to-one
correspondence with Red Hat Enterprise Linux version numbers)
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See System requirements for Websense Content Gateway, page 226, for more
information.

Components not available on Websense appliances

The following Web Security components do not run on Websense appliances. If used,
they must be installed off-appliance.
Real-Time Monitor

Log Server

Linking Service

Sync Service

Remote Filtering Server

All transparent identification agents:
= DCAgent

= eDirectory Agent

= Logon Agent

s RADIUS Agent

* 6 6 o o o

Client OS

The logon application (LogonApp.exe), Remote Filtering Client, and Web Endpoint
are supported on the following operating systems.

Windows XP with Service Pack 2 or higher (32-bit and 64-bit)

Windows Vista with Service Pack 1 or higher (32-bit and 64-bit)

Windows 7 (32-bit and 64-bit)

Windows Server 2003

Windows Server 2008 and 2008 R2

* & 6 oo o

In addition, for Web Endpoint, the following Web browsers fully support the endpoint
client on both 32-bit and 64-bit operating systems:

¢ Internet Explorer 7, 8, and 9
¢ Firefox 3.x,4.x,5,6,and 7

Full support means that the browser supports all installation methods, and both Web
scanning and filtering and proxy manipulation. All Web browsers support GPO
deployment, and Web scanning and filtering with the endpoint.

Integrations

Websense Web Security may be integrated with the following products.

Product Versions
Microsoft Forefront TMG ' 2008 or later
Cisco PIX Firewall ' vb5.3 or later
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Product
Cisco ASA

Cisco Content Engine

Versions

" PIX v7.0 or later
' ACNSV550r5.6

Cisco Router | 10Sv12.3 or later
Check Point ' Firewall-1 NGX, NGX 65, UTM-1 (VPN-1) Edge
Citrix XenApp  500r6.0
Directory Services
Directory Versions
Microsoft Active Directory (native or 2008 R2, 2008, 2003
mixed mode)
Novell eDirectory v8.5.1 or later
Oracle Directory Services Enterprise 119
Edition
Sun Java System Directory 7,6.2

RADIUS

Most standard RADIUS servers are supported. The following have been tested:

Microsoft IAS
Merit AAA

* 6 6 oo o

NMAS authentication

Livingston (Lucent) 2.x
Cistron RADIUS server

Email Security Gateway requirements

Email Security Gateway is exclusively appliance-based (V10000 G2 or V5000 G2),
except for the following components:

¢ TRITON - Email Security, which runs on the TRITON management server (see
TRITON management server requirements, page 2).

o Email Security L og Server, which runs on a Windows Server 2008 or 2008 R2

machine.
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Data Security requirements

Operating system

Data Security Supported Operating Systems 32-bit 64-bit
Component
Management server Windows Server 2008 Standard or
Enterprise, R2 o
Supplemental servers " Windows Server 2003 Standard or
Enterprise, R2 SP2 of
Windows Server 2008 Standard or
Enterprise, R2 o
Crawler agent Windows Server 2003 Standard or
Enterprise, R2 SP2 of
" Windows Server 2008 Standard or
Enterprise, R2 wf
SMTP Agent Windows Server 2003 Standard or
Enterprise, R2 o o
Windows Server 2003 Standard or
Enterprise, R2 SP2 o o
ISA Agent (ISA Server | Windows Server 2003 Standard or
2004/2006) Enterprise W
Windows Server 2003 Standard or
Enterprise, R2 i «f
" Windows Server 2003 Standard or
Enterprise, R2 SP2 of
TMG Agent (Forefront | Windows Server 2008 R2
TMG) 2008 o
Printer agent Windows Server 2003 Standard or
Enterprise of
" Windows Server 2003 Standard or
Enterprise, R2 o
Windows Server 2003 Standard or
Enterprise, R2 SP2 o
Protector*** CentOS 5.5, CentOS 5.7**
Mobile Agent CentOS 5.5, CentOS 5.7**
Data Endpoint client Windows 7
W W
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Data Security Supported Operating Systems 32-bit 64-bit
Component
' v7.7.3and beyond: Windows 8 (non-
Windows Store apps only) «f «f
Windows Vista
7 7
Windows XP
7 s
" Windows Server 2003
i i
Windows Server 2008
i i
v7.7.3 and beyond: Windows Server 2012
(non-Windows Store apps only) o o
v7.7.2: Mac OS X 10.6.7 - 10.7.4.
v7.7.3 and beyond: Mac OS X 10.6.7 - 10.8 o o
Red Hat Enterprise Linux/CentOS 4.8 with
stock kernel 2.6.9-89 « «
" Red Hat Enterprise Linux/CentOS 5.1 with
stock kernel 2.6.18-53**** o o
Red Hat Enterprise Linux/CentOS 5.5 with
stock kernel 2.6.18-194**** o o

Note: by default, Windows Server 2003 or X P support only 3 agents per client. If your
endpoint clients will be running multiple agents—for example the endpoint agent, an
antivirus agent, and an antispam agent—they should be updated to Windows XP SP3
or Windows Server 2003 SP2. In addition, you must modify their registry entries.

*Requires .NET 2.0 installed on system.

**This operating system isinstalled as part of the Protector “ soft appliance”
installation.

***Protector is supported on virtualization systemsin the Mail Transport Agent (MTA)
mode and/or as an ICAP server with remote analysis (no local analysis). Other modes
of deployment are not certified.

****The Linux endpoint requires FUSE support to enable USB detection. If you are
running CentOS 5.1, FUSE support is configured upon installation. 1f you are running
CentOS 5.5, FUSE support is built into the kernel. If you have upgraded from CentOS
5.1 to CentOS 5.5, you may not have FUSE support in your running kernel. If thisis
the case, please install the relevant FUSE packages before running the endpoint
installer.
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Data Security Server hardware requirements

Server hardware Minimum requirements | Recommended

CPU 2 Dual-core Intel Xeon 2 Quad-core Intel Xeon
processors (2.0 GHz) or processors (2.0 GHz) or
AMD equivalent AMD equivalent

Memory 4GB 8GB

Hard drives Four 72 GB Four 146 GB

Disk space 72 GB 292 GB

Free space 70 GB 70 GB

Hardware RAID 1 1+0

NICs 1 2

Data Security Server software requirements

The following requirements apply to all Data Security servers:

+ For optimized performance, verify that the operating system’s file cluster is set to
4096B. For more information, see the Websense knowledge article: “File System
Performance Optimization.”

+ Windows installation requirements:

m  Setthe partitionto 1 NTFS Partition. For more information, see the Websense
knowledge-base article: “File System Performance Optimization.”

»  Regional Settings: should be set according to the primary location. If
necessary, add supplemental language support and adjust the default language
for non-Unicode programs.

= Configure the network connection to have a static IP address.

m  The Data Security Management Server host name must not include an
underscore sign. Internet Explorer does not support such URLSs.

m  Short Directory Names and Short File Names must be enabled. (See http://
support.microsoft.com/kb/121007.)

m Create aloca administrator to be used as a service account. If your
deployment includes more than one Data Security Server, use adomain
account (preferred), or the use same local user name and password on each
machine.

»  Besureto set the system time accurately on the TRITON management server.
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Protector hardware requirements

Protector Minimum requirements | Recommended

CPU 2 Dual-core Intel Xeon 2 Quad-core Intel Xeon
processors (2.0 GHz) or processors (2.0 GHz) or
AMD equivalent AMD equivalent

Memory 2GB 4GB

Hard drives 2-72GB 4 - 146 GB

Disk space 70 GB 292 GB

Hardware RAID none 1+0

NICs 2 (monitoring), 3 (inline) 2 (monitoring), 3 (inline)

Recommended (optional) additional NICs for inline mode:

The following Silicom network cards are supported by the Data Security appliance.
NICs SKUs are:

*

PEGA4BPi - Intel-based Quad-Port Copper Gigabit Ethernet PCI-Express Bypass
Server Adapter

PEG2BPi - Intel-based Dual-Port Copper Gigabit Ethernet PCI-Express Bypass
Server Adapter

PXG4BPi - Intel-based Quad-Port Copper Gigabit Ethernet PCI-X Bypass Server
Adapter
PXG2BPi - Intel-based Dual-Port Copper Gigabit Ethernet PCI-X Bypass Server
Adapter
PEG2Fi - Intel-based Dual-Port Fiber (SX) Gigabit Ethernet PCI-Express Server
Adapter

PXG2Fi - Intel-based Dual-Port Fiber (SX) Gigabit Ethernet PCI-X Server
Adapter

Note

‘/ Websense does not support bypass products with -SD
drivers. If you are ordering a NIC based on Intel chips
82546 or 82571, be sure to order them in non-SD mode.
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Mobile Agent hardware requirements

Mobile Agent Minimum requirements | Recommended

CPU 4 core processors (for 4 core processors (for
example, Singlequad ortwo | example, Single quad or two
dual core processors), 2.0 dual core processors), 2.0
GHz Intel Xeon or AMD GHz Intel Xeon or AMD
equivalents equivalents

Memory 8GB 8GB

Hard drives 2-72GB 4-146 GB

Disk space 70GB 292 GB

Hardware RAID | none 1+0

NICs 2 2

Data Endpoint hardware requirements

Windows

+ Pentium 4 (1.8 GHz or above)

¢ Atleast 512 MB RAM on Windows XP or 1GB RAM on Windows Vista,
Windows 7, Windows Server 2003, or Windows Server 2008

+ Atleast 200 MB free hard disk space

Linux

At least 1 GB RAM

1 GB free hard disk space (not including contained files and temporary buffers;
seethe TRITON - Data Security Help for information about contained files and
allocating enough disk storage for them)
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Preparing for installation

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web ¢ All Websense security solutions,
Security Gateway, and Web page 14
Security Gateway Anywhere,

¢ TRITON Unified Security Center,
page 16
W\eb security, page 17

Data Security, page 20

V7.7.X
Data Security, v7.7.X

Email Security Gateway and
Gateway Anywhere, v7.7.x

o V-Series Appliances, v7.7.x

All Websense security solutions
Before installing any Websense security solution, make a note of the following:

Windows-specific considerations

¢ Make sure all Microsoft updates have been applied. There should be no pending
updates, especially any requiring a restart of the system.

+ Inaddition to the space required by the Websense installer itself, further disk
space isrequired on the Windows installation drive (typically C) to accommodate
temporary files extracted as part of the installation process.

For information on minimum disk space requirements, see Hardware
requirements, page 3.

o NET Framework version 2.0 or higher isrequired to run the Windows installer. If
.NET 2.0isnot already installed, it is available from www.microsoft.com.

Note

Both .NET Framework 2.0 and 3.5 SP1 are required if you
areinstalling SQL Server Express.

Getting the Websense software installers

The Websense Windows installer is used to install TRITON Unified Security Center;
Web Security, Data Security, and Email Security components; and SQL Server 2008
R2 Express.

There are also Linux installers for installing Web Security components and Content
Gateway.

Theinstallers are also used to upgrade most prior-version components.
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Download the installers from mywebsense.com.

o TheWindowsinstaller isnamed WebsenseT RI TON77Setup.exe. Double-click it
to start the installation process.
If you have previously run the Websense installer on a machine, and you selected
the Keep installation files option, go to Sart > All Programs > Websense >
Websense TRITON Setup to restart the installer without extracting al of the
files a second time.

Websense TRITON Setup

s e
:-’! E E xit the inztallation?

Eil MOTE: “rou can restart the installsr uzitg Start > All Programs »
WWiebzenze » Websense TRITON Setup.

v Keep installation files ez Mo |

Note that the files occupy approximately 2 GB of disk space.
The Web Security Linux installer is WebsenseWeb77Setup_L nx.tar.gz.
The Content Gateway installer is WebsenseCG77_L nx.tar.gz.

Domain Admin privileges

Websense components are typically distributed across multiple machines.
Additionally, some components access network directory services or database servers.
To install Websense components, it isabest practiceto log in to the machine as a user
with domain admin privileges. Otherwise, components may not be able to properly
access remote components or services.

.\' Important
@

If you plantoinstal SQL Server 2008 R2 Express and will
use it to store and maintain Web Security data, you must
log in asadomain user wheninstalling it (i.e., log into the
machine as a domain user prior to running the Websense
installer).

Synchronizing clocks

If you are distributing Websense components across different machines in your
network, synchronize the clocks on al machines where a Websense component is
installed. It is a good practice to point the machines to the same Network Time
Protocol server.

Note

‘/ If you are installing components that will work with a
Websense V-Series appliance, you must synchronize the
machine’'s system time to the appliance’s system time.
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Antivirus

Disable any antivirus on the machine prior to installing Websense components. Be
sure to re-enable antivirus after installation. Certain Websense files should be
excluded from antivirus scans to avoid performance issues; see Excluding Websense
files from antivirus scans, page 724.

No underscores in FQDN

For best practices, do not install Websense components on a machine whose fully-
qualified domain name (FQDN) contains an underscore.

The use of an underscore character in an FQDN is not a supported I nternet
Engineering Task Force (IETF) standard, an official Internet standard, that Websense
complies with.

Note

Further details of thislimitation can be found in the IETF
specifications RFC-952 and RFC-1123.

TRITON Unified Security Center

In addition to the general preparation actions (see All Websense security solutions,
page 14), before installing the TRITON Unified Security Center, note the following:

+ Donotinstall the TRITON Unified Security Center on adomain controller
machine.

+ |If youwant to run Microsoft SQL Server on the TRITON management server, use
the Websense installer to install SQL Server 2008 R2 Express.

If you are using a remote installation of SQL Server, you can use any of the
supported versions (see System requirements for this version, page 2).

SQL Server 2008 R2 Express

The following third-party components are required to install Microsoft SQL Server
2008 R2 Express. Although the Websense installer will install these components
automatically if they are not found, it is abest practice to install the components first,
before running the Websense installer.

¢ NET Framework 3.5 SP1

Note

‘/ Because theinstaller requires .NET 2.0, both .NET 2.0 and
3.5 SP1 are required if you areinstalling SQL Server
Express.

¢ Windows Installer 4.5
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+ Windows PowerShell 1.0

PowerShell is available from Microsoft (www.microsoft.com).
If you will use SQL Server 2008 R2 Expressto store and maintain Web Security data,
you must log in to the machine as a domain user to run the Websense installer. Service
Broker, which isinstalled as part of SQL Server 2008 R2 Express, must be able to

authenticate itself against adomain. Logging in as a domain user when running the
installer makes sure Service Broker isinstalled to run as the domain user.

Web security

In addition to the general preparation actions (see All WWebsense security solutions,
page 14), see the following if you will be installing Web Filter, Web Security, Web
Security Gateway, or Web Security Gateway Anywhere components.

Filtering Service Internet access

To download the Websense Master Database and enable filtering, each machine
running Websense Filtering Service must be able to access the download servers at:
download.websense.com

ddsdom.websense.com

ddsint.websense.com

* 6 o o

portal .websense.com
& my.websense.com

Make sure that these addresses are permitted by all firewalls, proxy servers, routers, or
host files that control the URL s that Filtering Service can access.

Firewall

Disable any firewall on the machine prior to installing Websense components. Be sure
to disable it before starting the Websense installer and then re-enable it after
installation. Open ports as required by the Websense components you have installed.

Note

‘/ The Websense installer adds two inbound rules to the
public profile of Windows Firewall. Ports 9443 and 19448
are opened for TRITON Infrastructure. These ports must
be open to allow browsers to connect to the TRITON
Unified Security Center. Also, additional rules may be
added to Windows Firewall when installing Websense
Data Security components.

See Websense TRITON Enterprise default ports, page 712, for more information about
ports used by Websense components.
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Computer Browser Service (Windows Server 2008)

To install Websense software on a Windows Server 2008 machine, the Computer
Browser Service must be running (note: on most machines you will find it disabled by
default).

Network Agent

If you areinstalling Network Agent, ensure that the Network Agent machineis
positioned to be able to monitor and respond to client Internet requests.

In standalone installations (which do not include Content Gateway or athird-party
integration product), if you install Network Agent on a machine that cannot monitor
client requests, basic HTTP filtering and features such as protocol management and
Bandwidth Optimizer cannot work properly.

\' Important

o Donotinstall Network Agent on a machine running a
firewall. Network Agent uses packet capturing that may
conflict with the firewall software.

The network interface card (NI C) that you designate for use by Network Agent during
installation must support promiscuous mode. Promiscuous mode allows aNIC to
listen to IP addresses other than its own. If the NIC supports promiscuous mode, it is
set to that mode by the Websense installer during installation. Contact your network
administrator or the manufacturer of your NIC to seeif the card supports promiscuous
mode.

On Linux, do not choose a NIC without an | P address (stealth mode) for Network
Agent communications.

Note

J If you install Network Agent on a machine with multiple
NICs, after installation you can configure Network Agent
to use more than one NIC. See the “Network
Configuration” topic in the TRITON - Web Security Help
for more information.

Network Agent using multiple NICs on Linux

If Network Agent isinstalled on a Linux machine, using one network interface card
(NIC) for blocking and another NIC for monitoring, make sure that either:

& Theblocking NIC and monitoring NIC have I P addresses in different network
segments (subnets).

+ You delete the routing table entry for the monitoring NIC.

If both the blocking and monitoring NIC on aLinux machine are assigned to the same
subnet, the Linux operating system may attempt to send the block via the monitoring
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NIC. If this happens, the requested page or protocol is not blocked, and the user isable
to accessthe site.

Installing on Linux

Most Web Security components can be installed on Linux. If you are installing on
Linux complete the instructions below.

SELinux
Beforeinstalling, if SELinux isenabled, disable it or set it to permissive.

Linux firewall

If Websense software is being installed on a Linux machine on which afirewall is
active, shut down the firewall before running the installation.

Open acommand prompt.

Enter service iptables statusto determineif the firewall is running.

If the firewall is running, enter serviceiptables stop.

After installation, restart the firewall. In the firewall, be sure to open the ports
used by Websense components installed on this machine. See Websense TRITON
Enterprise default ports, page 712.

A w NP

Do not install Websense Network Agent on a machine
running afirewall. Network Agent uses packet capturing
that may conflict with the firewall software. See Network
Agent.

Q Important
2

Hostname

Before installing to a Linux machine, make sure the hosts file (by default, in /etc)
contains a hostname entry for the machine, in addition to the loopback address. (Note:
you can check whether a hosthame has been specified in the hostsfile by using the
hostname -f command.)

To configure hostname:

1. Set the hostname:
hostname <host>
Here, <host> is the name you are assigning this machine.
2. Also update the HOSTNAME entry in the /etc/sysconfig/network file:
HOSTNAME=<host >

3. Inthe/etc/hostsfile, specify the IP address to associate with the hostname. This
should be static, and not served by DHCP. Do not delete the second linein thefile,
the one that begins with 127.0.0.1 (the IPv4 loopback address). And do not delete
the third line in the file, the on that begins ::1 (the IPv6 loopback address).
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<IP address> <FQDN> <host>
127.0.0.1 localhost.localdomain localhost
::1 localhosté6.localdomainé localhosté

Here, <FQDN> is the fully-qualified domain name of this machine (i.e.,
<host>.<subdomains>.<top-level domain>)—for example,
myhost.example.com—and <host> is the name assigned to the machine.

\' Important

The hostname entry you create in the hosts file must be the
first entry in thefile.

TCP/IP only

Websense software supports only TCP/IP-based networks. If your network uses both
TCP/1P- and non-1P-based network protocols, only usersin the TCP/IP portion of the
network are filtered.

Data Security

See below for information about preparing to install Data Security components.

Do not install Data Security Server on a DC

Do not install Data Security Server on a domain controller (DC) machine.

Domain considerations

The servers running the Data Security software can be set as part of adomain or asa
separate workgroup. If you have multiple servers or want to perform run commands
on file serversin response to discovery, we recommend you make the server or servers
part of adomain.

However, strict GPOs may interfere and affect system performance, and even cause
the system to halt. Hence, when putting Data Security serversinto adomain, it is
advised to make them part of organizational units that don’t enforce strict GPOs.

Also, certain real-time antivirus scanning can downgrade system efficiency, but that
can berelieved by excluding some directories from that scanning (see Excluding
Websense files from antivirus scans, page 724). Please contact Websense Technical
Support for more information on enhancing performance.
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Obtaining Microsoft SQL Server

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.X

Data Security, v7.7.X
Email Security Gateway and Gateway Anywhere, v7.7.x

Prior to installing Websense components, Microsoft SQL Server must be installed and
running on a machine in your network.

& See System requirements for this version, page 2, for supported versions of SQL
Server.

+ Notethat full versions of Microsoft SQL Server are not included in your
Websense subscription, and must be obtained separately. Refer to Microsoft
documentation for installation and configuration instructions.

If you do not have SQL Server, you can use the Websense installer to install SQL
Server 2008 R2 Express, afree-of-charge, limited performance version of SQL Server
2008 R2. If you choose to use SQL Server 2008 R2 Express:

& Usethe Websense installer to install it. Do not download and install it from any
other source.

¢ Thisisthe only Express edition of SQL Server you can use with Websense
version 7.7.x solutions.

SQL Server 2008 R2 Express can be installed either on the TRITON management
server or on a separate machine. For smaller enterprises, if you want to run SQL
Server on the TRITON management server, it isabest practice to use SQL Server
2008 R2 Express. For larger enterprises, however, it is a best practice to run the
TRITON Unified Security Center and SQL Server on separate physical machines.

Note

J It isabest practice to use full versions of SQL Server in
production environments. SQL Server 2008 R2 Expressis
most appropriate for non-production or evaluation
environments. See Administering Websense Databases
for more information.

Toinstall SQL Server 2008 R2 Express on the TRITON management server, choose
to do so during the installation of TRITON Infrastructure. See Creating a TRITON
Management Server, page 180, for more information.
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Toinstall SQL Server 2008 Express R2 on any other machine run the Websense
installer in custom installation mode and select SQL Server Express. See Installing
QL Server 2008 R2 Express (without TRITON Infrastructure), page 417.
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Web Security Deployment
Recommendations

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.x

Deploying Web Security core components, page 24

Understanding Web Security standal one and integrated modes, page 30
Extending your Web Security deployment, page 31

Additional reporting considerations, page 35

Web Security required external resources, page 41

Maximizing WWeb Security system performance, page 42

Deploying Web Security hybrid filtering components, page 46
Deploying transparent identification agents, page 48

Hardware recommendations for standalone Web Security deployments, page 51
Sandal one deployment guidelines for Network Agent, page 53
Positioning Network Agent in the network, page 55

Deploying Remote Filtering Server and Client, page 62

Using the TRITON management server as policy source for filtering-only
appliances, page 64

® 6 6 6 O 6 0 O O O 0 0
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Deploying Web Security core components

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Filter, Web Security, Web + Core policy components, page 26
Security Gateway, and Web
Security Gateway Anywhere,
V7.7.X

Core management components,
page 28

+ Core reporting components, page
29

This section of the Deployment and Installation Center describes the core components
required by all Websense Web Security solutions, and explains how they are typically
distributed.

For information about how a deployment can be extended beyond the core
components, see Extending your Web Security deployment, page 31, and Deploying
transparent identification agents, page 48.

+ If you have a Web Security Gateway solution, also see Content Gateway
Deployment, page 83.
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+ Additional information for distributed enterprise deploymentsis availablein
Deploying Web Security for a distributed enterprise, page 65.

Software or appliance

/.-"__ s
s >,
]

Policy:

= Policy Broker .
+ Policy Server .
« Filtering Service

MNetwork Agent
User Service
Usage Monitor

Microsoft SQL Server—
« Log Database

2

Corporate
firewall

Clients

Management:
« TRITON Unified Security Center
« TRITON - Wab Security

Reporting:
* Log Server
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Core policy components

Policy Broker:

+ Manages requests from other components
for policy and configuration data

« One per deployment

+ Installed first (occurs automatically in a
“Web Security All" installation)

+ On “full policy source" appliance

Policy Server:

+ |dentifies other components and tracks their

e location and status

\ +  Multiple instances can be deployed

+ |Installed after Policy Broker and before
other components

+ On “full policy source" and “user
identification and filtering" appliances

Software or appliance
.

gr

Core policy components:
Folicy Broker

Folicy Server
Filtering Service
Metwork Agent

User Service

Usage Maonitor

Filtering Service:

+ Works with other components to filter
Internet activity and sends log data to Log
Server for use in reporting
Up to 10 per Paolicy Server
On all Web Security appliances

Other policy components:

« Network Agent monitors traffic in standalone
deployments. Up to 4 per Filtering Service.

+ LUser Service enables user- and group-
based filtering. 1 per Policy Server.

+ Usage Monitor enables alerting features
and Real-Time Monitor. 1 per Policy Server.,

To ensure effective filtering, Websense Web Security core management components
must be installed so that:
+ All components can communicate with a central installation of Policy Broker.

= There can be only one Policy Broker instance per deployment.

s Insoftwareinstallations, Policy Broker can run on Windows or Linux.

= With Websense appliances, Policy Broker is present on the full policy source
appliance only.
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Most components must be able to communicate with Policy Broker on port
55880. (The exceptions are all optional components:. transparent identification
agents, State Server, Multiplexer, Linking Service, and Directory Agent.)

Thereisacentral instance of Policy Server.

In software installations, the central Policy Server instance runs on the Policy
Broker machine.

With Websense appliances, Policy Server is present on the full policy source
appliance.

Additional instances of Policy Server can be deployed on Windows or Linux
machines, or on user identification and filtering appliances.

Most components must be able to communicate with Policy Server on ports
55806 and 40000. (The exceptions are Remote Filtering Server and State
Server.)

At least one instance of Filtering Service communicates with the central Policy
Server.

In software installations, Filtering Service can run on the same machine as
Policy Broker and Policy Server.

With Websense appliances, a Filtering Service instance is present on the full
policy sour ce appliance.

Additional instances of Filtering Service can be deployed on Windows or
Linux machines, or on either user identification and filtering (includes
Policy Server) or filtering only (must point to aremote Policy Server)
appliances.

Filtering Serviceis configured to receive HTTP(S) requests from one of the
following:

Content Gateway (Websense Web Security Gateway or Gateway Anywhere
deployments).

Network Agent (Websense Web Filter or Web Security standalone
deployments).

Anintegrated third-party firewall, proxy server, or caching application
(Websense Web Filter or Web Security integrated deployments).
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Core management components

TRITON Unified Security Center

+ Unified management console for Websense
Web, Data, and Email Security solutions

« One per deployment

* Includes a database to store configuration
information that applies to all modules

TRITON - Web Security:
+ Includes configuration, policy management,
and reporting tools for Websense Web

Core management components: gecurity Eolultions
+ TRITON Unified Security Center *  One per deployment
« TRITON - Web Security

Other management server components:

+ [Real-Time Monitor displays Intemet activity
details as it occurs

+ Linking Service gives Websense Data
Security access to Web Security user and
category information

The TRITON Unified Security Center (TRITON console) is the centralized
management console for Websense Web, data, and email security solutions. The
TRITON console includes global administrator settings and appliance connection
data, as well as 3 management modules. Web Security, Data Security, and Email
Security.

TRITON - Web Security is the console used to perform product configuration, policy
management, and reporting tasks for Websense Web Security solutions.

+ Instal all TRITON Unified Security Center components on a single Windows
server (sometimes called the TRITON management server).

m  For evaluation and demonstration purposes, TRITON - Web Security is
available on Websense appliances.

»  Asabest practice, use a separate, Windows-based TRITON management
server for production environments.

¢ TRITON - Web Security must be able to communicate with:
= Policy Broker on port 55880
= Policy Server on ports 40000, 55806, 55817, 55818, and 55824
m  Filtering Service on port 55807
= Log Server on ports 55812 and 55805
m  User Service on port 55815
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Core reporting components

Reporting:
+ Log Server

+ Log Database

Log Server

« Receives log data and stores it in the Log
Database

« Enables investigative reports, presentation
reports, and Web Security Dashboard
charts

s One per Policy Server

« Multiple Log Server instances can send
data to a central Log Server, which sends
the data to the Log Database

Log Database

* Requires a supported Microsoft SAOL Server
installation

+ Stores Infemet acfivity log data for use in
reports

+ One per deployment

Web Security Log Server receives information about Internet activity from Filtering
Service and processes it into the Log Database.

+ Instal Log Server on a dedicated Windows server.
m  Log Server does not run on Websense appliances.

m  Because collecting and processing log records is resource-intensive, Log
Server should typically not run on the same machine other resource-sensitive
components, like the TRITON console or Filtering Service.

+ The Log Database resides on a supported Microsoft SQL Server machine.
m Do not run Log Server on the SQL Server machine.

= By default, Log Server communicates with SQL Server on the default ODBC
port (1433). A custom port can be specified during installation. See Using a
custom port to connect to the Log Database, page 35.

¢ TheTRITON console machine must be able to communicate with Log Server and

the Log Database.
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Understanding Web Security standalone and integrated

modes

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

o Web Filter, Web Security, Web Security Gateway, and Web Security

Gateway Anywhere, v7.7.xX

Websense Web Filter and Web Security may either beinstalled as a standalone
solution, or be integrated with athird-party proxy, cache, or firewall product (for
example, Check Point Firewall-1 NGX, Cisco ASA, or Microsoft Forefront TMG).

*

In astandal one deployment, Websense Networ k Agent monitors Internet activity
from all users and forwards both HTTP(S) requests and requests made via other
protocols to Websense Filtering Service to determine whether to permit or block
the request.

For information about using Network Agent to enable a standal one deployment,
see Sandal one deployment guidelines for Network Agent, page 53.

In an integrated deployment, the third-party product (integration product)
forwards HTTP(S) requests, and sometimes also FTP requests, to Websense
Filtering Service to determine whether to permit or block the request.

For information about integrating Web Filter or Web Security with athird-party
product, see:

= Integrating Web Security with Check Point, page 445

= Integrating Web Security with Cisco, page 481

= Integrating Web Security with Citrix, page 513

= Integrating Web Security using ICAP Service, page 557

= Integrating Web Security with Microsoft Products, page 535
= Installing Web Security for Universal Integrations, page 563

Websense Web Security Gateway and Gateway Anywhere solutions include
Websense Content Gateway, a high-performance Web proxy that provides real-time
threat analysis and Web site classification. With Web Security Gateway solutions,
Content Gateway forwards HTTP(S) and FTP reguests to Websense Filtering Service
to determine whether to permit or block the request.

For information about deploying Content Gateway with Web Security Gateway or
Gateway Anywhere, see Content Gateway Deployment, page 83.
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Extending your Web Security deployment

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web + Filtering Services per Palicy
Security Gateway, and Web Server, page 32
Security Gateway Anywhere, + Network Agents per Filtering

V7.7.X Service, page 33

+ Policy Server, Filtering Service,
and State Server, page 33

+ Policy Server, Filtering Service,
and Multiplexer, page 34

In large, high-traffic, or geographically distributed organizations, you can deploy
multiple groups of policy components, each with its own Websense Policy Server
instance, to:

Provide load-balancing capabilities.

Improve filtering responsivenessin locations far away from the central Web
Security installation.

+ Manage high amounts of traffic.
All Policy Server instances connect to the same, central Policy Broker. Except in very

rare circumstances, al Policy Server instances also connect to the same, central
instance of TRITON - Web Security.

Each Policy Server instance can support:

+ Upto 10 Filtering Service instances (see Filtering Services per Policy Server,
page 32)

m  Each Filtering Service can support up to 4 Network Agent instances (see
Network Agents per Filtering Service, page 33)

1 User Service

1 Usage Monitor

1 Web Security Log Server

1 State Server (see Policy Server, Filtering Service, and Sate Server, page 33)
1 Multiplexer (see Policy Server, Filtering Service, and Multiplexer, page 34)

1 Directory Agent (Websense Web Security Gateway Anywhere only; see
Directory Agent, page 47)

* & 6 o o o
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Filtering Services per Policy Server

As abest practice, no more than 10 Filtering Serviceinstances should be deployed per
Policy Server. A Policy Server instance may be able to handle more, depending on the
load. However, if the number of Filtering Service instances exceeds the Policy
Server’s capacity, responses to Internet requests may be slowed.

Multiple Filtering Service instances are useful to manage remote or isolated sub-
networks.

The appropriate number of Filtering Service instances for a Policy Server depends on:

The number of users per Filtering Service

The configuration of the Policy Server and Filtering Service machines
The volume of Internet requests

The quality of the network connection between the components

If aping command sent from one machine to another receives aresponse in fewer
than 30 milliseconds (ms), the connection is considered high-quality. See Testing
the Policy Server to Filtering Service connection, page 32.

* 6 o o

If Filtering Service and Policy Server become disconnected, all Internet requests are
either blocked or permitted, as configured on the Settings > General > Account page
TRITON - Web Security. For more information, see Configuring your account
information in the TRITON - Web Security Help.

Filtering Service machines running behind firewalls or running remotely (at a great
topological distance, communicating through a series of routers) may need their own
Policy Server instance. In amultiple Policy Server environment, a single Websense
Policy Database holds the policy settings for all Policy Server instances. See the
TRITON - Web Security Help for more information.

Testing the Policy Server to Filtering Service connection

Run a ping test to check the response time and connection between the Policy Server
and Filtering Service machines. A response time of fewer than 30 millisecondsis
recommended.

1. Open acommand prompt (Windows) or terminal session (Linux) on the Policy
Server machine.
2. Enter the following command:
ping <IP address or hostnames>

Use the | P address or hostname of the Filtering Service machine.
On Windows machines, the results resemble the following:

C:\>ping 11.22.33.254
Pinging 11.22.33.254 with 32 bytes of data:

Reply from 11.22.33.254: bytes=32 time=14ms TTL=63
Reply from 11.22.33.254: bytes=32 time=15ms TTL=63
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Reply from 11.22.33.254: bytes=32 time=14ms TTL=63
Reply from 11.22.33.254: bytes=32 time=15ms TTL=63

Ping statistics for 11.22.33.254:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 14ms, Maximum = 15ms, Average = 1l4ms

In aLinux environment, the results look like this:

[root@localhost rootl# ping 11.22.33.254
PING 11.22.33.254 (11.22.33.254) 56(84) bytes of data.

64 bytes from 11.22.33.254: icmp seqg=2 ttl=127 time=0.417 ms
64 bytes from 11.22.33.254: icmp seqg=3 ttl=127 time=0.465 ms
64 bytes from 11.22.33.254: icmp seqg=4 ttl=127 time=0.447 ms
64 bytes from 11.22.33.254: icmp seqg=1 ttl=127 time=0.854 ms

Ensure that M aximum round trip time or the value of time=x.xxx msisfewer than 30
ms. If the time is greater than 30 ms, move one of the components to a different
network location and run the ping test again. If the result is still greater than 30 ms,
locate and eliminate the source of the slow response.

Network Agents per Filtering Service

As abest practice, no more than 4 Network Agent instances should be deployed per
Filtering Service. One Filtering Service instance may be able to handle more than 4
Network Agents, depending on the number of Internet requests, but if Filtering
Service or Network Agent capacities are exceeded, filtering and logging
inconsistencies may occur.

Network Agent can typically monitor 50 Mbps of traffic per second, or about 800
reguests per second. The number of usersthat Network Agent can monitor depends on
the volume of Internet requests from each user, the configuration of the network, and
the location of Network Agent in relation to the computersit is assigned to monitor.
Network Agent functions best when it is close to those computers.

Network Agent communicates with Filtering Service on port 15868.

Policy Server, Filtering Service, and State Server

If your deployment includes multiple instances of Filtering Service that might handle
arequest from the same user, an optional component, Websense State Server, can be
installed to enable proper application of time-based filtering actions. For example,
users can be granted quota time, which gives them access to sites in selected
categories for alimited (configurable) time period.

When State Server isinstalled, its associated Filtering Service instances share timing
information, so users receive the correct alotment of access to time-restricted
categories.

¢ State Server istypically installed on a Policy Server machine, and only one State
Server instance is required per logical deployment.
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A logical deployment is any group of Policy Server and Filtering Service
instances that might handle requests from the same set of users.

+ State Server can be enabled via the command-line interface on full policy source
or user identification and filtering appliances.

+ All Filtering Service instances that communicate with the same State Server
instance must share the same time zone, and the time on all machines must be in
synch.

State Server communicates with Filtering Service on port 55828.
Each Filtering Service instance can communicate with only one State Server.

All Filtering Service instances associated with the same Policy Server must
communicate with the same State Server.

+ Multiple Policy Server instances can share a single State Server.
In ageographically dispersed organization, where each location has its own Policy

Server and Filtering Service instances, deploy one State Server instance (on the Policy
Server machine or V-Series appliance) at each location.

In an organization where all requests are filtered through a central location, only one
State Server instance is needed.

Policy Server, Filtering Service, and Multiplexer

Websense Web Security solutions can be configured to pass logging data (the same
information processed by Log Server) to athird-party Security and Information and
Event Management (SIEM) product.

When SIEM integration is enabled, Websense Multiplexer collects log data from
Filtering Service and passesit to both Log Server and the integrated SIEM product.
(When SIEM integration is disabled, Filtering Service sends log data directly to Log
Server, with no intermediary.)

+ Multiplexer istypically installed on the Policy Server machine.

= When Policy Server resides on a V-Series Appliance, aways enable
Multiplexer on the appliance. Do not attempt to connect an off-appliance
Multiplexer instance to the on-appliance Policy Server.

= With software (non-appliance) installations of Policy Server, it does not
matter whether Multiplexer is on the same machine or a different machine.

Install one Muliplexer per Policy Server.
Multiplexer can be enabled via the command-line utility on full policy source or
user identification and filtering appliances.

Multiplexer communicates with the following components:

Policy Server on ports 40000, 55806, and 56010

Filtering Service on port 55805 (inbound)

Log Server on port 55805 (outbound)

SIEM integration (port varies, 514 for TCP and 515 for UDP)

* & oo o
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Additional reporting considerations

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web & Using a custom port to connect to
Security Gateway, and Web the Log Database, page 35
Security Gateway Anywhere, e Using SSL to connect to the Log
V7.7.X Database, page 35

¢ Using BCP for log record
insertion with SQL Server 2008,

page 36
+ Configuring distributed logging,
page 37

When you install Web Security reporting components, you can configure how those
components communicate with the SQL Server database (Log Database). Port and
encryption settings selected during installation can be changed after installation, if
needed.

In addition, if you are planning to deploy reporting components for alarge or
geographically distributed organization, and need to use a single, centralized database
for reporting, see Configuring distributed logging, page 37, for configuration options.

Using a custom port to connect to the Log Database

During TRITON Infrastructure and Websense L og Server installation, you can specify
which port to use for Microsoft SQL Server communication. By default, the standard
ODBC port (1433) is used.

If you want to use another port, keep in mind that SQL Server typically assigns:

+ A fixed port to the default instance (M SSQLSERVER)
+ A dynamic port to each named instance

Use the SQL Server Configuration Manager to configure the port used by each SQL
Server instance. See your Microsoft documentation for assistance.

Using SSL to connect to the Log Database

During TRITON Infrastructure and Websense Log Server installation, you are given
the option to connect to Microsoft SQL Server using an SSL-encrypted connection.

In determining whether to configure reporting and management components to use
SSL encryption for Log Database communication, keep in mind that:
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+ BCP (bulk copy program) cannot be used to add records to the Log Database.
+ Log Database connections are slower, which may affect reporting performance.

o If youarerunning TRITON - Web Security on a V-Series appliance (typically
done only for evaluations), the connection from the management console to the
database cannot be encrypted.

If SSL isrequired, no data can be displayed in the Web Security Dashboard or
other reporting tools.

Before enabling SSL encryption during Websense software installation, configure
Microsoft SQL Server encryption settings.

1. Launch SQL Server Configuration Manager (for example, Start > All
Programs > Microsoft SQL Server 2008 > Configuration Tools > SQL Server
Configuration Manager).

2. Right-click the SQL Native Client x.x Configuration entry used in your SQL
Server installation, then select Properties.

Two parameters are listed:

Force Protocol Encryption: The default setting (No) means that encrypted
connections are accepted but not required. This setting istypically best for use
with Websense security solutions.

If thisis set to yes, only encrypted connections are accepted.

Trust Server Certificate: The default setting (No) means that only
certificatesissued by a Certificate Authority (CA) are accepted for encrypting
connections to the database. This requires that a CA-signed certificate be
deployed to the SQL Server, Log Server, and TRITON management server
machines before Websense components can use a secure connection to
connect to the database.

When this parameter is set to Yes, self-signed SSL certificates may be used to
encrypt the connection to the database. In this case, the certificate is generated
by the SQL Server machine and shared by all components needing to connect
to the database.

If you enable SSL encryption during installation, Force Protocol Encryption is set to
Yes, and Trust Server Certificate is set to No, CA-signed certificates must be installed
on the TRITON management server and Log Server machines before the component
installation will succeed.

Using BCP for log record insertion with SQL Server 2008

The Web Security Log Database can use either of 2 methods to insert log records into
the Log Database (reporting database):

+ ODBC (Open Database Connectivity inserts records into the database
individually, using a database driver to manage data between Log Server and Log
Database.
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+ BCP (Bulk Copy Program) inserts recordsinto the Log Database in groups called
batches. This option is recommended because it offers better efficiency than
ODBC insertion.

Before you can use BCP for log record insertion with SQL Server 2008, 2 Microsoft
component must be installed on the Log Server machine:

o Microsoft SQL Server 2008 Native Client isinstalled by the TRITON Unified
Installer, when you install Web Security Log Server on the machine.

¢ Microsoft SQL Server 2008 Command Line Utilities are available as afree
download from Microsoft:

http://www.microsoft.com/en-us/downl oad/detail s.aspx?1d=16177

After you install the SQL Server 2008 Command Line Utilities, perform the following
configuration steps to ensure that Log Server can access the BCP utility:

1. Locate the bcp.exefileinstalled with the SQL Server 2008 Command Line
Utilities and make a note of the path to the file. The default location is:

C:\Program Files\Microsoft SQL
Server\100\Tools\Binn\bcp.exe

2. Navigate to the Websense bin directory (C:\Program Files or Program Files
(x86)\Websense\Web Security\bin\) and open L ogSer ver.ini in atext editor.

3. Locatethe BCPExePath parameter, and set its value to the path noted in step 1.
For example:

BCPExePath=C:\Program Files\Microsoft SQL
Server\100\Tools\Binn\bcp.exe

4. Save and closethe L ogServer.ini file.

5. Usethe Windows Servicesdialog box (Start > Administrative Tools > Services) to
restart the Websense L og Server service.

6. Usethe Settings > Reporting > Log Server pagein TRITON - Web Security to
configure Log Server to use BCP for log record insertion.

Configuring distributed logging

If you have alarge or distributed environment that requires multiple Log Server
instances, you can configure each Log Server to record data to a separate Log
Database. If you do not need a central repository of reporting data that can be used to
generate organization-wide reports, this may be the most efficient deployment option.

If you, however, you need a single Log Database in order to store all reporting datain
acentral location, you have 2 options:

+ Configureall Log Server instances to independently record their datain the same
Log Database.

+ Configure distributed Log Server instances to pass their data to a central Log
Server, which then records all log records from all instancesinto the Log
Database.
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Thefirst option does not require special configuration steps. You need only ensure that
each L og Server instance pointsto the same database (both database engine | P address
or hostname and database instance name).

The second option requires more planning and configuration detail, as outlined in the
sections that follow.

Note that centralized log processing is not asfast aslocal logging. Expect adelay of 4
or 5 minutes before the files from remote Log Servers appear in the cache processing
directory on the central Log Server.

Part 1: Prepare for centralized logging

1.

Identify or create a domain user account to use for running each Log Server
service. For example:

mydomain\WebsenseLogServer

This ensures that permissions are consistent for all instances, and facilitates
communication between distributed L og Server instances and the central instance.

Identify which Log Server instance will serve asthe central Log Server and note
its hostname or |P address.

All remote Log Server instances must be able to communicate with the central
Log Server machine.

Create a shared folder on the central Log Server machine for all Log Server
instances to access:

a. Createthefolder. For example:

C:\Program Files (x86) \Websense\Web
Security\bin\logscache\

b. Right-click the new folder and select Properties. On the Sharing tab, select
Sharethisfolder and provide the information requested.

Optionally, also restrict access to the folder to the domain user account
assigned to all Log Server instances.

The shared folder is available within the network viaits UNC file path
(\<host_name>\<folder name>). For example:

\\logserver0l\logscache

On the remote Log Server machines, create a mapped drive for the cache folder
created in step 3:

a. Log on to each Log Server machine as the domain user assigned to al Log
Server instances.

b. Open Windows Explorer and go to Tools > Map Network Drive.

c. Select adrive letter for the mapped drive, browse to the shared folder created
in step 3, and then click Finish.

d. Make surethat you can copy asmall text file from the remote Log Server
machine to the shared drive.
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Part 2: Configure the central Log Server

1.

Go to the central Log Server machine and use the Windows Services dialog box
(Start > Administrative Tools > Services) to stop Websense L og Server service.

Navigate to the Websense bin directory (C:\Program Files or Program Files
(x86)\Websense\Web Security\bin, by default) and open the L ogServer.ini filein
atext editor.

Search for the phrase “Centralized LogServer,” then make the following changes:

[CacheFileWatcher]

Active=true

TimeInterval=180
FilePath=<path to shared cache folder>

= Set the Active parameter to true to configure the central Log Server to
process cache files from remote Log Server instances.

= Optionaly, edit the Timel nterval value to determine how fregquently (in
seconds) the central Log Server checks the cache directory for new filesto
process.

m  SettheFilePath parameter to the shared directory you created in Part 1 of this
procedure (in the example above, the value is C:\Program Files
(x86)\Websense\Web Security\bin\logscache\).

Next, search for [Visits] section of the fileto change the UsingVisits parameter to
false. (This can also be configured viathe Settings > Reporting > Log Server page
in TRITON - Web Security.) The section looks like this:

[Visits]
VisitTime=10
UsingVisits=false
VisitSortTimeDelay=30

This ensures that visits processing (if enabled) is performed only once, by the
remote Log Server instances.

Note

‘/ When centralized logging is used, log record consolidation
is automatically disabled on remote Log Server instances
(regardless of the setting in LogServer.ini or TRITON -
Web Security). To use log record consolidation, enable it
for the central Log Server.

Save and close the file.

To configure this Log Server instance to run as the domain user created in Part 1
of this procedure:

a.  Inthe Windows Services dialog box, right-click Websense L og Server and
select Properties.

b. Select theLog On tab, then, under “Log on as,” click Thisaccount.

c. Browsetothedomain user created for this purpose, then enter and confirm the
account password.
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d. When you are finished, click OK to return to the main Services window.

7. Tostart Log Server, right-click Websense L og Server again, then select Start.

Part 3: Configure remote Log Server instances

1

Go to aremote Log Server machine and use the Windows Services dialog box to
stop the Websense L og Server service.

Navigate to the Websense bin directory, then open the L ogSer ver.ini file for that
instance in atext editor.

Search for the phrase “Remote LogServer” and make the following changes:

[LogFilel
MoveCacheFile=TRUE
MoveCacheFilePath=C:\Program
Files\Websense\bin\CacheProcessing
ProcessCacheFile=FALSE

[UserGroups]
ProcessGroups=FALSE
ProcessUserFullName=FALSE

;Distributed Logging Remote LogServer

[CacheLogging]

Active=true

TimeInterval=180

MinFileSize=1048576

MaxFileSize=5242880
CacheFileProcessingPath=C:\Program
Files\Websense\bin\CacheProcessing
CacheFileOutputPath=<UNC path to mapped drives>

Set the Active parameter to true to configure the remote Log Server to place
cache filesin the “ CacheFileProcessingPath” directory and forward them to
the central Log Server.

Optionadly, change the Timel nterval value to determine how often (in
seconds) the remote Log Server closesthe current cachefile and creates anew
one.

You can a'so edit the MinFileSize and M axFileSize (in bytes) for each cache
file. The default minimum is 1 MB; the default maximum is5 MB.

Set CacheFileProcessingPath to alocal directory on the remote Log Server
machine. Cache files are created on the local machine before being sent to the
mapped drive on for processing by the central Log Server.

Set CacheFileOutputPath to the UNC file path of the shared folder on the
central Log Server machine.

If you want to record visits (rather than hits), and have turned off visits processing
for the central Log Server service, make sure visits are enabled in the [Visitg]
section of the INI file for the remote Log Server instance.

[Visits]
VisitTime=10
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UsingVisits=true
VisitSortTimeDelay=30

Note

When centralized logging is used, log record consolidation
isautomatically disabled on remote Log Server instances
(regardless of the setting in LogServer.ini or TRITON -
Web Security). To use log record consolidation, enable it
for the central Log Server.

5. Save and closethefile.

6. To configure this Log Server instance to run as the domain user created in Part 1
of this procedure:

a. Inthe Windows Services dialog box, right-click Websense L og Server and
select Properties.

b. Select the Log On tab, then, under “Log on as,” click This account.

c. Browseto the domain user created for this purpose, then enter and confirm the
account password.

d. When you arefinished, click OK to return to the main Services window.
7. Tostart Log Server, right-click Websense L og Server again, then select Sart.

Repeat the process for each remote Log Server machine.

Web Security required external resources

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

o Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.X

Websense software relies on the following external resources and network
characteristics to function properly in your network.
¢ TCP/IIP

Websense software provides filtering in TCP/IP-based networks only.
o DNSserver

A DNS server isused to resolve requested URL sto an | P address. Network Agent,
Content Gateway, or your third-party integration product requires efficient DNS
performance. DNS servers should be fast enough to support Websense filtering
without becoming overloaded.

+ Directory services
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If Websense software is configured to apply user- and group-based policies, User
Service queries the directory service for user information. Although these users
and group relationships are cached by Websense software, directory service
machines must have the resources to respond rapidly if Websense software
reguests user information. See System requirements for this version, page 2, for
supported directory services.

For information on configuring Websense software to communicate with a
supported directory service, see the TRITON - Web Security Help. Websense
software does not need to run on the same operating system as the directory
service.

+ Network efficiency

The ability to connect to resources such as the DNS server and directory services
iscritical to Websense software. Network latency must be minimized if Filtering

Serviceisto perform efficiently. Excessive delays under high load circumstances
can impact the performance of Filtering Service and may cause lapses in filtering.

¢ Microsoft SQL Server

A supported version of Microsoft SQL Server is required to host the Log
Database, which stores reporting data for Websense Web Security solutions. See
System requirements for this version, page 2, for supported SQL Server versions.

m  SQL Server Standard or Enterprise works best for larger networks, or
networks with a high volume of Internet activity, because of its capacity for
storing large amounts of data over longer periods of time (severa weeks or
months).

m  SQL Server Express, afree, limited-performance database engine, is best-
suited to smaller networks, organizations with alow volume of Internet
activity, or organizations planning to generate reports on only short periods of
time (for example, daily or weekly archived reports, rather than historical
reports over longer time periods).

Maximizing Web Security system performance

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic
+ Web Filter, Web Security, and + Network Agent, page 43
Web Security Gateway o HTTP request logging, page 43

Anywhere), v7.7. .
(Anywhere), v7.7.x ¢ Microsoft SQL Server (Log

Database), page 43

¢ Log Database sizing
considerations, page 44
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Adjust Websense components to improve filtering and logging response time, system
throughput, and CPU performance.

Network Agent

Asthe number of users grows, or if Network Agent does not block Internet requests as
expected, place Network Agent on a different machine from Filtering Service and
Policy Server. You can aso deploy additional Network Agent instances and divide
network monitoring between them.

If Websense software is running in a high-load environment, or with a high capacity
Internet connection, you can increase throughput and implement load balancing by
installing multiple Network Agent instances. Install each agent on adifferent machine,
and configure each agent to monitor a different portion of the network.

+ Network Agent must have bidirectiona visibility into the network segment it
monitors.

+ |If multiple Network Agents are installed, each agent must monitor a different
network segment (IP address range).

+ If aNetwork Agent machine connectsto a switch, the monitor NIC must plug into
aport that mirrors, monitors, or spans the traffic of all other ports.

HTTP request logging

You can use Network Agent or an integration product to track HTTP requests and pass
the information to Websense software, which uses the data to filter and log requests.

Network Agent and some integration products also track bandwidth activity (bytes
sent and received), and the duration of each permitted Internet request. This datais
also passed to Websense software for logging.

When both Network Agent and the integration product provide logging data, the
amount of processor time required by Filtering Service increases.

If you are using both Network Agent and an integration product, you can avoid extra
processing by configuring Websense software to use Network Agent to log HTTP
reguests (enhanced logging). When this feature is enabled, Websense software does
not log HTTP request data sent by the integration product. Only the log data provided
by Network Agent is recorded.

Consult the TRITON - Web Security Help for configuration instructions.

Microsoft SQL Server (Log Database)

Under high load, Microsoft SQL Server operations are resource intensive, and can be
a performance bottleneck for Websense software reporting. For best results:

+ Donotinstall Web Security Log Server on the database engine machine.
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+ Provide adeguate disk space to accommodate the growth of the Log Database.
You can monitor growth and sizing information on the Settings > Reporting > Log
Database page in TRITON - Web Security.

Use adisk array controller with multiple drives to increase I/O bandwidth.

Increase the RAM on the Microsoft SQL Server machine to reduce time-
consuming disk 1/O operations.

SQL Server clustering is supported for failover or high availability.

Consult your Microsoft documentation for detailed information about optimizing
Microsoft SQL Server performance.

Log Database sizing considerations

L og Database disk space requirements vary, based on:

Network size

Volume of Internet activity

How long data must be available for use in reporting
¢ Logging settings

* & o

Itisimportant to host the database engine and L og Database on hardware that matches
or exceeds the requirements for expected load and for historical data retention.

Depending on the volume of Internet traffic in your network, and how much data your
organization is required to store (based on organizational policy or compliance
regulations, for example), the Log Database can become very large.

To help determine an effective logging and reporting strategy for your organization,
consider:
+ When isthe network traffic busiest?

Schedule resource intensive database and reporting jobs at lower-volume times to
improve logging and reporting performance during peak periods.

Seethe TRITON - Web Security Help for information about scheduling database
jobs, investigative reports, and presentation reports.

+ How long should log data be kept to support historical reporting?

Automatically delete partitions and trend data (stored in the catal og database)
after they reach this age to reduce the amount of disk space required for the Log
Database.

See the TRITON - Web Security Help for information about managing Log
Database partitions.

+ How much detail is really needed in reports?
To decrease Log Database size, consider:
m logging visitsinstead of hits (see Logging visits (default) vs. logging hits,
page 45)
= disabling full URL logging (see Logging full URLSs, page 45)
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= enabling consolidation (see Consolidation, page 45)

= only logging non-HTTP protocol traffic for selected protocols (see Protocol
logging, page 46)

= only logging HTTP and HTTPS traffic in selected categories (see Selective
category logging, page 46)

All of these logging settings can be customized in TRITON - Web Security. Tune

your logging settings to achieve the appropriate balance of size savings and report
detail for your organization.

Logging visits (default) vs. logging hits

When you log visits, onelog record is created for each Web page requested by a user,
rather than each separate file included in the Web page request. This creates a smaller
database and allows faster reporting.

When you log hits, a separate log record is generated for each HTTP request to
display any element of a Web page, including graphics and ads. This type of logging
resultsin alarger and more detailed database than the logging visits option.

Logging full URLs

Enabling full URL logging creates a larger database than with logging hits, and also
provides the most detailed reports. Log records include the domain name and the full
path to specific pages requested. Use this option if you want reports of real-time
scanning activity.

If the Log Database is growing too quickly, you can turn off full logging to decrease
the size of each entry and slow growth.

Consolidation

Consolidation helps to reduce the size of the database by combining Internet requests
that share the same value for all of the following elements, within a certain interval of
time (1 minute, by default):

Domain name (for example: www.websense.com)

Category

Keyword

Action (for example: Category Blocked)

User

* 6 6 o o

For example, the user visits www.cnn.com and receives multiple pop-ups during the
session. Thevisit islogged as arecord.

+ If consolidation is turned off (the default), and the user returns to the site later, a
second visit islogged.

+ If consolidation is turned on, additional visits to the site within a specified period
are logged as a single record, with a hits (i.e., visits) count indicating the number
of times the site was visited in that period.
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Protocol logging

If your deployment includes Network Agent, you have the option to log non-HTTP
protocol traffic (for example, instant messaging or streaming mediatraffic) in addition
toHTTP and HTTPS traffic.

The more protocols you choose to log, the greater the impact on the size of the Log
Database. You can specify whether or not to log a specific protocol in each protocol
filter that you create.

Selective category logging
By default, requests for URLsin all categories are logged. If your organization does

not want to report on Internet requests for some categories, you can disable logging
for those categories to help reduce Log Database size.

Deploying Web Security hybrid filtering components

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic
& Web Security Gateway & Sync Service, page 46

Anywhere, v7.7.x + Directory Agent, page 47

Websense Web Security Gateway Anywhere offers the ability to combine on-premises
and hybrid (in-the-cloud or security-as-a-service) Web security solutions to manage
Internet activity for your organization.

Two on-premises components are used to hybrid Web security functionality:

& Websense Sync Service
& Websense Directory Agent

Sync Service

Websense Sync Service is required to send policy updates and user and group
information from the on-premises deployment to the hybrid (cloud-based) service.
Sync Service a so retrieves reporting data from the hybrid service and passesit to Log
Server so that it can be used in reports.

There can be only one Sync Service instance in your deployment.

Sync Service can be installed on the Log Server machine.

If you have a distributed logging deployment (multiple Log Server instances
pointing to acentral Log Server), configure Sync Service to communicate with
the central Log Server.
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Sync Service must be able to communicate with:

* 6 6 o o o

The hybrid service on port 443

L og Server on port 55805 (outbound)

Directory Agent on port 55832 (inbound)

TRITON - Web Security on port 55832 (inbound)

Policy Broker on port 55880 (outbound)

Policy Server on port 55830 (inbound) and ports 55806 and 40000 (outbound)

Directory Agent

Websense Directory Agent is required to enable user, group, and domain (OU) based
filtering through the hybrid service.

Directory Agent collects user, group, and OU information from a supported directory
service and passesit to Sync Service in LDIF format. Sync Service then forwards the
information to the hybrid service.

Typicaly, only one Directory Agent instance is required in a deployment.

Directory Agent can be installed on the same machine as other Websense
components, including Sync Service and User Service.

With Websense appliances, Directory Agent isinstalled on the full policy source
or user directory and filtering appliance.

When Directory Agent isinstalled, it must connect to a Policy Server instance that
has an associated User Service instance.

= Directory Agent must communicate with the same directory service as User
Service.

= If you have multiple User Service instances connected to different directory
services, you can also have multiple Directory Agent instances, each
associated with a different Policy Server.

= All Directory Agent instances must connect to asingle Sync Service. (A
deployment can have only one Sync Service instance.)

Use TRITON - Web Security to configure the Sync Service connection
manually for all supplemental Directory Agent instances. See “ Directory
Agent and User Service” inthe TRITON - Web Security Help for
configuration steps.

Directory Agent must be able to communicate with:

L 4

Your supported LDAP-based directory service (Windows Active Directory in
Native Mode, Oracle Directory Server, or Novell eDirectory)

If your organization uses Windows Active Directory in mixed mode, user and
group data cannot be collected and sent to the hybrid service.

Websense Sync Service on port 55832
Policy Server on ports 55806 and 40000
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Once configured, Directory Agent collects user and group data from your directory
service and sendsiit to Sync Service in LDIF format. At scheduled intervals, Sync
Service sends the user and group information collected by Directory Agent to the
hybrid service. Sync Service compresses large files before sending them.

Deploying transparent identification agents

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic
& Web Filter, Web Security, and o Combining transparent
Web Security Gateway identification agents, page 49

(Anywhere), v7.7.x

Use Websense transparent identification agents to identify users without prompting

them for a user name and password in:

+ Standalone Web Security deployments

+ Integrated deployments in which the integration product does not send user
information to Filtering Service

There are 4 transparent identification agents:

o DC Agent is used with aWindows Active Directory. The agent:

= Works by identifying domain controllersin the network, and then querying
those domain controllers for user logon sessions

m  Can aso be configured to poll client machines to verify logon status
= Runson aWindows server and can be installed in any domain in the network

Note

Some DC Agent features require local and domain
administrator privileges.

= May use NetBIOS port 139 for automatic domain detection. If NetBIOS port
139 isblocked in your network, deploy aDC Agent instance for each virtually
or physically remote domain.

»  Communicates with Filtering Service on port 30600
¢ Logon Agent identifies users as they log on to Windows domains. The agent:
= RunsonalLinux or Windows server

= Requires a Windows-only client application (the Logon Application, or
LogonApp.exe) to be run on client machines

s Communicates with Filtering Service on port 30602
o eDirectory Agent isused with Novell eDirectory. The agent:
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= RunsonalLinux or Windows server
s Uses Novell eDirectory authentication to map users to | P addresses
= Communicates with Filtering Service on port 30700

+ RADIUSAgent can be used in conjunction with either Windows- or LDA P-based
directory services. The agent:

m  RunsonaLlinux or Windows server

s Workswith aRADIUS server and client to identify users logging on from
remote locations

»  Communicates with Filtering Service on port 30800

In deployments that cover multiple locations, you can install an agent instancein
multiple domains.

For example:

+ OneDC Agent instance can handle multiple trusted domains. Add additional
instances based on:
»  Theload placed on DC Agent

»  Whether aDC Agent instance can see all the domains on the network,
including remote offices

L oad results from the number of user logon requests. With alarge number of users
(10,000+ users, 30+ domains), having multiple DC Agent instances allows for
faster identification of users.

If multiple Filtering Services areinstalled, each Filtering Service instance must be
able to communicate with al DC Agent instances.

One Logon Agent isrequired for each Filtering Service instance.
OneeDirectory Agent isrequired for each eDirectory Server.
One RADIUS Agent instance is required for each RADIUS server.

It isabest practice to install and run RADIUS Agent and the RADIUS server on
separate machines. (The agent and server cannot have the same I P address, and
must use different ports.)

In some environments, a combination of transparent identification agents may be
appropriate within the same network, or on the same machine. See Combining
transparent identification agents, page 49.

See Installing VWeb Security components, page 392, for transparent identification agent
installation instructions. See the TRITON - Web Security Help for configuration
information.

Combining transparent identification agents

Websense software can work with multiple transparent identification agents. If your
environment requires multiple agents, it is best to install them on separate machines.

+ eDirectory or RADIUS Agent can be installed on the same machine as Filtering
Service, or on a separate server on the same network.
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+ Do not run eDirectory Agent and DC Agent in the same deployment.

The following table lists supported combinations of transparent identification agents.

Combination Same Same Configuration required
machine? network?

Multiple DC Agents | No Yes Ensure that all instances of DC
Agent can communicate with
Filtering Service, and that the
individual DC Agents are not
monitoring the same domain
controllers.

Multiple RADIUS No Yes Configure each agent to

Agents communicate with Filtering Service.
Multiple instances of the RADIUS
Agent cannot be installed on the
same machine.

MultipleeDirectory | No Yes Configure each instance to

Agents communicate with Filtering Service.

Multiple Logon No Yes Configure each instance to

Agents communicate with Filtering Service.

DC Agent + Yes Yes Each agent must use a unique port

RADIUS Agent number to communicate with
Filtering Service. By default, DC
Agent uses port 30600; RADIUS
Agent uses port 30800.

DC Agent + No No Communication with both a

eDirectory Agent Windows directory service and
Novel eDirectory isnot supported in
the same deployment. However,
both agents can be installed, with
only one agent active.

DC Agent+Logon | Yes Yes Configure each agent to use aunique

Agent port to communicate with Filtering
Service. By default, DC Agent uses
port 30600; Logon Agent uses port
30602.

RADIUS Agent + Yes Yes Configureall agentsto communicate

Logon Agent with Filtering Service.

eDirectory Agent+ | No No Communication with both Novell

Logon Agent

eDirectory and a Windows- or
LDAP-based directory serviceinthe
same deployment is not supported.
However, both agents can be
installed, with only one agent active.
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Combination Same Same Configuration required
machine? network?

RADIUS Agent + Yes Yes Configure each agent to use aunique

eDirectory Agent port to communicate with Filtering

Service. By default, eDirectory
Agent uses port 30700; RADIUS
Agent uses port 30800.

When adding agentsto TRITON -
Web Security, use an IP address to
identify one, and amachine nameto
identify the other. See the
Transparent Identification of Users
white paper for details.

DC Agent + Logon | Yes Yes This combination is rarely required.
Agent + RADIUS Configure each agent to use aunique
Agent port to communicate with Filtering

Service. By default, DC Agent uses
port 30600; Logon Agent uses port
30602; RADIUS Agent uses port
30800.

Hardware recommendations for standalone Web
Security deployments

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:
o Web Filter and Web Security, v7.7.x

In standalone deployments, Network Agent (rather than Content Gateway or athird-
party integration product) monitors network traffic and enables filtering of all
protocols, including HTTP, HTTPS, and FTP.

In a standal one deployment, one or more Network Agent instances:

Detects all TCP/IP Internet requests (HTTP and non-HTTP)
Communicates with Filtering Service to seeif each request should be blocked

* o o

Cadlculates the number of bytes transferred
+ Sendsarequest to Filtering Service to log Internet activity

The table below provides hardware recommendations for standalone deployments,
based on network size. System needs vary depending on the volume of Internet traffic.
The table does not include information for the TRITON management server (see
System requirements for this version, page 2).

Thefollowing baseline is used to create the recommendations:
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o 1-500users=1- 100 requests per second (rps)

¢ 500 - 2,500 users =100 - 500 rps
¢ 2,500 - 10,000 users = 500 - 2,250 rps

Important

@ ¢ Donotinstal Websense components on afirewall
machine. Firewall and Websense software function
and performance may be affected.

+ Each Network Agent machine must be positioned to
see all Internet requests for the machinesthat it is

assigned to monitor.

¢ eDirectory Agent or RADIUS Agent can be installed
on the same machine as Filtering Service, or on a
separate machine in the same network, but not on the
same machine as Websense Log Server.

If your network traffic exceeds these estimates, more powerful systems or greater

distribution of components may be required.

Network Filtering Components
Size

Reporting (Windows)

1 - 500 users Windows or Linux

+ Quad-Core Intel Xeon 5420
or better processor, 2.5 GHz
or greater

+ 4GB RAM
+ 10 GB free disk space

(Free space must equal at
least 20% of total disk space.)

Windows

+ Quad-Core Intel Xeon 5420
or better processor, 2.5 GHz
or greater

+ 4GB RAM

+ 100 GB free disk space

+ Microsoft SQL Server 2008
or 2005, or SQL Server 2008

R2 Express required for Log
Database

500 - Windows or Linux

2,500 users + Quad-Core Intel Xeon 5420
or better processor, 2.5 GHz
or greater

+ 4GB RAM
+ 10 GB free disk space

(Free space must equal at
least 20% of total disk space.)

Windows

+ Quad-Core Intel Xeon 5420
or better processor, 2.5 GHz
or greater

+ 4GB RAM

+ 100 GB free disk space

+ Microsoft SQL Server 2008
or 2005, or SQL Server 2008

R2 Express required for Log
Database
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Network Filtering Components Reporting (Windows)
Size
2,500 - Windows or Linux Windows
10,000 users + Load balancing required + Quad-Core Intel Xeon 5420
« Quad-Core Intel Xeon 5450 or better processor, 2.5 GHz
or better processor, 3.0 GHz or greater
or greater + 4GB RAM
+ 4GB RAM + 200 GB freedisk spacewith a
+ 10 GB free disk space disk array )
(Free space must equal at (The Log Database requires a

least 20% of total disk space.) disk array to increase 1/0
reliability and performance.)

+ High-speed disk access
+ Microsoft SQL Server 2008

or 2005 required for Log
Database

To run both filtering and reporting on the same machine in the two smaller network
sizes, increase the RAM to 6 GB (if supported by your operating system), and
consider using afaster processor and hard drive to compensate for the increased load.

For networks with 2,500-10,000 users, at least two Network Agent instances, running
on separate machines, are required. The machines should have:

+ Quad-Core Intel Xeon 5420 or better processor, 2.5 GHz or greater
¢ Atleast 1 GB of RAM

Multiple Filtering Service machines may also be needed. Machine requirements
depend on the number of users being monitored and filtered.

Standalone deployment guidelines for Network Agent

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

+ Web Filter, Web Security, and + Network Agent with multiple
Web Security Gateway NICs, page 54
(Anywhere), v7.7.x + NAT and Network Agent, page 55

Network Agent manages Internet protocols (including HTTR, HTTPS, and FTP), by
examining network packets and identifying the protocol.

Aswith integrated proxies, firewalls, and network appliances, Network Agent can be
configured to monitor HT TP requests, query Filtering Service to determine whether to
permit or block each request, and then log the results of the query. Network Agent can
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also be configured to monitor, filter, and log non-HT TP requests (including requests
that do not originate from an Internet browser).

When Network Agent isused, it must be installed:

+ Insidethe corporate firewall

o Whereit can see dl Internet requests for the machinesit is assigned to monitor
Network Agent monitors and manages only the traffic that passes through the network
device (typically aswitch) to which it is attached. Multiple Network Agent instances
may be needed, depending on:

¢ network size

+ volume of Internet requests

+ network configuration

While a simple network may require only asingle Network Agent, a segmented

network may require (or benefit from) a separate Network Agent instance for each
segment.

Network Agent functions best when it is closest to the computersthat it is assigned to
monitor.

For more information, see:

+ Network Agent with multiple NICs, page 54
+ NAT and Network Agent, page 55
+ Positioning Network Agent in the network, page 55

Network Agent with multiple NICs

Network Agent is capable of using more than one network interface card (NIC).

+ Best practices suggest a maximum of 5 NICs.

+ The NICs can be connected to ports on the same network device (switch or
router), or to different network devices.

If the machine running Network Agent has multiple NICs:

Only oneinstance of Network Agent can be installed on the machine.

The blocking or inject NIC (used to serve block pages) must have an |P address.
Each NIC can be configured to monitor or block Internet requests, or both.
Each NIC can be configured to monitor a different network segment.

At least one NIC must be configured for blocking.

* & 6 o o

When you configure separate network cards to monitor traffic and send block
messages (shown in the illustration below):

+ Themonitoring and blocking NIC do not have to be assigned to the same network
segment.
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+ Themonitoring NIC must be able to see all Internet traffic in the network segment
that it is assigned to monitor.

Multiple monitoring NICs can use the same blocking NIC.

The blocking NIC must be able to send block messages to all machines assigned
to the monitoring NICs, even if the machines are on another network segment.

+ A monitoring NIC can be set for stealth mode.
¢ Theblocking NIC must have an | P address (cannot be set to stealth mode).

During installation, you specify which NIC is used by Websense software for
communication and which NIC or NICs are used by Network Agent.

For information on configuring multiple NICs, see the Network Agent Quick Start.

NAT and Network Agent

If you use Network Address Trandation (NAT) on internal routers, Network Agent
may be unable to identify the source | P address of client machines. When Network
Agent detects traffic after it is passed through such a router, the agent sees the IP
address of the router's external interface as the source of the request, rather than the IP
address of the client machine.

To address thisissue, either disable NAT, or install Network Agent on a machine
located between the NAT router and the monitored clients.

Positioning Network Agent in the network

Collection: Deployment and Installation Center | Product: Web Security | Version: 7.7.x

Applies to: In this topic
+ Web Filter, Web Security, and + Locating Network Agent in a
Web Security Gateway single-segment network, page 56
(Anywhere), v7.7.x o Locating Network Agentin a
multiple-segment network, page
57
+ Network Agent on a gateway,
page 60

Network Agent must be able to see al outgoing and incoming Internet traffic on the
network segment that it is assigned to monitor.

If the Network Agent machine connectsto a switch:
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+ Configure the switch to use amirror or span port, and connect Network Agent to
this port, to allow the agent to see Internet requests from all monitored machines.

Note

‘/ Not all switches support port spanning or mirroring.
Contact the switch vendor to verify that spanning or
mirroring is available, and for configuration instructions.

+ Optionally, use aswitch that supports bidirectional spanning. This allows
Network Agent to use a single network interface card (NIC) to both monitor
traffic and send block pages.

If the switch does not support bidirectional spanning, the Network Agent machine
must have at least 2 NICs: one for monitoring and one for blocking.

Network Agent can also be installed on a dedicated machine, connected to an
unmanaged, unswitched hub located between an external router and the network.

To ensure that Network Agent is able to monitor the expected traffic, it must both be
positioned properly and configured in TRITON - Web Security. See Network Agent
configuration in the TRITON - Web Security Help for instructions.

Locating Network Agent in a single-segment network

A single segment network is a series of logically connected nodes (computers,
printers, and so on) operating in the same portion of the network. In a single segment
network, Filtering Service and Network Agent must be positioned to monitor Internet
traffic across the entire network.
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The following illustration shows the filtering components in a stand-alone Web
Security deployment, installed in a central location to see both HTTP and non-HTTP

traffic.

Internet

i Firewall

T 4 Segment 1
|
I Netwark Agent monitors
| i
* the entire network.
T

Locating Network Agent in a multiple-segment network

Depending on the device used to connect network segments, some traffic may not be
sent to all segments. A router, bridge, or smart hub serves astraffic control, preventing
unneeded traffic from being sent to a segment. In this environment:

+ Filtering Service must be installed where it can receive and manage Internet
reguests from Network Agent and any integration product.

+ Each Network Agent instance must be able to see all Internet requests on the
segment or segments that it is configured to monitor.
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Multiple Network Agent instances may be needed to capture al Internet requests. A
Network Agent can beinstalled on each segment to monitor the Internet requests from
that segment.

Note

A limit of 4 Network Agentsis suggested for each
Filtering Service. It may be possible to use more agent
instances, depending on system and network configuration
and the volume of Internet requests.

If multiple Network Agent instances are installed:

*

Ensure that the instances are deployed so that, together, they monitor the entire
network. Partial deployment results in incomplete filtering and loss of log datain
network segments not visible to Network Agent.

Each Network Agent instance must monitor a non-overlapping set of IP
addresses. An overlap can result in inaccurate logging and network bandwidth
measurements, and improper bandwidth-based filtering.

The network segment or |1P address range monitored by each Network Agent
instance is determined by the NIC settings for the agent, configured in TRITON -
Web Security. Seethe TRITON - Web Security Help for instructions.

Avoid deploying Network Agent across different LANS. If you install Network
Agent on amachinein the 10.22.x.x network, and configure it to communicate
with aFiltering Service machine in the 10.30.x.x network, communication may be
slow enough to prevent Network Agent from blocking an Internet request before
the siteisreturned to the user.

Central Network Agent placement

A network with multiple segments can be filtered from a single location. Install
Filtering Service where it can receive Internet requests from each Network Agent and
any integration product.

If the network contains multiple switches, Network Agent instances are inserted into
the network at the last switch in the series. This switch must be connected to the
gateway that goes out to the Internet.

In the following illustration:

*

*

One Network Agent instanceis installed with Filtering Service on Machine A.
This machine is connected to the network viaa switch that is configured to mirror
or span the traffic of network Segment 1.

A second Network Agent isinstalled on Machine B, which is connected to the
same switch as Machine A. Machine B is connected to adifferent port that is
configured to mirror the traffic of Segments 2 and 3.

Each Network Agent is positioned to see all traffic for the network segment it
monitors, and to communicate with other Websense components.
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+ Theswitch is connected to the gateway, alowing the Network Agent instances to
monitor network traffic for all network segments.
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Machine A Machine B

Filtering Service with Metwork Agent
Metwork Agent montioring
montioring Segment 1 Segments 2 and 3

Distributed Network Agent placement

The network diagram below shows a single Filtering Service with 3 Network Agents,
one for each network segment. A deployment like this might be useful in
organizations with satellite offices, for example.

+ Filtering Service (Machine C) must beinstalled whereit is able to receive and
manage I nternet requests from each Network Agent instance and any integration
product.

+ Each Network Agent (machines A, B and C) is connected to the network segment
it monitors viathe switch’s span or mirror port.
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In the following illustration, the switches are not connected in a series. However, each
switch is connected to the router, which is connected to the gateway.
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Network Agent on a gateway

A gateway provides a connection between two networks. The networks do not need to
use the same network communication protocol. The gateway can also connect a
network to the Internet.

Network Agent can beinstalled on the gateway machine, allowing Network Agent to
manage and monitor all Internet traffic. The gateway can either be athird-party proxy
server or a network appliance.

Do not install Network Agent on afirewall. Also, if your network includes a software
installation of Content Gateway, do not install Network Agent on the Content
Gateway machine. (Content Gateway and Network Agent can reside on the same
V-Series appliance.)
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The following illustration shows Network Agent monitoring the Internet traffic at the
proxy gateway or caching appliance directly attached to the firewall.

@ Important
2

The gateway configuration shown hereis best used in
small to medium networks.

In larger networks, performance can suffer as a result of
resource competition between the gateway software and
Network Agent.
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Deploying Remote Filtering Server and Client

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.X

With all Web Security solutions, you have the option to use remote filtering software
to manage Internet activity for machines that reside or travel outside your network.

+ RemoteFiltering Client isinstalled on each remote machine.

& Theclient software communicates with Remote Filtering Server, which actsasa
proxy to Websense Filtering Service.

Communication between the components is authenticated and encrypted.

Note

‘/ If you have Websense Web Security Gateway Anywhere,
you can also use the hybrid service to monitor users
outside your network. This does not require software
installation on remote machines.

When you install remote filtering components:
+ Install Remote Filtering Server on a dedicated machine that can communicate
with the Filtering Service machine.

Asabest practice, install Remote Filtering Server in the DMZ outside the firewall
protecting the rest of the corporate network. Thisis strongly recommended.

+ Donot install Remote Filtering Server on the same machine as Filtering Service
or Network Agent.

+ Each Filtering Service instance can have only one primary Remote Filtering
Server.

Remote Filtering Client system recommendations:

+ Pentium 4 or greater
o Freedisk space: 25 MB for installation; 15 MB to run the application
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¢ 512MB RAM

Network Size

Hardware Recommendations

1-500 clients

Windows or Linux

+ Quad-Core Intel Xeon 5420 or better processor,
2.5 GHz or greater

+ 2GBRAM
+ 20 GB free disk space

500+ clients

Windows or Linux

+ Quad-Core Intel Xeon 5450 or better processor,
3.2 GHz or greater

+ 4GB RAM
+ 20 GB free disk space

Thefollowing illustration provides an example of a Remote Filtering deployment. The
illustration does not include all Websense components. For more information, see the

Websense Remote Filtering Software technical paper.

Remote users
{Remote Filtering Client)

L/

Internet
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Web Security Deployment Recommendations

Using the TRITON management server as policy source
for filtering-only appliances

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

o Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.xX

+ V10000, V10000 G2, and V5000 G2, v7.7.x

Itis possibleto deploy Web Security components so that the central Policy Broker and
Policy Server areinstalled on the TRITON management server, and Websense
filtering only appliances use that machine as the full policy source.

If you choose this deployment option, it isimportant to install your componentsin the
following order.

1. Install Policy Broker, Policy Server, and (if you are installing Web Security
Gateway Anywhere) Linking Service on the machine that will become the
TRITON management server. See Installing Web Security components, page 392.

2. Set up the appliance to run in filtering only mode, specifying the Policy Broker
machine (the future TRITON management server) as the policy source.

3. Create a TRITON management server with either the Web Security module only
or the Web and Data Security modules of the TRITON Unified Security Center.
See Creating a TRITON Management Server, page 180.

4. Install off-appliance components as necessary. See Installing Web Security
components, page 392.
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Deploying Web Security for
a distributed enterprise

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.x

Distributed enterprise networks may have many remote locations, ranging from
dozens to thousands of small sites. Many of these sites have Internet access, but no
dedicated I T staff.

Some organizations use a decentralized network topology that provides each remote
site with its own Internet connection. The challenge is to apply consistent, cost-
effective filtering of Internet requests across the entire organization.

+ Remote sites must have Internet access.

Internet access is provided by independent Internet service providers, often using
low to medium-bandwidth connections.

o Web page requests are sent directly to the Internet and are not first routed through
acentral corporate network.

Internet access must be filtered to permit only appropriate content.
Cost considerations prohibit deploying a dedicated filtering server at each site.

Given therelative low speed of each office’s Internet connection, a slightly slower
response from the filtering product is acceptable.

+ All remote sites can be filtered using the same policies.

Websense Web Filter, Web Security, and Web Security Gateway are on-premises
solutions in which Websense filtering components can be deployed regionally and
communicate over the Internet to apply uniform filtering policies across all offices.

Websense Web Security Gateway Anywhere is a hybrid solution, allowing a
combination of on-premises and in-the-cloud filtering.

For more information, see:

+ Wb Security basic distributed enterprise topology, page 66
& Wb Security filtering remote sites, page 70
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& Wb Security distributed enterprise deployment models, page 74
& Wb Security distributed deployments and secure VPN connections, page 81

Web Security basic distributed enterprise topology

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web o Web Security and Web Security
Security Gateway, and Web Gateway, page 66
S$c7ur|ty Gateway Anywhere, + \Websense Web Security Gateway
V7.7.X

Anywhere, page 69

Web Security and Web Security Gateway

To reduce network infrastructure costs, each remote-site firewall in a decentralized
network is connected directly to the Internet, rather than to a corporate WAN.

A small officeflhome office (SOHO) firewall is connected to an ISDN, DSL/cable, or
T1 connection. Except for corporate application data that may use a virtual private
network (VPN) connection, each outbound Internet request from aremote site is sent
through alocal Internet service provider (ISP) to the Internet.
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Theillustration below shows a sample network topology of this type of remote site for
Websense Web Security.
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Websense Web Security Gateway adds Websense Content Gateway to the
deployment, as shown below.

Clients ﬁ:_:l

=

TRITON Management
Server

Main Site

WCCPV2 router
or layer 4 switch

Corporate
firewall

Internet |

w Off-site users

Firewall

Remote Site

Clients

Optionally, off-site users (remote users outside the corporate or remote-site network)
can be filtered using Websense remote filtering software. This requires that Remote
Filtering Server (not depicted) be deployed in the main site network and Remote
Filtering Client be installed on each off-site machine. See Deploying Remote Filtering
Server and Client, page 62.

The above two illustrations show a high-level scheme only. Details about how
Websense filtering components might be distributed across separate machines,
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Content Gateway deployment, Network Agent placement, use of an integration
product, and so forth are not included.

Websense Web Security Gateway Anywhere

With Web Security Gateway Anywhere, remote site and off-site users can be filtered
through the hybrid service rather than by the filtering software installed at the main

site.
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Web Security Gateway Anywhere software isinstalled at the main site. This may
include:

+ One or more Websense V-Series appliances running core filtering components,
plus additional servers running reporting, management, and interoperability
components.

¢ Oneor more Windows or Linux serversrunning corefiltering and interoperability
components, plus Windows servers running reporting and management
components.

Either Websense remote filtering software or the hybrid service can be used to manage
Internet activity for remote sites or off-site machines.

Seethe TRITON - Web Security Help for more information about configuring the
hybrid service for off-site users.

Web Security filtering remote sites

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web & \\ebsense Web Security or Web
Security Gateway, and Web Security Gateway, page 70
S$c7ur|ty Gateway Anywhere, o \\ebsense Web Security Gateway
v7.7.X

Anywhere, page 72

Websense Web Security or Web Security Gateway

In centralized organizations that route all outbound Internet requests through asingle
large Internet connection, the servers running Websense software are normally placed
physicaly close to the firewall, proxy server, or network appliance.

Remote sites in a distributed enterprise have a direct local connection to the Internet,
and no centralized point of control.

Rather than depl oying Websense software at each remote-sitefirewall, you can deploy
Websense components in a geographically central location. Since Websense software
is accessible from the Internet, the Websense components should be protected by a
firewall that allows URL lookup requests to pass through.

Filtering is performed by the Websense components at the main site. Remote sites
must be equipped with afirewall that can be integrated with Websense software
(configured to check with Websense software to permit or block Web requests), or an
instance of Websense Network Agent must be deployed at the remote site.

Websense, Inc., has tested this configuration in cooperation with several of its
integration partners. A full list of supported integration products can be found at:
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www.websense.com/global/en/Partners/ TA Partners/Security Ecosystem/

Centralized filtering Provides distributed enterprises with Websense filtering for each
remote site. It also:
Eliminates the need for a separate Websense software install ation at each location.
Provides uniform filtering policies at each remote site.

Eliminates the cost of additional hardware to provide filtering servers at each
remote site.

+ Allowsthe enterprise to centrally configure, administer, and maintain alimited
number of Websense filtering machines.

The following illustration shows the basic sequence of eventsinvolved in filtering a
client machine at aremote site.
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1. A user requests a Web page.
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2. Therequest isdirected through the local firewall to Web Security software at the
main site via the Internet.

3. Web Security software responds viathe Internet, either permitting or blocking the
request.

4. The user is given access to the site or sees ablock page.

In the case of multiple remote sites, each remote site communicates with Websense
components at the main site in the same manner shown above.

Off-site user machines (like laptops used by travelers) may befiltered using Websense
remote filtering software. See Deploying Remote Filtering Server and Client, page 62.

Websense Web Security Gateway Anywhere

In aWeb Security Gateway Anywhere deployment, remote sites can be filtered either
by the hybrid service or by Websense security solutions installed at the main site.

Using the hybrid service may address network latency issues, because remote sites
and off-site users are filtered by the nearest Websense hybrid service cluster.
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The following illustration shows how remote-site filtering works via the hybrid
service. A user’srequest for aWeb page is directed to the hybrid service, which
permits or blocks the request based on the applicable policy.
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Policy settings are defined at the main site and uploaded automatically to the hybrid
service at preset intervals. User information, for user- or group-based filtering, isaso
uploaded.
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Log data for reporting is downloaded from the hybrid service to the main site
automatically and isincorporated into the Websense Log Database (at the main site).
Thus, reports can cover users at all offices.

Off-site users may be filtered by the hybrid service, or using Websense remove
filtering software. See Deploying Remote Filtering Server and Client, page 62.

Web Security distributed enterprise deployment models

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter, Web Security, Web ¢ Stesinaregion, page 74
Security Gateway, and Web + Expanding sitesin a region, page
Security Gateway Anywhere, 76
V7.7.X

¢ National or worldwide offices,
page 78

Deployment scenarios vary with different enterprise configurations. For example, an
organization with 50 remote sites, al located in the same general region, deploys
Websense software differently than a company with remote sites spread throughout
the world. This section discusses 3 basic example models for distributed enterprises:

Stesin aregion, page 74: Remote sites |ocated within one region

Expanding sitesin aregion, page 76. Remote sites |ocated within one region, with
agrowing number of employees or sites (or both)

+ National or worldwide offices, page 78: Remote sites |ocated nationally or
globally

Sites in a region
The simplest Websense deployment for a distributed enterprise is a network with

remote sitesin a single region, such as San Diego County, California, U.S.A. Most
organizations with sites like this can use a single Websense Web Security or Web
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Security Gateway deployment, centrally located within that region, to provide
filtering for all clients. See the following illustration.

Websense Web Security

Corporate
firewall

Main Site

Firewall

Firewall

N W &
Clients
Remote Site Remote Site Remote Site

Each remote site would be filtered as shown in the illustration under \WWebsense Web

Security or Web Security Gateway, page 70. The site in which Websense softwareis
deployed is represented as the “main site”, but need not be truly amain site in your

organization. It is whichever one houses Websense software.

Off-site users, not shown in the above illustration, can be filtered using Websense
remote filtering software. See Deploying Remote Filtering Server and Client, page 62.
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Expanding sites in a region

Some organizations deploy Web Security or Web Security Gateway within a given
region and later decide to increase the number of remote sitesin that area.

To compensate for the additional sites and employees, the organization can:

+ Improve the performance of the machinesrunning Websense components.
Increasing the RAM and CPU, and installing faster hard drives on the Websense
machines allows Websense software to respond to an increased number of
requests without additional latency. Thistype of upgrade can help with amoderate
increase in head count, or the addition of afew more offices.

+ Deploy additional machinesto run Websense components. If a significant
number of new users or sitesis added, the deployment of additional instances of
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certain Websense components, such as Filtering Service and Network Agent,
distributes the load and provides optimum performance for each remote site.
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Additional instances of Websense components can be deployed within the region as
the number of offices continues to grow.

Off-site users, not shown in the preceding illustration, can be filtered by Websense
remote filtering software. See Deploying Remote Filtering Server and Client, page 62.
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National or worldwide offices

Websense Web Security or Web Security Gateway

Some organi zations have hundreds of remote sites spread through a country or around
the world. In such cases, one or two Web Security or Web Security Gateway
installations are not enough because:

+ Eachremote site would be geographically distant from the Websense components.
Request lookups would have to travel farther over the Internet to reach Websense
software. This distance increases the total latency of the response and may lead to
slower Internet access for end users.

+ Large numbers of employees generate more I nternet requests than recommended
for one or two Websense machines, leading to delaysin returning Web pages to
reguesting clients.

These organizations should divide their sitesinto logical regions and deploy Websense
software in each region. For example, a distributed enterprise might group their
United States sites into a western region, a central region, and an eastern region.
Websense software is deployed at a central sitein each region.

Thelogica division of sitesinto regions depends on the location and grouping of
remote sites and the total number of employees at each site. For example, a company
with alarge number of remote sitesin a concentrated area, such as New York City,
may need to deploy multiple machines running Websense software within that area.
Or an enterprise may only have three sitesin Californiawith 100 to 250 employees
each. In this case, a single Websense software installation might be deployed for all
three sites. This enterprise also can deploy Websense software locally at each site
(rather than using a distributed approach), particularly if 1T staff is present at each
location.You may consider installing instances of Filtering Service, Network Agent,
and possibly Policy Server and Content Gateway to improve response time for
filtering.

Given the significant number of variables, large organizations should contact a
Websense partner or Websense Sales Engineering to plan arollout strategy before
deployment.

Websense Web Security Gateway Anywhere

Websense Web Security Gateway Anywhere is particularly well-suited for
organi zations with sites distributed nationally or worldwide.

Single main site

An organization with one main site (such as headquarters office or main campus) and
multiple, geographically dispersed remote or branch sites can deploy Websense
software at the main site (with main-site usersfiltered by the on-premises
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components) and have all remote sites filtered through the hybrid service. See the
following illustration.
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Off-site users, not shown in the above illustration, may either be managed by the
hybrid service, or with Websense remote filtering software. See Deploying Remote
Filtering Server and Client, page 62.

Multiple large sites

Organizations with multiple large sites (such as main headquarters and regional
headquarters) can deploy on-premises filtering at the larger sites while filtering small,
remote sites through the hybrid service. Though the illustration shows a V-Series
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appliance deployment, this can also be accomplished with software-only
deployments.
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When there are multiple on-premises deployments of Web Security Gateway
Anywhere components:

+ There must be only one Policy Broker and one Sync Service in the entire
deployment (at the main site). See Extending your Web Security deployment, page
31, and the TRITON - Web Security Help for more information.

« For unified configuration and policy-application, V-Series appliances deployed at
regional sites should be configured to use the appliance at the main site as the full
policy source. See the appliance Getting Started Guide and the Appliance
Manager Help.
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+ All Log Server instances should be configured to send data to the main Log
Database at the main site. See the TRITON - Web Security Help for more
information.

Off-site users, not shown in the above illustration, may either be managed by the
hybrid service, or with Websense remote filtering software. See Deploying Remote
Filtering Server and Client, page 62.

Web Security distributed deployments and secure VPN
connections

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.x

For URL lookup requests and replies, some firewalls allow administrators to set up a
secure VPN connection between the remote-site firewalls and Websense software.
Permitted requests then are fulfilled directly from the Internet, providing an optimum
combination of speed and security. See the firewall documentation to determine if the
firewall supports this capability.

If aRADIUS server is being used with the VPN service, Websense RADIUS Agent
can be used for transparent user identification. See Deploying transparent
identification agents, page 48. For information about installing RADIUS Agent, see
Installing Web Security components, page 392.
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Content Gateway
Deployment

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

o Web Security Gateway and Gateway Anywhere, v7.7.x

Content Gateway is a high-performance Web proxy that provides real-time threat
analysis and Web site classification to protect network computers from malicious Web
content and attacks, while facilitating employee access to Web assets and dynamic
Web content.

Content Gateway offers:

+ On-demand, real-time categorization of Web sites
o HTTP/Sand FTP content analysis for malware and malicious threats
+ Enterprise Web caching capabilities

Websense Content Gateway is arequired add-on module with Websense Web Security
Gateway (Anywhere).

Standard deployments include:

+ On-premises with Web Security Gateway
+ On-premises with Web Security Gateway Anywhere, which provides support for
distributed enterprises with one or more branch offices and multiple remote users

Content Gateway can be located on Websense V-Series appliances or as software
running on general purpose servers.

Content Gateway can also improve network efficiency and performance by caching
frequently accessed Web pages at the edge of the network.

The following topics discuss deployment of Content Gateway':

Content Gateway deployment issues, page 84

Content Gateway explicit and transparent proxy deployments, page 88
Foecial Content Gateway deployment scenarios, page 93

Chaining Content Gateway with other proxies, page 99

* & o o
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For information about deploying Web Security Gateway software, see Installation
overview: WWeb Security Gateway, page 197.

For information about Content Gateway operation, see Content Gateway Manager

Help.

Content Gateway deployment issues

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway and + Proxy deployment options, page 84
Gateway Anywhere, v7.7.x User authentication, page 85

HTTPS content inspection, page 87
Handling special cases, page 87

* & o

Planning to deploy Websense Content Gateway as a proxy in your network should
include physical requirements, such as:

data center location and space

power and cooling requirements for hardware

required rack space

connectivity to existing or extended network topology

* 6 o o

Also consider:

Content Gateway system requirements (hardware and operating system)
Advantages and disadvantages of proxy network configuration options
User authentication and identification options

How to configure and use HTTPS content inspection

A plan for handling special proxy/client issues

* & 6 o o

Proxy deployment options

Websense Content Gateway is used in either an explicit or transparent proxy
deployment.

With an explicit proxy deployment, client software, typically a Web browser, is
configured to send arequest for Internet content directly to Content Gateway.

In atransparent proxy deployment, a client request for Web content is intercepted
(usually by arouter) and sent to the proxy. The client is unawarethat it is
communicating with a proxy.
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Both options have advantages and disadvantages. See Content Gateway explicit and
transparent proxy deployments, page 88 for more information.

Management clustering

A Websense Content Gateway deployment can scale from a single node to multiple
nodes to form a management cluster. With management clustering, all the nodesin the
cluster share configuration information. A configuration change on one node is
automatically propagated all other nodes.

When SSL Manager is enabled to perform HTTPS content inspection, SSL
configuration information can also be propagated around the cluster, however it usesa
different mechanism that requires separate configuration.

See Clustersin Content Gateway Manager Help for information about configuring
Content Gateway clusters.

IP spoofing

The IP spoofing feature directs the proxy to use the client | P address when
establishing a connection to an origin server, rather than the proxy’s | P address. With
this option, a request appearsto be from the client, not the proxy. 1P spoofing is
supported in transparent proxy deployments only. If IP spoofing is implemented, the
client IP addressis used for all HTTP and HTTPS requests in transparent proxy
deployments.

Warning
Deploying I P spoofing requires precise control of the
routing paths on your network, overriding the normal

routing process for traffic running on TCP ports 80 and
443.

With I P spoofing enabled, traditional debugging tools such
astraceroute and ping have limited utility.

You might want to implement this feature, for example, if an upstream network device
isused to log HTTP/S traffic, perform authentication, or access controls based on the
client 1P address.

For information about how to enable | P spoofing, see Transparent Proxy Caching and
ARM in the Content Gateway Manager Help.

User authentication

User authentication isthe process of verifying a user via a username and password.
Several types of user authentication are supported by Content Gateway.

User identification isthe process of identifying a user based on the client | P address.
TRITON - Web Security offers arobust set of user identification agents.
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Content Gateway user authentication

Content Gateway can be configured for transparent user authentication -- with
Integrated Wi ndows® Authentication (IWA) or Legacy NTLM -- in which users are
not prompted for credentials. Alternatively, Content Gateway can be configured for
prompted (or manual) authentication, in which users are required to enter a username
and password to obtain network access.

Note

Not all Web browsers support both transparent and
prompted authentication modes.

Seethe v7.7 Websense Content Gateway Release Notes
for specific browser limitations.

In the manual authentication process, Content Gateway prompts auser for proxy login
credentials when that user requests Internet content. After the user enters those
credentials, the proxy sends them to adirectory server that validates the data. If the
directory server accepts the user’s credentials, the proxy delivers the requested
content. Otherwise, the user’s request is denied.

Theissue of proxy user authentication isimportant in a deployment in which multiple
proxies are chained. Authentication by the proxy closest to the client is preferred, but
may not be possible given a particular network’s configuration. Other issues include
whether Content Gateway is chained with athird-party proxy and which proxy is
designated to perform authentication. See In a proxy chain, page 96 for more
information.

Websense Content Gateway supports the following user authentication methods:
+ Integrated Windows Authentication (with Kerberos)

¢ Legacy NTLM (Windows NT® LAN Manager, NTLMSSP)
+ LDAP (Lightweight Directory Access Protocol)
¢ RADIUS (Remote Authentication Dial-In User Service)

Content Gateway supports both transparent and prompted authentication for
Integrated Windows Authentication and Legacy NTLM. LDAP and RADIUS support
prompted authentication.

Content Gateway also supports multiple realm authentication. Multiple ream
authentication is for environments that have multiple domains that are essentially
isolated for the purposes of user authentication by alack of mutual inbound and
outbound trust relationships. Therefore, usersin these domains must be authenticated
by a domain controller within their domain. Multiple realm authentication allows
distinct authentication rulesto be written for each domain, thereby supporting the
ability to use multiple authentication methods (IWA, Legacy NTLM, LDAP) at the
sametime.

See Security in the Content Gateway Manager Help for detailed information about
configuring these proxy user authentication options.
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TRITON - Web Security user identification

You can configure user identification in TRITON - Web Security rather than user
authentication on the proxy. Methods of user identification include the use of
Websense transparent identification agents like Logon Agent or DC Agent, which
identify users transparently. Prompted authentication, which requires users to enter
login credentials, can also be configured in TRITON - Web Security. See User
Identification in the TRITON - Web Security Help for more information.

HTTPS content inspection

When you use Content Gateway with HTTPS (SSL Manager) enabled, HTTPS data
can be decrypted, inspected, and then re-encrypted as it travels from the client to the
origin server and back. Enabling this feature also means that traffic from the server to
the client can be inspected for Web 2.0 and uncategorized sites. The SSL feature
includes a complete set of certificate-handling capabilities. See the Content Gateway
Manager online Help for information on managing certificates.

Deploying Content Gateway with SSL Manager enabled may require the following
modifications to your system:

+ Creation of trusted Certificate Authority (CA) certificates for each proxy to use
for SSL traffic interception, and the installation of those certificates in each
trusted root certificate store used by proxied applications and browsers on each
client

+ Inexplicit proxy deployments, additional client configuration in the form of
Proxy Auto-Configuration (PAC) files or Web Proxy Auto-Discovery (WPAD)

+ Intransparent proxy deployments, integration with WCCP v2-enabled network
devices

Note

J HTTPS content inspection can also affect system hardware
resources like processing capacity and memory
requirements.

When Content Gateway is configured to handle HTTPS traffic, you can specify
categories of Web sites, individual Web sites, and clients for which decryption and
inspection are aways bypassed. See S Decryption Bypassin TRITON - Web
Security Help for more information.

Handling special cases

Any Content Gateway deployment must be able to handle Web site requests and
applications that are not compatible with the proxy or that should bypass the proxy.
For example, requestsfor datafrom some internal, trusted sites could be configured to
bypass the proxy, for system performance reasons. In explicit proxy deployments, a
PAC file can be used to list the traffic that is alowed to bypass proxy inspection. In
transparent proxy deployments, the proxy must be installed in away that allows static
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bypass. Seethe “ Static bypassrules’ section of Transparent Proxy Caching and ARM
in Content Gateway Manager Help.

See, dlso; Web sites that have difficulty transiting Content Gateway.

Content Gateway explicit and transparent proxy
deployments

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic
o Web Security Gateway and + Explicit proxy deployment, page 88
Gateway Anywhere, v7.7.x + Transparent proxy deployment, page
89

Websense Content Gateway provides the following proxy deployment options:

+ Explicit proxy deployment, where the user’s client software is configured to send
requests directly to Content Gateway

+ Transparent proxy deployment, where user requests are automatically redirected
to a Content Gateway proxy, typically by a switch or router, on the way to their
eventua destination

For more information about configuring explicit and transparent proxy optionsin
Content Gateway, see Explicit Proxy, Transparent Proxy, and ARM in the Content
Gateway Manager Help.

Explicit proxy deployment

Use of Content Gateway in an explicit proxy deployment is an easy way to handle
Web requests from users. This type of deployment is recommended for ssimple
networks with a small number of users. Explicit proxy is aso used effectively when
proxy settings can be applied by group policy. It requires minimal network
configuration, which can be an advantage for troubleshooting efforts.

For explicit proxy deployment, individual client browsers may be manually
configured to send requests directly to the proxy. They may also be configured to
download proxy configuration instructions from a Proxy Auto-Configuration (PAC)
file. A group policy that pointsto a PAC file for configuration changesis a best
practice for explicit proxy deployments. Another option isthe use of Web Proxy Auto-
Discovery (WPAD) to download configuration instructions from aWPAD server. See
Explicit Proxy in Content Gateway Manager Help for a sample PAC file and more
information about how to implement these options. See also: PAC file best practices.
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Exception handling instructions can also be included in the PAC file or WPAD
instructions. For example, requests for trusted sites can be allowed to bypass the

proxy.

Disadvantages of explicit proxy deployment include a user’s ability to alter an
individual client configuration and bypass the proxy. To counter this, you can
configure the firewall to allow client traffic to proceed only through the proxy. Note
that this type of firewall blocking may result in some applications not working

properly.

You can also use a Group Poalicy Option (GPO) setting to prevent users from changing
proxy settings. If you cannot enforce group policy settings on client machines, this
type of configuration can be difficult to maintain for alarge user base because of the
lack of centralized management.

Note

J Non-browser client applications that cannot specify a
proxy server may not work with explicit proxy
deployment.

Transparent proxy deployment

In atransparent proxy deployment, the user’s client software (typically abrowser) is
unaware that it is communicating with a proxy. Users request Internet content as
usual, without any special client configuration, and the proxy serves their requests.
The Adaptive Redirection Module (ARM) component of Websense Content Gateway
processes regquests from a switch or router and redirects user requests to the proxy
engine. The proxy establishes a connection with the origin server and returns
reguested content to the client. ARM readdresses returned content asif it came
directly from the origin server. For more information, see Transparent Proxy and
ARM in Content Gateway Manager Help.

Note that in atransparent proxy deployment, all Internet traffic from a client goes
through the proxy (not just traffic from Web browsers), including:

traffic tunneled over HTTP and HTTPS by remote desktop applications
instant messaging clients

software updaters for Windows and anti-virus applications

+ custom internal applications

* o6 o

Many of these programs are not developed with proxy compatibility in mind. For a
successful transparent proxy deployment, the network must be configured to allow the
proxy’s static bypass feature to work. See the “ Static bypass rules’ section of
Transparent Proxy and ARM in Content Gateway Manager Help.

Because traffic management is centralized, users cannot easily bypass the proxy.

This type of deployment requires the implementation of at least one other network
device that is not required in the explicit proxy deployment. Added equipment
presents compatibility issues, asall network devices must work together smoothly and
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efficiently. The overall system is often more complex and usually requires more
network expertise to construct and maintain.

The use of aLayer 4 switch or WCCPv2-enabled router to redirect trafficin a
transparent proxy deployment can provide redundancy and load distribution features
for the network. These devices not only route traffic intelligently among all available
servers, but can also detect whether aproxy isnonfunctional. Inthat case, thetrafficis
re-routed to other, available proxies.

Exception handling can be included in switch or router configuration. For example,
requests for data from someinternal, trusted sites can be allowed to bypass the proxy.

Layer 4 switch

You can implement policy-based routing (PBR) for atransparent proxy deployment
with the use of a Layer 4 switch, which can be configured to redirect arequest to the
proxy, as follows:

1. Create an access control list (ACL) that identifies the Web traffic that should be
intercepted.

2. Develop aroute map to define how the intercepted Web traffic should be modified
for redirection.

3. Apply a“redirect to proxy” policy to the switch interface.

See Transparent Proxy and ARM in Content Gateway Manager Help for more
information about the use of a Layer 4 switch.

WCCP-enabled router

Note
Websense Content Gateway supports WCCP v2 only.

WCCP isaprotocol used to route client request traffic to a specific proxy. A
WCCP-enabled router can distribute client requests based on the proxy server’s P
address, routing traffic to the proxy most likely to contain the requested information.

The router may use Generic Routing Encapsulation (GRE) to forward | P packetsto
the proxy. GRE is a tunneling protocol that allows point-to-point links between
multiple traffic routing hops.

A router may also use Layer 2 (L2), which does not use GRE. Websense recommends
the use of L2 if the router supportsit. With L2 redirection, Content Gateway must be
on the same subnet as the WCCP device (that is, Layer 2 adjacent).

@ Important

If using L2 the router or switch must be Layer 2-adjacent
(in the same subnet) as Content Gateway.
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A proxy and arouter communicate via a set of WCCP “Herel am” and “1 see you”
messages. A proxy that does not send a“Here | am” message for 30 secondsis
removed from service by the router, and client requests that would have been directed
to that proxy are sent to another proxy.

The following illustration shows an example transparent proxy deployment.

Internet

Firewall
WCCPv2-enabled router
Or Layer 4 switch

Web Security TRITON management
components® server with Data Security
components (Windows)

~
"&

Content Gateway Content Gateway

)

Network Agent®

Clients

*  Web filtering components, Network
Agent, and Websense Content
Gateway may also be deployed
together on a Websense V-Series
Appliance.
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A comparison of how some activities are handled in explicit and transparent proxy
deployments appears in the following table:

Activity Explicit Proxy Transparent Proxy | Proxy Chain
Deployment Deployment
Client HTTP Direct connectionto | Redirectedto proxy by | Direct connection to
request proxy by browser to | network device using parent proxy from child
port 8080 (default) GRE encapsulation or | proxy
by rewriting the L2
destination MAC
addressto the proxy’s
address
Exception Exclude site, CIDR, | Static or dynamic Child/parent proxy
management etc., using browser bypass rules configuration rules
configuration
settings and PAC
file settings.
Proxy user Proxy challenge Challenge using Proxiesin achain may
authentication | using 407 Proxy server-based share credential
Authentication authentication scheme | information, or asingle
Required code (clientisnot awareof | proxy inthechain can

proxy)

perform authentication.

Redundancy ' Proxy virtual IPpool | WCCP pool with Parent/child
shared across multiple proxies configuration pointsto
multiple proxies proxy virtual |P
addresses.
Proxy Management Management Management clustering
management clustering clustering
Load Supported N/A Supported
balancers
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Special Content Gateway deployment scenarios

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway and + Highly available Web proxy, page 93

Gateway Anywhere, v7.7.x = Using explicit proxy, page 93

= Using transparent proxy, page 95
+ Inaproxy chain, page 96

= \Websense Content Gateway is
downstream, page 97

= \Websense Content Gateway is
upstream, page 98

= Proxy cache hierarchy, page 99
m  SSL chaining, page 99

Content Gateway can be deployed in proxy clusters with failover features that
contribute to high availability. The proxy can also be deployed in achain, either with
other Content Gateway proxies or third-party proxies. This section describes some
examples of these deployment scenarios.

Highly available Web proxy

A highly available Web proxy provides continuous, reliable system operation.
Minimizing system downtime increases user access and productivity.

Proxy high availability may be accomplished viaaproxy cluster that uses various
failover contingencies. Such deployments may involve either an explicit or
transparent proxy configuration, load balancing, virtual |P addresses, and a variety of
switching options. This section summarizes some possibilities for highly available
Web proxy deployments.

Using explicit proxy

As previously mentioned for the explicit proxy deployment, clients are specifically
configured to send requests directly to a proxy. The configuration can be
accomplished manually, or viaa PAC file or aWPAD server.

An explicit proxy deployment for high availability can benefit from the use of virtual
IP failover. IP addresses may be assigned dynamically in a proxy cluster, so that one
proxy can assume traffic-handling capabilities when another proxy fails. Websense
Content Gateway maintains a pool of virtual 1P addresses that it distributes across the
nodes of acluster. If Content Gateway detects a hard node failure (such as a power
supply or CPU failure), it reassigns | P addresses of the failed node to the operational
nodes.
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Active/Standby

In the simple case of an active/standby configuration with 2 proxies, asingle virtual IP
addressis assigned to the virtual |P address “pool.” The virtual 1P addressis assighed
to one proxy, which handles the network traffic that is explicitly routed to it. A second
proxy, the standby, assumes the virtual |P address and handles network traffic only if
thefirst proxy fails.

This deployment assumes the proxy machines are clustered in the same subnet, and
management clustering is configured (that is, both proxies have the same
configuration). Below is an example.

-y Switch ™
Internet
—
Client
Virtual IP address No virtual IP address
assigned to active assigned; warm
proxy standby
Active/Active

In an active/active configuration with 2 proxies, more than one virtual 1P addressis
assigned to the virtual |P address pool. At any point in time, one proxy handles the
network traffic that is explicitly directed to it. This deployment is scalable for larger
numbers of proxies.

Clients requesting the I P address of a proxy can be crudely distributed using round
robin DNS. Round robin DNSis not atrue load bal ancing solution, because thereisno
way to detect load and redistribute it to aless utilized proxy. Management clustering
should be configured.

Anincrease in the number of proxy machines makes the use of a PAC file or WPAD
for specifying client configuration instructions convenient. A PAC file may be
modified to adjust for proxy overloads, in aform of load balancing, and to specify
Web site requests that can bypass the proxy.
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As with the active/standby configuration, an available proxy can assume afailed
proxy’sload. Below is an example.

N,

| - — —pInternat
- \Nggtt

g

Firewall

—

Client

Virtual IP address #1 Virtual IP address #2
assigned to proxy assigned to proxy

With load balancing

A load balancer is a network device that not only distributes specific client traffic to
specific servers, but also periodically checks the status of a proxy to ensureit is
operating properly and not overloaded. This monitoring activity is different from
simple load distribution, which routes traffic but does not account for the actual traffic
load on the proxy.

A load balancer can detect a proxy failure and automatically re-route that proxy’s
traffic to another, available proxy. The load balancer also handles virtual |P address
assignments. Below is an example.

Websense Content
— Gateway machines

FZ

A Load Balancer -

Clients ~ . -
R T . rF's

ol

o

(€

Using transparent proxy

In atransparent proxy deployment for high availability, traffic forwarding may be
accomplished using a Layer 4 switch or aWCCP v2-enabled router. Routers or
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switches can redirect traffic to the proxy, detect afailed proxy machine and redirect its
traffic to other proxies, and perform load balancing.

Using a Layer 4 switch

In one simple form of transparent proxy, a hard-coded rule is used to write a proxy’s
Media Access Control (MAC) address as the destination address in | P packets in order
to forward traffic to that proxy. Traffic that does not include the specified proxy
address for forwarding is passed directly to its destination. See below for an example.

As described for the explicit proxy, virtual | P addresses can be used in this scenario to
enhance availability in case a proxy machine fails.

r%_#,ﬁ Layer 4 Switch ™
N . = .

-+ - [ KTEL\q———- | - ——p Internet
- “J f‘?_,_-"' LT

e

Client

Virtual IP address #1 Virtual IP address #2
assigned to proxy assigned to proxy

Using a WCCPv2-enabled router

WCCP isaservice that is advertised to a properly configured router, allowing that
router to automatically direct network traffic to a specific proxy. In this scenario,
WCCP distributes client requests based on the proxy server’s |P address, routing
traffic to the proxy most likely to contain the requested information.

In a proxy chain

Websense Content Gateway can be deployed in anetwork that contains multiple proxy
machines, including one or more third-party proxies. A proxy chain deployment can
involve different scenarios, depending on where Content Gateway islocated in
relation to the client. The proxy that is closest to the client is called the downstream
proxy. Other proxies are upstream.
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Below isasimple example of proxy chaining. On the left, Websense Content Gateway
is the downstream proxy. On the right, Websense Content Gateway is upstream.

Websense
Content

Gateway

J Third-Party Proxy

7

o

Websense M

Content 0 1) Third-Party Proxy
Gateway L _U’

e
o

i i,
Client Client
e =
Websense Content Websense Content
Gateway is the Gateway is the
downstream proxy. upstream praoxy.

See Chaining Content Gatevva%with other proxies, page 99, for specific instructions
on using Blue Coat® ProxySG™ or Microsoft ISA/TMG server as the downstream

proxy.
Websense Content Gateway is downstream

A simple deployment has Websense Content Gateway as the downstream proxy;,
closest to the client. In this scenario, Websense Content Gateway security features are
well positioned for maximum protection and network performance.

In this scenario, use of Websense Content Gateway authentication to validate client
credentialsis preferred. You must disable authentication on the third-party proxy.

However, if the upstream third-party proxy requires authentication, you must disable
authentication on Content Gateway and enable the pass-through authentication feature
viaan entry in the recor ds.config file (in the /WCG/config/ directory by default). An
example recor ds.config entry is asfollows:

CONFIG proxy.config.http.forward.proxy auth to parent INT 1

You can then use a transparent identification agent (for example, Logon Agent) to
facilitate client identification. Content Gateway can additionally send the client IP
address to the upstream third-party proxy using the X-Forwarded-For HTTP header
viaan entry in recor ds.config. To enable this function, the following entry would be
made:

CONFIG proxy.config.http.insert squid x forwarded for INT 1
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The X-Forwarded-For HTTP header is the de facto standard for identifying the
originating | P address of aclient connecting through an HTTP proxy. Some proxies do
not utilize the X-Forwarded-For header.

For information about installing and deploying transparent identification agents, see
Deploying transparent identification agents, page 48, and Installing Web Security
components, page 392.

Websense Content Gateway is upstream

When Content Gateway is the upstream proxy, the downstream third-party proxy can
perform authentication and send client | P and username information in the HTTP
reguest headers. Content Gateway authentication must be disabled.

In this scenario, caching must be disabled on the third-party proxy. Allowing the third-
party proxy to cache Web content effectively bypasses Content Gateway’s inspection
capabilities for any Web site that was successfully accessed previously from the third-

party proxy.
For an upstream Websense Content Gateway to identify users:

Enable authentication on the third-party proxy.

Designate Content Gateway as the parent proxy in the third-party proxy’s
configuration.

¢ Set the Read authentication from child proxy option in the Websense Content
Gateway Configure pane (Configure > My Proxy > Basic > Authentication).
This option allows Content Gateway to read the X-Forwarded-For and
X-Authenticated-User HTTP headers. The downstream third-party proxy passes
the client 1P address via the X-Forwarded-For header and the user domain and
username in the X-Authenticated-User header.

If the third-party proxy can send the X-Forwarded-For header but not the
X-Authenticated-User header, the following step is also required:

+ Deploy atransparent identification agent to facilitate client identification by
Content Gateway. See Deploying transparent identification agents, page 48, and
Installing Web Security components, page 392.

Websense Content Gateway can be configured to read authentication from the
following proxiesin the downstream position:

Blue Coat ProxySG 210 and later

Microsoft Internet Security and 2004 and later
Acceleration (ISA) Server

For detailed configuration instructions for Blue Coat ProxySG and Microsoft | SA/
TMG server, see Chaining Content Gateway with other proxies, page 99.
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Proxy cache hierarchy

Another form of proxy chain is aflexible proxy cache hierarchy, in which Internet
requests not fulfilled in one proxy can be routed to other regional proxies, taking
advantage of their contents and proximity. For example, a cache hierarchy can be
created as a small set of caches for a company department or a group of company
workersin a specific geographic area.

In ahierarchy of proxy servers, Content Gateway can act either as a parent or child
cache, either to other Content Gateway systems or to other caching products. Having
multiple parent caches in a cache hierarchy is an example of parent failover, in which
aparent cache can take over if another parent has stopped communicating.

As mentioned earlier, the increasing prevalence of dynamic, user-generated Web
content reduces the need for Content Gateway caching capabilities.

See Content Gateway Manager Help (Hierarchical Caching) for moreinformation on
thistopic.

SSL chaining

Routing SSL traffic in a proxy chain involves the same parent proxy configuration
settings used with other proxy-chained traffic. You identify the portson which HTTPS
reguests should be decrypted and policy applied when SSL is enabled in the
Protocols > HTTP > HTTPS Ports option in the Configure tab. Parent proxy rules
established in parent.config for HTTPS traffic (destination port 443) determine the
next proxy in the chain for that traffic.

Enable the Configure tab Content Routing > Hierarchies> HTTPS Requests
Bypass Parent option to disable SSL traffic chaining when all other traffic is chained.

If you want to exclude SSL traffic from the parent proxy and tunnel the traffic directly
to the origin server, enable the Tunnel Requests Bypass Parent option in the
Configure tab Content Routing > Hierarchies. This option can be used for any
tunneled traffic.

Chaining Content Gateway with other proxies

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic
& Web Security Gateway and + Blue Coat ProxySG, page 100
Gateway Anywhere, v7.7.x + Microsoft Internet Security and

Acceleration (1SA) server and
Forefront Threat Management
Gateway (TMG), page 101

Deployment and Installation Center » 99


https://www.websense.com/content/support/library/web/v77/wcg_help/first.aspx

Content Gateway Deployment

Blue Coat ProxySG

You can configure the Blue Coat proxy to send X-Forwarded-For and
X-Authenticated-User headers for Websense Content Gateway to read either by
manually editing a policy text file or defining the policy in a Blue Coat graphical
interface called Visua Policy Manager.

Note that for Blue Coat to service HTTPS requests properly with the following setup,
you must have a Blue Coat SSL license and hardware card.

Editing the local policy file

In the Blue Coat Management Console Configuration tab, click Policy in the left
column and select Policy Files. Enter the following codein the current policy text file,
using an Install Policy option:

<Proxy>

action.Add [header name for authenticated user] (yes)

define action dd[header name for authenticated user]

set (request.x_header.X-Authenticated-User, "WinNT://
$ (user.domain) /$ (user.name) ")

end action Add[header name for authenticated user]
action.Add [header name for client IP] (yes)

define action dd[header name for client IP]
set (request.x header.X-Forwarded-For, $ (x-client-address))

end action Add[header name for client IP]

Using the Blue Coat graphical Visual Policy Manager

Before you configure the Blue Coat header policy, ensurethat NTLM authenticationis
specified in the Blue Coat Visua Policy Manager (Authentication > Windows SSO).
Set Websense Content Gateway as the forwarding host (in the Blue Coat Management
Console Configuration tab, Forwar ding > Forwar ding Hosts).

In the Blue Coat Management Console Configuration tab, click Policy and select
Visual Policy Manager. Click Launch and configure the header policy as follows:

1. InthePolicy menu, select Add Web Access Layer and enter an appropriate
policy namein the Add New Layer dialog box.
2. Select the Web Access L ayer tab that is created.

3. The Source, Destination, Service, and Time column entries should be Any (the
default).

Right-click the areain the Action column, and select Set.

5. Click New in the Set Action Object dialog box and select Control Request
Header from the menu.
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9.

10.
11.

12.
13.

14.
15.
16.

17.

18.

19.

In the Add Control Request Header Object dialog box, enter aname for the client
IP Action abject in the Name entry field.

Enter X-Forwar ded-For in the Header Name entry field.

Select the Set value radio button and enter the following value:
S (x-client-address)

Click OK.

Click New and select Control Request Header again.

In the Add Control Request Header Object dialog box, enter a name for the
authenticated user information Action object in the Name entry field.

Enter X-Authenticated-User in the Header Name entry field.

Select the Set value radio button and enter the following value:
WinNT://S$ (user.domain) /$ (user.name)

Click OK.

Click New and select Combined Action Object from the menu.

In the Add Combined Action Object dialog box, enter a name for a proxy chain
header in the Name entry field.

In the left pane, select the previously created control request headers and click
Add.

Select the combined action item in the Set Action Object dialog box and click
OK.

Click Install Policy in the Blue Coat Visual Policy Manager.

Microsoft Internet Security and Acceleration (ISA) server and
Forefront Threat Management Gateway (TMG)

Microsoft | SA server or Forefront TMG can be used as a downstream proxy from
Websense Content Gateway via a plug-in from Websense, Inc. This plug-in allows
Content Gateway to read the X-Forwarded-For and X-Authenticated-User headers
sent by the downstream I1SA server or Forefront TMG

Two versions of the plug-in are available, packaged in the following zip files:

L 4

L 4

Websense-AuthForward.l SAPI32.zip for 32-bit ISA servers
Websense-AuthForwardTM G_Plugin-64.zip for 64-bit Forefront TMG

The zip files are available on the MyWehsense Downl oads page.

Install aplug-in asfollows:

1

Unzip the package and copy the appropriate Websense-AuthForward.dll file
(for 32-hit or 64-hit) to the Microsoft ISA or Forefront TMG installation
directory. (For example, for ISA the default directory is C:\Program
Files\Microsoft | SA Server)

Also place the following filesin the ISA or TMG installation directory:
= msvcpl00.dil
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= msvcrl00.dil

2. Register the plug-in with the system. Open a Windows command prompt and
change directory to the Microsoft ISA or Forefront TMG installation directory.

From the command prompt, type:
regsvr32 Websense-AuthForward.dll

3. Verify the plug-in was registered in the |SA or Forefront TMG management user
interface (For example, Sart > Programs> Microsoft | SA Server >|SA Server
M anagement). In the Configuration (for 32-bit) or System (for 64-bit) section,
select Add-ins, then click the Web-filter tab. The WsAuthForward plug-in
should be listed.

To uninstall the plug-in, run the following command in a Windows command prompt
from the ISA or Forefront TMG installation directory.

regsvr32 /u Websense-AuthForward.dll
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5 Planning Data Security
Deployment

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Before you begin setting up your Data Security system, it isimportant to analyze your
existing resources and define how security should be implemented to optimally
benefit your specific organization. Plan your deployment by:

=

Deciding what data to protect, page 103

Determining where your confidential data resides, page 105
Determining your information flow, page 106

Defining the business owners for the data, page 106
Deciding who will manage incidents, page 107

Planning access control, page 107

Analyzing network structure, page 108

Planning network resources, page 109

Planning a phased approach, page 121

© o N o bk WD

Deciding what data to protect

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

« Data Security, v7.7.x + Geographical, page 104
+ Industry, page 104
& Sector, page 104
+ General, page 104

What data should you protect? What are the applicable regulations for your
organization?

Answers to these questions depend on the geographical regionsin which the
organization operates, the industry and sector, whether it is a public company and
other particulars of your organization.
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Consider the following:

Geographical

*

Industry

*

Sector

General

Each region may have its own regulations/laws that require protecting various
types of sensitive information, such as private, financial, and medical.

Glabal enterprises may be bound to multiple laws if they have branch officesin
different regions. (For example, they may have to abide by different state laws if
they have officesin several different states)

Each type of industry may have its own laws and regul ations. For example:
= GLBA for finance
»  HIPAA for hedlthcare

If your enterprise devel ops new technologies, you may want to protect intellectual
property and trade secrets (such as designs, software code, drawings, or patent
applications).

Government agencies and organizations that are affiliated with the government
are subjected to special requirements and regul ations imposed by the government
office, such as DIACAP for units and contractors related to the US Department of
Defense and FISMA for US federal agencies and their contractors.

For public companies, additional regulations may apply (such as the Sarbanes-
Oxley Actinthe U.S,, or regulations that are published by the regulatory body of
the relevant stock markets).

Most organizations want to keep their marketing information away from
competitors:

= Upcoming press releases
»  Marketing campaigns

s Leads

»  Existing customer data

= Many organizations have individualized needs for data protection that might
not fall into typical categories, but Data Security can accommodate them.

The TRITON - Data Security first-time policy wizard assists you in defining your
region and industry and it displays the relevant policies, making it easier to select
them. Besides predefined policies, you may want to protect specific information, such

as
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Designs

Drawings

Marketing materials

Legal documents

Strategic planning documents, such as business plans
Financial and pricing information

All documents marked “ Confidential”

® & 6 6 o o o

Determining where your confidential data resides

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

& Data Security, v7.7.X ¢ Corporatefile servers and shared
drives, page 105

+ In-house databases, page 106

Based on experience from numerous data-10ss protection deployments, it's evident
that most sensitive company information resides within:

+ Corporate file servers or shared drives
+ In-house databases
+ Personal laptops, workstations and removable media

Corporate file servers and shared drives
There are afew ways to determine where your confidential information is stored:

Ask

+ Tak to appropriate data owners in your organization and they may point you to
relevant locations. This may cover abig part of the information that needs to be
protected and is a good start. Your review of locations based on their revelations
will undoubtedly reveal other critical data branchings and parallel storage places.

Discover

o Use Websense Data Security to classify file servers, shared drives, and endpoints
by running it with the relevant predefined policies enabled. This should give you
bulk estimations of where datais located in your enterprise.

Combining the results gives you a good idea of the location of your confidential
information.
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In-house databases

Asin case of file servers and shared drives, the best ways to understand which
databases are critical isto ask:

+ Tak to people that manage in-house applications relying on internal databases
(such as customer relations, orders processing, and accounting).

+ Tak to database administrators (DBAs) and find out what are the most accessed
databases. The more a database is accessed, the more chances there are for data
loss. Your IT department may also be able to elaborate on discoveries from both
instances described above.

Discover:

¢ Use Websense Data Security to classify databases by running it with the relevant
predefined policies enabled. This should let you know primarily where your vita
records are located.

Based on the above information, you can narrow down the most critical database
servers, databases and tables to protect.

Determining your information flow

Deployment and Installation Center | Data Security Solutions | Version 7.7.x
Analyze the flow of information through your enterprise today.

Where isinformation typically coming from? Internal users? Partners? Vendors?
Where does it need to be sent?

What are all the potentia pathways for information?

What processes are in place, if any, to govern data flow?

*® & 6 o o

How many HTTP, SMTP and FTP exits or egress points are therein the
organization?

These questions are vital to ensuring that protector(s) are placed appropriately so that
nothing escapes analysis.

Defining the business owners for the data

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

The business owners of information normally come from the departments where the
information was created. For example, if you wish to protect marketing materials, the
head of marketing is normally the business owner, and should be consulted about
deployments. (He/she may delegate the responsibility to other people in his’her
department.) Normally, marketing principals—and principals from other
departments—would want to get notifications about data losses containing
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information originating from their department (even and especially if the sender is
from a different department).

Deciding who will manage incidents

Deployment and Installation Center | Data Security Solutions | Version 7.7.x
How should you delegate incident management across your organization?

Asin the case of business owners, you should identify who is responsible for data
management in various departments. If you are unsure who that person is, you may
either consult with the department manager or train one of the employees that you
trust from that department.

Once incident managers are identified, you can assign the proper roles and policy
category groups to the relevant users through the TRITON - Data Security Web user
interface.

Planning access control

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Standard network installations provide access control (preventing personnel from
viewing unauthorized files) by giving each user alogin and password, and authorizing
each user to view only the network directories required for the user's job function.
However, authorized users can still send content they are authorized to useto
unauthorized recipients.

Define Product Name Variabl e augments access control by providing Information
Distribution Management (IDM) capabilities, thereby greatly enhancing the level of
information security. Websense Data Security protects digital content from being sent
from your company’s network to people outside of the company, as well as protecting
classified information from being sent to unauthorized users within the local network.

Typically, these user privileges were defined individually, without considering
grouping or security clearances for groups of people. Utilizing data security
capabilities involves delineating users as belonging to groups or security levels,
enabling a more sophisticated, higher level of control over classified data.

Naturally, when considering the policies discussed in this chapter, it isimportant to
consider how these policies are impacted by or impact other content policiesin your
company. The TRITON - Data Security software has the flexibility to accommodate
the full range of enterprise security needs.
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Analyzing network structure

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

To best employ data security, you heed to analyze your network structure, determine
the location of confidential information, note which documents need to be protected
and where they are located, and whether you need to make changes to the network
directory structure in order to group documents differently for security purposes.

In most organizations, user rights have been determined and built into the network
directory structure, according to your organization'slogic. You may conclude that the
network configuration isfine asit is, or that the internal network definitions change to
some degree due to today's higher security needs.

Any changes you need to implement internally in the directory structure should be
implemented with these increased security measuresin mind.

Structural guidelines

It is possible to configure the system so that a particular user cannot access acertain
document through the network, but can receive the document by email. For example, a
manager would not want employees to access documentsin hisor her personal folder,
but would want to be able to send the documents to them by email. It is therefore
important that you perform this analysis together with the network administrator, so
that your desired changes will be implemented internally in a smooth, logical fashion,
as well as within the Websense structure.

Typically, your network directories are organized functionally, according to the
different business unitsin the company. Within this structure, functional groups are
usually entitled to look at documents within their business unit.

We recommended that you use this as your process map:
¢ Takeanetwork map of al the directories, and look at how the network accessis
organized

+ Determine what types of classified documents you have, and where they are
located

+ Determine whether documents of similar confidentiality are together in similar
directories

= Organize/group information that is critical to your organization and
information whose security islegally mandated. For example, financial
institutions may start by considering customer data (such as Social Security
numbers or account numbers) and highly confidential business information

= Organize/group important proprietary and confidential information with
medium or low change-frequency

m  Arrange al mgjor information assets within your organization so that you
understand data | ocations, relationships and security-value hierarchies
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The result of this analysis should be atable corresponding to the directoriesin the
network that need to be protected, indicating what types of users should be able to
receive those files and to provide alook at access issues.

You may want to rearrange some areas of your network access, and set the data
security accordingly. See below for recommended procedures.

Planning network resources

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:
& Data Security, v7.7.X + Allocating disk space, page 109
+ Modifying the disk space setting,
page 110

+ Distributing resources, page 111

To decide on things like disk space allocation, number of servers, and network
distribution, start by answering these questions:

What volume of daily data do you expect in the number of transactions?
What is your user count?

Are you covering geographically distributed offices?

What isyour user directory structure (Active Directory, ADAM, Domino) and the
IP addresses of the LDAP servers?

& Which ports are used and what are the port numbers?

* 6 o o

Allocating disk space

Disk space for archiving fingerprint and forensic repositoriesis alocated by the
Websense Data Security by default. The default settings are the nominal values
defined by Websense; however, you can modify these values. The tables below
indicates the default and maximum disk space for archives, forensics repository and
endpoint client incident storage, log file and fingerprint storage.
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On TRITON management server

Type Description Default Max Disk
Setting Space
Archive ' Thedisk space of theincident archive | 50 GB No Max.
folder on alocal or external partition.
Forensic Thedisk space of theforensicrecords | 40 GB No Max.
repository stored in the archive folder.
On endpoint client
Type Description Default Max Disk
Setting Space
Endpoint " Thedisk space that each endpoint 100 MB 100 MB
clientincident | client should allocate for incident
storage storage when the endpoint host is
disconnected from the TRITON
Management Server.
Endpoint The disk space of thelog fileviewed | 16 MB 100 MB
clientlogfile on the endpoint client.
Endpoint The disk space that each endpoint 50 MB 1,000 MB
client client should allocate for storing
PreciselD directory and SharePoint fingerprints.
fingerprint
storage

Modifying the disk space setting

Follow the instructions below to modify the default disk-space settings for either
archives, endpoint client incident storage, Precisel D fingerprint or forensic

repositories.

To modify disk space settings:

1. Access TRITON - Data Security and choose the Settings tab.

2. Depending on the disk space to modify, do the following:

a. Archives:

Select Settings > Configuration > System > Archive Sorage. In the
Maximum archive disk space field, modify the value.

b. Forensicsrepository:

Select Settings > Deployment > System Modules. In the list of modules,
select the Forensics Repository entry. In the Maximum Disk Space field, set
the value.

¢. Endpoaint client (incident storage, log file and fingerprint storage):
Select Settings > Configuration > System > Endpoint. In the section

labeled Disk Space, modify the relevant disk-space value.
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3. Click OK. The disk space values are set and changes saved.
4. Click Deploy to deploy your settings.

Distributing resources

Websense Data Security supports multi-site, distributed deployments. You can have a
local policy engine on the protector, for example, and distributed (primary and
secondary) fingerprint repositories.

You can have a management server in one location and one or more supplemental
Data Security serversin other locations.

You can utilize the crawlers on the Data Security servers alone to do your fingerprint
and discovery scans, or you can install the crawler agent on additional serversto
improve performance.

These arejust afew of the possibilities.

Your network architecture and the geographical location of your offices determine
how you will want to distribute your resources.

See Most common deployments, page 112 for distributions our customers commonly
use.

Load balancing

In amulti-component system, you can configure |oad-balancing by selecting Settings
> Deployment > System Modulesin TRITON - Data Security and then clicking the
L oad Balancing button at the top of the screen.

L oad balancing enables you to manage how each module sends its data to specified
policy engines for analysis. Thislets you distribute the load, but more important, it
ensures that your vital email and HTTP performance is never harmed. For example,
you can designate 1-2 dedicated serversto analyze inline HTTP traffic (where analysis
latency is critical) and use another set of serversto analyze other channels.

An agent or a protector service can be analyzed by all listed policy engines or it can be
analyzed by specifically selected policy engines. (Note that protector services can be
analyzed only by local or Windows-based policy engines.) In addition, you can choose
which policy engine analyzes a specific agent or service of the protector.

Note

Websense recommends that you do not distribute the load
to the TRITON management server.
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The Load Balancing screen shows alist of items where each item represents a

protector or agent.
ame analyzed by
o Protector-IL
(% Protectar-Usa
PP D551-Policy Engie
B SMTP Al avalable policy engines
Q HTTP &ll available policy engines
Q 1MSNMS Chat Al avalable policy engines
{8 vaHOO Chat &ll available policy engines
Q ATM Chat A1l 2vailable policy engines
[+ Protectar-China
E||=Tp [CAP Server A D3551-Palicy Engine
Q HTTP &l available palicy engines
ﬂ FTP &ll available policy engines
Q 154 Agent B D351-Palicy Engine, D353-Palicy Enging
&1 SMTP Bgent & &ll available policy engines
E}E Content Gateway
= {3 HrTR &ll available policy engines
ﬂ FTP Al avalable polcy engines

Click each item in the tree to define which policy engine it should be analyzed by. For
further information on load balancing, refer to the TRITON - Data Security Help.

Most common deployments

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to:

In this topic:

« Data Security, v7.7.x
o Web Security Gateway, v7.7.X

& Web Security Gateway
Anywhere, v7.7.x

o Email Security Gateway, v7.7.x

o \\ebsense Web Security Gateway
Anywhere, page 117

o \Websense Email Security
Gateway, page 118

Websense Data Monitor, page 119
Websense Data Protect, page 120

Websense Data Endpoint, page
120

¢ \Websense Data Discover, page

121

Websense Data Security is aflexible system that affords you various, customizable
deployment scenarios. Each scenario is based on an organization’s practical needs and
purposes—of course, individual hardware/software setups vary. Be sure to obtain
guidance and advisement from your Websense sales representative to assure that the
appropriate deployment option is tailored for your organization.
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Below are the most common single and multi-site deployment scenarios.
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Web Security Gateway Anywhere |

=
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Websense Web Security Gateway Anywhere

Depending on your enterprise needs and requirements, a deployment can be subject to
avariety of different combinations of components that make up Websense Data

Security.

Topology

Small organization

Large org/Enterprise

+ Monitoring or
blocking for DLP
over Web channels:

« HTTP

* HTTPS

* FTP

* FTP-over-HTTP

*

1 TRITON Management
Server with Web Security and
Data Security modules
enabled

1 V-Series appliance
1 Windows server for

Microsoft SQL Server and
Log Database

Scenario 1:

*

1 TRITON Management Server with
Web Security and Data Security
modules enabled

1 Data Security Server
Multiple V-Series appliances

1 Windows server for Microsoft SQL
Server and Log Database

Larger organization with significant
amount of traffic or multiple geographic
locations. Thiswill require load
balancing between policy engines.

+ Monitoring or
blocking for DLP
over Web channels:

« HTTP
« HTTPS

. FTP

« FTP-over-HTTP

+ Monitoring or
blocking of SMTP
traffic

1 TRITON Management
Server with SMTP agent and
Web Security and Data
Security modules enabled

1 Protector
1 V-Series appliance
1 Windows server for

Microsoft SQL Server and
Log Database

Scenario 2:

*

1 TRITON Management Server with
Web Security and Data Security
modules enabled

1 Data Security Server
1 Protector
Multiple V-Series appliances

1 Windows server for Microsoft SQL
Server and Log Database
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Websense Email Security Gateway

Topology

Small organization

Large org/Enterprise

.

Monitoring or
blocking for DLP

over email channels:

« SMTP

Monitoring or
blocking for DLP

over email channels:

e SMTP
Monitoring for:
e Web/FTP
« IM

User-defined
protocols
Destination
awareness

*

1 TRITON Management
Server with Email Security
and Data Security modules
enabled

1 V-Series appliance
1 Windows server for

Microsoft SQL Server and
Log Database

1 TRITON Management
Server with Email Security
and Data Security modules
enabled

1 Protector
1 V-Series appliance
1 Windows server for

Microsoft SQL Server and
Log Database

*

1 TRITON Management Server with
Email Security and Data Security
modules enabled

1 Data Security Server
Multiple V-Series appliances

1 Windows server for Microsoft SQL
Server and Log Database

Larger organization with significant
amount of traffic or multiple geographic
locations. Thiswill require load
balancing between policy engines.

*

1 TRITON Management Server with
Email Security and Data Security
modules enabled

1 Data Security Server
1 Protector
Multiple V-Series appliances

1 Windows server for Microsoft SQL
Server and Log Database
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Websense Data Monitor

Topology

Small organization

Large org/Enterprise

.

Monitoring for:
* Mall

e Web/FTP
e IM
User-defined
protocols

Destination
awareness

+ 1 Data Security Management
Server

« 1 protector

Small-to-medium business with
one or more egress points
(connected to the same protector)
to monitor traffic. This scenario
istailored to organizations that
are keen on monitoring traffic
rather than enforcing traffic

Scenario 1
+ 1 Data Security Management Server
+ 1 Data Security Server

+ 1 protector - load balancing with the
Data Security server
Larger organization with significant
amount of traffic. In most cases, they will
also plan to move to enforcement. This
will regquire both |oad bal ancing between
policy engines and building a load-
balanced SMTP Agents environment (to
avoid single points of failure). Note that
Protector MTA can be used in those cases
in which SMTP Agent is not supported
on the operating system.

Scenario 2:

+ 1 Data Security Management Server
+ 1 Data Security Server

+ 2 protectors - one for each site

Organization having multiple
geographical locations for monitoring
traffic

Scenario 3:
+ 1 Data Security Management Server

+ 2 Data Security Servers- onefor each
site
+ 2 protectors - one for each site
Organization having multiple
geographical locations for monitoring
traffic with low latency between sites.
Local policy engineis placed closeto
protector to avoid occupying bandwidth
when sending transactions to analysis.
Both protectors will do load balancing
with the local policy engine.
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Websense Data Protect

Topology Small organization Large org/Enterprise
_The DataProtect module | + 1 Data Security + 1 Data Security Management Server
includes: Management Server + X Data Security Serversand Y protectors
Data Protection: + 1 protector depending on traffic volume.
« HTTPand SMTP The protect mode is very similar to the
blocking monitor mode; therefore, the same
. topol ogies mentioned in the monitor table
+ Policy enforcement apply here
for al channels y '
+ Dedtination policy
controls
Data Monitoring:
+ Monitoring for:
* Mall
e Web/FTP
« IM
+ User-defined
protocols
+ Destination
awareness
Websense Data Endpoint
Topology Small organization Large org/Enterprise
+ Local discovery + 1 Management Server + 1 Data Security Management Server
+ Removablemedia& | « Endpoint clients + 1 Data Security Server for every additional
CD/DVD security 30,000 endpoint clients

+ Application controls
for copy/paste, print,
print screen, file
access

+ Endpoint Web
channels (HTTP/
HTTPS)

+ Endpoint LAN
control
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Websense Data Discover

Topology Small organization Large org/Enterprise

+ Network and file + 1 Data Security + 1 Data Security Management Server
discovery for datain Management Server - Websense Technical Support will assessthe
filefolders, + 1 Data Security Server number of Data Security servers with
SharePoint sites, discovery and fingerprinting crawlers
databases, and needed.
Exchange servers

+ Automated
remediation for data
at rest

Planning a phased approach

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:
+ Data Security, v7.7.x + Phase 1. Monitoring, page 121

+ Phase 2: Monitoring with
notifications, page 122

Phase 3: Palicy tuning, page 123
Phase 4. Enforcing, page 123
Phase 5: Discovery, page 123

Phase 6. Endpoint deployments,
page 123

* 6 o o

Next, you need to consider the tactics you can employ in protecting your data, how to
configure policies, manage incidents and control access.

To assess how to protect your data from compromise, we recommend using Define
Product Name Variable in amulti-phased approach. Listed below is just one approach
of many.

Phase 1: Monitoring

Start by monitoring data (auditing without blocking). The following steps usually
constitute this phase (you may skip some of the steps if they are not relevant):

¢ Step A: Enable regulatory compliance, regiona and industry-related predefined
policies:
m  Thissuppliesasolid first stage of DLP (dataloss prevention) deployment

Define Book Name Variable » 121



Planning Data Security Deployment

It will give you agood picture of what information is being sent out, by

whom, to where and how

¢ Step B: Request custom policies from Websense:

Moving forward, you may identify that your enterprise has unique needsin
terms of data identification that are not covered by predefined policies; for
example, you may want to protect couponsthat areissued or catalog numbers.

To request a policy, please apply to Websense technical support. We will
escal ate your request and engage the research team. The usual turnaround is
approximately 3 weeks (the research team will generally provide an estimated
time to completion within 3 days of reviewing the request).

¢ Step C: Fingerprint data (can be also part of Phase 2):

Datafingerprinting allows accurate and efficient data identification
Database fingerprinting (Precisel D database technol ogy):

» Precisel D database fingerprinting allows accurate and efficient detection
of fingerprinted records coming from various sources:

o Database tables
« Database views
« CSV files

Content policies can be flexibly defined on top of data sources. Detection
rules can be configured as combinations of columns and thresholds for a
given number of matches.

Database fingerprinting can be used in conjunction with Precisel D patterns.
While patterns identify afull range of data (for example, al credit cards),
database fingerprinting can narrow down the detection only to credit cards of
your enterprise customers. You may want to set higher severity on PreciselD
database policies than on Precisel D patterns.

Files, directory, and SharePoint fingerprinting (Precisel D files technology)

» PreciselD filestechnology allowsidentification of unstructured data (free
text)

* Thedatathat we identify can aready bein a different format (e.g., after
PDF conversion), different context (excerpt of confidential document that
was fingerprinted), and so on

* Advanced and efficient algorithms allow detecting fingerprints even on
endpoints that have limited resources

Phase 2: Monitoring with notifications

At this stage, we recommend enabling email notifications to various people in the
organization when a policy breach is discovered. The options are:

Glaobal security administrator (can be CISO)
Data owners (specified for each policy)

Senders (people that actually leak the information)—some enterprises prefer to
use this option to educate users and watch the expected decrease in the amount of
incidents over time in the Trends report.
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& Managers—direct managers of people that leak information (based on data in the
directory server).

Phase 3: Policy tuning

(Phase 3 can be ongoing, in parallel to Phases 1 and 2.) Make sure that you keep the
amount of incidents manageable and that all incidents are relevant. The options are:
Disable policiesthat do not bring value to your enterprise
Make sure the selected channels are relevant for application of policies

Identify incidents that are authorized transactions and make appropriate changes
in the authorization for specific policies (e.g., allowing sending specific
information from certain sources to certain destinations)

+ Change thresholds to avoid too many incidents from some policies

Phase 3 is also good for making sure that you assign proper incident managers for
varioustypes of incidents, and that you create policy category groupsin Data Security
Manager and assign them to relevant incident managers.

Phase 4: Enforcing

This phase should begin after all the policies were successfully tuned and business
owners, data owners and incident managers are trained and ready to handle the
incidents:

+ You can start with the SMTP channel only and then gradually moveto HTTP
enforcement as well. Or you could enforce FTP through ICAP and/or Websense
Content Gateway integrations.

+ Continue monitoring incidents and identify whether certain policies can be moved
back to auditing only. (Consider this efficiency if you release the email regardiess
of incidents.)

+ Encryption: As part of SMTP enforcement, you may want to integrate with
encryption gateways. Websense can automatically route certain email transactions
to be encrypted based on email content and/or policy definitions (actions).

Phase 5: Discovery

Again, this phase can start earlier, in parallel with other phases.

Establish discovery tasks on sensitive corporate servers, databases, Exchange servers,
and SharePoint sites that are widely accessed to ensure you know what sensitive
information is located where, and who is allowed to access it.

Phase 6: Endpoint deployments

As explained with other phases, this phase can aso be instituted earlier in the security
process.
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Make sure you are controlling datain use (removable media, clipboard operations, file
access) by deploying Websense Data Endpoint in your enterprise:

+ It will alow controlling datain use even if users are disconnected from network
+ You may decideto install it in stealth (invisible) mode

Local discovery will assist you in getting to the files that network discovery wouldn't
reach. (Essentialy, local discovery islooking at the drives on alocal machine, like a
laptop, which can be disconnected from the network.)
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Integrating Data Security
with Existing Infrastructure

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Websense Data Security is an integral piece of your network architecture, and can be
combined with your existing systems to ensure seamless Web and email protection.
See the following for information about integrating Websense Data Security with
existing systems.

Working with existing email infrastructure, page 125

Working with Web proxies, page 130

Working with shared drives, page 144

Working with user directory servers, page 149

Working with Exchange servers, page 151

Working with IBM Lotus Domino and Lotus Notes, page 153

* 6 6 O o o

Working with existing email infrastructure

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:
+ Data Security, v7.7.x + Using the SVITP agent, page 126
+ Using the protector, page 126

You can configure Websense Data Security within your existing email infrastructure
to block and quarantine email that contravenes your policies.

You can do this by connecting Websense Email Security Gateway, the SMTP agent, or
the Websense protector to the network directly in the path of the traffic, enabling
traffic to be not only monitored, but also blocked, quarantined, or even terminated
before it reaches its destination.

This section describes the SMTP agent and protector. For information on using Email
Security Gateway, see Installing appliance-based Websense solutions, page 247.
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Using the SMTP agent

If you want the option to block email that breaches policy, the SMTP agent is the
easiest deployment option to configure, monitor, and debug in a production email
environment. Do the following to set up the SMTP agent within your email
infrastructure for this purpose:

1.

Run the Websense installer as described in Installing Data Security components,
page 413. You can install the SMTP agent on a TRITON Management Server,
supplemental Data Security server, or as a stand-al one agent on another Windows
server machine equipped with Microsoft [1S.

To configure the SMTP agent, in TRITON - Data Security, select Settings >
Deployment > System M odules. Select the SMTP agent.

Complete the fields as follows:
m Inthe General tab:

» Set the Mode to Blocking.
»  Specify the action to take when an unspecified error occurs.

s Inthe SMTP Filter tab:

» Sdlect the Enablefiltering on the following internal email domains
check box.

* Enter the domain name or names to monitor and click Add.
= Inthe Encryption & Bypasstab:

* If you want encrypted or flagged email to bypass anaysis, select the
Enableredirection gateway check box, then enter the redirection
gateway |P and port. Specify the encryption and/or bypass flags to use.

= Inthe Advanced tab:
»  Specify the footer to add to analyzed email, if any.
Click OK to save al the above settings.

Select Main > Policy Management > DL P Policies. Select the policy rule that
you wish to use for email management and click Edit.

Complete the fields as follows:
m  Sdlect Destinations, and check the Network Email box.

m  Select Severity & Action, then select an action plan that includes
notifications.

Click Deploy to activate the settings.

Configure your corporate email server to route email to the SMTP agent. (The
agent becomesaMTA.)

Using the protector

There are 2 different SMTP modes:

+ Monitoring mode (sometimes referred to as passive mode)
¢ Explicit Mail Transfer Agent (MTA) mode
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In monitoring mode, the protector monitors and analyzes SMTP traffic, but does not
enable policies to block transactions. It isimportant that not all networks have
permission to send email viathe protector’s SM TP service, otherwise the protector
can be used as amail relay. To avoid this, you should limit the networks that send
email viathe protector.

In explicit MTA mode, the protector acts asan MTA for your SMTP traffic and
operates in protect mode. Protect mode allows you to block transactions that breach

policy.

This section contains the basic steps required to configure Data Security for these 2
topologies.

For more information on deploying the protector inline, see Deploying the protector,
page 325.

Pre-installation checklist

The figure below shows a common topology in which the protector isinstalled inline.
The checklist in this section refers to the numbersin this figure.

Data Security Server Site 1
LAN
-
| A
Backbone Protector Firewall Router
Switch
— 4 DMZ_I_LI_I_|_ _I_
- Intranet
= 5
Mail Server =
Mail Relay
6 7
Site 2
=
[
T
= =l
Mail Relay
Mail Server

Before installation, check the following:

+ Verify that the required hardware is available - check the latest rel ease notes for
the list of certified hardware.

+ If inlinemodeis selected, verify that the protector contains a certified Silicom
Network card (either Dual or Quad).

+ Havethefollowing ready before installation:
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Valid IP addresses for the Data Security server and the protector management
port in the Data Security LAN

+ Make sure the following | P addresses are known prior to installation - they are
required in order to complete the procedure;

The completelist of internal networks (1P ranges and subnet masks) [1]

If there is more than one site, the internal networks list should include the
networks of all sites.

A list of the mail server’s IP addresses (in al sites) [4] [6]
The IP addresses of the mail relay, if one exists[5] [7]

The IP address of the outbound gateway for the protector - thiswill typically
be the internal leg of the firewall [2]

The | P address of the inbound gateway for the protector - thiswill typically be
the external leg of the backbone switch or router [6]

The HEL O string the protector will use when identifying itself. Thisis
relevant for the SMTP channel only.

If customized notifications will be displayed when content is blocked, these
should be prepared beforehand.

Setting up SMTP in monitoring mode

1. Power up the protector.

2. Runthe Websense installer as described in Installing Data Security components,
page 413. During installation make sure the time, date and time zone are precise,
and map eth0 to verify it islocated on the main board.

3. Connect ethO of the protector to the LAN.

4. To configure the protector, in TRITON - Data Security, select Settings >
Deployment > System M odules. Select the protector.

5. Complete the fields as follows:

In the General tab:

* Sdlect Enabled.

In the Networking tab:

e Set Default gateway to the outbound gateway.
* Setlnterfaceto brO.

»  For the Connection mode, select Inline (Bridge).

* |IntheNetwork Interfaceslist, select brO and click Edit. Select Enable
bypass mode to allow traffic in case of Data Security Server software/
hardware failure. Click OK.

In the L ocal Networ ks tab:

» Sdect Include specific networks. Add all the internal networks for all
sites. Thislist is used to identify the direction of the traffic.The mail
servers and mail relays should be considered part of the internal network.

In the Services tab
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6.

e Select the SMTP service. On the General tab, set the Modeto
Monitoring bridge. On the Traffic Filter tab, set the Direction to
Outbound. Click OK.

e Selectthe HTTP service. On the General tab, set the Modeto
Monitoring bridge. On the Traffic Filter tab, set the Direction to
Outbound. OntheHTTP Filter tab, select Excludedestination domains
if required. Click OK.

m  Click OK to save al the above settings, and click Deploy to activate the
settings.

Connect the protector to the outgoing connection and to the organization’sinternal
network. This should be done last, after the protector is fully configured.

Setting up SMTP in MTA modes

Starting the protector

1.
2.

3.

Power up the protector.

Run the Websense installer as described in Installing Data Security components,
page 413. Make sure the time, date and time zone are precise, and verify that ethO
(or whatever port you specified during installation) is mapped and located on the
main board.

Connect ethO or the designated port of the protector to the LAN.

Configuring the protector

1

In TRITON - Data Security, select Settings > Deployment > System M odules.
Select the protector.

In the General tab:
m  Select Enabled.
In the L ocal Networ ks tab:

m  Select Include specific networks. Add all the internal networks for all sites.
Thislist is used to identify the direction of the traffic. The mail servers and
mail relays should be considered part of the internal network.

In the Ser vices tab:
s Select the SMTP service.
s Onthe General tab, set the Mode to Mail Transfer Agent (MTA).
= OntheMail Transfer Agent (MTA) tab:
* SettheOperation M odeto Blocking and select the behavior desired when
an unspecified error occurs during analysis.
e Setthe SMTP HELO name. Thisisrequired.
*  Set the next hop MTA if required (for example, the company mail relay).

» Settheaddressesof al networksthat are permitted to relay email messages
through the protector. Thisisrequired, asit isimportant that not all
networks have permission to send email viathe protector’'s SMTP service,
otherwisethe protector can be used asamail relay. Thislist should include
the addresses any previous hops, such as your mail server.
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5. Click OK to save all the above settings for the protector.

6. Select Main > Policy Management > DL P Policies. Select the policy rule that
you wish to use for email management and click Edit.

7. Complete thefields as follows:
m  Select Destinations, and check the Network Email box.

m  Select Severity & Action, then select an action plan that includes
notifications.

Note

For more information about action plans, see the section
“Action Plans’ in TRITON - Data Security Help.

s Click OK to save all the above settings.
8. Click Deploy to activate the settings.

Connecting the protector

1. Connect the protector to the outgoing connection and to the organization’sinternal
network. This should be done last, after the protector is fully configured.

2. If anext hop server exists (for example, a company mail relay) you must add the
protector’s |P address to its allowed relay list.

3. (Optional) Set your mail server’s next hop (smart host) to be the protector’s 1P
address.

Working with Web proxies

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:
+ Data Security, v7.7.x + Blue Coat Web proxy, page 131
& Squid open source WWeb proxy,
page 142

o |ICAP server error and response
codes, page 143

If you want Websense Data Security to work with a Web proxy to monitor HTTP,
HTTPS, and FTP traffic, we recommend that you use the Websense Content Gateway
Web proxy. Websense Content Gateway includes a Data Security policy engine on box
and streamlines communication with the TRITON Management Server.

If you have Websense Web Security Gateway or Web Security Gateway Anywhere,
the Content Gateway proxy isincluded in the solution.

Websense Data Security also supports the following Web proxies:
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+ Blue Coat
+ Squid open source

These proxiesintegrate with Websense Data Security over ICAP, an industry-standard
protocol designed for off-loading specialized tasks from proxies.

Blue Coat Web proxy

Blue Coat provides protocol support for HTTE, HTTPS, and FTPR.

The integration solution described in this section is the recommended one. Other
configurations can be implemented, but should be tested prior to deployment.

Limitations

The solution does not support FTP GET method for request modification.
The solution does not support HTTP GET method for request modification.

The solution islimited to scan files of 10MB. The system is capable of generating
an error if afile exceeds that size.

+ Inthe described deployment caching isnot in effect (Blue Coat SG does not cache
PUTs and POSTSs). However, you should exercise care if a response mode
configuration is used.

Deployment

This deployment recommendation describes aforward proxy: a Blue Coat SG
appliance connected to a Websense protector using ICAP. The Blue Coat SG
appliance serves as aproxy for all HTTP, HTTPS, and FTP transactions. It is
configured with rules that route data to the Websense | CAP server.

The Websense protector receives all traffic directed to it from the Blue Coat appliance
for scanning,
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The following diagram outlines the recommended depl oyment:

Blue Coat
Proxy SG
% FTP Server

‘F Internal User '
Web Server

Protected
Data

Websense Protector HTTPS Server

The deployment solution can be used in 2 modes:

+ Monitoring mode
¢ Enforcement mode

You can change the mode as required.

Enforcement mode

In this mode, the Blue Coat SG appliance requires Websense Data Security to
authorize each transaction before allowing the transactions to be posted or uploaded to
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their intended destination. Thisisthe recommended maode of operation for the solution

asit provides the most security.

Internal network

Blue Coat SG

Monitoring mode

Blocking mode

Appliance |-———

Websense
Protector

e Data Security
— Server

appliance.

In blocking mode, the Websense Protector
replies with “Allow" or "Block” responses,
depending on whether confidential data was
found in a transaction.

Enforcement is then performed by the SG

In this mode, the transactions that are redirected by the Blue Coat SG appliance are
analyzed by Websense Data Security, which can then generate audits for confidential
information usage as well as generate notifications for administrators and information
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owners. However, in monitoring mode, the Websense ICAP server universally
responds to all redirected transactions with Allow.

Internal network Monitor mode
| —
Blue Coat SG Websense = Data Security
Appliance |--——— Protector Server
—

In monitor mode, the Websense Protector
replies with an “"Allow” response regardless of
the data found in a transaction.

The transactions are logged but cannot be
enforced in monitor mode.

Network integration

The solution consists of 3 components:

& Websense protector
¢ Websense TRITON Management Server
+ Blue Coat SG appliance
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The Websense - Blue Coat | CAP integration component resides on the protector, and
acts as arelay between the Blue Coat SG appliances and the TRITON Management
Server as shown below:

Blue Coat SG
Appliance

TRITON
Management Server

Configuring the Blue Coat integration

System setup

Refer to Installing Data Security Solutions, page 303, for instructions on installing
Websense Data Security. Refer to relevant Blue Coat documentation for more
information on installing the Blue Coat appliance.

After connecting the systems, follow instructions to configure network parameters and
other properties.

Configuring Blue Coat

The Blue Coat Proxy SG can be configured with its basic information. You will need
several pieces of information to configure the Proxy SG:

I P address and netmask of the main interface

Default gateway |P address

DNS server IP address

Console user name and password

ag M w DD e

Enable password
6. [P address and netmask of the ICAP interface

Items 1-5 enable you to set up the initial configuration of the Proxy SG by following
the steps configure the Proxy SG with adirect serial port connection in your Blue Coat
installation guide.
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Once you have completed those steps, you can configure the second interface on the
Proxy SG for use with the Websense ICAP server.

First, log on to the Proxy SG management console following the instructions in the
Blue Coat installation guide. Then configure Adapter #1 with the IP address and
netmask of the ICAP interface using the steps in the Adapters section of your Blue
Coat configuration guide. (Adapter #0 is configured during the serial port
configuration)

HTTPS forward proxy configuration

To enable ILP scanning of HTTPS posted documents, the Proxy SG must be
configured for HTTPS forward proxy.

To configure the HTTPS forward proxy, follow the steps in these sections of your
Blue Coat configuration guide:

1. Setting up the SSL proxy in transparent proxy mode
2. Creating an issuer keyring for SSL interception
3. Downloading an issuer certificate

You can find this guide in the Documentation section of your Blue Coat account
(https://bto.bluecoat.com).

Configuring the protector for ICAP
You configure the ICAP support on the protector in TRITON - Data Security.

1. Open TRITON - Data Security, and go to Settings > System Modules.
2. Under the protector you want to configure, select the ICAP server.

For more information, see the section “ Configuring ICAP” in TRITON - Data
Security Help.
Configuring the ICAP service on Blue Coat

This section describes how to configure the Proxy SG to communicate with the
Websense |CAP server on the protector.

This procedure assumes the Proxy SG is operating minimally with initial
configurations, and you are logged on to the Blue Coat Management Console. If you
have multiple protectors with ICAP servers, you must create a unique Proxy SG
service for each one.

To configure the Proxy SG ICAP service:

1. Select Configuration > External Services> |CAP.
2. Toadd anew service:
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a  Click New.

Blue@coat HOME | SUPPORT | DOCUMENTATION | LOG OUT

Management Console Blue Coat SG200 Series - 10.0.20.6

Configuration Maintenance Statistics Health: QK

@ General ICAP Services ] ICAP Feedback | ICAP Patience Page
Identification
Clock [ Services:
Archive
@ Network B
@ ADN ry
@ Services e
" icapresponse
@ SG Client teg
@ SSL

@ Proxy Settings

@ Bandwidth Mgmt.

@ Content Filtering

@ Authentication

@ External Services

» ICAP

Websense
Semnice-Groups

@ Forwarding

@ Health Checks

@ Access Logging

@ Policy
Palicy Options
Palicy Files
Visual Policy Manager
Exceptions

[ New Il [ Edit ] Delete

[ Preview ][ Apply ][ Revert ][ Help ]

Copyright ® 2002-2007, Blue Coat Systems. Inc. All rights rasened.

The Add list item window appears.
b. Inthe Add ICAP Servicefield, enter an alphanumeric name.

4

Add ICAP Service

[1cAPservice |

c. Click OK.
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3.

In the Serviceslist, select the new |CAP service name and click Edit. The
following screen appears:

r Edit ICAP Service ICAPservice
ICAP version; 1.0 v
Service URL:
Maximum number of connctions:|g
Connection timeout (seconds):  [7g
Notify administrator: [] virus detected
"Virus Found” page: [] Use vendor's "virus found" page
 ICAP v1.0 Options
Method supported:  ~ respanse madification
(3 request modification
Preview size (bytes): [g enabled
Send: Client addrass [] Server address

Authenticated user [] Authenticated groups
ICAP server tag:

Sense seftings | et settings from ICAP server

¢ Health Check Options

Health check Perform a health check on this service

4. Onthe Edit ICAP Service window, configure the following options.

Field

Description

Service URL

Thisincludes the URL schema, the ICAP server host name or |P
address, and the ICAP port number. For example, icap://10.1.1.1:87.

Y ou can distinguish between encapsul ated protocols using different
service URLSs.

Maximum
number of
connections

The maximum number of connections at any time between the Proxy
SG and the ICAP server. This can be any number between 1 and
65535. The default is 5.

Connection
timeout

The number of secondsthe Proxy SG waitsfor repliesfrom the ICAP
server. This can be any number between 60 and 65535. The default
timeout is 70 seconds.

Notify
administrator

Check the Virusdetected box to send an email to the administrator if
the virus scan detects a match. The notification is al'so sent to the
Event Log and the Event Log email list.

Method
supported

Select request modification for this service. Also select Client
address and/or Authenticated user.

Send

Optionally, check one or more of these optionsto specify what is sent
to the ICAP server.

Sense settings

Optionally, click this to automatically configure the ICAP service
using the ICAP server parameters.

5. Click OK.
6. Click Apply.

138 €« Websense Data Security Solutions



Integrating Data Security with Existing Infrastructure

Policy setup

This section describes how to configure the Proxy SG policy to redirect traffic across
the ICAP service.

For full details of managing Data Security policies, refer to “ Creating Custom
Policies’ in TRITON - Data Security Help.

The procedure in this section assumes the Proxy SG is operating with initial
configurations and ICAP configuration, and you are logged on to the Blue Coat
Management Console.

To configure the Proxy SG ICAP policies:

1. Select Configuration > Policy >Visual Policy Manager.
2. Click Launch.

B|ue®C°at HOME | SUPPORT | DOCUMENTATION | LOG OUT
Management Console  Blue Coat SG200 Series - 10.0.20.6

Configuration Maintenance Statistics Health: Qi

@ General

Visual Policy Manager ]
Identification

T Visual Palicy Manager

Archive
@ Network
@ ADN
@ Services
@ SG Client
@ SSL
@ Proxy Settings
@ Bandwidth Mgmt.
@ Content Filtering
@ Authentication
@ External Services
@ Forwarding
@ Health Checks
@ Access Logging

@ Policy
L. h
Policy Options
Policy Files
* Visual Policy Manager
Exceptions
Preview ][ Apply ][ Revert ][ Help

Copyright ® 20022007, Blue Coat Systems, Ine. All rights reservad.

3. Inthe Visual Policy Manager, select Add a palicy.
Add a content layer.
a. Click the Web Content Layer tab.
b. Click Add Rule.

5. Enter apolicy name, and click OK.
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6. Right click the Action option and select Set from the menu.

F* Blue Coat Visual Policy Manager (Blue Coat SG200 Series - 10.0.20. 6)
File Edit Policy Configuration View Help

% Add Rule || = Deletz Rule | | 4 Move Up H ¥ Move Down ‘ ‘ BB Install Policy |
5G52-Wab-Access-Uparade (1) | Requests | _IC) ||_s51 Intercept Layer (1) || Web Authentication Layer (1) |
Forwarding Layer | Web Access Layer Web Content Layer5 | DSSICAP | FTP Access |  SSL Access Layer
MNo.  Destination Action Track Comment:

1/any £3 1CAPRequestServicesSL  None

2lany FEE! Use Default Caching ‘

Delete

Copy
Paste

iettings retrieved from SG Appliance 10.0.20.6
I

7. Under Show, select Set ICAP Request Service Objects.

© Set Action Object li]
Existing Action Object:

Show: | Set ICAP Request Service Objects v

IF&] 1CAPRequestServicel

28 1cAPRequestServicez
28 1cAPRequestService_FTP
28 1cAPRequestServicessL
28 1cAPRequestServiceTEG
28 shai_service

[ = (e )

o J[ e ] [= ]

8. Click New > Set ICAP Request Service.
9. Enter aname for the ICAP request service.
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10. Select Use ICAP request service, choose a service from the drop-down list, and

click Add.

11. Click OK twice.

12. Click Ingtall policy.

3 Add|ICAP Request Service Object E‘

Mame: ICAPRequestService3

(3) Use ICAP request service

ftp_service icap4l
teg

Error handing
TF an error oceurs during ICAP request processing:

(%) Deny the dlient request (recommended)

) Continue without Further ICAP request processing

(O Do not use any ICAP request service

2 ICAP request services configured on 5G

Configuring HTTPS policies

To configure an HTTPS policy, follow the steps in these sections of your Blue Coat

configuration guide:

1. Using the SSL intercept layer
2. Using the SSL access layer

You can find this guide in the Documentation section of your Blue Coat account
(https://bto.bluecoat.com).

Recommended Blue Coat filtering rules

Thetable below listsfilters that should be applied to the Blue Coat policy layer before
the data is sent to the protector’s ICAP server.

Protocol Filter Condition

HTTP GET Allow always
HTTP POST < 10MB ICAP REQMOD
HTTP POST > 10MB Block/Allow always
HTTP PUT < 10MB ICAP REQMOD
HTTP PUT > 10MB Block/Allow always
HTTPS GET Allow always
HTTPS POST < 10MB ICAP REQMOD
HTTPS POST > 10MB Block/Allow always
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Protocol Filter

HTTPS | PUT < 10MB
HTTPS | PUT > 10MB
FTP | PUT < 10MB
FTP | PUT > 10MB

Squid open source Web proxy

Condition

ICAP REQMOD
Block/Allow aways
ICAP REQMOD
Block/Allow aways

Squid provides protocol support for HTTR, HTTPS, and FTP. It integrates with
Websense Data Security over ICAP, which is supported in Squid-3.0 and later.

Deployment

This deployment recommendation describes aforward proxy: a Squid Web proxy
server connected to a Websense protector using ICAP. Squid serves as a proxy for all
HTTP, HTTPS, and FTP transactions. It is configured with rules that route data to the

Websense ICAP server.

The Websense protector receives all traffic directed to it from the Squid server for

scannhing,

The following diagram outlines the recommended deployment:

/A

TRITON
Management Server

Squid Proxy Server

The deployment solution can be used in 2 modes:

+ Monitoring mode
¢ Enforcement mode

You can change the mode as required.
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System setup

Refer to Installing Data Security Solutions, page 303, for instructions on installing
Websense Data Security, and refer to the relevant Squid documentation for more
information on installing the Squid Web proxy.

After connecting the systems, follow instructionsto configure network parameters and
other properties.

Configuring Squid for ICAP

Set up your Squid proxy to send requests to the ICAP server that is part of the
Websense protector.

This exampleisfor Squid-3.1:

icap service service req regmod precache 1
icap://<protector IP>:1344/regmod
adaptation access service req allow all

Thisexampleisfor Squid-3.0:

icap_service service reqg regmod precache 1
icap://<protector IP>:1344/reqmod

icap _class class_req service req
icap_access class_req allow all

For full ICAP configuration details for Squid, see http://wiki.squid-cache.org/
Features/| CA P?highlight=%28faqglisted.yes%629.

Configuring the protector for ICAP

You configure the ICAP support on the protector in TRITON - Data Security.

1. Open TRITON - Data Security, and go to Settings > System M odules.
2. Under the protector you want to configure, select the ICAP server.

For more information, see the section “Configuring ICAP” in TRITON - Data
Security Help.

ICAP server error and response codes

Response Websense Block Control Error Condition
Condition Decision Exceeds Size

Limit
Condition “pana_response’ “huge _content” | “pana_error”
Error Code 500 500 512
=" X-Response- PA-block PA-error
Info”
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Response Websense Block Control Error Condition
Condition Decision Exceeds Size
Limit
=" X-Response- Websense blocked |
Desc”
Plain URL Jusr/local/spicer/etc/
blockmessageexampl
eplain
Markup URL Jusr/local/spicer/etc/
block-
messageexample.mar
kup

Working with shared drives

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

& Data Security, v7.7.X & Performing discovery on Novell
file systems, page 144

+ Performing discovery on
Windows NFS shares, page 146

Discovery isthe act of determining where sensitive content is located in your
enterprise. If you have shared drives, whether on Windows or Novell, you can create a
data discovery task that describes where and when to perform discovery on these
drives, including specific network locations to scan.

Performing discovery on Novell file systems

This section describes the steps required for Websense Data Security to be able to scan
filesand folders on Novell file servers.

The following definitions are used in this section:

+ NDS- Novell Directory Services- Using NDS, a network administrator can set
up and control a database of users and manage them using a directory with an
easy-to-use graphical user interface (GUI). Users at remote locations can be
added, updated, and managed centrally. Applications can be distributed
electronically and maintained centrally. The concept is similar to Microsoft’s
Active Directory.

+ Novédl Client for Windows - aclient software used so that Windows machines
can authenticate through NDS and access shared resources on Novell servers.
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Preparing the Novell server

1.

Create a user account in Novell eDirectory (NDS). This user will be used by the
Websense Data Security crawler agent to authenticate with Novell eDirectory and
access files and folders.

The user account must have the same logon name and password as the Websense
Data Security service account.

Make sure the newly created user has at least “ Read” permissions on al files and
folders that you wish to run discovery on.

Preparing the Data Security server

1.

© N o g bk~ D

10.
11.
12.

13.
14.
15.

Download the latest Novell Client for Windows from the Novell Web site;
http://www.novell.com/products/clients/

Run setupnw.exe and select Custom I nstallation.

Make sure Novell Distributed Print Servicesis not checked and click Next.
Make sure Netldentity Agent and NMAS are checked and click Next.
Select IP and IPX protocols and click Next.

Select eDirectory and click Next.

Wait for the installation to complete, then reboot the server.

After the reboot, the Novell logon window should appear instead of the regular
Windows logon.

L og on to Windows and Novell using the Data Security service account (it should
be the same user for both platforms as stated above).

Under the eDirectory tab, you must select the tree and its relevant context for the
folders you are about to run discovery on.

Right-click the Novell icon in the task bar and select Properties.
Click Cancel.

Ensure the files you are about to run discovery on are accessible from Windows
by UNC (for example, \NovelFileSrvivol1\Data).

Right-click the Novell icon in the task bar and select Novell Connections.

On all connections, click Detach until no connections remain.

Open TRITON - Data Security, and create a new data discovery task as follows:
a. Select Main > Policy Management > Discovery Palicies.

Select Add Network Task > File System Task.

On the Networ ks page, click Edit to select the Novell server’s | P address.
Click Advanced, and add the Novell access port number 524.

On the Scanned Folder s page, use the Data Security service account for
authentication.

f. Set up all other options as you require.

® oo o
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Performing discovery on Windows NFS shares

If you want to perform data discovery on Windows file shares, you need to install NFS
client on your Data Security server. If you have more than one Data Security server,
install NFS client on the one with the crawler you will use to perform discovery.

Do not install Data Security on the same machine as the NFS server.

Windows Server 2003

1. Onthe Data Security server you will use to perform discovery, install the NFS
client from the “Windows Services for Unix” package. You can download the
package from Microsoft’s Technet.

2. During installation, select the following:
m  Utilities
m  NFS>Client for NFS
= Authentication tools for NFS
All others features must be disabled.

3. After installation has completed, select Start > Programs > Windows Services
for UNIX > Servicesfor UNIX Administration.

4. Navigateto Client for NFS and set the file permissionsto All, Read, Write and
Execute.

5. Under Performance, change the transport protocol from UDP to TCP and the
Mount type from Soft to Hard.

6. Ensurethat the buffer sizeis at the maximum of 32 KB.

X
B Bl acion  Yiew  Wndow  Help =81
e+ | Bm2B

vaces For UMY

7. Click Apply when done.
8. Navigate to User Name M apping.

146 €« Websense Data Security Solutions


http://technet.microsoft.com/en-us/library/bb496474.aspx

Integrating Data Security with Existing Infrastructure

9. Onthe Configuration tab specify whether the user name to be mapped will be
imported from aNetwork Information Service (NIS) or from password/group files
(/etc/passwd and /etc/group). For NI'S mapping, enter the I P address or host name
of the NIS server and the NIS domain name. Files are used in the example below.

" Micrasaft Windows Services for NI

) Bl Actin Uew  Whdow  Hep =181 %]
& o B E W

) Microsedt Wandoes Sseaces For LN

server for WFS
é lient foe TFS. Uzer Fame Mapping on locsl computer Fi=ioad Ay @
| Tehetaanier
~£ Servet For POIFS (i el
é User Neme Manging User Kame Mepaing crestss an sssociation, or map, bebween Windows user and group names end UHIX user and

araup names. To configurs User Ksme Mapping setings, select the source used to sccess LD user and group
names.

" Us= Network Informeton Servics (N13)
# Usa Password and Group files

To add simple and advancad maps, usa the maps tab.

To identify UNEK user and group nameas, entar the file path and name of the passward
and group files for those users and groups,

Pasgword file path and name;

[concumants and Settings a0e \Daskropipas: Brokse...
Greup file path and narne:

[coCocuments and Settings 3oe Desktop\gro, Bromse.

Refresh inkerval to synchronize user snd group nemes with User Name Mapping:

Dars: [1 Hours: [0 Hintes: [0 Smghinrize Now

Note
‘/ If you select User Password and Group Files, you only
need to add the users and groups that need to be mapped.

10. On the Maps tab, select the machine or domain for the user account that will be
specified in the discovery task and click List Windows Users.

11. Click List UNIX Usersand specify an account that has access to the NFS share.
12. Select auser name from each list box, then click Add to map the names.

o Bl Acton Yew Wndow Heb ST
kbl = 1o B |

L1 Mhcrosoft Windaws Services for UNIY,
S forFS.
o NFS User Name Mapping on local computer Felosd b | @
For PONFS =

EYrethtassss e ses Mags Shan Buso Mans =

Windows damain name:

REST o

Lt Windows s Lt UNIS Usars
UNE ussrs:
| ] [uni sers [uwe | a]
e e 1002
=
=
Windows user name: UNE ussr name:

= [=

To creste a map, enter user names you want to map, and click A3d A
Mopped usars

Windaws User UNIX Dom... | UNIK User | Uid Prim...

TESTHDe FONFE = 002 * i ]

13. Log onto the TRITON Console, and select the Data Security tab.

14. Create adata discovery policy in TRITON - Data Security. (See the section
“Creating a data discovery policy” in TRITON - Data Security Help for
instructions.)
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15. Create afile system task. Select Main > Policy M anagement > Discovery
Poalicies, and then select Add Network Task > File System Task.

16. On the General screen, add a name and description for the discovery task and
select the crawler to perform the discovery (the one where you installed the NFS
client).

17. On the Networks screen, click Advanced and add port 2049 to the existing list of
scanned ports.

Metwork Data Discovery Tasks > File System Data Discovery Task

Step 20f &

General Select the computers and networks to scan:

m Computer: 10.0.0.0

Scanned Folders

Scheduler

Paolicies
Advanced =%

File Filtering
Data Security scans your network using default Windows ports,

Advanced Add more below if needed.

Finish

Paorts: |—H‘5. KL 7049

18. On the Scanned Folders screen, specify the shared to be scanned and the user
name and password of the Windows user mapped to the UNIX user name.

Note

J Network discovery has alimit of 255 characters for the
path and file name. Files contained in paths that have more
than 255 characters are not scanned.

Field Description

Shared folders Select the shared folders you want to scan:

+ Administrative shares - Select thisif you want to scan
administrative share drives such as C$.

+ Shared folders - Select thisif you want to scan shared
folders such as PublicDocs.

+ Specific folders - Select thisif you want to scan specific
folders, then enter the name(s) of the folder(s) to scan,
separated by semi-colons.

Method Select the method to use when scanning network shares:

+ TCP - Select TCPif you want to scan the share drives using
transmission control protocol.

+ ICMP - Select ICMP if you want to scan the share drives
using Internet control message protocol.

User name Enter the user name of an administrator with network access.
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Field Description
Password Enter a password for this administrator.
Domain Optionally, enter the domain name of the network.

Main

Fetwork Data Discovery Tasks > File System Data Discovery Task
dj Incidents & Reports

Sean the Folowing shared folders:

0 adminstrative shares {e.g. C8, DS

' Shared foiders (e.g. PublicDocs)

@ Specic folders

Enter the names of folders to scan seperated by semi-colons,

fimp/share

19. Deploy your changes.

For more information on the wizard for creating file system discovery tasks, see the
section “File System tasks” in TRITON - Data Security Help.

Working with user directory servers

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

« Data Security, v7.7.x + Configuring user directory server
settings, page 150

Importing user data, page 151
Rearranging servers, page 151

If you have one or more user directory servers, such as Microsoft Active Directory or
Lotus Domino, you should integrate your serversinto Websense Data Security
configuration. Once you have set up server details and imported users and groups
using TRITON - Data Security, you can base your administrator login authentication
on user directory credentials, resolve user details during analysis, and enhance the
details displayed with the incident.
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Configuring user directory server settings

You set up your user directory server settings as part of your initial Websense Data
Security configuration:

Open TRITON - Data Security
Select Settings > General > System.

a ~ 0w D PRE

Select User Directories.
Click New in the toolbar.

Inthe Add User Directory Server dialog box, complete the following fields:

Field Description

Name Enter a name for the user directory server.

Enabled Click Enabled to enablethis server asyour user directory
server.

Type Select the type of directory from the drop-down list:

Active Directory, Lotus, Sun, or another.

Connection Settings

IP address or host name

Port
User distinguished name
Password

Use SSL encryption

Enter the IP address or host name of the user directory
server.

Enter the port number of the user directory server.
Enter auser name that has access to the directory server.
Enter the password for this user name.

Select this box if you want to connect to the directory
server using Secure Sockets Layer (SSL) encryption.

Follow referrals

Select Follow referralsif you want Websense Data
Security to follow server referrals should they exist. A
server referral iswhen one server refersto another for
programs or data.

Test Connection

Click this button to test your connection to the user-
directory server.

Directory usage

Get user attributes

Attributesto retrieve

Select this box if you want to retrieve user information
from the directory server.

Enter the user attributes that you want TRITON - Data
Security to collect for all users (comma separated).

Sample email address

Enter avalid email address with which you can perform a
test.

Test Attributes

Click Test Attributesto retrieve user information on the
email address you supplied. Mouse over the information
icon to check the user information imported.

6. Click OK to save your changes.
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The server islisted on the User Directories page.

Importing user data

By default, Websense Data Security imports data from user directory servers daily at
3.00am. You can change the import time as follows:

1. InTRITON - Data Security, select Settings > General > System.

2. Select User Directories.

3. Click thelmport daily at link.

4. Setanew timeand click OK.

Once you have set up auser directory server, you can start an import at any timein
addition to the daily schedule:

1. Onthe User Directories page, select the server and click Import Now.

2. Click Yesto continue.

To view user directory entries once they have been imported, go to Main > Policy
M anagement > Resour ces and select User Directory Entries.

Rearranging servers

Once you have set up a user directory server in TRITON - Data Security, the server is
listed on the User Directories page. If you have set up and enabled more than one
server, users are imported from user directories in the order listed on this page. If a
user isin more than one directory, the first directory record takes precedence.

To rearrange your serversin the order you want them:

1. Click Rearrange Servers.
2. Select aserver and use the arrow buttons to move it up or down thelist.
3. Click OK when done.

Working with Exchange servers

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:
¢ Data Security, v7.7.X

With Data Security, you can perform discovery on Microsoft Exchange servers.
Before you begin, there are a number of steps you need to take.
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Exchange 2010

1. Define aservice account for Exchange discovery scanning.

2. Grant the account one of the following roles. Thisis necessary so that Data
Security can discover messages and display results.
» Exchange Full Administrator
* Exchange Administrator
» Exchange View Only Administrator

The service account should now be able to access Exchange via Outlook Web App
(OWA) and move between the mailboxes intended to be scanned during the
discovery. Try switching between mailboxes as shown below:

| | ”u’|\ = [ - [0 = - Page - Safety - Tools - Gv
Mike Servicel -
Open Other Mailbox = o X
Try Switching
Select mailbox:@ [
Max Ser'-.-'i-:ez| Open... by

43

This is your first message

3. Configure Exchange impersonation. Exchange impersonation needs to be enabled
for the service account used for the discovery

a.  Open the Exchange Management Shell.

b. Runthe New-ManagementRoleAssignment cmdlet to add the permission to
impersonate to the specified user.

For example, to enable a service account to impersonate all other usersin an
organization, enter the following:

New-ManagementRoleAssignment -
Name: impersonationAssignmentName -
Role:ApplicationImpersonation -User:ServiceAccount

[PE]1 C:xWindowsssystem32>New—ManagementRolefAssignment —MName:impersonationfissignmentName —Role:ApplicationImpersonation —
Uzer:tpservicel

Role RolefssigneeMame RolefizssigneeType AssignmentMethod EffectivelszerMam

imperszonationfAssignmentName ApplicationImp... Mike Servicel

For more information on Exchange impersonation, see msdn.microsoft.com/en-
ug/library/bb204095.

4. Configure an Exchange discovery task.
a. Logontothe TRITON Console and select the Data Security tab.

b. Select Main > Policy Management > Discovery Policies > Add Network
Task > Exchange Task.

c. Complete the wizard as explained in the TRITON - Data Security Help.
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Working with IBM Lotus Domino and Lotus Notes

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

+ Data Security, v7.7.X + Before you begin, page 153

+ Getting started, page 153

+ Lotus Domino discovery, page
154

+ Lotus Domino fingerprinting,
page 155

With Data Security, you can fingerprint and perform discovery on documents stored in
an IBM Lotus Domino Data Management System (DM S). Data Security supports
IBM Lotus Domino (Basic and Standard Editions) v7.x and 8.x on Windows Server
2003 or Windows Server 2008R2.

Domino environments normally consist of one or more servers working together with
datastored in Notes Storage Format (NSF) files. There are usually many NSFs on any
given Domino server. NSF repositories contain documents and email messages, but
Data Security performs discovery only on documents.

These sections describe how to integrate your system with Data Security.

Before you begin

Before you begin, make sure that you:

1.

Install Lotus Notes on the machine where you will install the Data Security
crawler. This can be the machine where you plan to install the Data Security
server software; or it can be a stand-alone machine where you plan to install the
crawler agent.

@ Important

The crawler you will use for Domino fingerprinting and
discovery must be on the same machine as Lotus Notes.

Be sure that the installation is done for “ Anyone who uses this computer.”
Log onto Lotus Notes and supply a user.id file and password.

Connect to the Lotus Domino server from the Lotus Notes client. This should be
done by the user who will beinstalling the crawler. For best practice, do not run
Lotus Notes on this machine again after the crawler isinstalled.

Getting started

To integrate Data Security with your Domino Server:
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1

Run the Data Security installation wizard on a machine with the Lotus Notes
client. For best practice, do not run the L otus Notes client on the machine on
which the Data Security crawler isinstalled.

During installation, the installer detects the Notes client and displays the L otus
Domino Connections page. On this page:

a  Select the check box labeled Use this machine to scan Lotus Domino servers.

b. IntheUser ID filefield, browse to one of the authorized users, then navigate
to the user’'suser.id file.

Note

J Select a user that has permission to access al folders and
Notes Storage Format (NSF) files of interest, otherwise
certain items may not be scanned.

c. Inthe Password field, enter the password for the authorized user.

Note
‘/ If you need to update the User 1D and Password fields,
run the installation wizard and select M odify.

Lotus Domino discovery

Lotus Domino discovery treats a document (body and attachments) as one unit. This
way, a breach isreported even if the sensitive content is scattered in different parts of
the document that individually would not cause an incident.

To perform discovery on documents:

1

Log onto TRITON - Data Security, and create a discovery policy. To do so:
a. Navigate to Main > Policy Management > Discovery Palicies.
b. Select Locate regulatory & compliance data or Create custom policy.

c. Complete the stepsin the wizard as described in the TRITON - Data Security
Help. You can choose dictionary, RegEXx, fingerprinting, or other classifiersas
needed.

Create a Lotus Domino discovery task.

To do so:

a. Navigateto Main > Policy Management > Discovery Policies.
b. Select Add network task > L otus Domino Task.

c. Complete the stepsin the wizard as described inthe TRITON - Data Security
Help.

To deploy the policy and task to the L otus Domino server, click Deploy. The

Domino server will be crawled for your sensitive data at the next scheduled time.

Incidents are reported under Main > Reporting > Discovery.
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Lotus Domino fingerprinting

L otus Domino fingerprinting treats the body of a document and each of its
attachments as a separate item. This enables the system to show the full path down to
the item inside a document that caused a breach.

To fingerprint documents:
1. Logonto TRITON - Data Security, and create a L otus Domino fingerprinting
classifier. To do so:
a. Navigateto Main > Policy Management > Content Classifiers > File
Finger printing.
b. Select New > L otus Domino Fingerprinting.

c. Completethe stepsin the wizard as described inthe TRITON - Data Security
Help.

2. Create aData L oss Prevention (DLP) policy using the following classifier:
a. Navigateto Main > Policy Management > DL P Policies.
b. Select Create custom policy.

c. Complete the stepsin the wizard as described in the TRITON - Data Security
Help. Be sure to select the fingerprinting classifier on the Condition page.

3. Todeploy the palicy and classifier to the Lotus Domino server, click Deploy. The
data on your Domino server will be fingerprinted at the next scheduled time.
Incidents are reported under Main > Reporting > Data L oss Prevention.
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Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Asyour network (and the security needs of your network) grows, Websense Data
Security can grow with it. Our software is architected for scalability, even for
networks with massive traffic and complex topologies. The sections below address
network growth issues such as recognizing when system loads demand system
expansion, single and multi-site configuration and how to deal with the growth of the
various information repositories.

o When does your system need to grow?, page 157
+ Adding modulesto your deployment, page 160

When does your system need to grow?

Deployment and Installation Center | Data Security Solutions | Version 7.7.x
There are numerous triggers that might prompt your system expansion. Among them:

o Performanceissues

You may or may not be aware of performance issues affecting your system. If you
are experiencing slow discovery or fingerprinting scans, for example, this could
be an indication of an overworked crawler. You may benefit from an additional
crawler or Data Security server. If user are experiencing slow Web or email
transactions, you may benefit from an additional policy engine. Even if you are
not aware of performance issues, your system resources may not be fully
optimized.

To see how your system is performing, open TRITON - Data Security and select
Main > Status> System Health. You can expand each module and view statistics
on the load, the number of transactions, the latency, and more.

Before adding modules, try balancing the load between your existing Data
Security servers (policy engines). To do this, go to Settings > Deployment >
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System Modules, and click L oad Balancing. Select a service and indicate which
policy engine you'd like to assign to that service.

Note

Websense recommends that you do not distribute the load
to the TRITON Management Server.

¢ Thenumber of usersgrows

Inatypical small organization (1-500 users), you might only need a TRITON
Management Server and a protector to monitor traffic. A larger organization (500-
2,500 users) might have a TRITON Management Server, a supplemental Data
Security server, and a protector, with load balancing between the protector and
supplemental server. (You cannot balance the load with the management server.)

As your number of users grows, so does your need for a Data Security server.
o Thenumber of transactions grows

Thisisthe most important requirement for determining your Data Security needs.
Typicaly the number of transactions grows as your number of users grows.

In monitoring mode, Websense recommends having 1 protector per 20,000 users.
This calculation assumes:

= The protector is monitoring HTTP and SMTP
»  Thereare 9 busy hours per day

m  There are approximately 20 million transactions per day with aratio of 15:1
HTTP:SMTP. (HTTP includes GETs and POSTSs.)

For more users, add an extra Data Security server and balance the load between
the protector and the extra server.

Protector Manager

h 4

- — = = Server

In blocking mode, Websense recommends 1 TRITON Management Server, 1
SMTP agent, and 1 V-Series appliance with Websense Content Gateway software.
This calculation assumes:

m  Thereare 9 busy hours per day

m  Thereare approximately 15 million transactions per day with aratio of 15:1
HTTP.SMTP. (HTTP includes GETs and POSTSs.)
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For more users, add an extra Data Security server.

Server + SMTP
Agent * Manager
WEGEN 10K e = = = Server

Note that your transaction volume can grow even if your user base does not. If
you anticipate adding a significant amount of traffic, you’ d benefit from adding
one or more Data Security servers.

The number of endpoints grows

If you subscribe to the Data Endpoint and you are adding endpoints to the system,
you may need additional servers. A general rule of thumbisto add 1 Data
Security server for every 30,000 endpoint clients.

Moving your deployment from monitor to protect

Enforcement requires more resources, particularly because |oad-balancing must
be enforced between policy engines and SMTP agents. If you are moving from
monitor to protect, you may benefit from an additional Data Security server.

Moving from a single-site to multi-site configuration

Websense Data Security supports multi-site, distributed deployments. You can
have alocal policy engine on the protector, for example, and distributed (primary
and secondary) fingerprint repositories. You can have a management server in one
location and one or more supplemental Data Security serversin other locations.

You can utilize the crawlers on the Data Security servers alone to do your
fingerprint and discovery scans, or you can install the crawler agent on additional
servers to improve performance. These are just afew of the possibilities, and of
course, al are scalable.

See Most common deployments, page 112, for distributions our customers
commonly use.

Regardless, organizations having multiple geographical locations need a protector
for each site. If you have multiple geographical locations with low latency
between sites, you may need 2 protectors and 2 supplemental Data Security
servers.

Adding branch offices

Each branch office requires a protector. If you are adding or acquiring a branch
office, you should add a protector.

AddingHTTP, SMTP and FTP egress points
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If you are adding egress points to your network structure, you need to protectors
to monitor or protect those egress points.

¢ Thenetwork grows(in GB)

If you are performing network discovery, your network size greatly affects your
regquirements, as does the frequency of full versus differentia scans. If your
network is growing, you may require an additional crawler or Data Security
server.

+ Repositoriessuch asforensics, fingerprint, policy database arereaching their
maximum

The Data Security software has some default settings for the disk-space
requirements of its fingerprint and forensic repositories, but you can modify al of
the values. Businesses with larger transaction volumes and numbers of users can
adjust values significantly upward. (See Allocating disk space, page 109.)

At some point, however, you may want to add another server to accommodate
these repositories and increase your disk space. The forensics repository can get
very large. It has adefault setting of 40 GB. The archive has adefault setting of 50
GB.

Adding modules to your deployment

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

If network and security requirements dictate that you need to add new agents or other
modules to your deployment, go to the machine where you want to install them and
run the Data Security installation wizard.

When you install the module, you are asked to provide the FQDN of the TRITON
management server and the credentials for a TRITON administrator with Data
Security system modules permissions. When you do, the module is automatically
registered with the management server.

If you accept the default configuration, all you haveto doisclick Deploy in TRITON
- Data Security (on the management server) to complete the process. If you want to
customize the configurations, go into the System Modules screen and click the module
to edit.

Only a management user with system modules permissions can install new network
elements.

For information on adding and configuring modules, see M anaging System M odules
> Adding modulesin the TRITON - Data Security Help.

Value of additional policy engines
Policy engines analyze transactions sent from various agents and protectors. The

protector monitors network traffic and sends transactions to policy engines for
analysis. The CPU load on the protector is much lighter than on a policy engine;
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therefore, when scaling up, you should add more policy engines (not protectors) and
|oad-balance the analysis between them.

Assessing the need for additional policy engines

Check the number of transactions analyzed by the policy engine by selecting Main >
Satus > System Health and clicking on a policy engine.

View the " Analysis status’ chart for the policy engine.

Analysis Status

Display: | Last 30 minutes &

Shows the analysis request load on the policy engine during the selected time period,

M High Medium B Low

If thereisred on the chart, thisindicates a heavy load on the policy engine during the
designated period.

If you are in monitoring mode, afew red bars may not be an issue. The system will
process these incidents during aless busy period.

If you are in blocking mode, even one hour of red is undesirable. If you see this, you
should perform load balancing and/or add a new Data Security server.

Optimizing
+ Trytoavoid analysis of incoming traffic. If incoming isamust, try to limit it to
certain domains.

Never scan all networks; establish limits.

Check the top policies and see if there are any false positives or unwanted/not
needed policies aweek or two after first deployment.

+ If possible, make sure no spam SMTP mail is undergoing analysis.
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Email Security Gateway
Deployment

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to:

+ Email Security Gateway and Email Security Gateway Anywhere v7.7.x

Websense® Email Security Gateway provides maximum protection for email systems
to prevent malicious threats from entering an organization’s network. Email Security
provides comprehensive on-premises security hosted on a Websense V-Series™
appliance (V10000 G2 and V5000 G2). Email Security management functions reside
on a separate Windows server in the TRITON™ Unified Security Center (TRITON
Console).

Each email message is analyzed by arobust set of virus, spam, and URL filtersto
prevent infected email from entering a network. Custom content filters allow Email
Security to analyze messages based on administrator-specified message attribute
conditions. Inbound, outbound, and internal email policies can be applied to
user-defined sets of senders and recipients.

A Websense Email Security Gateway Anywhere deployment adds support for ahybrid
service pre-filtering capability “in the cloud,” which analyzes the characteristics of
incoming email against a Websense database of known spam and viruses.

Integration with TRITON - Data Security provides valuable data loss prevention
(DLP) featuresto protect an organization’s sensitive data. Policies configured in the
Data Security module can detect the presence of company data and block the
transmission of that data via email. Data Security can a so determine whether a
message should be encrypted and pass the message to an encryption server.

Logging and reporting capabilities allow an organization to view system and message
status and generate reports of system and email traffic activity. Dashboard status
charts (Main > Today and Main > History) are based on data collected by the Email
Security logging and reporting functions.

A Personal Email Manager facility allows authorized end users to release email
messages that Email Security policy has blocked but that may be safe to deliver. End
users can maintain personal Always Block and Always Permit lists of email addresses
to simplify message delivery. User account management capabilities allow multiple
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email account control and the delegation of email account management to other
individuals.

Email Security Gateway system requirements and deployment options are discussed
in the following topics:

m  Systemrequirements, page 164
»  Sngle-appliance deployments, page 166
= Multiple-appliance deployments, page 169

The sample diagrams in this guide show V-Series appliances running in Email
Security only mode. See the following topics to view diagrams of an appliance
running in dual Email Security Gateway/Web Security mode:

& Wb Security and Email Security Gateway (Anywhere), page 254
& Wb Security Gateway (Anywhere) and Email Security Gateway (Anywhere)

See the following topics for Email Security Gateway installation information:

+ Installation steps for appliance-based solutions, page 263
+ Installing TRITON - Email Security, page 190

See the following topics for Email Security Gateway product upgrade information:

+ Upgrading Email Security Gateway to v7.7, page 669
+ Upgrading the TRITON management server, page 573

System requirements

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to:

+ Email Security Gateway and Email Security Gateway Anywhere v7.7.x

To view complete hardware, software, and Web browser requirements for
TRITON - Email Security, see System requirements for this version, page 2,

Every Email Security Gateway deployment includes the following components at a
minimum:

IntheDMZ

& Websense V-Series appliance (V10000 G2 or V5000 G2), which includesthe core
Email Security functions and the Personal Email Manager end-user facility

Email traffic volume in your network may determine which type of appliance you
use and how many appliances your deployment needs.

Intheinternal LAN
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+ TRITON Unified Security Center management server with both Email Security
and Data Security modules installed on a Windows Server® 2008 R2 machine

Email Security Log Server

Email Security Log Database (Microsoft® SQL Server® 2008, 2008 R2, or 2008
Express R2)

Mail exchange server
End-user machines

Note

‘/ All Email Security Gateway components must be
synchronized by date and time for proper system
communication.

The network DM Z contains the devices that have direct contact with the Internet. This
zoneis abuffer between the Internet and the internal LAN. In our examples, the
V-Series appliance and any router, switch, or load balancer adjacent to the firewall are
located in the DMZ.

Websense V-Series appliances

TRITON

The Websense V10000 G2 appliance provides the majority of Email Security
Gateway functions. Incoming email flows from the email hybrid service (if enabled)
to the Websense appliance and to the mail server. The Websense appliance also
provides the Personal Email Manager facility for end users to manage quarantined
email. Email Security Gateway can be installed and deployed on a dual-mode V 10000
G2 appliance with either Web Security or Web Security Gateway.

The Websense V5000 G2 appliance also provides the majority of Email Security
Gateway functions and includes the Personal Email Manager end-user facility. The
V5000 appliance can also be configured in dual mode with Web Security and Email
Security Gateway.

management server

The TRITON management server hosts the TRITON Unified Security Center
(TRITON Console). This machine includes TRITON Infrastructure and any installed
TRITON Console management modules. In an Email Security Gateway deployment,
the TRITON management server includes both the Email Security Gateway and Data
Security modules.

Email Security Log Server

The TRITON management server often includes the Email Security Log Server
component. The log server passes information to the SQL Server reporting database
(Email Security Log Database) for use in generating dashboard charts and reports.
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During installation, auser configures certain aspects of log server operation, including
how log server interacts with Email Security Gateway. These settings can be changed
when needed viathe Email Security Log Server Configuration utility. Other details
about log server operation are configured in this utility aswell. The utility isinstalled
on the same machine aslog server.

Email Security Log Database (Microsoft SQL Server)

Microsoft SQL Server handles the system and message log database and stores some
Email Security configuration settings. SQL Server may be installed on the TRITON
management server (SQL Server Express R2 only) or on adedicated server. For
optimal performance, Websense recommends that a full SQL Server (2008 or 2008
R2) be installed on a separate machine. For information about database systemsin
Websense products, see Administering Websense Databases.

Personal Email Manager

The Email Security appliance isthe portal for Personal Email Manager end users who
are authorized to manage their own blocked mail. Personal Email Manager end-user
options are configured in the Email Security management server interface (Settings >
Personal Email). A Personal Email Manager administrators can determine:

Which end users can access the Personal Email Manager utility

What the blocked email notification message contains

Which end users are allowed to manage persona Always Block and Always
Permit lists

Whether a user can manage multiple email accounts

Whether a user can delegate email account management responsibilities to
another individual (for end usersin an LDAP-based user directory, this function
can be enabled on the Add or Edit User Directory page)

Single-appliance deployments

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to: In this topic
+ Email Security Gateway and Email + Email Security Gateway single
Security Gateway Anywhere, v7.7.X appliance, page 167

+ Email Security Gateway Anywhere
single appliance, page 168
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A simple Email Security Gateway deployment uses asingle V-Series appliance (either
a V10000 G2 or V5000 G2 machine). In thisinstallation, all email analysis occursin
the Email Security Gateway on-premises component using a robust collection of
spam, virus, and URL filtering tools (Main > Policy Management > Filters). The
Personal Email Manager facility on the appliance alows end users to manage blocked

messages.

Data Security dataloss prevention (DLP) policies analyze email to ensure acceptable
usage policies are enforced and sensitive company datais not lost. DLP policies are
enabled in the Email Security module (Main > Policy Management > Policies) but
are configured in the Data Security module.
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See the TRITON - Data Security Help for details about DLP policy settings. See the

following TRITON - Email Security Help topics for information about Email Security
filter and policy tools:

¢ Creating and configuring email filters

¢ Creating and configuring email policies

Email Security Gateway Anywhere single appliance
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A simple Email Security Gateway Anywhere deployment uses a single V-Series
appliance (either a V10000 G2 or V5000 G2 machine). Websense Email Security
Gateway Anywhere offers a comprehensive email security solution that combines the
on-premises functions described earlier with hybrid (in-the-cloud) email analysisto
manage an organization’s email traffic.
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The hybrid service provides an extralayer of email analysis, stopping spam, virus,
phishing, and other malware before they reach the network, potentially reducing email
bandwidth and storage requirements. The hybrid service can be used to send outbound
email to an encryption server before delivery to its recipient.

The hybrid service prevents malicious email traffic from entering a company’s
network by:

+ Dropping a connection request based on the reputation of the IP address of the
request

¢ Comparing the characteristics of inbound email against a Websense database of
known spam and viruses, and blocking any message that matches a database entry

The hybrid service may aso share spam and virus detection information by writing
extended headersin the mail it sends to Email Security Gateway. The additional
header information includes a spam/virus detection “ score,” which Email Security
then uses to determine message disposition. This function can enhance Email Security
system performance.

The Email Security Gateway Anywhere subscription must include the email hybrid
service, and the hybrid service must be enabled and properly registered before hybrid
service analysis can begin. Register for the hybrid service in the Email Security
Gateway management interface (Settings > Hybrid Service > Hybrid
Configuration).

The Hybrid Service Log contains records of the email messages that are blocked by
the hybrid service. After the hybrid service is registered and enabled, users can view
thelog at Main > Status > L ogs by clicking the Hybrid Service tab.

Seethe TRITON - Email Security Help for details on all hybrid service options:

¢ Registering the email hybrid service

¢ Configuring the Hybrid Service Log

¢ Viewingthe Hybrid Service Log

Multiple-appliance deployments

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to: In this topic
+ Email Security Gateway and Email + Email Security Gateway Anywhere
Security Gateway Anywhere, v7.7.x appliance cluster, page 170
+ Multiple standal one appliances, page
172

Multiple V-Series appliance deployments can be implemented when message volume
warrants having greater processing capacity. When the deployed appliances are al in
standalone mode, the appliances can be amix of either V10000 G2 or V5000 G2
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machines. In an appliance cluster, however, all the machines must be either
V10000 G2 or V5000 G2 machines. A cluster cannot contain amix of appliance
platforms.

Email Security Gateway Anywhere appliance cluster

Multiple V-Series appliances are configured in Email Security Gateway as a cluster
for this deployment scenario. Appliancesin a cluster must al be either V10000 G2
machines or V5000 G2 machines. A cluster cannot contain amix of different
appliance platforms.

This Email Security Gateway Anywhere environment includes the Email Security
hybrid service “in the cloud” filtering. See Email Security Gateway Anywhere single
appliance, page 168, for information about the email hybrid service.

You may want to use athird-party load balancer with an appliance cluster, to distribute
email traffic among your appliances. Appliancesin acluster all have the same
configuration settings, which can streamline aload balancing implementation.

Personal Email Manager traffic load balancing may be accomplished via cluster
configuration. After acluster is created, designate the Personal Email Manager access
point in Settings > Personal Email > Notification M essage, in the Personal Email
Manager Portal section. Personal Email Manager traffic is routed to this designated I P
address. This appliance then passes the traffic on to other appliancesin the cluster via
the round robin forwarding mechanism.

To create a cluster, add an appliance to the Email Security appliances list on the
Settings > General > Email Appliances page, then configure these appliancesin a
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cluster on the Settings > General > Cluster M ode page. See the TRITON - Email
Security Help for details.
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A primary appliance in acluster may have up to 7 secondary (or auxiliary) appliances.
Configuration settings for any cluster appliance are managed only on the primary
appliance Email Appliances page (Settings > General > Email Appliances).

Cluster appliances must all be running in the same security mode (Email Security only
mode or dual Email Security/Web Security mode). The Email Security Gateway
management server (TRITON Console) and all cluster appliance versions must all
match for cluster communication to work properly.

In order to protect the messages stored in Email Security queues, appliances added to
acluster must have the same message queue configuration as the other cluster
appliances. For example, an administrator-created queue on appliance B must be
configured on primary cluster appliance A before appliance B is added to the cluster.
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M essage queue records may be lost if this step is not performed before cluster
creation.

Multiple standalone appliances

A multiple standal one appliance deployment might be useful if each appliance must

have different configuration settings. Two standal one scenarios are described in this
section:

+ Using DNSround robin, page 172
¢ Using domain-based routing, page 173
These Email Security Gateway Anywhere environments include the Email Security

hybrid service “in the cloud” filtering. See Email Security Gateway Anywhere single
appliance, page 168, for information about the email hybrid service.

Using DNS round robin
Email traffic distribution among multiple standal one appliances can be accomplished
by using the domain name system (DNS) round robin method for distributing load.

With Email Security hybrid service configured and running, set up the round robin
system asfollows:

1. Enter the SMTP server domain in the Delivery Route page of the hybrid service
configuration wizard used for registering Email Security Gateway with the hybrid
service (Settings > Hybrid Service > Hybrid Configuration).

2. Register the IP addresses of the appliances you want subject to the round robin
method in the SMTP domain.

If hybrid serviceis not enabled, you need to modify your MX recordsto alow round
robin load balancing. Ask your DNS manager (usually your Internet service provider)
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to replace your current MX records with new ones for load balancing that have a

preference value equal to your current records.
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Using domain-based routing

You can configure domain-based delivery routes so that messages sent to recipientsin
specified domains are delivered to a particular appliance.

Configure the domain groups for which you want to define delivery routesin the
Settings > Users> Domain Groups > Add Domain Groups page. See the
TRITON - Email Security Help for information about adding or editing domain

groups:

¢ Managing domain groups

o Configuring delivery routes
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To set up adomain-based delivery route on the Settings > I nbound/Outbound >
Mail Routing page:

1. Click Add inthe Domain-based Routes section to open the Add Domain-based
Route page.
2. Enter aname for your route in the Name field.

3. Select an order number from the Route order drop-down list to determine the
route’s scanning order.

4. Select adestination domain from the pre-defined domainsin the Domain group
drop-down list. Default is Protected Domain. Information about the selected
domain group appears in the Domain detail s box.

If you want to add a new domain group to thelist, navigate to Settings > Users >
Domain Groups and click Add.

If you want to edit your selected domain group, click Edit to open the Edit
Domain Group page.

Important

The Protected Domain group defined in the Settings >
Users> Domain Groups page should not be used to
configure Email Security Gateway delivery routesif you
need to define domain-based delivery routes viamultiple
SMTP servers.

o=@

Create domain groups that contain subsets of the Protected
Domain group for mail routing purposes.

5. Selectthe SMTP server | P address delivery option and enter the following
information:

a. Enter the SMTP server IP address or host name and port.
b. Mark the check box to enable MX lookup.

c. Click theright arrow to add the SM TP server information to the SMTP Server
List. Mail for that domain group is delivered to the specified SMTP server for
routing to the domain address.
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9 Installation Overview:
TRITON Enterprise

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Filter, Web Security, Web + Deployment, page 175
Security Gateway, and Web

Security Gateway Anywhere, . . .
V77X y & ANy + Initial configuration, page 180

+ Installation, page 179

Data Security, v7.7.X

Email Security Gateway and
Email Security Gateway
Anywhere, v7.7.X

This section provides an overview of TRITON Enterprise deployment and installation
activities.

Deployment

Websense TRITON Enterprise includes Web Security Gateway Anywhere, Data
Security, and Email Security Gateway Anywhere.

¢ Core Email Security Gateway Anywhere components can reside only on
Websense appliances.

& Web Security Gateway Anywhere may be deployed on Websense appliances,
dedicated Windows and Linux servers, or a combination of both.

Data Security islocated on Windows servers and elsewhere in the network.

The TRITON management interface for Web, Email, and Data Security, resides
on a separate Windows server.
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The following illustration is a high-level diagram of a basic V10000 G2-based
deployment of TRITON Enterprise.
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Remote office and off-site users

You can use the hybrid Web service to provide Web security for small remote offices.
Thisis accomplished by designating a remote office as a hybrid filtered location. See
Initial configuration, page 180, for more information.

Either the hybrid service or Websense remote filtering software can provide Web
filtering for off-site users (e.g., telecommuters or traveling personnel).

¢ Tousethe hybrid service, a PAC file or Websense Web Endpoint isinstalled on
the user’s machine. This directs Web browsing to be filtered through the hybrid
service according to policiesin place.

+ To useremote filtering software, Remote Filtering Server isinstalled in your
network and Remote Filtering Client isinstalled on user machines. See Deploying
Remote Filtering Server and Client.

Hybrid services

If your subscription includes Web Security Gateway Anywhere and Email Security
Gateway Anywhere:

¢ The cloud-based (SaaS) hybrid Web service can be used to provide Internet
security for remote offices and off-site users.

¢ Thecloud-based email hybrid service provides an extralayer of email scanning,
stopping spam, virus, phishing, and other malware attacks before they reach your
network and possibly reducing email bandwidth and storage requirements. You
can a'so use the hybrid service to encrypt outbound email before delivery to its
recipient.

Websense Appliances

Websense V-Series appliances may be used to deploy core Web and Email Security
Gateway functionality.

The Content Gateway proxy on the appliance manages Web traffic.

Incoming email flows from the email hybrid service (if enabled) to the Websense
appliance and to your mail server. The Websense appliance also provides the
Personal Email Manager facility for end users to manage quarantined email.

Data Security Protector

The protector is a Linux-based soft-appliance, providing monitoring and blocking
capabilities, preventing data loss and leaks of sensitive information. Using Precisel D
technology, the protector can be configured to accurately monitor sensitive
information-in-transit on any port.
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Components that may not be installed on Websense appliances

TRITON management server

The TRITON management server isthe Windows machine on which TRITON Unified
Security Center (TRITON Console) isinstaled. The TRITON Consoleisthe
management and reporting interface for Websense Web, Data, and Email Security
solutions.

Data Security Management Server and, typically, Crawler also reside on the TRITON
management server machine to providing key Data Security functions, including Web
and email DLP (dataloss prevention) features.

Linking Service also usually resides on the management server.

Web Security and Email Security Log Server

A separate Windows machine hosts Web Security Log Server and Email Security Log
Server. These services receive information about Web Security and Email Security
activity and processit into their respective Log Database.

Optional Web Security components

Sync Service and transparent identification agents (DC Agent, Logon Agent,
eDirectory Agent, and RADIUS Agent) may not reside on V-Series appliances.

Also, you can install additional instances of several Web Security filtering
components on Windows or Linux servers, if needed.

Data Security Agents

Microsoft ISAVTMG agent, Printer agent, SMTP agent, Crawler, and Data Endpoint
areinstalled on appropriate machines.

See Installing Data Security Solutions, page 303 for installation instructions.
Data Endpoint (User Machine)

The Data Endpoint can be installed on any machine.

Third-party components

Microsoft SQL Server

Microsoft SQL Server, running on a Windows server in your network, is used to store
Websense logging and reporting data. Quarantined email messages are also stored
here.

When Websense components areinstalled, SQL Server must be installed and running,
typically on its own machine as shown in the diagram above. SQL Server Express

178 €4 Websense TRITON Enterprise



Installation Overview: TRITON Enterprise

(installed using the TRITON Unified Installer) may be used in small deployments or
evaluation environments.

Mail server

Your internal mail server.

Deployment details by TRITON Enterprise module

Web Security Gateway Anywhere

& \\eb Security Deployment Recommendations, page 23
o Deploying Web Security for a distributed enterprise, page 65

Data Security

+ Planning Data Security Deployment, page 103
+ Installing TRITON - Data Security, page 187

+ Installing Data Security Components, page 315

+ Integrating Data Security with Existing Infrastructure, page 125
¢ Scaling Data Security, page 157

Email Security Gateway
¢ Email Security Gateway Deployment, page 163

Installation

To install Websense TRITON Enterprise components:
1. Make surethat Microsoft SQL Server isinstalled and running in your network.
See Obtaining Microsoft QL Server, page 21.

2. Install and run the firstboot script on your V-Series appliances. See Installation
steps for appliance-based solutions, page 263.

3. Install Web and Email Security Log Server. See:
= Installing Web Security components, page 392

If you plan to enable hybrid Web Security, note that Sync Serviceistypically
installed with Web Security Log Server.

= Installing Email Security components, page 414

4. Install TRITON management and core Data Security components on a Windows
Server 2008 R2 machine. See Creating a TRITON Management Server, page 180.

On the Installation Type screen, select all three modules (Web Security, Data
Security, and Email Security) under TRITON Unified Security Center.
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5. Install additional components (such as Web Security transparent identification
agents or Data Security agents) as needed. See:

= Installing Web Security components, page 392
= Installing Data Security components, page 413
» Installing Email Security components, page 414

Initial configuration

General

+ \ebsense TRITON Enterprise default ports, page 712
+ Excluding Websense files from antivirus scans, page 724
+ Initial Configuration for All Websense Modules, page 675

Web Security Gateway Anywhere

+ Wb Security initial configuration, page 677
+ Additional configuration for Web Security Gateway Anywhere, page 679
+ Content Gateway initial configuration, page 684

Data Security

+ Data Security initial configuration, page 682

Email Security

o Email Security Gateway Deployment, page 163

Creating a TRITON Management Server

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to: In this topic
+ Web Filter, Web Security, and + Installing TRITON Unified
Web Security Gateway Security Center, page 181

(Anywhere), v7.7.xX
Data Security, v7.7.X

Email Security Gateway
(Anywhere), v7.7.x
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The TRITON management server is the machine that hosts the TRITON Unified
Security Center, the management and reporting console for Websense Web Security,
Data Security, and Email Security solutions.

Installing TRITON Unified Security Center, page 181

Installing TRITON - Web Security, page 185

Installing TRITON - Data Security, page 187

Installing TRITON - Email Security, page 190

* 6 o o

Additional, optional components can also run on the machine.

The TRITON management server is*“created” by installing these components on a
suitable machine (see System requirements for this version, page 2).

@ Important
@

To enable more than one TRITON module (Web Security,
Data Security, Email Security), the TRITON Console must
be installed on Windows Server 2008 R2. Because
TRITON - Email Security requires TRITON - Data
Security, it must aways be installed on Windows Server
2008 R2.

Typically, thereis only one TRITON management server in adeployment. It serves as
the central point for management, configuration, and reporting.

Before you being the installation process, review the information in Preparing for
installation, page 14. Perform any necessary preparation steps, e.g., disabling firewall
and antivirus software.

Installing TRITON Unified Security Center

1. Download or copy the TRITON unified instaler (the Windows installer) to this
machine.

See Preparing for installation, page 14.

2. Double-click the downloaded installer to launch the Websense TRITON Setup
program.

A progress dialog box appears, asfiles are extracted.
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3. Onthe Welcome screen, click Sart.

Websense Tl

TRITON Unified Security

Installer Dashboard

Websense Triton Setup

This is the main installer
window. It shows installation Welcome
type and status. It also opens =
component installation = .
wizards, depending on your = Welcome Welcome to TRITON Unified Security Setup.
inzallation choices. If current The wizard will guide you through the initial
version Websense - | selection of installation type. Depending on
components are found on this Subscription Agreement | vour selections here, subsequent installation
machine, this window offers i wizards will be started.
options to modify or remove d . o
those components. Installation Type If you have any other Windows applications

T | currently running, it is strong recommended |
Prior to installation, please that yvou close them. Cancel this setup =
review installation and Surmmary program, close the running applications, and

then restart this setup program.

deployment instructions

available in the Websense
Technical Library |
{www.websense.com/library).

welsense

Version 7.7 11996-2012 Websense, Inc.

4. Onthe Subscription Agreement screen, select | accept this agreement and then
click Next.
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5. Onthelnstallation Type screen, select TRITON Unified Security Center and
the modules you want to install (Web Security, Data Security, and Email
Security).

-';‘4" Websense Triton Setup

Installation Type

7 Welcome Select the components to be installed on this machine:

& TRITON Unified Security Center
[ web Security
[ Data Security

[ Emai Security

A amail secunfy mode goplance musf afaady be i pow nefwaork, [Dafa
Secunfy will be salecfed aufomaticall fo anabla Emaif DL P faafuras)

< Subscription Agreement

= Installation Type

Summary

' \Websense Web Security Al
£ Custom

@ Select this option to install management components.,
Mote that only management components are installed.

Note

J The TRITON Unified Security Center modules are
management consoles. Selecting them does not install
other security or filtering components. Non-management
components are installed using the Websense Web
Security All or Custom options.
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See the following table for information about which modules you should select for

installation.

Solution TRITON Unified Security module
Web Data Email
Security Security Security

Web Filter, Web Security, and Web X

Security Gateway

Web Security Gateway Anywhere X X

Data Security X

Email Security Gateway (Anywhere) X X

Note: If your subscription includes a combination of these solutions, install al of
the modulesrequired by them. For example, if your subscription includes both Web
Security Gateway Anywhere and Email Security Gateway, install all 3 modules.

Important

To install the Web Security module of the TRITON
Unified Security Center, Policy Broker and Policy Server
must be already installed and running (see Installing
components via the Custom option, page 383). You will
need to provide the Policy Server IP address during
TRITON - Web Security installation.

o=@

In aWebsense-appliance-based deployment, Policy Broker
and Policy Server run on the full policy sour ce appliance.

When you select Email Security, Data Security is also selected. The Data
Security module is required for email DLP (dataloss prevention) features,
included with Email Security Gateway (Anywhere).

\’ Important

o Toinstall the Email Security module of the TRITON
Unified Security Center, an Email Security Gateway
appliance must already be running. You will need to
provide the appliance C interface | P address during
TRITON - Email Security installation.

The appliance E1 (and E2, if used) interface must also be
configured in the Appliance Manager before the
installation of TRITON - Email Security.

6. Onthe Summary screen, click Next to continue the installation.
7. TRITON Infrastructure Setup launches.
Follow the instructionsin Installing TRITON Infrastructure, page 386.
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8.

When you click Finish in TRITON Infrastructure Setup, component installers for
each module selected in the Module Selection screen (Step 5), will be launched in
succession.

Only the component installersfor the modules you have selected will be launched.
For example, if you select only Web Security and Data Security, then the Email
Security installer will not be launched.

Complete the following procedures for the modules you have selected. For each
module, a component installer will launch.The component installers launch in the
order shown here.

m Installing TRITON - Web Security
= Installing TRITON - Data Security
= Installing TRITON - Email Security

Installing TRITON - Web Security

Deployment and Installation Center | Web, Data, and Email Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, and Web Security Gateway (Anywhere), v7.7.x
¢ Data Security, v7.7.X
o Email Security Gateway (Anywhere), v7.7.x

Follow these instructions to install Web Security management components on a
TRITON management server.

1

@ Important
@

If you do not plan to install Policy Broker and Policy
Server on this machine, they must already be installed and
running elsewhere in your deployment. If you have a Web-
security-mode appliance running in full policy source
mode, Policy Broker and Policy Server are already on that
appliance. For instructions on installing these components,
see Installing VWeb Security components, page 392.

It is assumed you have reached this point by starting a TRITON Unified Security
Center installation. If not, see Creating a TRITON Management Server, page 180.

In the Select Components screen, select the components you want to install on
this machine and then click Next.

The following Web security components are available for installation on a
TRITON management server:
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m  TRITON - Web Security (the Web Security module in the TRITON Unified
Security Center) must be installed. It is selected by default and cannot be
deselected. The other components shown are optional for this machine.

»  Web Security Log Server may be installed on the TRITON management
server.

m  Sync Serviceisrequired if your subscription includes Websense Web Security
Gateway Anywhere. It can be installed on this machine or another machine. It
isimportant to note that in most cases there must be only one instance of Sync
Service in your entire deployment. Typically, Sync Serviceislocated on the
same machine as Web Security Log Server.

m  Select Linking Serviceif your subscription includes both a Web Security
solution and Data Security.

= Real-Time Monitor isoptional. It istypically installed on the TRITON
management server, but can be located elsewhere. Install only one instance of
Real-Time Monitor per Policy Server instance.

m  Select Policy Broker and Policy Server if these components have not already
been installed in your deployment. They are required to install TRITON -
Web Security. In a Websense appliance-based deployment, these components
are already installed on a Websense appliance running in full policy source
mode.

@ Important

e  Theremust be only oneinstance of Policy Broker in your
entire deployment. There can be multiple instances of
Policy Server.

3. ThePolicy Server Connection screen appears. (If you choseto install Policy
Broker and Policy Server on this machine, skip this step.)

See Policy Server Connection Screen for instructions.

4. If you selected Sync Service for installation, the Policy Broker Connection
screen appears. (If you chose to install Policy Broker and Policy Server on this
machine, skip this step.)

See Policy Broker Connection Screen for instructions.

5. If you selected Web Security Log Server for installation, the L og Database
L ocation screen appears.

See Log Database Location Screen for instructions.

6. If you selected Web Security Log Server for installation, the Optimize Log
Database Size screen appears.

See Optimize Log Database Sze Screen for instructions.

7. If you select Linking Service for installation, the Filtering Service
Communication screen appears.

See Filtering Service Communication Screen for instructions.
8. OnthePre-Installation Summary screen, verify the information shown.
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10.
11.

The summary shows the installation path and size, and the components to be
installed.

Click Next to start theinstallation. The I nstalling Websense progress screen is
displayed. Wait for installation to complete.

On the Installation Complete screen, click Next.

If you have not selected any other TRITON Unified Security Center module, you
are returned to the Modify Installation dashboard. Installation is complete.

If you have chosen to install other modules of the TRITON Unified Security
Center, you are returned to the Installer Dashboard and the next component
installer is launched.

Installing TRITON - Data Security

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, and Web Security Gateway (Anywhere), v7.7.x
¢ Data Security, v7.7.X
o Email Security Gateway (Anywhere), v7.7.x

Follow these instructionsto install Data Security management components on the
TRITON management server. Thisincludes:

*

R e ¢ o

A Data Security policy engine
Primary fingerprint repository
Forensics repository

Endpoint server

It is assumed you have reached this point by starting a TRITON Unified Security
Center installation. If not, see Creating a TRITON Management Server, page 180.

Once the Websense Data Security Installer is launched, the Welcome screen
appears, click Next to begin Data Security installation.

Note
J If the NET 2.0 framework is not found on this machine,
the Data Security Installer installsiit.
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3.

In the Select Components screen, click Next to accept the default selections.

Note

‘/ If there isinsufficient RAM on this machine for Data
Security Management Server components, a message
appears. Click OK to dismiss the message. You are
allowed to proceed with the installation. However, itisa
best practice to install only if you have sufficient RAM.

If prompted, click OK to indicate that services such as ASPNET and SMTP will
be enabled.

Required Windows components will be installed. You may need accessto the
operating system installation disc or image.

On the Finger printing Database screen, accept the default location or use the
Browse button to specify a different location.

Note that you can install the Fingerprinting database to alocal path only.

Use the options on the Import Data From Previous Ver sion screen to restore
data from a backup of another Data Security Server if necessary.

Select the L oad data from previous ver sion check box and then use the Browse
button to specify the location of the backup data you want restored.

For more information about backups, see the TRITON - Data Security Help.

If your SQL Server database is on a remote machine, you are prompted for the
name of atemporary folder. This screen defines where Data Security should store
temporary files during archive processing as well as system backup and restore.

Archiving lets you manage the size of your incident database and optimize
performance. Backup lets you safeguard your policies, forensics, configuration,
data, fingerprints, encryption keys, and more.

If you do not plan to archive incidents or perform system backup and restore, you
do not need to fill out this screen.

Before proceeding, create afolder in alocation that both the database and
TRITON management server can access. (The folder must exist before you click
Next.) On average, thisfolder will hold 10 GB of data, so choose alocation that
can accommodate this.

On the Temporary Folder L ocation screen, complete the fields as follows:

s Enableincident archiving and system backup: Check thisbox if you plan
to archive old or aging incidents and perform system backup or restore. This
box does not appear when you run the installer in Modify mode and perform a
disaster recovery restore operation.
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10.
11.

12.

m  From SQL Server: Enter the path that the SQL Server should use to access
the temporary folder. For best practice, it should be aremote UNC path, but
local and shared network paths are supported. For example: c:\folder or
\\10.2.1.1.\folder. Make sure the account used to run SQL has write access to
this folder.

s From TRITON Management Server: Enter the UNC path the management
server should use to access the temporary folder. For example:
\\10.2.1.1.Xfolder. Enter a user name and password for auser who is
authorized to access this location.

For all 7.7.x versions, the account used to access the SQL
Server must have BACKUP DATABASE permissions to
communicate with the installer. If it does not, an error
results when you click Next.

@ Important
@

To grant this permission, issue the following T-SQL commands on the SQL
Server instance:

USE master
GRANT BACKUP DATABASE TO <users>
GO
After installation of Data Security components, you can revoke this permission:

USE master
REVOKE BACKUP DATABASE TO <user>
GO

In the Installation Confirmation screen, click I nstall to begin installation of
Data Security components.

If the following message appears, click Yes to continue the installation:

Data Security needs port 80 free.
In order to proceed with thisinstallation, DSSwill free up this port.
Click Yesto proceed OR click No to preserve your settings.

Clicking No cancels the installation.

A similar message for port 443 may appear. Click Yesto continue or No to cancel
the installation.

The Installation progress screen appears. Wait for the installation to complete.

When the I nstallation Complete screen appears, click Finish to close the Data
Security installer.

If no other TRITON Unified Security Center module is chosen for installation,
you are returned to the Modify Installation dashboard. Installation is complete.

Otherwise, you are returned to the Installer Dashboard and the next component
installer is launched.
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For information on installing other Data Security components, such as the protector,
mobile agent, printer agent, SMTP agent, TMG agent, or endpoint client, see
Installing Data Security Components, page 315.

Installing TRITON - Email Security

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, and Web Security Gateway (Anywhere), v7.7.x
& Data Security, v7.7.X

o Email Security Gateway (Anywhere), v7.7.x

Follow these instructions to install the Email Security module of the TRITON Unified
Security Center. In addition to the Email Security module (also referred to as
TRITON - Email Security), you will be given the option to install Email Security Log
Server on this machine.

1. Itisassumed you have reached this point by starting a TRITON Unified Security
Center installation and selecting the Email Security module. If not, see Creating a
TRITON Management Server, page 180.

2. Once the Email Security Installer islaunched, the I ntroduction screen appears,
click Next to begin Email Security installation.

3. Onthe Select Components screen, choose whether to install Email Security Log
Server on this machine and then click Next.

TRITON - Email Security (i.e, the Email Security module of the TRITON Unified
Security Center) will be installed automatically. You cannot deselect it.

Note

‘/ If you do not see TRITON - Email Security on this screen,
TRITON Infrastructure was not detected by the Email
Security Instaler. TRITON Infrastructure must be
installed already to be ableto install TRITON - Email
Security.

Email Security Log Server is selected for installation by default. To install Email
Security Log Server, SQL Server or SQL Server Express must already beinstalled
and running in your network (see System requirements for this version, page 2, for
supported versions of SQL Server). If you choseto install SQL Server Express
during TRITON Infrastructure installation, then it is already installed on this
machine.

If you chooseto install Email Security Log Server, the Email Security Log Server
Configuration utility is also installed. This utility can be accessed by selecting
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Sart > All Programs > Websense > Email Security > Email Security Log
Server Configuration.

You can install Email Security Log Server on another maching; it is not required
to be installed on the same machine as TRITON - Email Security. To install log
server on adifferent machine, deselect the Email Security Log Server option here
(in the Select Components screen) and complete Email Security installation.
Then run TRITON Unified Security Setup on the machine on which you want to
install Email Security Log Server. Perform acustom installation of Email Security
components (see Installing Email Security components, page 414).

On the Email Security Database screen, specify the IP address or 1P address and
instance name (format: 1P address\instance) for the Email Security database.

You may specify whether the connection to the database should be encrypted.
Please note the following issues associated with using this encryption feature:

= You must have imported atrusted certificate to the Log Server machinein
order to use the encryption option. See your database documentation for
information about importing a trusted certificate.

s TheBulk Copy Program (BCP) option for inserting records into the Log
Database in batches cannot be used. Not using the batch method may affect
Log Database performance.

= The connection from the Email Security module on the TRITON Consoleto
the V-Series appliance cannot be encrypted. If you enable encryption for Log
Database, you must disable the SQL Server force encryption feature.

Designate the login type for the database, either Windows authentication or sa
account.

On the Email Security Database File L ocation screen, specify where Email
Security database files should be located and then click Next.

This screen appears only if you chose to install Email Security Log Server in
additionto TRITON - Email Security.

A default location for the Log Database is automatically shown. Information
about the location of the database engine and connection credentials were entered
when TRITON Infrastructure was installed on this machine. The Email Security
Installer reads this information from configuration files created by TRITON
Infrastructure Setup.

It isabest practice to use the default location. However, if you want to create the
Log Database in a different location (or if you aready have aLog Database in a
different location), enter the path to the database files.

The path entered here is understood to refer to the machine on which the database
engineislocated. The path entered must specify a directory that already exists.

On the Email Security Gateway screen specify the Email Security Gateway
appliance to be managed by this installation of the TRITON Unified Security
Center and then click Next.

Enter the IP address of the C interface of the Email Security Gateway appliance.
You must specify an IP address only. Do not use a fully-qualified domain name
(FQDN).
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When you click Next, communication with the specified appliance will be
verified. Communication may be unsuccessful if:

= Subscription key has already been applied to the appliance (typically meaning
another installation of TRITON Unified Security Center has been used to
manage the appliance). The subscription key must be reset on the appliance.

m Version of software to be installed does not match the version of the
appliance. Verify whether the versions match.

m  Specified appliance is a secondary appliance in a cluster. Specify the primary
appliance in the cluster or a non-clustered appliance.

»  The appliance cannot connect to the specified database server (specified
during product installation).

= Firewall isblocking communication to the appliance on port 6671. Make sure
any local firewall alows outbound communication on port 6671.

= Appliance E interface has not been correctly configured in the Appliance
Manager.

7. Onthelnstallation Folder screen, specify the location to which you want to
install Email Security components and then click Next.

To select alocation different than the default, use the Browse button.

Each component (TRITON - Email Security and/or Email Security Log Server)
will beinstalled in its own folder under the parent folder you specify here.

8. OnthePre-Installation Summary screen, review the componentsto beinstalled.
If they are correct, click Install.

Click Back to return to any screen on which you want to modify settings.

9. Thelnstalling Websense Email Security screen appears, as components are
being installed.

10. Wait until the I nstallation Complete screen appears, and then click Done.
11. TRITON Unified Security Setup closes. Installation is complete.
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solutions

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security

Gateway Anywhere, v7.7.x

* & o o

Installation overview: Web Filter and WWeb Security, page 193
Installation overview: Web Security Gateway, page 197
Installation overview: Web Security Gateway Anywhere, page 200
Installing via the Web Security All option, page 204

Installation overview: Web Filter and Web Security

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Filter and Web Security, .
V7.7.X

Deployment planning infor mation
for Web Filter and Web Security,
page 195

Supplemental information for
integrated Web Security
deployments, page 195

Web Security All installation,
page 195

Distributed Web Security
installation, page 195

Initial configuration, page 196

There are 2 main deployment options for Websense Web Filter and Web Security:
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1. For evauation, or for very small (or low traffic) deployments, install all
components on one server, using the Web Security All installation option.

2. For most production environments, install components distributed across multiple
servers, as shown in the high-level illustration below.

—

Microsoft SQL Server
2005 SP4, 2008, 2008 R2

TCP/IP Network

TRITON management server
e TRITON Infrastructure

\e TRITON - Web Security

/J » Real-Time Monitor

User machines Filtering components
Policy Broker

Policy Server

Filtering Service

Network Agent

User Service

Usage Monitor
Transparent identification
agent

*« & & 8 & 9

-
o

Websense Web Security and Web Filter can run in either standalone or integrated
mode:

+ Instandalone mode, Websense Network Agent monitors Internet activity and
works with Websense Filtering Service to permit or block requests.

+ Inintegrated mode, a supported third-party proxy, firewall, or caching product
communicates with Websense Filtering Service to evaluate whether the Internet
requests passing through it should be blocked or permitted.

A Microsoft SQL Server database is used to store Websense reporting data.

+ Inmost deployments, SQL Server Standard or Enterprise must be already
installed and running on its own machine.

o For evaluation, or for very small (or low traffic) networks, the Websense installer
can be used to install SQL Server 2008 R2 Express. SQL Server Express can run
on the TRITON management server, or on its own machine.

The TRITON management server hosts the Web-based management console (the
TRITON Unified Security Center), including both infrastructure and TRITON - Web
Security components. The TRITON Unified Security Center (TRITON console) is
used to configure, manage, and report on your Websense software.
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Deployment planning information for Web Filter and Web
Security

& Systemrequirements for this version, page 2
& Wb Security Deployment Recommendations, page 23
o Deploying Web Security for a distributed enterprise, page 65

Supplemental information for integrated Web Security
deployments

Integrating WWeb Security with Check Point, page 445
Integrating WWeb Security with Cisco, page 431

Integrating WWeb Security with Citrix, page 513

Integrating Web Security using | CAP Service, page 557
Integrating Web Security with Microsoft Products, page 535
Installing Web Security for Universal Integrations, page 563

* 6 6 & o o

Web Security All installation

An all-in-one Websense Web Security installation may be used for evaluation
purposes, or in very small (or low traffic) networks. For most production
environments, it is preferable to distribute Web Security components across multiple
servers.

To perform aWeb Security All installation, see:

1. Preparing for installation, page 14
2. Obtaining Microsoft SQL Server, page 21
3. Installing via the Web Security All option, page 204

Distributed Web Security installation

A standard Websense Web Filter or Web Security installation involves placing
components on 3 or more machines.

To perform a standard installation:

1. Verify that al prerequisites are met (see Preparing for installation, page 14).

2. Make sure that Microsoft SQL Server isinstalled in your network (see Obtaining
Microsoft SQL Server, page 21).

3. Install filtering components on one or more machines.
»  For Windows, see Installing Web Security components, page 392.
= For Linux, see Installing Web Security Components on Linux, page 2009.
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m  For V-Series appliances, see Installing appliance-based Websense solutions,
page 247.

Important: Install Policy Broker, Policy Server, and Filtering Service or the full
policy source appliance before installing other components.

Install Websense Log Server to enable reporting (see Installing Web Security
components, page 392).

Install TRITON management server components (see Creating a TRITON
Management Server, page 180).

Important: When you reach the I nstallation Type screen, select only Web
Security under TRITON Unified Security Center.

-'@‘I Websense Triton Setup

Installation Type

< Welcome Select the components to be installed on thiz machine:

& TRITON Unified Security Center

& Subscription Agreement
¥ web Security

<= Installation Type I Dats Secuiy
™ Email Security
Summary An email secundi mode anpfance musf afeady be it pour nefwork. (Daka

Secunfy will be salecfed aufomaticall fo anabla Emaif DL P faafuras)

' \Websense Web Security Al
£ Custom

@ Select this option to install management components.,
Mote that only management components are installed.

Initial configuration

* 6 6 o o

Websense TRITON Enterprise default ports, page 712

Excluding Websense files from antivirus scans, page 724

Initial Configuration for All Websense Modules, page 675

Web Security initial configuration, page 677

Using BCP for log record insertion with SQL Server 2008, page 36
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Installation overview: Web Security Gateway

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway v7.7.X + Deployment, page 199
+ Installation, page 199
+ Initial configuration, page 200

This section contains information and about installing Websense Web Security
Gateway software components. If your deployment al so includes one or more V-
Series appliances, additionally refer to Installing appliance-based WWebsense solutions,
page 247.

Websense Web Security Gateway is highly-distributable, providing the flexibility to

scale a deployment to suit your needs. The appropriate deployment is determined by
network size and configuration, Internet request volume, hardware performance, and
filtering needs.

Thefollowing illustration is a high-level diagram of a basic software-based
deployment of Web Security Gateway. Note that thisillustration is intended to show
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the general distribution of components and does not include network details (such as
segmenting, internal firewalls, routing, switching, and so forth).

)

Microsoft SQL Server
{=% 2005 SP4, 2008, or
2008 R2

)

User machines

TRITON management server
* TRITON Infrastructure

» TRITON - Web Security

» Real-Time Monitor

TCENP Network

Filtering components
Policy Broker

Palicy Server

Filtering Service

Network Agent

User Service

Usage Monitor
Transparent identification
agent

Websense Content Gateway
@ (including Content Gateway
Manager)

Microsoft SQL Server is used to store Web Security Gateway reporting data. When
you install Websense Log Server (the main reporting component), SQL Server must
be installed and running. (In very small deployments, or for evaluation, SQL Server
Express, installed using the Websense installer, may be used.)

The TRITON management server hosts the Web-based management console (the
TRITON Unified Security Center), including both infrastructure and TRITON - Web
Security components. The TRITON Unified Security Center (TRITON console) is
used to configure, manage, and report on your Websense software.

Websense filtering components may be installed on the same machine or distributed
across several machines. Additionally, you can install multiple instances (on different
machines) of certain components to scale to your organization’'s needs.

Websense Content Gateway is a Web proxy that passesHTTPR, HTTPS, FTP over
HTTR, and native FTP traffic to Websense software for filtering. It resides on a Linux
server or aV-Series appliance. Content Gateway Manager—the management console
for Content Gateway—runs on the Content Gateway machine, but can be accessed
from the TRITON console.
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Deployment

Deploying Web Security core components, page 24

Extending your WWeb Security deployment, page 31

Web Security required external resources, page 41

Maximizing Web Security system performance, page 42

Deploying transparent identification agents, page 48

Hardware recommendations for standalone Web Security deployments, page 51
Deploying Remote Filtering Server and Client, page 62

Deploying Web Security for a distributed enterprise, page 65

® 6 6 O 6 6 0 o

Installation

Complete the following main steps (the links go to detailed procedures or information
for each step).
1. Preparing for installation, page 14
2. Obtaining Microsoft SQL Server, page 21
3. Installing filtering components on one or more machines
= For Windows, see Installing WWeb Security components, page 392.
= For Linux, see Installing Web Security Components on Linux, page 209.

m  For V-Series appliances, see Installing appliance-based Websense solutions,
page 247.

Important: Install Policy Broker, Policy Server, and Filtering Service or the full
policy source appliance before installing other components.

During Filtering Service software installation (if applicable), be sure to specify
that Filtering Service will be integrated with Websense Content Gateway.

4. Installing Websense Content Gateway, page 219
5. Creating a TRITON Management Server, page 180
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Important: When you reach the I nstallation Type screen, select only Web
Security under TRITON Unified Security Center.

-'é‘l Websense Triton Setup

Installation Type

< Welcome Select the components to be installed on thiz machine:

& TRITON Unified Security Center

< Subscription Agreement
¥ web Security

<= Installation Type I Dats Secuiy
™ Email Security
Summary A email secun mode anplance must afeady be i1 pour nefwork. [Dafa

Secunfy will be salecfed aufomaticall fo anabla Emaif DL P faafuras)

' \Websense Web Security Al
£ Custom

@ Select this option to install management components.,
Mote that only management components are installed.

Initial configuration

Websense TRITON Enterprise default ports, page 712

Excluding Websense files from antivirus scans, page 724

Initial Configuration for All Websense Modules, page 675

Web Security initial configuration, page 677

Using BCP for log record insertion with SQL Server 2008, page 36
Content Gateway initial configuration, page 684

* 6 6 o o o

Installation overview: Web Security Gateway Anywhere

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Security Gateway Anywhere | & Deployment, page 203

V7.7.x + Installation, page 203

+ Initial configuration, page 204

Web Security Gateway Anywhere is ahybrid on-premises and in-the-cloud Web
filtering solution. Usersinside your corporate network are filtered by on-premises
Websense components. Small, remote offices and off-site users can be filtered by
Websense hybrid service clusters located across the globe.
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In addition, Web Security Gateway Anywhere protects you from dataloss over the
Web, providing security for outbound content. You identify sensitive data and define
whether you want to audit or block attemptsto post it to HTTRP, HTTPS, FTPR, or FTP-
over-HTTP channels.

Websense software is highly-distributable, providing the flexibility to scale a
deployment to suit your needs. Components can be installed together on one machine
for smaller organizations; or they can be distributed across multiple machines, and
multiple sites, to create a high-performing deployment for larger organizations. The
appropriate deployment is determined by network size and configuration, Internet
reguest volume, hardware performance, and filtering needs.

If your deployment includes one or more V-Series appliances, additionally refer to
Installing appliance-based Websense solutions, page 247.

Thefollowing illustration is a high-level diagram of a basic software-based
deployment of Web Security Gateway Anywhere. Note that thisillustration is
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intended to show the general distribution of components and does not include network
details (such as segmenting, internal firewalls, routing, switching, and so forth).

s PAC file or Web Endpaint
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Directory Agent
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Microsoft SQL Server is used to store Web Security and Data Security reporting data.
When installing reporting components, SQL Server must be installed and running. (In
very small deployments, or for evaluation, SQL Server Express, installed using the
Websense installer, may be used.)

The TRITON management server hosts the Web-based management console (the
TRITON Unified Security Center), and its Web Security and Data Security modules.
It also hosts several additional Data Security components and Linking Service, used to
share Web Security category and user information with Data Security.
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Websense filtering components may be installed on the same machine or distributed
across several machines. Additionally, you can install multiple instances (on different
machines) of certain components to scale to your organization’'s needs.

Websense Content Gateway is a Web proxy that passesHTTPR, HTTPS, FTP over
HTTP, and native FTP traffic to Websense software for filtering. It resides on a Linux
server or aV-Series appliance. Content Gateway Manager—the management console
for Content Gateway—runs on the Content Gateway machine, but can be accessed
from the TRITON console.

Small remote offices can be filtered through the Websense hybrid service. Thisis
accomplished by designating a remote office as a hybrid filtered location. See Initial
Configuration for All Websense Modules, page 675, for more information.

Off-site users (e.g., telecommuters or traveling personnel) can be filtered using the
Websense hybrid service, remote filtering software, or a combination of both
solutions.

Deployment

System requirements for this version, page 2

Deploying Web Security core components, page 24
Extending your Web Security deployment, page 31

Web Security required external resources, page 41
Deploying transparent identification agents, page 48
Maximizing Web Security system performance, page 42
Deploying Remote Filtering Server and Client, page 62
Deploying Web Security for a distributed enterprise, page 65
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Installation

Complete the following main steps (the links go to detailed procedures or information
for each step).
1. Preparing for installation, page 14
2. Obtaining Microsoft SQL Server, page 21
3. Installing filtering components on one or more machines
= For Windows, see Installing Web Security components, page 392.
»  For Linux, see Installing Web Security Components on Linux, page 209.

m  For V-Series appliances, see Installing appliance-based Websense solutions,
page 247.

Important: Install Policy Broker, Policy Server, and Filtering Service or the full
policy source appliance before installing other components.

During Filtering Service software installation (if applicable), be sure to specify
that Filtering Service will be integrated with Websense Content Gateway.
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4. Installing WWebsense Content Gateway, page 231
5. Creating a TRITON Management Server, page 180

Important: When you reach the I nstallation Type screen, select both Web
Security and Data Security under TRITON Unified Security Center.

-'é‘l Websense Triton Setup

Installation Type

< Welcome Select the components to be installed on thiz machine:

& TRITON Unified Security Center
¥ web Security
¥ Data Security

[ Emai Security

Summary A amail secunfy mode goplance musf afaady be i pow nefwaork, [Dafa
Secunfy will be salecfed aufomaticall fo anabla Emaif DL P faafuras)

< Subscription Agreement

= Installation Type

' \Websense Web Security Al
£ Custom

@ Select this option to install management components.,
Mote that only management components are installed.

Initial configuration

Websense TRITON Enterprise default ports, page 712

Excluding Websense files from antivirus scans, page 724

Initial Configuration for All Websense Modules, page 675

Web Security initial configuration, page 677

Using BCP for log record insertion with SQL Server 2008, page 36
Content Gateway initial configuration, page 684

Additional configuration for Web Security Gateway Anywhere, page 679
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Installing via the Web Security All option

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.X

Follow these instructions to perform a Web Security All installation which installs all
Web Security management and core filtering components on one machine.
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10.

11.

Download or copy the Websense installer to this machine (see Getting the
Websense software installers, page 14).

Double-click the downloaded installer to launch the Websense installer. A
progress dialog box appears, as files are extracted. Once files have been extracted,
there may be a pause of several seconds before the Welcome screen is displayed.

On the Welcome screen, click Sart.

bsense TRITON Setup

TRITON Unified Security
Installer Dashboard

-'ﬁ‘l Websense Triton Setup

This is the main installer

window. It shows installation Welcome

type and status. It also opens

component installation

wizards, depending on your = Welcome Welcome to TRITON Unified Security Setup.

insallation choices. If current The wizard will guide you through the initial

wersion Websense selection of installation type. Depending on

components are found on this SubscriptionAgreement | your selections here, subsequent installation

machine, this window offers wizards will be started.

options to modify or remove ) o

those components. Installation Type If you hawe any other Windows applications
currently running, it is strong recommended

Prior to installation, please that you close them. Cancel this setup

review installation and Surnrnary program, close the running applications, and

deployment instructions then restart this setup program.

available in the Websense

Technical Library

(www.websense.com/library). |

=

welsense

wersion 7.7 19962012 Wabsanse, Ing,

The Ingtaller Dashboard remains on screen throughout the installation process.

On the Subscription Agreement screen, select | accept this agreement and then
click Next.

On the Installation Type screen, select Websense Web Security All.
On the Summary screen, click Next to continue the installation.

TRITON Infrastructure Setup launches. Follow the instructionsin Installing
TRITON Infrastructure, page 386.

When you click Finish in TRITON Infrastructure Setup.
You are returned to the Installer Dashboard and the Web Security installer starts.

On the Active Directory screen, specify whether your network uses Windows
Active Directory.

See Active Directory Screen, page 400, for instructions.
If you are using Active Directory, the Computer Browser screen may appear.
See Computer Browser Screen, page 400, for instructions.

On the Integration Option screen, indicate whether to install your Web Security
software in standalone or integrated mode.

See Integration Option Screen, page 401, for instructions.
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12.

13.

14.

15.

16.

17.

18.

19.

If you selected “ Integrated with another application or device” in the previous
step, on the Select Integration screen, select the product you want to integrate
with.

See Select Integration Screen for instructions

If the Multiple Network I nterfaces screen appears, select the NIC that Websense
components should use to communicate with Websense components on other
machines.

See Multiple Network Interfaces Screen for instructions.

On the Network Card Selection screen, select the network interface card (NIC)
that Network Agent should use to monitor Internet activity.

See Network Card Selection Screen for instructions.

On the Log Database L ocation screen, specify alocation (directory path) for the
Websense L og Database.

See Log Database Location Screen for instructions.

On the Optimize L og Database Size screen, select optionsfor optimizing the size
of log database records.

See Optimize Log Database Sze Screen for instructions.

On the Filtering Feedback screen, choose whether to send categorization
feedback to Websense, Inc.

See Filtering Feedback Screen for instructions.

On the Web Security Gateway Anywhere Components screen, select Do not
install Web Security Gateway Anywhere Components for Web Security and
Web Filter installations.

On the Transparent User I dentification screen, select whether to use Websense
transparent identification agents to identify users and then click Next.

Transparent user identification agents allow Websense software to apply user- or
group-based filtering policies without prompting users for logon information.

If Websense software isintegrated with athird-party product (firewall, proxy
server, cache, or network appliance) providing user authentication, a transparent
identification agent may not be necessary.

m  Select Use DC Agent to identify userslogging on to Windows domains to
install Websense DC Agent on this machine. DC Agent polls domain
controllers for information about user logon sessions, and can also poll user
machines directly to verify the logged-on user.

m  Select Use Logon Agent to identify userslogging on to local machinesto
install Websense Logon Agent on this machine. Logon Agent provides the
highest level of user identification accuracy by identifying users as they log
on to Windows domains.
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Logon Agent works with alogon application that runs vialogon script on
client machines. For instructions on configuring domain controllers and client
machines to use Logon Agent, see the Using Logon Agent for Transparent
User Identification technical paper.

Note

Do not use Logon Agent in anetwork that already includes
eDirectory Agent.

m  Select Use both DC Agent and L ogon Agent to use both of the agents that
work with Windows Active Directory. When both agents are installed, DC
Agent information is used as a backup in the unlikely event that Logon Agent
isunable to identify a user.

m  Select Use eDirectory Agent to identify userslogging on via Novell
eDirectory Server to install Websense eDirectory Agent on this machine.
eDirectory Agent queries the Novell eDirectory Server at preset intervalsto
identify users currently logged on.

Note

Do not use eDirectory Agent in a network that already
includes DC Agent or Logon Agent.

»  Select Do not install atransparent identification agent now if:

*  Websense software will be integrated with a product that provides user
authentication.

Note

J When integrated with Cisco products, Websense software
cannot use Cisco Secure Access Control Server (ACS) for
user authentication for more than 1 user domain. If there
are multiple user domains, use a transparent identification
agent instead.

* You plan to run the transparent identification agent on one or more other
machines.

* You do not want different filtering policies applied to users or groups.
* Youwant all usersto be prompted for logon information when they open
abrowser to access the Internet.

20. OntheDirectory Service Access screen, supply alocal and domain administrator
account with directory service access permissions.

See Directory Service Access Screen for instructions.

21. Onthe RADIUS Agent screen, select | nstall RADIUS Agent if you have remote
users that are authenticated by a RADIUS server and then click Next. This alows
Websense software to apply user- or group-based filtering policies on these
remote users without prompting for logon information.
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22. Onthe Pre-Installation Summary screen, verify the information shown.

The summary shows the installation path and size, and the components to be
installed.

23. Click Next to start the installation. An I nstalling progress screen is displayed.
Wait for the installation to complete.

24. Onthe Installation Complete screen, click Done.
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Installing Web Security
Components on Linux

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Filter, Web Security, Web ¢ Custominstallation, page 210

Security Gateway, and Web
Security Gateway Anywhere,
V7.7.X

+ Filtering installation on Linux,
page 210

This section provides instructions for running the Web Security Linux installer to
install Websense Web Security components on supported Linux platforms.

Note, however, that the following components can reside only on a Windows
machine:

*

® 6 6 6 O o o

TRITON Unified Security Center (including the TRITON Infrastructure,
TRITON - Web Security, TRITON - Data Security, and TRITON - Email Security
modules)

Note that there is one exception: TRITON - Web Security can run on a V-Series
appliance when no other TRITON modules are used.

Web Security Log Server

Real-Time Monitor

DC Agent

Linking Service

Unified Endpoint Package Builder
Citrix Integration Service

Microsoft Forefront TMG ISAPI plug-in

For more information, see System requirements for this version, page 2.

On Linux, there are two types of Web security installation:

*

Custom: Select which components you want installed on this machine. See
Custom installation, page 210.

Filtering: Install al Linux-compatible Web security components on this machine.
See Filtering installation on Linux, page 210.
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Filtering installation on Linux

A filtering installation installs all Linux-compatible Web security components, with
the exception of Remote Filtering Server, which should be installed by itself on a
machine in the network DMZ.

No management and reporting components (e.g., the TRITON console, Log Server)
can beinstalled as part of the Linux installation. These must be installed on a
Windows machine.

Complete the following main steps (the links go to detailed procedures or information
for each step).

1. Preparing for installation, page 14
2. Sarting the Web Security Linux installer, page 210
3. Installing all Web security filtering components on Linux, page 212

Custom installation

Complete the following main steps (the links go to detailed procedures or information
for each step).

1. Preparing for installation, page 14
2. Sarting the Web Security Linux installer, page 210
3. Installing Web Security components on Linux, page 215

Starting the Web Security Linux installer

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.x

1. Log onto theinstallation machine with full administrative privileges (typically,
root).

2. Create asetup directory for the installer files. For example:
/root /Websense setup

3. Download the Web Security Linux installer package from mywebsense.com. The
installer package is called:

WebsenseWeb77Setup Lnx.tar.gz
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Place the installer archive in the setup directory you created.
Extract the instaler files:

In the setup directory, enter the following commands to uncompress and extract
files:

gunzip WebsenseWeb77Setup Lnx.tar.gz

tar xvf WebsenseWeb77Setup Lnx.tar

This places the following files into the setup directory:

File Description
install.sh Installation program
Setup.bin Archive file containing installation files and documents

Launch theinstaller using the following command (from the setup directory):
./install.sh -g

Thislaunches a GUI-based installer and is available on English versions of Linux
only. A text-only, command-line version can be launched by omitting the -g
switch:

./install.sh

If the installation program displays error messages that it is having difficulty
locating other machines, disable any firewall running on the installation machine.

Note

‘/ The following instructions refer to installer screens. In the
command-line Linux installer, prompts are displayed that
correspond to each screen. Instructions for a screen also
apply to the corresponding command-line prompt. The
main difference is how options are selected. Rather than
clicking itemsin a screen, you will enter menu-item
numbers or characters.

Note

‘/ To cancel the command-line Linux instaler, press Ctrl-C.
However, do not cancel the installer, after the Pre-
Installation Summary screen, asitisinstalling
components. In this case alow the installation to complete
and then uninstall the unwanted components.
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Installing all Web security filtering components on Linux

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

+ Web Filter, Web Security, Web Security Gateway, and Web Security
Gateway Anywhere, v7.7.X

1. Itisassumed you have already downloaded and started the Web Security Linux
installer. If not, see Sarting the Web Security Linux installer, page 210 for
instructions.

2. If no Web security components have been installed on this machine:
a  Onthelntroduction screen, click Next.

b. On the Subscription Agreement screen, choose to accept the terms of the
agreement and then click Next.

c. Onthelnstallation Type screen, select Filtering and then click Next.

3. If there are Web security components already installed on this machine, the Add
Components screen appears.

Select I nstall additional components on this machine and then click Next.

If there are already components on this machine, you can only perform a custom
installation. See Custom installation, page 210

4. On the Integration Option screen, indicate whether thisis a stand-alone or
integrated installation, and then click Next.

See Integration Option Screen for instructions.

5. If you chose I ntegrated with another application or device (on the Integration
Option screen), the Select I ntegration screen appears.

See Sdlect Integration Screen for instructions.

6. If the Network Card Selection screen appears, see Network Card Selection
Screen for instructions.

7. If the Multiple Network Car ds screen appears, see Multiple Network Interfaces
Screen for instructions.

8. OntheFiltering Feedback screen, select whether you want Websense software to
send feedback to Websense, Inc. to improve accuracy. Then click Next.

See Filtering Feedback Screen for instructions.

9. Onthe Web Security Gateway Anywhere Components screen, select whether
you want to install Websense Web Security Gateway Anywhere components on
this machine. Then click Next.

= Install Web Security Gateway Anywhere Components: Select this option
to install these components and then check the box for the components (Sync
Service and/or Directory Agent) you want to install.
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Do not install Web Security Gateway Anywhere Components. Select this
option to not install these components.

10. Onthe Transparent User I dentification screen, select whether to use Websense
transparent identification agentsto identify users and then click Next. Thisallows
Websense software to apply user- or group-based filtering policies without
prompting users for logon information.

It is possibleto run multiple instances of the same transparent identification agent,
or certain combinations of different transparent identification agents, in a
network. For information about multiple instances or combinations of transparent
identification agents, see Combining transparent identification agents, page 49.

Use L ogon Agent to identify userslogging on to local machines: This
option installs Websense Logon Agent on this machine. Logon Agent
identifies users as they log onto Windows domains. Logon Agent isfor use
with Windows-based client machines on a network that uses Active Directory
or Windows NT Directory.

To use Logon Agent, you must modify the Group Policy on domain
controllers so it launches alogon application (LogonApp.exe) as part of the
logon script. Client machines must use NTLM (v1 or v2) when authenticating
USErS.

See the Using Logon Agent for Transparent User |dentification technical
paper.

Note

Do not use Logon Agent in anetwork that already includes
eDirectory Agent.

Use eDirectory Agent to identify userslogging on via Novell eDirectory
Server: Thisoption installs eDirectory Agent on this machine. Use this agent
for anetwork using Novell eDirectory. eDirectory Agent queriesthe
eDirectory Server at preset intervals to identify users currently logged on.

Note

Do not use eDirectory Agent in a network that already
includes DC Agent or Logon Agent.

Do not install atransparent identification agent now: Select this option if

»  Websense software will be integrated with Content Gateway or athird-
party product that provides user authentication.

* Youplantoinstall atransparent identification agent on another machine.

* You do not want different filtering policies applied to users or groups.
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11.

12.

13.

14.

* You want usersto be prompted for logon information when they open a
browser to access the Internet.

Note

‘/ When integrated with Cisco products, Websense software
cannot use Cisco Secure Access Control Server (ACS) for
user authentication for more than 1 user domain. If there
are multiple user domains, use a transparent identification
agent instead.

Onthe RADIUS Agent screen, select Install RADIUS Agent if you have remote
users that are authenticated by a RADIUS server and then click Next. Thisallows
Websense software to apply user- or group-based filtering policies on these
remote users without prompting for logon information.

Onthe Installation Directory screen, accept the default installation path, or click
Choose to specify another path, and then click Next.

Theinstallation path must be absolute (not relative). The default installation
pathis:

= Linux: /opt/Websense/

Theinstaller createsthis directory if it does not exist.

Q Important

The full installation path must use only ASCII characters.
Do not use extended ASCII or double-byte characters.

Theinstaller compares the installation’s system requirements with the machine's
resources.

= Insufficient disk space prompts an error message. The installer closes when
you click OK.

» Insufficient RAM prompts a warning message. The installation continues
whenyou click OK. To ensure optimal performance, increase your memory to
the recommended amount.

On the Pre-Installation Summary screen, verify the information shown.

The summary shows the installation path and size, and the components to be
installed.

Click Next to start theinstallation. An I nstalling progress screen is displayed.
Wait for the installation to complete.

Note

‘/ If you are using the command-line Linux installer, do not
cancel (Ctrl-C) theinstaller after the Pre-Installation
Summary screen, asit isinstalling components. In this
case, allow the installation to complete and then uninstall
the unwanted components.
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15. OntheInstallation Complete screen, click Done.

Installing Web Security components on Linux

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:
o Web Filter, Web Security, Web + Pre-installation steps, page 215

Security Gateway, and Web
Security Gateway Anywhere,

v7

X

In this topic

+ Install Web Security components
on Linux, page 215

Pre-installation steps

Because Web Security uses a 32-hit installer, if you are installing Web Security
components on Red Hat Linux 6.2 64-bit, you must install compatibility modules.

1. Ontheinstallation machine, set up a Yum repository for the 32-bit compatibility
libraries.

Mount the Red Hat Enterprise Linux installation DVD to the folder /mnt/

a

yum
yum
yum
yum

yum

cdrom.

Create afile named RH62-M edia.repo in the /etc/lyum.repos.d folder.
Add following content to RH62-M edia.repo and save the file.
[RH62-Medial

name=RedHat-Sreleasever - Media

baseurl=file:///mnt/cdrom

gpgcheck=0

enabled=1

Run the following command:

# yum clean all

2. Install the required library packages:

install
install
install
install

install

libuuid.i686
compat-libcapl-1.10-1.i686
gdbm.i686

libidn.i686
libXtst-1.0.99.2-3.el6.1686

Install Web Security components on Linux

These steps assume you have already downloaded and started the Web Security Linux
installer. If not, see Sarting the Web Security Linux installer, page 210.
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1. Thefirst step depends on whether there are other Web Security components
aready installed on the machine:

If no Web security components have been installed on this machine:
a.  Onthelntroduction screen, click Next.

b. Onthe Subscription Agreement screen, choose to accept the terms of the
agreement and then click Next.

c. Onthelnstallation Type screen, select Custom and then click Next.

If there are Web security components already installed on this machine, the
Add Components screen appears. Select | nstall additional components on
this machine and then click Next.

2. Onthe Select Components screen, select the components you want to install on
this machine.

See the following for more information about each component:

Policy Broker + RADIUSAgent

Policy Server + Sate Server

Filtering Service + Multiplexer

Network Agent + Filtering Plug-in
Usage Monitor + Remote Filtering Server
User Service + Sync Service

Logon Agent + Directory Agent

eDirectory Agent

3. Depending on the components you have selected, some or all of the following
installer screens appear. (In the following list, after a screen name, isthe
component-sel ection or machine condition that causes the screen to appear.) Click
a screen name below for instructions.

Palicy Server Connection Screen (Filtering Service, Network Agent, Usage
Monitor, User Service, DC Agent, Logon Agent, eDirectory Agent, RADIUS
Agent, State Server, Multiplexer, Remote Filtering Server, Sync Service, or
Directory Agent)

Policy Broker Connection Screen (Policy Server, Sync Service, or Directory
Agent).

Multiple Network Interfaces Screen (if multiple NICs detected)
Integration Option Screen (Filtering Service)

Select Integration Screen (Filtering Service, to be integrated with Content
Gateway or athird-party product)

Network Agent and Firewall Screen (Filtering Service and Network Agent;
Filtering Service to be integrated with a Check Point product)

Network Card Selection Screen (Network Agent)

Filtering Feedback Screen (Filtering Service or Network Agent)

Directory Service Access Screen (User Service, DC Agent, or Logon Agent)
Remote Filtering Communication Screen (Remote Filtering Server)
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»  Remote Filtering Pass Phrase Screen (Remote Filtering Server)

»  Filtering Service Information for Remote Filtering Screen (Remote Filtering
Server)

»  Filtering Service Communication Screen (Network Agent, afiltering plug-in,
or Linking Service)
4. Onthelnstallation Directory screen, accept the default installation path, or click
Choose to specify another path, and then click Next.

Theinstallation path must be absolute (not relative). The default installation
path is: /opt/\Websense/

Theinstaller createsthis directory if it does not exist.

The full installation path must use only ASCII characters.
Do not use extended ASCII or double-byte characters.

@ Important
2

Theinstaller compares the installation’s system requirements with the machine's
resources.

= Insufficient disk space prompts an error message. The installer closes when
you click OK.

= Insufficient RAM prompts a warning message. The installation continues
when you click OK. To ensure optimal performance, increase your memory to
the recommended amount.

5. Onthe Pre-Installation Summary screen, verify the information shown.

The summary shows the installation path and size, and the components to be
installed.

6. Click Next to start the installation. An Installing progress screen is displayed.
Wait for the installation to complete.

Note

J If you are using the command-line Linux installer, do not
cancel (Ctrl-C) theinstaller after the Pre-Installation
Summary screen, asit isinstalling components. In this
case, dlow the installation to complete and then uninstall
the unwanted components.

7. Onthelnstallation Complete screen, click Done.
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Installing Websense
Content Gateway

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

o Web Security Gateway and Web | & Deployment
Security Gateway Anywhere, o Insallation
V7.7.X

¢ OnlineHelp

Websense Content Gateway (Content Gateway) is a Linux-based, high-performance
Web proxy and cache that provides real-time content analysis and Web site
classification to protect clients from malicious Web content while enabling accessto
safe content.

Content Gateway offers:

Categorization of dynamic Web sites
Categorization of new and unclassified sites
HTTPS content analysis

Enterprise proxy caching capabilities

* & o o

Note

‘/ In aWebsense-appliance-based deployment, when Web
Security Gateway (Anywhere) is configured, Content
Gateway is aready installed.

In a software-based deployment, Content Gateway is arequired part of Websense Web
Security Gateway and Web Security Gateway Anywhere. Content Gateway must be
installed on a Linux machine. The machine should be dedicated to running Content
Gateway.

Websense Web Security Gateway and Web Security Gateway Anywhere subscribers
get the following features, in addition to the standard Websense Web Security
features:

+ Security analysis that inspects incoming Web pages to immediately block
malicious content, such as phishing, malware, and viruses.
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+ Advanced file analysis that applies both advanced detection techniques and
traditional antivirus scanning to discover and block infected and malicious files
users are attempting to download.

See the TRITON - Web Security Help and read the section titled Scanning Options.

When installed as part of Websense Web Security Gateway Anywhere, Content
Gateway a so works with Websense Data Security Management Server to prevent data
loss over Web channels. For more information, see Installation overview: Web
Security Gateway Anywhere, page 200.

Content Gateway can be used as an explicit or transparent proxy.

+ Inan explicit proxy deployment, client applications, typically browsers, must be
configured to send requests to Content Gateway.

+ Inatransparent proxy deployment, client requests are intercepted and redirected
to Content Gateway by an external network device (required).

If you enable SSL Manager, the content on HTTPS pages is decrypted, examined for
security issues, and, if appropriate, re-encrypted and forwarded to the destination.

When you run Content Gateway with Websense Data Security to inspect HTTPS and
FTPtraffic, you must enable the SSL Manager feature. See Content Gateway Manager
Help for information on SSL Manage.

Deployment

Proxy deployment options, page 84

User authentication, page 85

HTTPS content inspection, page 87

Handling special cases, page 87

Explicit proxy deployment, page 88

Transparent proxy deployment, page 89

Chaining Content Gateway with other proxies, page 99

® 6 6 ¢ o o o

Installation

Theseinstallation instructions are for installing Content Gateway software on a server.

Note

J In a Websense-appliance-based deployment of Websense
Web Security Gateway or Web Security Gateway
Anywhere, Content Gateway is already installed on the
appliance and these instructions do not apply.
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Complete the following procedures.

1. Installing Web Security components to work with WWebsense Content Gateway
2. Preparing to install WWebsense Content Gateway
3. Installing Websense Content Gateway

Online Help

Select the Help option in Websense Content Gateway Manager to display detailed
information about using the product.

Important

Default Microsoft Internet Explorer settings may block
operation of the Help system. If a security alert appears,
select Allow Blocked Content to display Help.

o=@

If your organization's security standards permit, you can
permanently disable the warning message on the
Advanced tab of the Tools > Internet Optionsinterface.
(Check Allow active content torun in fileson My
Computer under Security options.)

Installing Web Security components to work with
Websense Content Gateway

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:
o Web Security Gateway and Web Security Gateway Anywhere, v7.7.X

If you are installing Websense Content Gateway (Content Gateway) as part of a
software-based deployment of Websense Web Security Gateway or Web Security
Gateway Anywhere, you must install the Web filtering components prior to installing
Content Gateway. For instructions, see:

+ Installation overview: Web Security Gateway, page 197

+ Installing via the Web Security All option, page 204

+ Installation overview: Web Security Gateway Anywhere, page 200

During installation of filtering components:
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+ OntheIntegration Option Screen, be sure to select I ntegrated with another
application or device. In the Select Integration Screen that follows, select
Websense Content Gateway as the integration product.

+ Notethe IP addresses or addresses of Policy Server and Filtering Service. You
will need them when installing Content Gateway.

J Note

Be sure hostname and DNS are configured before
installing your Websense products (see System
requirements for Websense Content Gateway. In addition,
synchronize the time on the filtering-software and Content
Gateway machines. It is a best practice to use a Network
Time Protocol (NTP) server.

Preparing to install Websense Content Gateway

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway and Web | ¢ Downloading the installer
S(;C;‘”ty Gateway Anywhere, + Internet connectivity
V7.7.X

o Security of the Content Gateway
machine

Explicit or Transparent Proxy

System requirements for
Websense Content Gateway

+ Hostnameand DNSconfiguration
for Content Gateway

+ Preparing a cache disk for use by
Websense Content Gateway

o Preparing for a clustered
deployment of Websense Content
Gateway

Before installing Websense Content Gateway (Content Gateway) on a machine,
perform the following tasks and consider the following issues.
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Downloading the installer

1. Download the WebsenseCG77Setup_L nx.tar.gz installer tar archive, from
mywebsense.com to atemporary directory.

For version 7.7.3 the name is: WebsenseCG773Setup_L nx.tar.gz

2. Create adirectory for the tar archive, and then move the archive to the new
directory. For example:

mkdir wcg v77
mv <installer tar archive> wcg v77
3. Change to the directory you created in Step 2.
cd wecg v77
4. Unpack the tar archive:

tar -xvzf <installer tar archives

Internet connectivity

It is recommended that the Content Gateway machine have Internet connectivity
before starting the installation procedure. The software will install without Internet
connectivity, but analytic database updates cannot be performed until Internet
connectivity is available.

Security of the Content Gateway machine

Consider these security issues prior to installing Content Gateway:

¢ Physical security
+ Root permissions
¢ Ports

Physical security

Physical access to the system can be a security risk. Unauthorized users could gain
access to the file system, and under more extreme circumstances, examine traffic
passing through Content Gateway. It is strongly recommended that the Content
Gateway server belocked inan IT closet and that a BIOS password be enabled.

Root permissions

Ensure that root permissions are restricted to a select few persons. Thisimportant
restriction helps preclude unauthorized access to the Websense Content Gateway file
system.
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Ports

For alist of default ports, see Content Gateway ports. They must be open to support
the full set of Websense Web Security Gateway features.

Note

‘/ If you customized any ports that Websense software uses
for communication, replace the default port with the
custom port you implemented.

Restrict inbound traffic to as few other ports as possible on the Websense Content
Gateway server. In addition, if your subscription does not include certain features, you
can restrict inbound traffic to the unneeded ports. For example, if your subscription
does not include Websense Data Security, you may chooseto restrict inbound traffic to
those ports related to Websense Data Security.

IPTables Firewall

If your server isrunning the Linux | PTablesfirewall, you must configuretherulesina
way that enables Content Gateway to operate effectively. See the | PTables for
Content Gateway article in the Websense Technical Library.

Explicit or Transparent Proxy

Content Gateway can be used as an explicit or transparent proxy. This section contains
the following topics:

Explicit proxy

Configuring client browsers for explicit proxy

Configuring Internet Explorer 8.0 and later for explicit proxy

* & o o

Configuring Firefox 5.x for explicit proxy

Explicit proxy

Explicit proxy deployment requires directly pointing client Web browsers (And other
client applications) to Content Gateway for HTTP, and optionally, HTTPS and FTP
traffic. Thisisaccomplished by ausing a PAC file, WPAD, or by having the user edit
browser settingsto point to Content Gateway.

Oneissue to consider with explicit deployment is that a user can point his or her
browser to another destination to bypass Content Gateway. You can address this by
setting and propagating browser configuration in your organization through Group
Policy, a Windows Server feature. For more information about Group Policy, search
the Microsoft TechNet Web site at http://technet.microsoft.com. An additional way to
mitigate the risk of users bypassing Content Gateway isthe use of corporate outbound
firewall rules.
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Multiple proxies can provide for redundancy using Virtual Router Redundancy
Protocol (VRRP). Using asingle I P address, requests are sent to an alternate proxy in
the event of failure. VRRP is not invoked until thereis afailure with one of the
proxies. See REC 3768 for information on VRRP.

Configuring client browsers for explicit proxy

For explicit proxy deployments, you must configure each client browser to send
Internet requests to Content Gateway, over the ports that Content Gateway usesfor the
associated protocol.

The default proxy port in Content Gateway for both HTTP and HTTPS traffic is 8080.
The default port for FTPis2121.

Use the instructions below to configure client browsers manually. Alternatively, use a
PAC or WPAD file to configure client browsers.

Note

The instructions below are for the most common client
browsers. For other client browsers refer to the browser’s
documentation for instructions on manual explicit proxy
configuration.

Configuring Internet Explorer 8.0 and later for explicit proxy

1. InInternet Explorer, select Tools > Internet Options > Connections> LAN
Settings.

Select Use a proxy server for your LAN.

Click Advanced.

For HTTP, enter the Content Gateway |P address and specify port 8080.
For Secure, enter the Content Gateway | P address and specify port 8080.
Clear Use the same proxy server for all protocols.

Click OK to close each screen in this dialog box.

N o o b~ wwDd

Configuring Firefox 5.x for explicit proxy

In Firefox, select Tools > Options > Advanced, and then select the Networ k tab.
Select Settings.

Select Manual proxy configuration.

For HTTP Proxy, enter the Content Gateway |P address and specify port 8080.
For SSL Proxy, enter the Content Gateway |P address and specify port 8080.
Click OK to close each screen in this dialog box.

© o~ wDdPE

Transparent proxy

In transparent proxy deployments, client requests are intercepted and redirected to
Content Gateway, without client involvement, viaa WCCPv2-enabled router or Layer
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4 switch in your network. In a multiple-proxy (cluster) deployment, a
WCCP v2-enabled router also supports load distribution among proxies.

See Content Gateway Manager Help for additional information on configuring a
WCCPv2-enabled router or a Layer 4 switch, and about the ARM (Adaptive

Redirection Module).

System requirements for Websense Content Gateway

¢ Hardware
¢ Software

& Preparing a cache disk for use by Websense Content Gateway

Hardware

CPU Quad-core running at 2.8 GHz or faster

Memory:

If RHEL 6, 64-bit 6GB
If RHEL 5, 32-bit 4GB

Disk space 2 disks:
+ 100 GB for the operating system, Websense Content
Gateway, and temporary data.

+ 147 GB for caching
If caching will not be used, thisdisk is not required.
The caching disk:

Network Interfaces 2

Should be at least 2 GB and no more than 147 GB
Must be araw disk, not amounted file system
Must be dedicated

Must not be part of a software RAID

Should be, for best performance, a 10K RPM SAS
disk on acontroller that has at |east 64 MB of
write-through cache
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To support transparent proxy deployments

Router Must support WCCP v2.
A Cisco router must run 10S 12.2 or | ater.
Client machines, the destination Web server, and Content
Gateway must reside on different subnets.

Layer 4 switch You may use alLayer 4 switch rather than arouter.

To support WCCP, a Cisco switch requiresthe EMI or IP
services image of the 12.2SE |OS release (or later).

Websense Content Gateway must be Layer 2 adjacent to
the switch.

The switch must be able to rewrite the destination MAC
address of frames traversing the switch.

The switch must be able to match traffic based on the
layer 4 protocol port (i.e., TCP port 80).

Software

Content Gateway version 7.7.3 is certified on al of the Red Hat Enterprise Linux
versionsthat 7.7.0 is certified on, plus:

¢ Update 3, 64-bit, Basic Server
Content Gateway version 7.7.0 is certified on:;

Red Hat Enterprise Linux, 6 series, updates 0, 1, and 2, 64-bit, Basic Server

Red Hat Enterprise Linux, 5 series, updates 3, 4 and 5, base or Advanced
Platform, 32-bit only

+ The corresponding CentOS versions (CentOS version numbers have a one-to-one
correspondence with Red Hat Enterprise Linux version numbers).

Although not certified, Websense, Inc. provides “best effort” support for newer
versions of Red Hat Enterprise Linux. Under “best effort” support, Websense
Technical Support makes a best effort to troubleshoot cases in standard fashion unless
theissueis deemed a Red Hat Enterprise Linux-specific issue, at which point you
must contact Red Hat directly for assistance.

Only kernels shipped with the above Linux versions are supported by Websense
Content Gateway. Visit www.redhat.com for kernel information. To display the kernel
version installed on your system, enter the command:

/bin/uname -r

For more information oninstalling on Red Hat Enterprise Linux, see Requirements for
Red Hat Enterprise Linux.
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Websense Web filtering components

Versions must match. When version 7.7.0 is used, TRITON —Web Security must be
version 7.7.0. When version 7.7.3 is used, TRITON —Web Security must be version

7.7.3.

o=@

Important

Websense filtering software must be installed prior to
Content Gateway. When the filtering software is installed,
Websense Content Gateway must be specified as the
integration product. See Installation overview: \WWeb
Security Gateway, page 197, Installing via the Web
Security All option, page 204, or Installation overview:
Web Security Gateway Anywhere, page 200,.

Integration with Websense Data Security

The version must match other installed components.

+ Version 7.7.0 or 7.7.3 (to take advantage of the co-located Data Security policy

engine)

The order of installation does not matter. Websense Data Security may beinstalled
before or after Content Gateway.

+ Any version can be used viathe ICAP interface. See Content Gateway Manager
Help for configuration instructions.

Web browsers

Content Gateway is configured and maintained with a Web-based user interface called
the Content Gateway Manager. Content Gateway Manager supports the following

Web browsers:

+ Internet Explorer 8 and 9
¢ MozillaFirefox 5 and later
+ Google Chrome 13 and later

v

Note

The browser restrictions mentioned above apply only to
the Content Gateway Manager and not to client browsers
proxied by Content Gateway.

Hosthame and DNS configuration for Content Gateway

Configure a hostname for the Content Gateway machine and also configure DNS
name resolution. Compl ete these steps on the machine on which you will install
Content Gateway.
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Configure the hostname:
hostname <hostnames

where <hostname> is the name you are assigning this machine.

@ Important
® The hostname must be 15 characters or less.

Update the HOSTNAME entry in the /etc/sysconfig/network file:
HOSTNAME=<hostname>
where <hostname> isthe same asin Step 1.

Specify the I P address to associate with the hostname in the /etc/hostsfile. This
should be static and not served by DHCP. The proxy usesthis |P addressin
features such as transparent authentication and hierarchical caching. This must be
thefirst linein the file. Do not del ete the second and third lines (the ones that
begin with “127.0.0.1" and “::1", respectively).

XXX . XXX . XXX . XXX <FQODN> <hostname>
127.0.0.1 localhost.localdomain localhost
::1 localhost6.localdomainé localhosté

<FQDN> isthe fully-qualified domain name of this machine
(i.e., <hostname>.<subdomain(s)>.<top-level domain>).
For example: myhost.example.com

<hostname> is the same name specified in Step 1.
Do not reverse the order of the FQDN and hostname.

Configure DNSin the /etc/resolv.conf file.

search <subdomainls.<top-level domain> <subdomain2s>.<top-
level domain> <subdomain3>.<top-level domains>

nameserver XXX.XXX.XXX.XXX
nameserver XXX.XXX.XXX.XXX

This example demonstrates that more than one domain can be listed on the search
line. Listing several domains may have an impact on performance, because each
domain is searched until amatch isfound. Also, this example shows a primary
and secondary nameserver being specified.

Gather this information:
»  Default gateway (or other routing information)
m List of your company’s DNS servers and their |P addresses

»  DNSdomainsto search, such asinternal domain names. Include any legacy
domain names that your company might have acquired.

m List of additional firewall portsto open beyond SSH (22) and the proxy ports
(8080-8090). See Ports.
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Preparing a cache disk for use by Websense Content Gateway

For Websense Content Gateway to operate as a caching proxy, it must have accessto
at least one raw disk. Otherwise, Content Gateway can function as a proxy only.

To create araw disk for the proxy cache when all disks have a mounted file system:

‘/ Note

This procedure is necessary only if you want to use a disk
already mounted to afile system as a cache disk for
Content Gateway. Perform this procedure beforeinstalling
Content Gateway.

Warning
Do not usean LVM (Logical Volume Manager) volume as
acache disk.

o=@

Warning
The Content Gateway installer will irretrievably clear the
contents of cache disks.

o=@

1. Enter the following command at the prompt to examine which file systems are
mounted on the disk you want to use for the proxy cache:

df -k
2. Openthefile/etc/fstab and comment out or delete the file system entries for the
disk.
3. Saveand closethefile.
4. Enter the following command for each file system you want to unmount:
umount <file system>
where <file_system> is the file system you want to unmount.

When the Content Gateway installer prompts you for a cache disk, select the raw
disk you created.

Note

It is possible to add cache disks after Content Gateway is
installed. For instructions, see the Content Gateway
Manager Help.
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Preparing for a clustered deployment of Websense Content
Gateway

If you plan to deploy multiple, clustered instances of Websense Content Gateway
(Content Gateway):

+ Find the name of the network interface you want to use for cluster
communication. This must be a dedicated interface.

+ Find or define amulticast group I P address.

J Note

If amulticast group IP address has not already been
defined, enter the following at a command line to define
the multicast route:

route add <multicast.group address>/32 dev
<interface namex>

where <interface_name> is the name of the interface used
for cluster communication. For example:

route add 224.0.1.37/32 dev ethl

Installing Websense Content Gateway

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:
o Web Security Gateway and Web Security Gateway Anywhere, v7.7.X

Installing Websense Content Gateway

Complete these steps to install Websense Content Gateway (Content Gateway) on a
server in a software-base deployment of Websense software. In a Websense-
appliance-based deployment, Content Gateway is already installed on the appliance.

Before you begin, be sure to read Preparing to install Websense Content Gateway.

1. Disableany currently running firewall on this machine for the duration of Content
Gateway installation. Bring the firewall back up after installation is complete,
opening ports used by Content Gateway.

For example, if you are running | PTables:

a. Atacommand prompt, enter service iptables status to determine if the
firewall isrunning.
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b. If thefirewall isrunning, enter serviceiptables stop.

c. Afterinstalation, restart the firewall. Inthe firewall, be sure to open the ports
used by Content Gateway on this machine. See Ports for more information.

2. Download the WebsenseCG77Setup_L nx.tar.gz tar archive, from
mywebsense.com to atemporary directory. If installing version 7.7.3, downl oad
WebsenseCG773Setup_L nx.tar.gz.

a. Create adirectory for the tar archive, and then move the archive to the new
directory. For example:

mkdir wecg v77

mv <installer tar archive> wcg v77
b. Change to the directory you created in Step a.

cd wcg v77
c. Unpack thetar archive:

tar -xvzf <installer tar archives>s

@ Important

If SELinux is enabled, set it to permissive or disable it
before installing Content Gateway. Do not install or run
Content Gateway with SELinux enabled.

3. Make sure you have root permissions:
su root

4. Inthedirectory where you unpacked the tar archive, begin the installation, and
respond to the prompts to configure the application.

./wcg _install.sh
Theinstaler installs Content Gateway in /opt/WCG. It isinstalled as root.

Note

Up to the configuration summary (Step 17 below), you can
quit the installer by pressing CTRL-C. If you chooseto
continue the installation past the configuration summary
and you want to quit, do not use CTRL-C. Instead, allow
the installation to complete and then uninstall it.

If you want to change your answer to any of the installer
prompts, you will be given achanceto start over at thefirst
prompt once you reach the configuration summary; you do
not have to quit theinstaller.

5. If your system does not meet the minimum recommended reguirements, you
receive awarning. For example:

Warning: Websense Content Gateway requires at least 4
gigabytes of RAM.

Do you wish to continue [y/n]?
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Enter n to end the installation, and return to the system prompt.

Enter y to continue the installation. If you choose to run Content Gateway after
receiving this warning, performance may be affected.

Note

Seealso Installer gives NetworkManager or avahi-daemon
error.

6. Read the subscription agreement. At the prompt, enter y to continue installation or
n to cancel installation.

Do you accept the above agreement [y/nl? y

7. Enter and confirm a password for the Content Gateway Manager administrator
account:

Enter the administrator password for the Websense Content
Gateway management interface.

Username: admin
Password:> (note: cursor will not move as you type)
Confirm password:>

This account enables you to log on to the management interface for Content
Gateway, known as Content Gateway Manager. The default usernameis admin.

To create a strong password (recommended), use 8 or more characters, with at
least 1 each of the following: capital letter, lower case |etter, number, special
character.

@ Important
e T'hepassword length must be 16 characters or less. Also, it

cannot contain the following characters:
= space
$ (dollar symbal)
: (colon)
+ (backtick; typically shares a key with tilde, ~)
\ (backslash)
“ (double-guote)

Note

J Asyou type a password, it may seem that nothing is
happening—the cursor will not move nor will masked
characters be shown—nbut the characters are being
accepted. After typing a password, press Enter. Then
repeat to confirmit.

8. Enter an email address where Content Gateway can send alarm messages:
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10.

11.

Websense Content Gateway requires an email address for
alarm notification.

Enter an email address using @ notation: [] >

Be sure to use @ notation (for example, user@example.com). Do not enter more
than 64 characters for this address.

Enter the IP address for Policy Server:

Enter the Policy Server IP address (leave blank if
integrating with Data Security only): [] >

Use dot notation (i.e., XXX.XXX.XXX.XXX). The address must be IPv4. Press Enter
to leave thisfield blank if this Content Gateway deployment is with Websense
Data Security only.

Enter the IP address for Filtering Service:

Enter the Filtering Service IP address: [<Policy Server
address>] >

The default is the same address as Policy Server. Thisfield does not appear if you
did not enter an IP address for Policy Server in Step 9.

Review default Content Gateway ports:

Websense Content Gateway uses 11 ports on your server:

'1' Websense Content Gateway Proxy Port 8080

'2' Web Interface port 8081
'3' Auto config port 8083
'4' Process manager port 8084
'5' Logging server port 8085
'6' Clustering port 8086
'7' Reliable service port 8087
'8' Multicast port 8088
'9'  HTTPS inbound port 8070
'N' HTTPS outbound port 8090
'M'  HTTPS management port 8071

Enter the port assignment you would like to change:

‘1-9,N,M,D’ - specific port changes
‘X’ - no change

‘H’ - help

[X] >

Ports preceded by numbersin the list are considered the 9 ports for Content
Gateway. Ports preceded by letters are needed if you have subscribed to Websense
Web Security Gateway or Web Security Gateway Anywhere.

Change a port assignment if it will conflict with another application or process on
the machine. Otherwise, leave the default assignmentsin place.

If you do not want to use these ports for Content Gateway, or if the installation
program indicates that a port conflict exists, make any necessary changes. Any
new port numbers you assign must be between 1025 and 65535, inclusive.
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12. For clustering, at least two network interfaces are required. If your machine has
only one, the following prompt appears.

Websense Content Gateway requires at least 2 interfaces
to support clustering. Only one active network interface
is detected on this system.

Press ENTER to continue installation and skip to Step 14.

13. If two or more network interfaces are found on this machine, you are asked
whether this instance of Content Gateway should be part of a cluster:

Websense Content Gateway Clustering Information

'1' - Select 'l' to configure Websense Content Gateway
for management clustering. The nodes in the cluster
will share configuration/management information
automatically.

'2' - Select '2' to operate this Websense Content Gateway
as a single node.

Enter the cluster type for this Websense Content Gateway
installation:

[2]1 >

If you do not want this instance of Content Gateway to be part of acluster, enter 2.
If you select 1, provide information about the cluster:

Enter the name of this Websense Content Gateway cluster.
><cluster name>

Note: All members of a cluster must use the same cluster name.

Enter a network interface for cluster communication.

Available interfaces:
<interface, e.g., ethO0>
<interface, e.g., ethls>

Enter the cluster network interface:
>

Enter a multicast group address for cluster <cluster names>.
Address must be between 224.0.1.27 - 224.0.1.254:
[<default IP address>] >

14. For Content Gateway to act as a Web cache, araw disk must be present on this
machine. If no raw disk is detected, the following prompt appears:

No disks are detected for cache.
Websense Content Gateway will operate in PROXY ONLY mode.

Content Gateway will operate as aproxy only and will not cache Web pages. Press
ENTER to continue the installation and skip to Step 16.
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15. If araw disk is detected, you can enable the Web cache feature of Content
Gateway:

Note

‘/ If you choose to not enable raw disk cache now, cache
disks may be added after Content Gateway has been
installed. For instructions, see Content Gateway Manager
Help.

Would you like to enable raw disk cache [y/nl? y

a  Select available disks from the list. Selected disks become dedicated cache
disks and cannot be used for any other purpose. Cache disks must be raw.
Aggregate disk cache size should not exceed 147 GB.

Select available disk resources to use for the cache.
Remember that space used for the cache cannot be used for
any other purpose.

Here are the available drives
(1) /dev/sdb 146778685440 0x0
Note: The above driveisonly an example.

Warning

Although it might be listed as available, do not use an
LVM (Logical Volume Manager) volume as a cache disk.

b. Indicateif you want to add or remove disks individually or as a group.

Choose one of the following options:

'A! - Add disk(s) to cache

'R - Remove disk(s) from cache

'S - Add all available disks to cache

'y - Remove all disks from cache

X! - Done with selection, continue Websense

Content Gateway installation.
Option: > A
['] (1) /dev/sdb 146778685440 0x0
c. Specify which disk(s) to use for the cache.
Enter number to add item, press 'F' when finished:
[F] >1
Item 'l' is selected
[F] >
d. Your selections are confirmed. Note the “x” before the name of the disk.
Here is the current selection

[X] (1) /dev/sdb 146778685440 0x0
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e. Continue based on your choicein Step b, pressing X when you have finished
configuring cache disks.

Choose one of the following options:

™
R
g
u
e

Option:

Add disk(s) to cache

Remove disk(s) from cache

Add all available disks to cache
Remove all disks from cache

Done with selection, continue Websense
Content Gateway installation.

>X

16. You can elect to send Websense, Inc., information about scanned content (Note:
individual users are never identified):

17.

Websense Content Gateway has the ability to send usage

statistics,

information about scanned content and activated

product features to Websense Inc. for the purpose of
improving the accuracy of scanning, filtering and
categorization.

Would you like to allow this communication with Websense,

Inc. ?

[y/nl]

A configuration summary appears, showing your answersto the installer prompts
(note: summary below is an example):

Configuration Summary

Websense Content Gateway Install Directory : /opt/WCG
Admin Username for Content Gateway Manager: admin

Alarm Email Address

<email address>

Policy Server IP Address : <IP address>

Filtering Service IP Address : <IP addresss>

Websense Content Gateway Cluster Type : NO_CLUSTER

Websense Content Gateway Cache Type : LRAW DISK
Cache Disk : /dev/sdb
Total Cache Partition Used 1

Rk R bk

* WARNING *

Rk Ik b Ik b

CACHE DISKS LISTED ABOVE WILL BE CLEARED DURING
INSTALLATION!! CONTENTS OF THESE DISKS WILL BE
COMPLETELY LOST WITH NO CHANCE OF RETRIEVAL.

Installer CANNOT detect all potential disk mirroring
systems. Please make sure the cache disks listed
above are not in use as mirrors of active file
systems and do not contain any useful data.

Do you want to continue installation with this configuration

[y/nl?
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If you want to make changes, enter n to restart the installation process at the first
prompt. To continue and install Content Gateway configured as shown, enter y.

If you enter y to proceed but you decide you want to cancel
the installation, do not attempt to quit the installer by
pressing CTRL-C. Allow theinstallation to complete.
Then uninstall it.

.\' Important
@

18. Wait for the installation to compl ete.

Note the location of the certificate required for Content Gateway Manager: /r oot/
WCG/content_gateway_ca.cer. See the Getting Started section of the Content
Gateway Manager Help for information on importing this certificate.

Note

The subscription key is shared automatically with Content
Gateway if it has already been specified in TRITON —“Web
Security.

If you receive an email from Content Gateway (to the
address you specified during installation) with “WCG
license download failed” in the subject line, this alert does
not mean a problem occurred with the installation. The
aert indicates that your deployment may require you to
manually enter the subscription key in Content Gateway
Manager.

See the Getting Started section of the Content Gateway
Manager Help for information on entering your
subscription key.

19. When installation is complete, reboot the Content Gateway server.
20. When the reboot is complete, check Content Gateway status with:

/opt/WCG/WCGAdmin status

All services should be running. These include:

s Content Cop

= Websense Content Gateway

s Content Gateway Manager

= Analytics Server
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Requirements for Red Hat Enterprise Linux

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway and Web | ¢ Required librariesin Red Hat
Security Gateway Anywhere, Enterprise Linux 6
V7.7.X

+ Installing on Red Hat Enterprise
Linux 6, update 1 and higher

¢ Red Hat Enterprise Linux Update
5.x
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Required libraries:

apr.i686
apr-util.i686
audit-libs.i686
bzip2-1ibs.i686
compat-db43.i686
compat-expat1.i686
compat-openl dap.i686
compat-readline5.i686
cracklib.i686
cyrus-sasl-lib.i686
db4.i686

expat.i686
ftp.x86_64
gdbm.i686
glibc.i686
keyutils-libs.i686
krb5-libs.i686
libattr.i686
libcap.i686
libcom_err.i686
libcurl.i686
libgcc.i686
libicu.i686
libidn.i686
libselinux.i686
libssh2.i686

Required libraries in Red Hat Enterprise Linux 6

libstdc++.1686
libtalloc.i686
libtdb.i686
libuuid.i686
libxml2.i1686
nc.x86_64
ncurses-devel.i686
ncurses-libs.i686
nspr.i686

Nss.i686
nss-softokn.i686
nss-softokn-freebl .i686
nss-util.i686
openldap.i686
openssl.i686
openssi098e.i686
pam.i686

popt.i686
readline.i686
readline-devel.i686
samba-winbind-clients.i686
slite.i686

tcl.x86 64
tcp_wrappers-libs.i686
Zlib.i686

During Content Gateway installation, the installer will list missing packages and then

exit theinstdler.

To install the missing packages, the operating system must have a repository of
availablelibraries. The Mediarepository on the Red Hat Enterprise Linux install DVD

is an acceptable source of packages.

After the repository is setup, al of the required dependencies can be automatically

resolved by running:

yum install wcg deps-1-0.noarch.rpm
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The above RPM isincluded in the Content Gateway install tree, at the same level as
wcg_install.sh.

Installing on Red Hat Enterprise Linux 6, update 1 and higher

biosdevhame

Red Hat Enterprise Linux 6, update 1 introduces biosdevname.
biosdevname is not supported by Content Gateway version 7.7.x and lower.
What is biosdevname? The Red Hat Enterprise Linux update 6.1 release notes state:

... biosdevname [is an] optional convention for naming network interfaces.

bi osdevname assigns names to network interfaces based on their physical
location. ... biosdevname is disabled by default, except for alimited set of Dell
systems.

biosdevname is designed to replace the ol der, inconsistent “ eth#” naming scheme. The
new standard will be very helpful when it is fully adopted, however it is not yet fully
adopted.

The presence of asingle Ethernet device absent the SMIBIOS Slot # and biosdevname
field causes the Red Hat Enterprise Linux 6.1 installer and ‘udev’ to fall back to the
preferred eth# device naming for all interfaces.

\' Important

o Toensureinterface name consistency among hardware
platforms and Red Hat Enterprise Linux 6.0, 6.1, and
higher, Content Gateway version 7.7.x requires “ eth#”
names. If any non-“eth#’ names exist, the Content
Gateway installer exits and provides alink to instructions
for modifying system startup files.

Upgrading from Red Hat Enterprise Linux 6.0 to 6.1 and higher poses no risk. There
was no biosdevname support in Update 6.0 and device names are not altered by the
upgradeto 6.1 or higher.

Disabling biosdevname

If while installing Content Gateway the installer finds non-eth# interface names, the
installer quits and provides alink to instructions for modifying system startup files.

There are 2 ways to disable biosdevname:

1. During operating system installation.

2. Post-operating system installation through modification of several system files
and other activities.

The easiest way to disable biosdevhameisto do it during operating system
installation. Thisis the recommend method.
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Disabling biosdevname during oper ating system installation:

E-:I InstallTest61 on andyesdwogdevwebsense.com 1 1

Eile View WM

N &8 &G0 &

Henory test

Press [Tabl to edit options

futomatic oot in 15 socomls, . .

RED HAT'
ENTERPRISE LINUX' 6

Coyrght © JO0X-Z0H el Hal sn. god sfiary, AR dghts reperved
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When the installer starts, press[ TAB] and alter the boot line to add “ biosdevname=0"
asfollows:

to Red Ha

Install or upgrade an existing systen
video driver

valinuz initrd=initrd. img biosdevname=8_

RED HAT
ENTERPRISE LINUX" 6

Comyright © 200320 Red Mol inc. gnd ofban. AR fghty neprrved

Proceed through the rest of the installer as usual.

Disabling biosdevname after operating system installation:

Log on to the operating system and verify that non-eth# names are present.
ifconfig -a

If only “eth#” and “l0” names are present, you are done. No other actions are required.
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If there are names like “emb#” or “p#p#” perform the following steps.

»% root@localhost: -

1. Loginasroot.
cd /etc/sysconfig/network-scripts
3. Renameall “ifcfg-<ifname>" files except “ifcfg-lo” so that they are named
“ifcfg-eth#”.
a Start by renaming “ifcfg-em1” to “ifcfg-ethO” and continue with the rest of
the “ifcfg-em#” files.
b. When the above are done, rename the “ifcfg-p#p#” files.

If thereare multiple “ifcfg-p#pl” interfaces, rename all of them in the order of
the lowest “ifcfg-p#” first. For example, if theinitial set of interfaces
presented by ““ifconfig -a’ is:

eml em2 em3 em4 plpl plp2 p2pl p2p2
eml -> ethO
em2 -> ethl
em3 -> eth2
em4 -> eth3
plpl -> eth4
plp2 -> ethb
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p2pl -> eth6
p2p2 -> eth7

c. Makethe"“ifcfg-eth#’ fileslinear sothat if you have 6 interfaces you have
eth0 through eth5.

4. Edit dl theifcfg-eth# files.
a. Update the DEVICE= sections to refer to the new name: “eth#”
b. Update the NAME= sectionsto refer to the new name: “ System eth#”
5. Remove the old udev device mapping fileif it exists:
rm -f /etc/udev/rules.d/70-persistent-net.rules
6. Modify the “grub.conf” file to disable biosdevname for the kernel you boot.
a Edit /boot/grub/grub.conf
b. Add thefollowing to the end of your “kernel /vmlinuz” line:
biosdevname=0
7. Reboot.
8. Reconfigure the interfaces as required.

Installer gives NetworkManager or avahi-daemon error

Warning

Content Gateway is supported on Red Hat Enterprise
Linux 6, Basic Server (no GUI).

It isnot supported on Red Hat Enterprise Linux 6 with a
GUI.

When Red Hat Enterprise Linux 6 isinstalled with a GUI, the Content Gateway
installer recognizes systems running NetworkM anager or avahi-daemon processes and
emits an error similar to:

Error: The avahi-daemon service is enabled on this system
and must be disabled before Websense Content Gateway v7.7
can be installed.

Please disable the avahi-daemon service with the following
commands and restart the Websense Content Gateway
installation.

chkconfig --levels 2345 avahi-daemon off

service avahi-daemon stop

To continue, the conflicting NetworkM anager and avahi-daemon processes must be
stopped.

1. To disable the avahi-daemon service:
chkconfig --levels 2345 avahi-daemon off

service avahi-daemon stop
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2. Torestart theinstaller:
./wch _install.sh

Red Hat Enterprise Linux Update 5.x

+ PAE (Physical Address Extension)-enabled kernel required

» By default, Red Hat Enterprise Linux 5, update 3 and later has PAE enabled.
If you are running the non-PAE kernel, reboot with the PAE-enabled kernel
before installing Websense Content Gateway.

+ RPM compat-libstdc++-33-3.2.3-47.3.i386.rpm (or higher version of this
package)
m  Todisplay alist of RPMsinstalled on your system with the string “compat-
libstdc” in their name, enter the command:

rpm -ga |grep compat-libstdc
libgdbm.s0.2 required
RPM krb5-workstation-*.rpm

This must be the version of the krb5-workstation RPM that is bundled with your
version of Red Hat Enterprise Linux.

m  Todisplay alist of RPMsinstalled on your system with the string “krb5-
workstation” in their name, enter the command:

rpm -ga |grep krb5-workstation
o GNU Clibrary (glibc) version 2.5-42 or later

= Notethat Red Hat Enterprise Linux 5, update 3 ships with glibc version 2.5-
34. Be sureto update it to version 2.5-42 or later.

= Example command to update this library (running as root): yum update
glibc.

+ SELinux must be set to disabled or permissive
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Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:
Web Security v7.7.x
Web Security Gateway and Web Security Gateway Anywhere v7.7.x

Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.x

*

*

*

This topic provides an overview of V-Series appliance-based Websense solutions,
along with a description of solution components and procedures for installing and
configuring the appliance. The following sections are included:

+ \\ebsense appliance-based solutions
¢ Summary of appliance solution components
+ Installation steps for appliance-based solutions

Websense appliance-based solutions

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:
o Web Security v7.7.x
Web Security Gateway and Web Security Gateway Anywhere v7.7.x

.
o Email Security Gateway and Email Security Gateway Anywhere v7.7.x
+ V10000, V10000 G2, and V5000 G2 v7.7.x

This section provides a brief overview of the following Websense appliance-based
solutions:

& \\eb Security
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o Wb Security Gateway or Web Security Gateway Anywhere

o Email Security Gateway or Email Security Gateway Anywhere

& Wb Security and Email Security Gateway (Anywhere)

& Wb Security Gateway (Anywhere) and Email Security Gateway (Anywhere)
Web Security

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

o Web Security v7.7.x
¢ V5000 G2 v7.7.x

The following illustration provides a high-level overview of abasic single-appliance
deployment of Websense Web Security. Note that thisillustration isintended to show
the general distribution of components and does not include network details (such as
segmenting, firewalls, routing, switching, and so forth).

TCP/IP Network

Microsoft SQL Server
2005, 2008, or 2008
Express R2

Off-appliance components
« Transparent ID agents
« Additional instances of
filtering components

Websense V5000 G2

« Policy Broker

» Policy Server
TRITON management server + Filtering Service
¢ TRITON Infrastructure * Network Agent
« TRITON - Web Security e User Service
* Web Security Log Server + Usage Monitor
L]

Real-Time Monitor
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For descriptions of the diagram components, see Summary of appliance solution
components, page 260.

For Web Security appliance installation instructions, see Installation steps for
appliance-based solutions, page 263.

For information about a software-based Web Security installation, see Installation
overview: WWeb Filter and Web Security, page 193.

Deployment

System requirements for this version, page 2

Deploying Web Security core components, page 24
Extending your Web Security deployment, page 31

Web Security required external resources, page 41
Deploying transparent identification agents, page 48
Maximizing WWeb Security system performance, page 42
Deploying Remote Filtering Server and Client, page 62
Deploying Web Security for a distributed enterprise, page 65

® 6 6 ¢ 6 6 0o o

Initial configuration

Websense TRITON Enterprise default ports, page 712
Excluding Websense files from antivirus scans, page 724
Initial Configuration for All Websense Modules, page 675
Web Security initial configuration, page 677

* & o o

Web Security Gateway or Web Security Gateway Anywhere

Deployment and Installation Center | Web Security Solutions | Version 7.7.x

Applies to:

¢ Web Security Gateway and Web Security Gateway Anywhere v7.7.x
+ /10000, V10000 G2, and V5000 G2 v7.7.x

Thefollowing illustrations provide a high-level overview of abasic single-appliance
deployment of Websense Web Security Gateway and Web Security Gateway
Anywhere. In Web Security Gateway Anywhere deployments, both the Web Security
and Data Security modules of the TRITON Unified Security Center are enabled.

Note that these illustrations are intended to show the general distribution of
components and does not include network details (such as segmenting, firewalls,
routing, switching, and so forth).
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Web Security Gateway:

Microsoft SQL Server
2005, 2008, or 2008
Express R2

Off-appliance components

Transparent ID agents
Additional instances of
filtering components

TRITON management server
+ TRITON Infrastructure

s« TRITON - Web Security

+« Web Security Log Server

Real-Time Monitor
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TCP/IP Network

Websense V10000,
V10000 G2, or V5000 G2

Policy Broker
Policy Server
Filtering Service
Network Agent
Content Gateway
User Service
Usage Monitor
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Web Security Gateway Anywhere:

Off-site user machine TR _
» PAC file or Web Endpoint Remote office

Hybrid (Hybrid filtered location)
. Service

Internet

e Off-site user machine
«» Remote Filtering Client

|
|
I
|
I

Remote Filtering Server
i (in network DMZ)

Microsoft SQL Server
2005, 2008, or 2008
Express

TCP/IP Network

TRITON management server

TRITON Infrastructure

TRITON - Web Security

TRITON - Data Security

Web Security Log Server

Linking Service

Real-Time Monitor

Data Security Policy Engine

Crawler

PreciselD Fingerprint

Repository

s Forensics Repository

3y Off-appliance components

i * Sync Service

* Transparent D agents

» Additional instances of filtering
components

Websense V10000, V10000 G2, or V5000 G2

User
machines

» Policy Broker » User Service
* Policy Server s Content Gateway
5 » Filtering Service « Directory Agent
2 » Network Agent = Usage Monitor

For descriptions of the diagram components, see Summary of appliance solution
components, page 260.
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For Web Security Gateway appliance installation instructions, see Installation steps
for appliance-based solutions, page 263.

For information about a software-based Web Security installation, see Installation
overview: WWeb Security Gateway, page 197.

Deployment

System requirements for this version, page 2

Deploying Web Security core components, page 24
Extending your WWeb Security deployment, page 31

Web Security required external resources, page 41
Deploying transparent identification agents, page 48
Maximizing Web Security system performance, page 42
Deploying Remote Filtering Server and Client, page 62
Deploying Web Security for a distributed enterprise, page 65

® 6 6 & 6 6 0o o

Initial configuration

Websense TRITON Enterprise default ports, page 712
Excluding Websense files from antivirus scans, page 724
Initial Configuration for All WWebsense Modules, page 675

* 6 o o

Web Security initial configuration, page 677

Web Security Gateway only:

+ Deploying Web Security for a distributed enterprise, page 65
+ Content Gateway initial configuration, page 684

Web Security Gateway Anywhere only:

+ Confirm Content Gateway registration with Data Security, page 680
+ Configuring the Content Gateway policy engine, page 681
+ \erifying Web and data security linking, page 681

Email Security Gateway or Email Security Gateway Anywhere

Deployment and Installation Center | Email Security Solutions | Version 7.7.x

Applies to:

o Email Security Gateway and Email Security Gateway Anywhere
V7.7.X

¢ V10000 G2, V5000 G2 v7.7.X
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Thefollowing illustration is a high-level diagram of a basic appliance-based
deployment of Email Security Gateway Anywhere, which includes the email hybrid
service. Note that thisillustration is intended to show the general distribution of
components and does not include network details (such as segmenting, firewalls,

routing, switching, and so forth).

Websense email
hybrid service

machines

Websense V10000 G2
or V5000 G2

Email Security Gateway
Personal Email Manager

TRITON management server
« TRITON Infrastructure

>\ ¢ TRITON - Email Security
ill» TRITON - Data Security
<) » Email Security Log Server

Microsoft SQL Server
2008, 2008 R2, or 2008

3 Express R2

For descriptions of the diagram components, see Summary of appliance solution

components, page 260.

For Email Security Gateway appliance installation instructions, see Installation steps
for appliance-based solutions, page 263.

Deployment

+ System requirements, page 164

+ Single-appliance deployments, page 166

+ Multiple-appliance deployments, page 169

Initial configuration

+ Email Security Gateway initial configuration, page 683
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Web Security and Email Security Gateway (Anywhere)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:
& Web Security v7.7.x

+ Email Security Gateway and Email Security Gateway Anywhere
V7.7.X

+ V10000 G2 and V5000 G2 v7.7.x

The following illustration provides a high-level overview of abasic appliance-based
deployment of Web Security and Email Security Gateway Anywhere, which includes

the email hybrid service. This deployment is supported on either a Websense V 10000
G2 or V5000 G2 appliance.
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Note that thisillustration isintended to show the general distribution of components
and does not include network details (such as segmenting, firewalls, routing,
switching, and so forth).

Websense email
hybrid service

Websense V10000 G2 or
V5000 G2

+ Email Security Gateway
Personal Email Manager
Policy Broker

Policy Server

Filtering Service
Network Agent

User Service

Usage Monitor

Off-appliance components

¢ Transparent ID agents

+ Additional instances of
filtering components

Mail server

TRITON management server
TRITON Infrastructure
TRITON - Web Security
TRITON - Email Security
TRITON - Data Security
Web Security Log Server
Email Security Log Server
Real-Time Monitor

User
machines

Microsoft SQL Server
2008, 2008 R2, or 2008
Express R2

For descriptions of the diagram components, see Summary of appliance solution
components, page 260.

For Web Security and Email Security Gateway appliance installation instructions, see
Installation steps for appliance-based solutions, page 263.

Deployment

Web Security

+ Systemrequirements for this version, page 2
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Deploying Web Security core components, page 24
Extending your Web Security deployment, page 31

Web Security required external resources, page 41
Deploying transparent identification agents, page 48
Maximizing WWeb Security system performance, page 42
Deploying Remote Filtering Server and Client, page 62
Deploying Web Security for a distributed enterprise, page 65

® & 6 6 o o o

Email Security

+ System requirements, page 164
+ Single-appliance deployments, page 166
+ Multiple-appliance deployments, page 169

Initial configuration

Web Security

Websense TRITON Enterprise default ports, page 712
Excluding Websense files from antivirus scans, page 724
Initial Configuration for All Websense Modules, page 675
Web Security initial configuration, page 677

* & o o

Email Security

o Email Security Gateway initial configuration, page 683

Web Security Gateway (Anywhere) and Email Security Gateway
(Anywhere)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

& Web Security Gateway and Web Security Gateway Anywhere v7.7.x

+ Email Security Gateway and Email Security Gateway Anywhere
V7.7.X

¢ V10000 G2 v7.7.X

The following illustrations provide a high-level overview of abasic appliance-based
deployment of Web Security Gateway (Anywhere) and Email Security Gateway
(Anywhere). This deployment is supported only on a Websense V 10000 G2 appliance.
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Note that thisillustration isintended to show the general distribution of components
and does not include network details (such as segmenting, firewalls, routing,

switching, and so forth).

Web Security Gateway with Email Security Gateway Anywhere:

TCP/IP Network

machines

[ |

Hybrid email service

Websense V10000 G2

* Web Security Gateway

« Content Gateway

+ Email Security Gateway
« Personal Email Manager

TRITON management server
TRITON Infrastructure
TRITON - Web Security
TRITON - Email Security
TRITON - Data Security
Web Security Log Server
Email Security Log Server
Linking Service

Off-appliance components
Sync Service
Transparent identification agents

Microsoft SQL Server
2008, 2008 R2, or
2008 Express R2
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Web Security Gateway Anywhere with Email Security Gateway Anywhere:

Off-site user machine T,
»  PAC file or Web Endpoint

Reote office
(Hybrid filtered location)

-
rs

" Hybrid Web —

e service
r 4

Email hybrid
service

Off-site user machine
+ Remote Filtering Client

Websense V10000 G2
Web Security Gateway
Content Gateway

Email Security Gateway
Personal Email Manager

TRITON management server
TRITON Infrastructure
TRITON - Web Security

TRITON - Email Security
TRITON - Data Security
Web Security Log Server
Email Security Log Server
Linking Service

Off-appliance components
A » Sync Service
» Transparent identification agents

machines

Microsoft SQL Server
2008, 2008 R2, or
2008 Express R2

For descriptions of the diagram components, see Summary of appliance solution
components, page 260.

For appliance ingtallation instructions, see Installation steps for appliance-based
solutions, page 263.
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Deployment

Web Security Gateway (Anywhere)

Deploying Web Security core components, page 24
Extending your Web Security deployment, page 31

Web Security required external resources, page 41
Deploying transparent identification agents, page 48
Maximizing WWeb Security system performance, page 42
Deploying Remote Filtering Server and Client, page 62
Deploying Web Security for a distributed enterprise, page 65

® & 6 6 o o o

Email Security Gateway (Anywhere)

& System requirements, page 164
+ Sngle-appliance deployments, page 166
+ Multiple-appliance deployments, page 169

Initial configuration

General

+ \Websense TRITON Enterprise default ports, page 712
+ Excluding Websense files from antivirus scans, page 724
+ Initial Configuration for All Websense Modules, page 675

Web Security Gateway and Gateway Anywhere

+ Wb Security initial configuration, page 677
+ Content Gateway initial configuration, page 684
+ Deploying Web Security for a distributed enterprise, page 65

Web Security Gateway Anywhere only

+ Confirm Content Gateway registration with Data Security, page 680
+ Configuring the Content Gateway policy engine, page 681
+ \erifying Web and data security linking, page 681

Email Security Gateway (Anywhere)

o Email Security Gateway initial configuration, page 683
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Summary of appliance solution components

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security, Web Security & V-Series appliances, page 260
Gateway, and Web Security
Gateway Anywhere, v7.7.x

o Content Gateway, page 261

i ; + Personal Email Manager, page
¢ Email Security Gateway and 261
Email Security Gateway .
Anywhere, v7.7.x . ;)gfz—appl iance components, page
+ V10000, V10000 G2, and V5000
G2, v7.7.X

This topic presents a brief description of the components used in Websense appliance-
based solutions. For detailed information about Web Security components like Policy
Broker, Policy Server, and transparent identification agents, see Web Security
components, page 729.

V-Series appliances

Websense Web Security and Email Security solutions are supported on the following
V-Series appliances.

¢ \Websense V10000
¢ \\ebsense V10000 G2
¢ \Websense V5000 G2

Websense V10000

The Websense V10000 appliance provides the mgjority of Web Security Gateway
functions. Web traffic is directed through the Websense appliance for filtering.

Only the Web Security Gateway module is supported on the V 10000 appliance. Web
Security and Email Security Gateway modules are not supported.

Note

‘/ V10000 appliances must upgraded to version 7.7.x with
the V-Series upgrade patch. Thereis not av7.7 recovery
(1SO) image for VV10000.

260 € Websense V-Series Appliances



Installing appliance-based Websense solutions

Websense V10000 G2

The Websense V10000 G2 appliance provides the majority of Web Security, Web
Security Gateway, and Email Security Gateway functions.

For Web Security deployments, Web traffic is directed through the Websense
appliance for filtering.

For Email Security deployments, incoming email flows from the email hybrid service
(if enabled) to the Websense appliance and to your mail server. The Websense
appliance also provides the Personal Email Manager facility for end users to manage
guarantined email.

Websense V5000 G2

The Websense V5000 G2 appliance provides the mgjority of Web Security, Web
Security Gateway, and Email Security Gateway functions. The V5000 appliance can
also be configured in dual mode with Web Security and Email Security Gateway. A
Web Security Gateway and Email Security Gateway dual-mode deployment is
supported only on aVV10000 G2 appliance.

For Web Security deployments, Web traffic is directed through the Websense
appliance for filtering.

For Email Security deployments, incoming email flows from the email hybrid service
(if enabled) to the Websense appliance and to your mail server. The Websense
appliance also provides the Personal Email Manager facility for end users to manage
guarantined email.

Content Gateway

Websense Content Gateway (Content Gateway) is a Linux-based, high-performance
Web proxy and cache that provides real-time content scanning and Web site
classification to protect network computers from malicious Web content while
controlling employee access to dynamic, user-generated Web 2.0 content. Web
content has evolved from a static information source to a sophisticated platform for
2-way communications, which can be a valuable productivity tool when adequately
secured.

Personal Email Manager

Personal Email Manager isatool that allows an end user to manage email that has
been blocked by Websense Email Security Gateway. Occasionally Email Security may
block email that is safe and that should be delivered.

Personal Email Manager notifies an end user of blocked email and providesthe means
to manageit, either by permitting mail delivery or blocking a message from reaching a
user’s inbox.
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Off-appliance components

The following Websense software and third-party components do not run on V-Series
appliances.

Microsoft SQL Server

Websense reporting databases are hosted by Microsoft SQL Server. The reporting
databases store Websense logging, reporting, and (for some modules) configuration
data. With Email Security Gateway, quarantined email messages are stored here as
well.

¢ SQL Serverisnot included as part of a Websense subscription.

+ Inmost cases, when you install Websense components, SQL Server must already
be installed and running on a separate machine.

In very small deployments, or for evaluation, the TRITON Unified Installer can
be used to install SQL Server 2008 R2 Express, either on the TRITON
management server or on a separate Windows machine.

TRITON management server

The TRITON management server is the machine that hosts the TRITON Unified
Security Center (TRITON console), the management and reporting console for
Websense Web Security, Email Security, and Data Security.

This machine manages your entire Websense deployment. It includes TRITON
Infrastructure and the TRITON console management modules that you select. The 3
TRITON management modules are:

¢ TRITON - Web Security

o TRITON - Data Security

¢ TRITON - Email Security

In an Email Security Gateway deployment, the TRITON management server includes
both TRITON - Email Security and TRITON - Data Security, as well as additional

Data Security components. TRITON - Data Security is used to configure email DLP
(data loss prevention) features.

In aWeb Security Gateway Anywhere deployment, the TRITON management server
alsoincludes TRITON - Data Security and other Data Security componentsin order to
enable Web DLP functionality.

Additional, optional components can also run on this machine. See TRITON
management server, page 731, for more information.

In Web Security deployments, Real-Time Monitor is automatically installed on the
TRITON management server. In Web Security Gateway Anywhere deployments,
Linking Serviceisalso typically installed on this machine.
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Reporting components

Both Web Security and Email Security solutions use a component called L og Server
to pass information to the SQL Server reporting database (Log Database) for usein
generating reports.

Web Security Log Server and Email Security Log Server are Windows-only
components.

Other off-appliance Web Security components

The following Web Security components, if used, must be installed off the appliance:

+ Transparent identification agents (DC Agent, Logon Agent, eDirectory Agent, and

RADIUS Agent).

Remotefiltering software, made up of Remote Filtering Server (typically installed
on itsown machine in the network DM Z) and Remote Filtering Client (which runs
on user machines). Remote filtering software can be used to filter usersthat are
outside the corporate network (e.g., traveling personnel or telecommuters).

(Web Security Gateway Anywhere) Sync Service, used to send policy and user
information to the hybrid service, and to return hybrid filtering reporting data to
Log Server. Typically installed on the Log Server machine.

Installation steps for appliance-based solutions

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

* & o

Web Security, v7.7.X

Web Security Gateway and Web Security Gateway Anywhere, v7.7.X
Email Security Gateway and Email Security Gateway Anywhere, v7.7.X
V10000, V10000 G2, and V5000 G2, v7.7.x

Note

‘/ V10000 appliances must upgraded to version 7.7 with the
V-Series upgrade patch. See Web Security or Web and
Data Security upgrade outline, page 580.

Complete the following procedures in the order in which they are listed.

1

Make sure that Microsoft SQL Server isinstalled and running in your network
(see Obtaining Microsoft SQL Server, page 21).

Deployment and Installation Center » 263



Installing appliance-based Websense solutions

If you intend to use SQL Server 2008 R2 Express (installed using the TRITON
Unified installer), skip this step. You will install the database engine with
TRITON management server components.

2. Install and configure your V-Series appliance or appliances. See Setting Up
Websense V-Series Appliances, page 265.

Note

J If you have already completed the appliance set up steps as
described in the Websense V - Series Getting Started guide,
continue with the next step.

3. Install Web Security Log Server, Email Security Log Server, or both. See:
= Installing Web Security components, page 392
= Installing Email Security components, page 414

4. Install TRITON Infrastructure and the management console modules appropriate
to your deployment (TRITON - Web Security, TRITON - Data Security,
TRITON - Email Security, or a combination of modules).

See Creating a TRITON Management Server, page 180.

5. Install any additional off-appliance Web Security components. See Installing \WWeb
Security components, page 392.
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1 4 Setting Up Websense
V-Series Appliances

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.X

*

*

*

Setting up a Websense V-Series appliance involves the following tasks.

Set up the appliance hardware, page 266
Performinitial command-line configuration, page 270
Configure the appliance, page 274

Install off-appliance or optional components, page 298

A wDn e

Note

The following sections duplicate the setup and
configuration instructions in the V-Series Getting Started
guide. If you have already performed those activities,
continue with step 3 of Installation steps for appliance-
based solutions, page 263.

Deployment and Installation Center » 265



http://www.websense.com/content/support/library/appliance/v773/getting_started/getting_started.pdf

Setting Up Websense V-Series Appliances

Set up the appliance hardware

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:
o Web Security Gateway and Web Security Gateway Anywhere v7.7.x

o Email Security Gateway and Email Security Gateway Anywhere v7.7.x
¢ V10000 G2 and V5000 G2 v7.7.x

The Quick Start poster, which is packaged in the appliance shipping box, shows you
al itemsincluded in each Websense appliance shipment. The 2-page Quick Start
poster explains how to set up the hardware and shows how to connect cables to the
appliance and to your network.

¢ Access V5000 G2 poster
¢ Access V10000 G2 poster

Review the sections that apply to your Websense appliance model.

+ V10000 G2 hardware setup
+ V5000 G2 hardware setup
& Serial port activation

V10000 G2 hardware setup

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

o Web Security v7.7.x

o Web Security Gateway and Web Security Gateway Anywhere v7.7.x

o Email Security Gateway and Email Security Gateway Anywhere v7.7.x
+ V10000 G2, v7.7.X

The appliance’s network interfaces must be able to access a DNS server and the
Internet, as described below. Thisinformation varies slightly depending on the
security mode you choose for the appliance.

V10000 G2 Web mode with Web Security Gateway

V10000 G2 Email mode

V10000 G2: Web and Email mode with Web Security Gateway

V10000 G2: Web and Email mode with Web Security (no WWeb gateway)

* & o o
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V10000 G2 Web mode with Web Security Gateway

Network interface C must be able to access a DNS server. Thisinterface typically has
continuous access to the Internet. Essential databases are downloaded from Websense
servers through interface C (or optionally through P1).

*

Ensure that interface C is able to access the download servers at
download.websense.com. (As an alternative, some sites configure the P1 proxy
interface to download the Websense Master Database as well as other security
updates. This change must be made in the TRITON - Web Security console. In
that situation, interface C does not require Internet access.)

Make sure the above address is permitted by all firewalls, proxy servers, routers,
or host files controlling the URL s that the C interface can access.

V10000 G2 Email mode

Network interface E1 (and E2, if used) must be able to access a DNS server. These
interfaces typically have continuous access to the Internet once the applianceis
operational. Essential databases are downloaded from Websense servers through these
interfaces.

*

*

Ensure that E1 (and E2, if used) are able to access the download servers at
download.websense.com.

Make sure the above address is permitted by all firewalls, proxy servers, routers,
or host files controlling the URL s that the E1 (and E2) interfaces can access.

Network interface E1 (and E2, if used) must be able to access the mail server.

V10000 G2: Web and Email mode with Web Security Gateway

Network interfaces C and E1 (and E2, if used) must be able to access a DNS server.
These interfaces typically have continuous access to the Internet. Essential databases
are downloaded from Websense servers through these interfaces.

L 4

Ensure that interfaces C and E1 (and E2, if used) are able to access the download
servers at download.websense.com. (Note that some sites configure the P1 proxy
interface instead of the C interface to download the Websense Master Database as
well as other security updates. This change must be made in the TRITON - Web
Security console. In that situation, interface C does not require Internet access.)

Make sure the above addresses are permitted by all firewalls, proxy servers,
routers, or host files controlling the URL s that the C and E1 (and E2, if used)
interfaces can access.

+ Network interface E1 (and E2, if used) must be able to access the mail server.
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V10000 G2: Web and Email mode with Web Security
(no Web gateway)

Network interfaces C and E1 (and E2, if used) must be able to access a DNS server.
These interfaces typically have continuous access to the Internet. Essential databases
are downloaded from Websense servers through these interfaces.

*

Ensure that interfaces C and E1 (and E2, if used) are able to access the download
servers at download.websense.com.

Make sure the above addresses are permitted by all firewalls, proxy servers,
routers, or host files controlling the URL s that the C and E1 (and E2, if used)
interfaces can access.

Network interface E1 (and E2, if used) must be able to access the mail server.
Network interface N must be connected to a mirror port on arouter or switch.

If interface N is used to send blocking information, then it must be connected to a
bi-directional mirror port. Through the bi-directional mirror port, interface N not
only monitors all client traffic but also sends blocking information if needed.

V5000 G2 hardware setup

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

* & o

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V5000 G2 v7.7.x

The appliance’s network interfaces must be able to access a DNS server and the
Internet, as described below. This information varies slightly depending on the
security mode you choose for the appliance.

* & o o

V5000 G2: Web mode with Web Security Gateway

V5000 G2: Web mode with Web Security (no Web gateway)

V5000 G2: Web and Email mode with WWeb Security (no WWeb gateway)
V5000 G2: Email mode

V5000 G2: Web mode with Web Security Gateway

Network interface C must be able to access a DNS server. Thisinterface typically has
continuous access to the Internet. Essential databases are downloaded from Websense
servers through interface C.

*

Ensure that interface C is able to access the download servers at
download.websense.com. (As an alternative, some sites configure the P1 proxy
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interface to download the Websense Master Database as well as other security
updates. This change must be made in the TRITON - Web Security console. In
that situation, interface C does not require Internet access.)

Make sure the above addresses are permitted by all firewalls, proxy servers,
routers, or host files controlling the URL s that the C interface can access.

V5000 G2: Web mode with Web Security (no Web gateway)

Network interface C must be able to access a DNS server. Interface C must have
continuous access to the Internet. Essential databases are downloaded from Websense
servers through this interface.

L 4

Ensure that interface C is able to access the download servers at
download.websense.com.

Make sure the above address is permitted by all firewalls, proxy servers, routers,
or host files controlling the URL s that the C interface can access.

Network interface N must be connected to a mirror port on arouter or switch.

If interface N is used to send blocking information, then it must be connected to a
bi-directional mirror port. Through the bi-directional mirror port, interface N not
only monitors al client traffic but also sends blocking information if needed.

V5000 G2: Web and Email mode with Web Security
(no Web gateway)

Interfaces C and P1 (and P2, if used) must be able to access a DNS server. These
interfaces typically have continuous access to the Internet once the applianceis
operational. Essential databases are downloaded from Websense servers through these
interfaces.

*

Ensure that C and P1 (and P2, if used) are able to access the download servers at
download.websense.com.

Make sure the above addresses are permitted by all firewalls, proxy servers,
routers, or host files controlling the URL s that the C and P1 (and P2, if used)
interfaces can access.

Network interface P1 (and P2, if used) must be able to access the mail server.
Network interface N must be connected to a mirror port on arouter or switch.

If interface N is used to send blocking information, then it must be connected to a
bi-directional mirror port. Through the bi-directional mirror port, interface N not
only monitors all client traffic but also sends blocking information if needed.

V5000 G2: Email mode

Interface P1 (and P2, if used) must be able to access a DNS server. These interfaces
typically have continuous access to the Internet once the appliance is operational.
Essential databases are downloaded from Websense servers through these interfaces.

¢ Ensurethat P1 (and P2, if used) is able to access the download servers at

download.websense.com.
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+ Make sure the above addressis permitted by al firewalls, proxy servers, routers,
or host files controlling the URL s that the P1 and P2 interfaces can access.

+ Network interface P1 (and P2, if used) must be able to access the mail server.

Serial port activation

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.x

* & o

After hardware setup, connect directly to the appliance through the serial port or the
monitor and keyboard ports. For serial port activation, use:

+ 9600 baud rate

+ 8databits

& No parity

The activation script, called firstboot, runs when you start the appliance.

See Performinitial command-line configuration.

After firstboot is run and the command-line shell is exited, accessing the appliance
command-line shell requires the admin credentials (‘admin’ and the password you set
during firstboot).

Perform initial command-line configuration

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

& Web Security v7.7.x

o Web Security Gateway and Web Security Gateway Anywhere v7.7.x

+ Email Security Gateway and Email Security Gateway Anywhere v7.7.x
+ V10000, V10000 G2, and V5000 G2 v7.7.x

Setting up a Websense V-Series appliance involves the following tasks. This topic
covers Sep 2:

270 €« Websense V-Series Appliances



Setting Up Websense V-Series Appliances

1. Set up the appliance hardware, page 266
Performinitial command-line configuration, page 270
»  Gather the data
= Runfirstboot
3. Configure the appliance, page 274
= Network interface configuration
= Routing configuration
s Alerting
m  Configuring Web Security components
4. Install off-appliance or optional components, page 298
Thefirst time you start a Websense appliance and connect viathe serial console, a
brief script (firstboot) prompts you to:
+ sdlect the security mode for the appliance
+ supply settings for the network interface labeled C
+ enter afew other general items, such as hostname and password

You are given the opportunity to review and change these settings before you exit the
firstboot script. After you approve the settings, the appliance mode is configured.

Later, if you want to change settings (except the security mode), you can do so
through the Appliance Manager user interface.

To change the security mode, re-image the appliance with the recovery DVD shipped
with your appliance, or download the recovery image for your appliance from the
Websense Downloads site. Then run the fir stboot script again.

Gather the data

Gather the following information before running the script. Some of this information
may have been written down on the Quick Start poster during hardware setup.

Security mode Choose one:
Web
Email
Web and Email
Which Web Security subscription? Choose one:
(if prompted in Web mode) Websense Web Security
Web Security Gateway
Web Security Gateway Anywhere
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Hostname (example: appliance.domain.com)

1 - 60 characters long.

The first character must be aletter.

Allowed: letters, numbers, dashes, or periods.
The name cannot end with a period.

If thisisaWeb Security Gateway appliance and
Content Gateway will be configured to perform
Integrated Windows Authentication, the hostname
cannot exceed 11 characters (excluding the domain
name).

For more information, see the section titled
Integrated Windows Authentication in Content
Gateway Manager Help.

IP address for network interface C
Subnet mask for network interface C

Default gateway for network interface C
(IP address) Optional

NOTE: If you do not provide access to the I nternet
for interface C, use the TRITON - Web Security
consol e to configure P1 to download Master URL
Database updates from Websense (Web mode with
Web Security Gateway).

Configure E1 or P1* to download antispam and
antivirus database updates from Websense (Email
mode).

Configuring these interfaces to access the Internet
for database downloads is done through the
Appliance Manager and through the TRITON
Unified Security Center. See the Appliance
Manager Help for information about configuring
theinterfaces. Seethe TRITON - Web Security and
- Email Security Help for information about
configuring database downloads.

* On aVV5000 G2, use P1; thereis no E1l interface.

Primary DNS server for network interface C
(IP address)

Secondary DNS server for network interface C
(IP address) Optional

Tertiary DNS server for network interface C
(IP address) Optional
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Unified password (8 to 15 characters, at least 1
letter and 1 number)

This password is for the following, depending on
the security mode of the appliance:

Web mode
+ Appliance Manager
+ TRITON - Web Security

+ Content Gateway Manager (for sites using Web
Security Gateway / Anywhere)

Email mode
+ Appliance Manager

Web and Email mode
+ Appliance Manager
+ Content Gateway Manager (for sites using Web

Security Gateway / Anywhere)
Integration method for this appliance (for sites Choose your third-party integration
using Web Security). Choose one: product (if any).

+ Standalone (Network Agent only)

+ Microsoft TMG

+ Cisco PIX

+ Cisco ASA

+ Citrix

Send usage statistics? ' Usage statistics from appliance
modules can optionally be sent to
Websense to help improve the

accuracy of filtering and
categorization.

Run firstboot

Run the initial command-line configuration script (firstboot) as follows.

1. Accessthe appliance through a USB keyboard and monitor, or a serial port
connection.

Note

J To configure the appliance, connect through the serial port
or the keyboard/video ports and complete the firstboot
script. For seria port activation, use:
¢ 9600 baud rate
¢ 8datahits
& No parity
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2. Accept the subscription agreement when prompted.

3. When asked if you want to begin, enter yesto launch the fir stboot activation
script.

To rerun the script manually, enter the following command:
firstboot
4. Atthefirst prompt, select a security mode:

= Web: On model V10000 G2, this mode provides Web Security Gateway. On
model V5000 G2, Web mode provides either Web Security or Web Security
Gateway, at your choice.

»  Email: provides Email Security Gateway features.

= Web and Email: provides Email Security Gateway features and either Web
Security Gateway (V10000 G2) or Web Security (V10000 G2 or V5000 G2).

5. Follow the on-screen instructions to provide the information collected above.

After the activation script has been completed successfully, access Appliance
Manager by opening a supported browser and entering this URL in the address bar:

https://<IP-address-of-interface-C>:9447/appmng/

You are now ready to move to this step: Configure the appliance
Note that all Websense consoles support the following browsers:

+ Microsoft Internet Explorer 8 and 9
¢ MozillaFirefox versions 5 and later
+ Google Chrome 13 and later

Note
J If you use Internet Explorer, ensure that Enhanced Security
Configuration is switched off.

If you use Internet Explorer 8, note that Compatibility
View is not supported.

Configure the appliance

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.X

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.x

* & o
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Setting up a Websense V-Series appliance involves the following tasks. Thistopic
covers Step 3.
1. Setupthe appliance hardware
2. Performinitial command-line configuration
3. Configure the appliance
= Network interface configuration
= Routing configuration
s Alerting
m  Configuring Web Security components
4. Install off-appliance or optional components
The V-Series Appliance Manager is a Web-based interface for the appliance. Useit to

view system status, configure network and communication settings, and perform
genera appliance administration.

After completing the initial configuration required by the firstboot script, use the
Appliance Manager to configure important settings for network interfaces P1, P2, N,
E1, and E2 (some interfaces are optional in some modes). Note that on a V5000 G2,
there are no E1 and E2 interfaces.

System Configuration

Access the Appliance Manager through a supported browser.

@ Important

@ If any Websense services are running in your network, stop
all Websense services before changing the time. Then,
reset the time and make certain that the time is consistent
across all servers running Websense services. Finaly,
restart Websense services.

If you do not stop the servicesfirgt, client updates and
policy changes entered after the time reset are not saved.

See the embedded Appliance Manager Help for detailed instructions on any field, or
for information about other available settings.
1. Open asupported browser, and enter the following URL in the address bar:
https://<IP-address-of-C-interface>:9447/appmng
(See Performinitial command-line configuration.)

2. Log on with the user name admin and the password set during initial appliance
configuration.

3. Intheleft navigation pane, click Configuration > System.
4. Under Timeand Date:
s Usethe Time zone list to select the time zone to be used on this system.
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GMT (Greenwich Mean Time), the default, is also known as UTC (Universa
Time, Coordinated). Other time zones are calculated by adding or subtracting
from GMT. GMT is sometimes chosen to provide a common time stamp for
geographically distributed systems.

s Usethe Timeand dateradio buttons to indicate how you want to set the date.
Timeis set and displayed using 24-hour notation.

» To synchronize with an Internet Network Time Protocol (NTP) server
(www.ntp.org.), select the Automatically synchronize option and enter
the address of aprimary NTP server. The secondary and tertiary fieldsare
optional.

.\' Important

If you synchronize the system clock with an NTP server,
NTP protocol packets and their response packets must be
allowed on any firewall or NAT device between the
appliance and the NTP server. Ensure that you have
outbound connectivity to the NTP servers. Add afirewall
rule that allows outbound traffic to UDP port 123 for the
NTP server.

If interface C on this appliance is not connected to the Internet, then you
must provide away for interface C to reach an NTP server. One solution
istoinstall an NTP server on the local network where interface C can
reach it.

» To set thetime yourself, select the Manually set option and change the
valueinthe Dateand Timefields. Usetheformat indicated bel ow the entry
field.

5. Create or edit aunique appliance description to help you identify and manage
the system, particularly when there will be multiple appliances deployed.

The description is displayed in the appliance list in the TRITON Unified Security
Center when the appliance is added there.

6. Click OK.

In each section that allows changes, OK saves and applies the new values. Cancel
discards changes and restores entry field values to their current settings.

7. Proceed to Network interface configuration.
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Network interface configuration

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.x

* & o

Use the Configuration > Network Interfaces | Pv4 and | Pv6 pages to specify the
I P address, subnet mask, default gateway, and DNS addresses for each network
interface on the appliance.

Appliance Controller Interface (C)

Websense Content Gateway I nterfaces (P1 and P2)

Network Agent Interface (N)

Email Security Gateway Interfaces (E1 and E2, or P1 and P2)

* & o o
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+ Interface bonding

Internet

Firewall
Router
____,.,-o—'—‘—\
33
S Switch

TRITON Unified Security Center
Web Security Log Server
Email Security Log Server

Microsoft SQL Server
Log Database

Appliances with Web Security Gateway (Anywhere) support |Pv6 addressesfor C, P1,
P2, and N.

Appliances with Email Security Gateway do not support |Pv6 addresses for E1
and E2.

For more information about 1Pv6 support, see Appliance Manager Help.

Click OK to save and apply new values in each section.
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Appliance Controller Interface (C)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

& Web Security v7.7.x

o Web Security Gateway and Web Security Gateway Anywhere v7.7.x

+ Email Security Gateway and Email Security Gateway Anywhere v7.7.x
+ V10000, V10000 G2, and V5000 G2 v7.7.x

The Appliance Controller interface (C), already assigned during fir stboot:

Communicates with all Websense management interfaces

Communicates with the Websense Data Security server

Provides inter-appliance communication

Transports (optionally) non-HTTP and non-HTTPS protocol enforcement

Handles Websense Master Database downloads via the Internet (unless your site
uses P1 for database downloads).

*® & 6 o o

Changing the C interface | P address significantly impacts
the deployment and may require reinstallation of some
components.

\’ Important
@

If your applianceisin production and you need to change
the C interface | P address, see the embedded A ppliance

Manager Help system for guidance.

Guidelines for configuring network interface C

IP address (C Required.

interface) This interface typically requires continual access to the Internet,
though some sites use P1 for al communication with the Internet.
If you change the | P address of the C interface, the update process
may take about 10 minutes.
After the P address is changed, you are redirected to alogon page.
Enter your user name and password.

The Satus > General page will show that the servicesare starting up.
Wait for all required services to start (optional servicesinclude:
Directory Agent, State Server, Multiplexer, and TRITON - Web
Security manager).

Subnet mask (C) Required.
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Default gateway Optional.

© IP address of the router that allows traffic to be routed outside of the
subnet.

Primary DNS (C) Required.
| P address of the domain name server.

Secondary DNS Optional.
(©) Serves as a backup in case the primary DNS is unavailable.

Tertiary DNS (C) Optional.
Serves as a backup in case the primary and secondary DNSes are
unavailable.

Websense Content Gateway Interfaces (P1 and P2)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:
& Web Security Gateway and Web Security Gateway Anywhere v7.7.x
+ V10000, V10000 G2, and V5000 G2 v7.7.x

The Websense Content Gateway | nterfaces (P1 and P2) handle traffic directed to and
from the Websense Content Gateway proxy module.

+ Both the P1 and P2 proxy interfaces can be used to accept users’ Internet requests
(inbound traffic) and communicate with Web servers (outbound traffic). In other
words, both interfaces can be configured to handle traffic into and out of the proxy
module.

¢ A typical configuration isto use P1 for both inbound and outbound traffic; P2 is
not used.

+ Another option isto configure P1 to accept users' Internet requests (inbound
only). Inthis case, P2 is configured to communicate with Web servers (outbound).

@ Important
@

If you use the P2 interface, the P1 interface is bound to
ethO, and the P2 interface is bound to ethl. Keep thisin
mind when you configure Websense Content Gateway.

For example, suppose you are using a transparent proxy
deployment, and the P1 interface is connected to a WCCP
router. In this case, you must configure Websense Content
Gateway to use ethO for WCCP communications (in
Content Gateway Manager, see the General tab of the
Configure > Networking > WCCP page).
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Guidelines for configuring network interfaces P1 and P2

General guideline If you use both P1 and P2, and configure them in the same subnet, the
default gateway isautomatically bonded on P2. Ensure that outbound
packets can reach the Internet.

IP address (P1 or ' Required.
P2 interface)

Subnet mask ' Required.

Default gateway ' Required.
The gateway must be in the same subnet as the | P address of the
interface (P1 or P2) used for communicating with the Internet
(outbound traffic).

If you use both P1 and P2, they must be located in the same subnet.
The default gateway is automatically assigned to P2 (which is bound
to ethl). Ensure that outbound packets can reach the Internet.
Primary DNS Required.
| P address of the domain name server.
Secondary DNS Optional.
Serves as a backup in case the primary DNS is unavailable.

Tertiary DNS Optional.

Serves as a backup in case the primary and secondary DNSes are
unavailable.

Network Agent Interface (N)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

o Web Security v7.7.x

o Web Security Gateway and Web Security Gateway Anywhere v7.7.x
+ V10000, V10000 G2, and V5000 G2 v7.7.x

Network Agent is a software component used to filter protocols other than HTTP and
HTTPS. It provides bandwidth optimization data and enhanced logging detail.

Network Agent continually monitors overall network usage, including bytes
transferred over the network. The agent sends usage summaries to other Websense
software at predefined intervals.

Network Agent istypically configured to see both inbound and outbound traffic in
your network. The agent distinguishes between:

+ Requests sent from internal machines to internal machines (hits to an intranet
server, for example)
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+ Requests sent from internal machines to external machines such as Web servers
(user Internet requests, for example)

You choose whether blocking information for non-HT TP protocolsis routed through
interface C or interface N.

Guidelines for configuring network interface N

Select an interface

+ Select Interface C only if you want to use interface C to send

to useto send blocking information.
blocking + Select Interface N if network interface N is connected to a
information for bidirectional span port, and you want to use N to transport
ﬂ%';yzf?nd blocking information.
tratfic Blocking NIC settings configured in TRITON - Web Security do
not override the settings you enter in this pane. The settingsin
Appliance Manager take precedence.
| P address of Optional, unlessinterface N is selected to transport blocking
interface N information (above), in which caseit’s required.
Network Agent should be ableto see the outbound and inbound traffic
in your network. Network Agent ignores ports 80, 443, 8070, and
8080.
Subnet mask Required if interface N is selected. Otherwise the subnet mask has a
fixed value of 255.255.255.2565.
Default gateway Required if Interface N is checked. Otherwise, the field is disabled.
Primary DNS Required.
I P address of the domain name server.
Secondary DNS Optional.
Serves as a backup in case the primary DNS is unavailable.
Tertiary DNS ' Optional.

Serves as a backup in case the primary and secondary DNSes are
unavailable.

Network Agent can instead be installed on a different server in the network.

Email Security Gateway Interfaces (E1 and E2, or P1 and P2)

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

+ Email Security Gateway and Email Security Gateway Anywhere v7.7.x
+ V10000 G2 and V5000 G2 v7.7.x

Websense Email Security Gateway | nterfaces handle traffic into and out of the
Websense Email Security Gateway module. It isimportant that you set up interfaces
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E1, E2, and C correctly before deploying off-appliance components. TRITON Unified
Security Center installation cannot complete unless these interfaces are correctly
configured.

Note

The names of the interfaces vary depending on the model
of V-Series appliance.

+ On V10000 G2, E1 and E2 are used.
+ On V5000 G2, P1 and P2 are used.

Both the E1 and E2 interfaces can be used to accept inbound traffic and send
outbound traffic. On V5000 G2, use P1 and P2.

A typical configuration isto use E1 (P1) for both inbound and outbound traffic;
E2 (P2) is not used.

Another option isto configure E1 (P1) to accept inbound and E2 (P2) to send
outbound traffic.

When you need to support alarge volume of outbound traffic, you can configure
virtual interfaceson E1 or E2 (P1 or P2).

\' Important

° On the V10000 G2, if you use the E2 interface, the E1
interface is bound to ethO, and the E2 interface is bound to
ethl. Keep thisin mind when you configure Websense
Email Security Gateway.

On the V5000 G2, if you use the P2 interface, the P1
interface is bound to ethO, and the P2 interface is bound to
ethl. Keep thisin mind when you configure Websense
Email Security Gateway.

Guidelines for configuring network interfaces E1 and E2

Please note the following important guidelines for configuring the E1 and E2
interfaces for Email Security:

L 4

If you use both the E1 and E2 interfaces, it is recommended that you do not
configure them in the same subnet.

Using both E1 and E2 and locating them in the same subnet can disrupt (or even
stop) mail flow, depending on your network topology. In this situation, you should
examine your routing table and adjust it manually if necessary to allow network
traffic to flow smoothly.
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+ The gateway must be in the same subnet as the IP address of the interface (E1 or
E2) used for communicating with the Internet (outbound traffic). Ensure that all
outbound packets can reach the Internet.

|P address (E1 or
E2 interface)

Required.

El isused by default to connect to SQL Server for reporting. If E1
does not have avalid | P address or does not have DNS access, then
Email Security Gateway cannot resolve the SQL Server hostname and
cannot create a connection with SQL Server. Off-box installation of
the management console is then blocked.

On aV5000 G2, substitute P1 for E1.

Subnet mask

Required.

Default gateway

Required.

The gateway must be in the same subnet as the |P address of the
interface (E1 or E2) used for communicating with the Internet
(outbound traffic).

If you use both E1 and E2, and you locate them in the same subnet,

then the default gateway is automatically assigned to E2 (whichis
bound to ethl). Ensure that outbound packets can reach the Internet.

Primary DNS

Required.
I P address of the domain name server.

Secondary DNS

Optional.
Serves as a backup in case the primary DNS is unavailable.

Tertiary DNS

Optional.

Serves as a backup in case the primary and secondary DNSes are
unavailable.

Email Security virtual interfaces

Multiple virtual 1P addresses can be configured on E1 or E2.

* & oo o

(E1 and E2).

Virtual 1P addresses are used for outbound traffic only.

Virtual 1P addresses are bound to the specified physical interface.

Virtual 1P addresses must bein the same subnet as the specified physical interface.
A maximum of 10 virtual |P addresses can be specified for each physical interface

Multiple virtual interfaces can be helpful to support multiple domains or alarge
volume of outbound traffic.

To add virtual |P addressesto E1 or E2:

1. Goto Configuration > Network Interfaces> Virtual Interfacesand click Add.
2. Select E1 or E2. If E2 has not been configured, it is not offered.
3. IntheVirtua IP address entry field enter one IPv4 address per line.

284 4 Websense V-Series Appliances



Setting Up Websense V-Series Appliances

4. Click Add Interfaces.

If you are not configuring interface bonding at this time, proceed next to Routing
configuration.

Interface bonding

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security Gateway, and Web | ¢ V10000/V10000 G2 with Websense
Security Gateway Anywhere, Web Security only, page 285
v7.7x » V10000 G2 with Websense Email

o Email Security Gateway and Security Gateway only, page 286

Email Security Gateway
Anywhere, v7.7.x

+ V10000 and V10000 G2, v7.7.x

V10000 appliances (Websense Web Security only) and V10000 G2 appliances that
run one modul e only—Websense Web Security or Websense Email Security
Gateway—can bond interfaces for failover or load balancing. Configuration details
are provided below.

Interface bonding is not supported on V5000 G2 appliances.

\’ Important
2

Do not bond interfaces that have different speeds or duplex
modes. Doing so can result in performance problems.

V10000/V10000 G2 with Websense Web Security only

Interfaces E1 and E2 can be cabled to your network and then bonded through software
settings to a Websense Content Gateway interface, with E1 optionally bonded to P1,
and E2 optionally bonded to P2. No other pairing is possible.

Interface bonding provides these alternatives:

+ Active/Standby mode: P1 (or P2) is active, and E1 (or E2) isin standby mode.
Only if the primary interface fails would its bonded interface (E1 or E2) become
active.

+ Load balancing: If the switch or router that is directly connected to the VV 10000/
V10000 G2 supports load balancing (etherchannel, trunk group, or similar), then
traffic to and from the primary interface can be balanced between the primary
interface and its bonded interface (E1 or E2).

You can choose to bond or not bond each Websense Content Gateway interface (P1
and P2) independently. You do not haveto bond at all.
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If you do bond an interface (P1 or P2), choose one mode for that bonding (either
active/standby or load balancing). You do not have to choose the same bonding mode
for both.

Ensure that all interfaces are cabled properly before bonding. Do not bond interfaces
that have different speeds or duplex modes. Doing so can result in performance
problems.

V10000 G2 with Websense Email Security Gateway only

Interfaces P1 and P2 can be cabled to your network and then bonded through software
settings to a Websense Email Security Gateway interface, with P1 optionally bonded
to E1, and P2 optionally bonded to E2. No other pairing is possible.

Interface bonding provides these alternatives.

+ Active/Standby mode: E1 (or E2) is active, and P1 (or P2) isin standby mode.
Only if the primary interface fails would its bonded interface (P1 or P2) become
active.

+ Load balancing: If the switch or router that is directly connected to the
V10000 G2 supports load balancing (etherchannel, trunk group, or similar), then
traffic to and from the primary interface can be balanced between the primary
interface and its bonded interface (P1 or P2).

You can choose to bond or not bond each Websense Email Security Gateway interface
(E1 and E2) independently. You do not have to bond at all.

If you do bond an interface (E1 or E2), choose one mode for that bonding (either
active/standby or load balancing). You do not have to choose the same bonding mode
for both.

Ensure that all interfaces are cabled properly before bonding. Do not bond interfaces
that have different speeds or duplex modes. Doing so can result in performance
problems.
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Routing configuration

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to: In this topic

& Web Security, Web Security + Configuring static routes, page 287
Gateway, and Web Security
Gateway Anywhere, v7.7.x

¢ Email Security Gateway and
Email Security Gateway
Anywhere, v7.7.x

¢ V10000, V10000 G2, and V5000
G2, v7.7.X

+ Configuring module routes, page 289

Use the Configuration > Routing page to specify:

+ Static routes from subnets and client computers through any active appliance
interface, except N. If IPv6 is enabled, static IPv6 routes can also be added and
imported.

+ Module routes from appliance modules through appliance interface C to subnets.
IPv6 module routes are not supported.

Configuring static routes

& Static routes can be specified for any active interface on the appliance, except N,
which is dedicated to Network Agent and cannot be routed.

¢ The same route cannot be added for 2 different interfaces on the same module. If
attempted, the appliance displays an error.

& Static routes that are defined for an interface that is later made inactive remainin
the routing table, and are displayed in gray to indicate that the routes are inactive.

+ Static routes that become invalid because the IP address of the interface changes
are disabled and displayed in red.

¢ Static routes can be added and del eted, but not modified. To modify aroute, delete
it and add a new route specifying the new values.

¢ When astatic routeis added, imported, or del eted, the services associated with the
modul e that manage the specified interface must be restarted. For example, if
static routes are added to interface P1, when the additions are complete, al
Content Gateway services must be restarted.

¢ The static route table has a maximum limit of 5000 entries.

Adding static routes

Static routes can be added one at atime, or many at atime using an import file.
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When a static route is added, data entered in each field is validated by the appliance,
and an error message is displayed if there is an inconsistency in the route.

To add static routes:

1. Gotothe Configuration > Routing page, select the IPv4 or IPv6 tab, and click
Add/Import under Satic Routes.

2. Tomanually add a singleroute, select the Add individual route radio button,
enter valuesfor al fields, and then click Add Route.

Destination Network Required. Specify the subnet | Paddressfor which traffic will
be routed.

Subnet Mask (IPv4) or | Required.

Subnet prefix length | The subnet mask or prefix for the network where the clients
(IPv6) reside (such as 255.255.0.0, or 64)

Gateway Required.

I P address providing access from the proxy subnet to the
client subnet. Thisaddress must be on the same subnet asthe
appliance.

Interface Required.

The appliance interface to be used for the static route. Only
active interfaces are offered in the drop down list.

3. Toadd multipleroutesusing an import list file:
a. Prepare theimport file. See Import file specifications, below.
b. Select the Import route file radio button.

c. Specify thefull path and file name, or Browseto locate thefile. Click Import
Route to import the routes specified in the file.

The appliance reads the file, validates each route, and reports errors for lines
that are invalid.

Duplicate route entries are ignored; duplicate entries are not created.

If the number of routesin the file, combined with the number of existing
routes exceeds the 5000 route table limit, the import fails. No routes are added
and an error message displays.

Import file specifications:

1. Thefilemust be aplain text file. (Most routers export route tables to a plain text
file)

2. Thefile can contain comment lines. Comment lines begin with “#”.

3. Alinethat defines aroute must include the following 4 fields in the order shown.
Each field must be separated by a space.

For IPv4.
destination netmask default-gateway interface
Destination is a subnet address or host | P address.
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Netmask determines the proper value of destination.
Default-gateway is the next hop.

Interface is the appliance interface through which traffic is routed. The
specified interface must be enabled. If it is disabled, the appliance reports an
error and does not add the route.

For IPVv6:

destination prefix-length default-gateway interface
Destination is a subnet address or host | P address.

Prefix-length determines the proper value of destination.
Default-gateway is the next hop.

Interface is the appliance interface through which traffic is routed. The
specified interface must be enabled. If it is disabled, the appliance reports an
error and does not add the route.

Exporting the route table

To export the route table to atext file, click Export Table. Use the Browse dialog to
specify alocation and name for thefile.

All routes in the table, whether enabled or disabled, are exported.

Thefileisformatted as described above for import files.

Configuring module routes

In some deploymentsit is necessary or desirable to route some Web Security or Email
Security traffic through the appliance C interface (typically Web and email trafficis
routed through separate, dedicated interfaces (P1/P2, EL/E2) and C isreserved for
management traffic). However, some sites might want to route authentication (or
other) traffic through the C interface. Thisis accomplished by defining modul e routes
on the Configuration > Routing page.

The modul e route table has a maximum limit of 5000 entries.

Adding a module route

1

In the Module Route section of the Configuration > Routing page, click Add.
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2. Specify avaue for each field and click Add Route.

Module Required. Select a module from the drop down list. The list displays
only modulesinstalled on the appliance. The Network Agent module
may beinstalled, but will not appear in the list.

Destination Required. Specify the subnet | P address for which traffic will be
subnet routed.
Subnet mask Required. The subnet mask for the destination subnet.

Note
‘/ Itistheresponsibility of the administrator to verify that the
endpoint is available on the subnet.

Alerting

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to: In this topic

+ Web Security, Web Security + Enable SNMP polling
Gateway, and Web Security (monitoring), page 290
Gateway Anywhere, v7.7.x + Enable SNMP traps, page 291

o Email Security Gateway and
Email Security Gateway
Anywhere, v7.7.x

¢ V10000, V10000 G2, and V5000
G2, v7.7.X

Enable specific alerts, page 292

Use the Configuration > Alerting page to enable and configure SNMP alerting.
There are 2 methods of SNMP alerting that you can enable on the Setup tab:

+ Allow your SNMP manager to poll the appliance for standard SNMP counters
(see Enable SNMP polling (monitoring)).

+ Configure the appliance to send SNMP traps for selected events to your SNMP
manager (see Enable SNMP traps).

After enabling the SNMP trap server on the appliance, use the Alertstab to
configure which events cause atrap to be sent. See Enable specific alerts, page
292.

Enable SNMP polling (monitoring)

1. Under Monitoring Server, click On.
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Select the SNMP version (v1, v2c, or v3) used in your network.

= With SNMPv1 and v2c, asuffix (-wcg, -wws, -na, or -esg) is appended to the
community name to indicate the originating module for the counter.

= With SNMP v3, you can specify the context name (WCG, WWS, NA, or
ESG) to poll counters for each module.

If you selected v1 or v2c, provide the Community name for the appliance, and
then click OK.

You have completed your SNMP monitoring configuration.

If you selected v3, select the Security level (None, Authentication only, or
Authentication and Encryption) used in your network, and the User name to
associate with SNM P communi cation.

If you selected a security level that includes authentication, also enter the
Password for the selected user name, then select the Authentication protaocol
(MD5 or SHA).

If you selected authentication and encryption, select the Encryption protocol
(DES or AES), and then enter and confirm the Encryption key used for
encryption.

Click OK to implement your changes.

Enable SNMP traps

Before enabling the appliance to send SNMP traps, download the appliance M B file
using the link in the Trap Server section of the Configuration > Alerting page. The
MIB file must beinstalled in your SNMP manager before it can interpret traps sent by
the appliance.

When you are ready for the appliance to start sending SNMP traps:

1

Under Trap Server, click On, and then select the SNMP version (v1, v2c, or v3)
used in your network.

For SNMP v1 or v2c, provide the following information:
m  The Community name to associate with traps sent by the appliance
»  ThelP address and port used by your SNMP manager.

To verify your configuration, click Send Test Trap. If the test trap succeeds,
click OK to apply and save your changes. See Enable specific alerts, page 292, to
configure which events cause atrap to be sent.

If there is aproblem sending the test trap, verify the community name, |P address,
and port, and make sure that the network allows communication between the
appliance C interface and the SNM P manager.

For SNMP v3, enter the Engine ID and | P address of your SNM P manager, as
well asthe Port used for SNMP communication.

Select the Security level (None, Authentication only, or Authentication and
Encryption) used in your network, and the User name to associate with SNMP
communication.
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6. If you selected asecurity level that includes authentication, also enter and confirm
the Passwor d for the selected user name, then select the Authentication protocol
(MD5 or SHA).

7. 1If you selected authentication and encryption, select the Encryption protocol
(DES or AES), and then enter the Privacy password used for encryption.

8. To verify your configuration, click Send Test Trap. If the test trap succeeds,
click OK to implement your changes. See Enable specific alerts, page 292, to
configure which events cause atrap to be sent.

If there is aproblem sending the test trap, verify the community name, |P address,
and port, and make sure that the network allows communication between the
appliance and the SNM P manager.

Enable specific alerts

The appliance can send traps for each of its modules: Appliance Controller, Websense
Content Gateway, Websense Web Security, Network Agent, and Email Security
Gateway. The Alertstab of the Configuration > Alerting page lists the alerts
associated with only the modules that you have enabled.

A table for each modulelists:

+ Thehardware or software Event that triggers the alert (for example, a network
interface link going down or coming up, or a Websense service stopping).

+ TheThreshold, if applicable, that defines the aert condition (for example, CPU
usage exceeding 90%, or free disk space reaching less than 10% of the total disk
size).

The Type of aert (system resource or operational event).

Whether or not an SNMP trap is sent when the event occurs or the threshold is
reached.

To enable all alertsfor amodule, select the check box next to SNM P in the table
header. All check boxes in the column are selected.

Otherwise, mark the check box next to an event name to enable SNMP derts for that
event. To disable adlerts for an event, clear the associated check box.

Time-based thresholds: Most of the events that have a configurable threshold also
have a configurable time-based threshold, specified in minutes. When the time-based
threshold is set and both thresholds are exceeded, an alert is sent. To enable
time-based thresholds, select the Enable time-based thresholds check box at the top
of the page. The time-based threshold is enabled on every event for which it is
configurable.

Event-cleared alerts: In addition to generating event condition alerts, you can
configure alerts to be sent when conditions return below the threshold. These are
called event-cleared alerts. To enable event-cleared alerts, select the Gener ate
event-cleared alerts check box at the top of the page.

The following events do not generate event-cleared alerts:
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Hostname change

I P address change
Scheduled backup failure
SNMP authentication failure

* 6 o o

When you have finished configuring alerts, click OK to implement the changes.

Proceed next to Configuring Web Security components.

Configuring Web Security components

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to: In this topic
& Web Security, Web Security ¢ What isa policy source?, page
Gateway, and Web Security 294
Gateway Anywhere, v7.7.x + What if an applianceis not the
+ /10000, V10000 G2, and V5000 policy source?, page 295
G2, v7.7.X

o User directory with V-Series
appliances, page 296

+ Redundancy, page 297

Use the Configuration > Web Security Components page to specify which Web
Security components are active on the appliance, and where the appliance gets Web
Security global configuration and filtering policy information. Also define the
TRITON - Web Security location.

= Under Policy Sour ce, select which Web Security configuration isused on this
appliance: Full policy source (default; see What is a policy source?), User
directory and filtering, or Filtering only (see What if an appliance is not the
policy source?). If thisisaFull policy source appliance, it acts as both the
Policy Broker and a Policy Server. There can be only 1 Full policy source
appliance in your network.

m If thisisaUser directory and filtering appliance, it also acts as a Policy
Server. Enter the IP address of the Policy Broker appliance or server.

n If thisisaFiltering only appliance, enter the IP address of a Policy Server. It
does not have to be the IP address of the Policy Broker machine.

1. Click OK to save and apply your changes.
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2.

4.

If thisis aWeb Security only (or Web Security Gateway only) appliance running
as a Full policy source, under Web Security Components> TRITON - Web
Security, specify whether to usethe TRITON instanceinstalled On the appliance,
or whether to use an Off-appliance instance.

Note

‘/ When you upgrade from an earlier version of the
appliance, your previous settings are preserved. If you do
not have an off-appliance management console location
already established, the system uses TRITON - Web
Security on the policy source appliance by default.

= |If you are using Websense Data Security or Email Security Gateway in
conjunction with Websense Web Security Gateway, the TRITON Unified
Security Center must be installed on a Windows Server 2008 R2 64-bit
machine.

m  Generaly, the on-appliance installation of TRITON - Web Security is
intended for evaluations and small deployments. Most production sites are
advised to download the TRITON installer from mywebsense.com and install
the TRITON console on a separate Windows server.

If you are moving from using an off-appliance TRITON - Web Security instance
to using the on-appliance instance, make sure you have backed up your original
TRITON console. Then expand | mport Configuration and browse to the
location of your backup file.

This alows you to move much of your existing configuration and policy
information to the appliance, rather than having to recreate your settings.

As aways, be sureto verify the configuration in the new TRITON console, as
some settings may not be preserved during migration.

Click OK to save and apply your changes.

What is a policy source?

Every Websense Web Security deployment must include a single policy source. This
isan appliance or other server that hosts 2 components. Websense Policy Broker and
Websense Policy Database. All other Websense appliances or other servers point to
this machine and receive regular updates from it. This appliance (or other server) is
called the policy source.

L 4

When aWeb Security only appliance (or Web Security Gateway only appliance) is
configured as a policy source, al available Web Security components run on that
appliance, including.

s Filtering Service
m  Policy Database
= Policy Broker
n  Policy Server
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s User Service

= Directory Agent (required only for hybrid service)
m  State Server (optional)

= Multiplexer (optional)

= Usage Monitor

= Control Service

m  TRITON - Web Security (optional)

* Reports Information Service
* Investigative Reports Schedul er
* Manager Web Server
* Reporting Web Server
» Centra Access
* Unified Security Center
*  Settings Database
»  Websense Content Gateway module (only with Web Security Gateway)
= Network Agent module (required for Web Security; optional for Web Security
Gateway)
Windows-only services, like Log Server, and optional services, like transparent
identification agents, still run on other machines.

o When apolicy source appliance runsin Web and Email Security mode (hosting
Websense Web Security Gateway and Email Security Gateway), the TRITON
services are disabled by default.

+ A non-appliance policy source isa server hosting Policy Broker. The Policy
Database is automatically created and run on the Policy Broker machine. This
machine typically also includes a Policy Server instance, and may include
additional Websense software components.

The Policy Database holds all filtering policies (including client definitions, filters,
and filter components) for al appliances and all domainsin the network. It also holds
global configuration information that applies to the entire deployment.

What if an appliance is not the policy source?

A Websense V-Series appliance that is not serving as the policy source can be
designated to run either User directory and filtering or Filtering only.

o A User directory and filtering appliance is alightweight version of the policy
source machine. It runs:
m  Policy Server
m  User Service
= Usage Monitor
n  Filtering Service
= Control Service
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= Directory Agent
»  Websense Content Gateway module (if Web Security Gateway is used)

= Network Agent module (required for Web Security; optional for Web Security
Gateway)

Having User Service and Policy Server on remote appliances means that you are
ableto abtain local network user names. Latency between User Service and
Policy Server is eliminated, because both run on the same appliance.

Whenever you make a policy change, that change isimmediately updated on the
policy source appliance. The changeis pushed out to user directory and filtering
appliances within 30 seconds.

These appliances can continue filtering for aslong as 14 daysif their connection
with the policy source machine is interrupted. So even if a network connection is
poor or islogt, filtering continues as expected.

A User directory and filtering appliance is configured to point to the full policy
source for updates.

+ A Filtering only appliance does not run Policy Server. It runsonly:
n  Filtering Service
= Control Service
»  Websense Content Gateway module (if Web Security Gateway is used)

= Network Agent module (required for Web Security; optional for Web Security
Gateway)

A Filtering only appliance is configured to point to a Policy Server. Thisworks

best when the appliance is close to the Policy server and on the same network.

These appliances require a continual connection to the centralized Policy Server,
not only to stay current, but also to continue filtering. If the connection to the
Policy Server becomes unavailable for any reason, filtering on aFiltering only
appliance can continue for up to 3 hours.

If the Policy Server machine is on aremote network, with a WAN connection, it
can be difficult to obtain user name/I P address maps for the local users.

User directory with V-Series appliances

If your organization relies on user identification or authentication, each appliance that
is running Websense User Service must be configured to talk to a user directory.
Multiple appliances can talk to the same user directory, or to different user directories.

Preparing for a hybrid configuration

In Web Security Gateway Anywhere environments, some users may befiltered by the
hybrid (SaaS) service. In this situation, an interoperability component on the
appliance called Directory Agent is required to enable user-, group-, and domain-
(OU) based filtering.

Directory Agent must be able to communicate with:

+ A supported LDAP-based directory service:
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= Windows Active Directory® (Mixed Mode)
= Windows Active Directory (Native Mode®)
»  Oracle (Sun Java™) System Directory
= Novell eDirectory

¢ Websense Sync Service

After deployment, use TRITON - Web Security to configure User Service and
Directory Agent.

o User Service configuration is performed on the Settings > General > Directory
Services page.

+ Directory Agent configuration is performed on the Settings > Hybrid
Configuration > Shared User Data page.
= You can have multiple Directory Agent instances.
=» Each Directory Agent must use a unique, non-overlapping root context.

m Each Directory Agent instance must be associated with a different Policy
Server.

= All Directory Agent instances must connect to asingle Sync Service. (A
deployment can have only one Sync Service instance.)

= You must configure the Sync Service connection manually for al
supplemental Directory Agent instances (these are the Directory Agents
running on User Directory and filtering, and Filtering only appliances).
Communication is configured automatically for the Directory Agent instance
that connects to the same Policy Server as Sync Service. Seethe TRITON -
Web Security Help for details.

You can configure Directory Agent to use a different root context than User Service,
and to processits directory data differently than User Service. Also, with Windows
Active Directory, if User Service is configured to communicate with multiple global
catalog servers, Directory Agent can communicate with all of them.

Redundancy

Internet usage filtering requires interaction between several Websense software
components:

User requests for Internet access are proxied by Content Gateway.

User requests for Internet access may also be monitored by Network Agent.
The requests are sent to Websense Filtering Service for processing.

Filtering Service communicates with Policy Server and Policy Broker to apply the
appropriate policy in response to the request.

* & o o

In some networks, additional machines may be used to deploy additional instances of
Content Gateway, Filtering Service, Network Agent, or other components. For
example, in alarge, segmented network, you may need a separate Network Agent for
each segment. Or, you might deploy the Remote Filtering Server on a separate
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compulter, to enable filtering of laptops and other computers that are outside the
organization’s network.

Check the Websense Deployment and Installation Center for component distribution
options. Contact your Websense Sales Engineer, or your authorized Websense reseller,
for assistance in planning a more complex deployment.

Install off-appliance or optional components

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.X

*

*

*

Setting up a Websense V-Series appliance involves the following tasks. Thistopic
covers Step 4.
1. Set up the appliance hardware
2. Performinitial command-line configuration
3. Configure the appliance
= Network interface configuration
= Routing configuration
m  Alerting
m  Configuring Web Security components
4. Install off-appliance or optional components
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After the appliance has been configured, install the off-appliance components you
want. Follow the links for your deployment in Installation steps for appliance-based
solutions, page 263

Note

Before deploying off-appliance components, be sureto use
Appliance Manager to configure the appliance interfaces
that you plan to use [C, P1, P2 (optional), E1, and E2
(optional)].

At sitesusing Email Security Gateway, E1 isused by
default to connect to SQL Server for reporting. If E1 does
not have avalid |P address or does not have DNS access,
then Email Security Gateway cannot resolve the SQL
Server hostname and cannot create a connection with SQL
Server. In that situation, off-box installation of the
management console is blocked. [On a V5000 G2,
substitute P1 for E1.]

Note

J If Policy Broker runs on an appliance, only on-appliance
instances of Policy Server can communicate with Policy
Broker. In this case, Policy Server cannot be installed off-
appliance. If Policy Broker isinstalled off-appliance,
however, both on-appliance and off-appliance instances of
Policy Server can communicate with it.

Note

J Additional instances of Web security filtering components
may be installed on machinesin your network to provide
additional functions or distribute processing load. For
example, you can install additional Websense Network
Agent instances on machines in your network.
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Creating a TRITON management server

Important

The appliance must be set up and configured before you
create a TRITON management server. If you have not
done so aready, complete the following procedures before
creating a TRITON management server:

o=@

& Set up the appliance hardware, page 266
+ Performinitial command-line configuration, page 270
+ Configure the appliance, page 274

The machine onwhich TRITON Unified Security Center isinstalled isreferred to as
the TRITON management server. To install TRITON management server, follow
the link in Installation steps for appliance-based solutions, page 263.

Restoring to Factory Image

Deployment and Installation Center | Web and Email Security Solutions | Version 7.7.x

Applies to:

Web Security v7.7.x

Web Security Gateway and Web Security Gateway Anywhere v7.7.x
Email Security Gateway and Email Security Gateway Anywhere v7.7.x
V10000, V10000 G2, and V5000 G2 v7.7.x

* & o

USB Image

Beginning with v7.7.3, V-Series appliances no longer ship with arecovery DVD. The
recovery imageis available to download and install from a USB flash drive. The
recovery image can be downloaded from MyWebsense. Once theimageis
downloaded, it must be burned to a USB flash drive. For instructions on how to create
the USB drive image, please see the article in the Websense Technical Library.

DVD Image

Prior to the release of v7.7.3, the V10000, V10000 G2, and V5000 G2 shipped with a
recovery DV D that can be used to restore the appliance to its factory image. This
recovery procedure should be used only if you need to roll back your installation to a
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previous version. You can use the DVD (after saving a Full configuration backup) to
re-image the appliance and then recover your custom appliance and module settings.

.\' Important

Use the original recovery DVD that came with your
appliance. If you have misplaced it, you can download a
DVD image from MyWebsense. It isimportant you use an
image that is associated with the manufacture date of your
appliance. The MyWebsense Downloads page will indicate
the appliance manufacture date appropriate for each
image.

Note that all Websense components running off the appliance must be stopped before
you reset to factory image.

1

Stop all Websense components that are running off the appliance. For example,
stop Web Security or Email Security Log Servers, Sync Service, Linking Service,
transparent 1D agents, and TRITON Unified Security Center.

If possible, back up any information you want preserved.
a. Using aWeb browser, log onto the Appliance Manager:
https://<C interface IP address>:9447/appmng/

b. Goto Administration > Backup Utility, and create a Full Configuration
backup. See online Help for assistance. Save this backup file to another
machine.

Go to the machine rack and insert the recovery disk into the appliance DVD drive.
Reboot the appliance. (An aternative isto turn off the power, and then turn it on
again.)

Watch the terminal screen closely after the reboot starts. When alist of function

keys appears at the upper right during reboot, press F11. Then select one of the
following:

= Boot from SATA Optical drive (V10000 G2)
= Boot from Embedded SATA 1 TEAC DVD-ROM DV-28SW drive (V5000 G2)
= Boot from Primary CDROM: TEAC DVD-ROM DV-28SW drive (V5000 G2R2)

When asked whether you want to continue, enter yes.

Restoring the image can take 20 minutes or more. When the DV D is gjected, be
sureto removeit from the drive.

Press any key to view the subscription agreement.

Enter yes to accept the subscription agreement, and then enter yes to begin
firstboot.

This begins the fir stboot script.

Follow the on-screen instructions at the terminal and provide the necessary
information.

See Performinitial command-line configuration for details about what
information is requested.

Deployment and Installation Center » 301


http://www.mywebsense.com

Setting Up Websense V-Series Appliances

Restore backed-up configuration

1.

Restore the backed up configuration via the Appliance Manager.

a. Using aWeb browser, log onto the Appliance Manager
https://<C interface IP address>:9447/appmng

b. GotoAdministration > Backup Utility.

c. Choose Restore.

Select Full Appliance Configuration restore mode and click Run Restore
Wizard.

In the Restore Wizard:

a. FileLocation: Select Another location (browsefor file). Then click Next.

b. Select File: Browseto the backup file (*.bak file) to select it. Then click Next.
c. Confirm: Verify backup file details and then click Restore Now.

The appliance will be rebooted automatically after the restore is complete.
Appliance and software module settings are restored.

Ensure that the appliance time and date are synchronized with other servers.
Restart the components that run off the appliance.

On occasion, amanual download of the Websense Web Security Master Database
should beinitiated after arecovery. Do thisin the TRITON Unified Security
Center (Web Security module) if you receive awarning message about the Master
Database.
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Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Applies to: In this topic:

& Data Security, v7.7.X + Deployment, page 304
+ Installation, page 306

Data Security is a comprehensive data loss prevention (DLP) system that discovers,
monitors, and protects your critical information holdings, whether that datais stored
on your servers, currently in use or located in off-network endpoints. Data Security
protects against data loss by quickly analyzing data and enforcing customized policies
automatically, whether users are on the network or offline. Administrators manage
who can send what information, where, and how. Data Security can also work as apart
of Websense TRITON Enterprise to protect the whole of your enterprise.

The basic components of Websense Data Security are:

The Data Security Management Server
Optional Data Security servers

The protector

Agents

Endpoints

* 6 6 o o

The Data Security Management Server, which resides on the TRITON management
server, isthe core of the system, providing complete data loss prevention analysis to
the network. In addition, the Data Security Management Server gathers and stores all
management statistics. For load balancing purposes, analysis can be shared among a
number of Data Security servers. The protector can provide added blocking
capabilities to the loss-prevention system.

Optionaly, the protector works in tandem with the Data Security Management Server.
The Data Security Management Server performs discovery (performed by Crawler)
and provides advanced analysis capabilities. The protector sitsin the network,
intercepts and analyzes traffic, and can either monitor or block traffic as needed. The
protector supports analysisof SMTP, HTTR, FTP, Generic Text and IM traffic (chat
and file transfer). The protector is aso an integration point for third-party solutions
that support ICAP.
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The protector fitsinto your existing network with minimum configuration and
necessitates no network infrastructure changes.

Websense Data Security agents are also an integral part of the system. These agents
areinstalled on the relevant servers (the ISA agent on the Microsoft 1SA server,
printer agent on the print server, etc.) to enable Data Security to access the data
necessary to analyze the traffic from these servers. Agents, such asthe Data Endpoint,
enable administrators to analyze content within a user’s working environment (PC,
laptop, etc.) and block or monitor policy breaches.

Deployment

A basic deployment might have just one management server and one protector. The
protector includes several agents, including SMTP, HTTP, FTP, IM, and ICAP. The
servers are easily configurable to simply monitor or monitor and protect sensitive
data. It isideal for small to medium businesses with asingle Internet egress point. The
following illustration is a high-level diagram of a basic deployment of Data Security.
Such adeployment is ideal for a smaller- to medium-sized organization with asingle
Internet egress point. Note that thisillustration isintended to show the general
distribution of components and does not include network details (such as segmenting,
internal firewalls, routing, switching, and so forth).

Users

Web

TRITON management server Protector Firewall

Includes: ) (Linux soft appliance)

TRITON — Dalta Security Palicy Engine

Policy Engine Fingerprint Repository i

R - Monitor: — — —
Forensics Repository ICAP Server .
Endpoint Server Protact:

Fingerprint Repository
Crawler
SMTP Agent {optional}
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Thefollowing illustration is a high-level diagram of alarger deployment of Data

Security.
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This shows the extended capabilities of Data Security incorporated into a more
complex network environment. It shows an extra Data Security server and several
additional agents deployed for businesses with larger transaction volumes and
numbers of users. Such a deployment is suited for large organizations with multiple
Internet egress points distributed over multiple geographical locations. Very large
deployments can have multiple Data Security servers and protectors.

For diagrams of the most common customer deployments, see Most common

deployments, page 112.

Before you deploy your Data Security system, it isimportant to analyze your existing
resources and define how security should be implemented to optimally benefit your

specific organization. Plan your deployment by:

Deciding what data to protect, page 103

Determining where your confidential data resides, page 105
Determining your information flow, page 106

Defining the business owners for the data, page 106
Deciding who will manage incidents, page 107

Planning access control, page 107

Analyzing network structure, page 108

Planning network resources, page 109

Planning a phased approach, page 121
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For additional deployment information, see:
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+ Integrating Data Security with Existing Infrastructure, page 125
¢ Scaling Data Security, page 157

Installation

For best practice, before installing Websense Data Security, you should obtain and
install Microsoft SQL Server (Obtaining Microsoft SQL Server, page 21) and read the
considerations described in Preparing for installation, page 14.

Data Security installation involves 3 basic steps.

1. Installing TRITON Unified Security Center, page 181

Thisincludes the TRITON infrastructure and TRITON Console. When you reach
the I nstallation Type screen of the Websense installer, select Data Security
(under TRITON Unified Security Center). Note that you can install the other
modules if you want, but TRITON - Data Security is the only one necessary for a
Data Security deployment.

2. Installing TRITON - Data Security, page 187. You are automatically prompted to
do thiswhen you install the TRITON Unified Security Center with Data Security
selected.

Thisincludes the Data Security Management Server—a policy engine, crawler,
fingerprint repository, and when applicable, an SMTP agent, and endpoint server.

3. Installing Data Security components, page 413. If desired, you can install one or
more optional components for monitoring things like print servers, ISA/ITMG
servers, endpoint machines. You can aso install extra Data Security servers and
crawlersfor system scaling.

Websense Data Security supports installations over Virtual Machines (VM), but
Microsoft SQL Server must be present to support the incident and policy database.
See Installing Data Security on a virtual machine, page 306 for details.

Installing Data Security on a virtual machine

Deployment and Installation Center | Data Security Solutions | Version 7.7.x

Websense Data Security supports installations over Virtual Machines (VM), but
Microsoft SQL Server must be present to support the incident and policy database.
See System requirements for this version, page 2, for supported versions of SQL
Server. If you are performing a clean install of Websense Data Security, SQL Server
2008 R2 Expressisincluded.

If you have a subscription to Websense Web Security Gateway Anywhere, you should
install the TRITON Management Server with both the TRITON - Web Security and
TRITON - Data Security modules on the same VM.
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