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e For information about Risk Adaptive Protection configuration, see
Forcepoint DLP Administrator Help

e For information about Forcepoint Dynamic Data Protection

deployment, see Forcepoint Dynamic Data Protection Getting
Started Guide.

Forcepoint Risk Adaptive Protection User Manager Tool

Introduction

Forcepoint Risk Adaptive Protection User Manager is an external tool which is
designed to add or remove DLP users to or from the Risk Adaptive Protection system.

Forcepoint DLP users and groups are not designated Risk Adaptive Protection users
by default. The Data Security administrator must manually add users or groups to the
Risk Adaptive Protection Users List using the Risk Adaptive Protection User Manager
tool.

Download and setup

1. Download the Forcepoint Risk Adaptive Protection User Manager tool from
the Forcepoint Downloads page in your My Account portal to your local
machine.

2. Extract the zip file and double-click RAPUserManager.exe.
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Login screen

On the Login screen, fill the following fields and click OK.
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Risk Adaptive Protection Tool

Authentication type: SQL Authentication -
Hostname/IP address: 10.0.153.50

Password:

Authentication Type: From the drop-down list, choose SQL Authentication or
Windows Authentication.

SQL Authentication: Use the DLP database user name and password as credentials.

Windows Authentication: The login credentials of the currently logged in user
automatically appear.

Hostname/IP Address: Enter the hostname or IP address of the SQL server used by
the Forcepoint DLP product. The default SQL server port is 1433. Use of a hostname
requires that the local name-resolution service has been properly defined by the
system administrator.

Note

If you need to use a port number, you can add it to the IP
address field separated by a comma. Example:
10.0.153.5,90.

Using the Forcepoint Risk Adaptive Protection User Manager

If you add new users to Forcepoint DLP (group or user directory) while the Risk
Adaptive Protection User Manager tool is open, click Refresh to populate these users
in the Groups and Users tabs.

Click Close to close the Risk Adaptive Protection User Manager tool.
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Users can be added to the Risk Adaptive Protection Users List from either the
Groups tab or the Users tab.

Users tab

For the Users tab, the Risk Adaptive Protection User Manager tool provides two User
Interface (UI) options. The tool automatically “switches” between the Ul options
based on a configurable threshold.

When the number of DLP users is less than the threshold, the Users tab shows a list
with all users in the database.

When the number of DLP users exceeds the threshold, the Ul switches into the large
DLP number mode and does not show the entire list of users. Instead the Search
option is used to search the DLP database for user names.

To set the threshold value in the configuration parameters, open the
RapUserManager.exe.config file in Notepad and change the MaxNumberOfRapUsers
and MaxNumberOfSupportedUsersUI values.

Adding users to the Risk Adaptive Protection Users List

Use the following instructions when the number of users is less than the threshold set
in the configuration parameters or a list of users is shown on the left pane.

Add the users to the Risk Adaptive Protection Users List in one of two ways:

m  Seclect desired user names in the DLP Users list and click Add Selected. The
users are removed from the DLP list and added to the Risk Adaptive
Protection Users List. You can use CTR or Shift keys for multiple selections.

A Search box allows you to search for specific user names.
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Risk Adaptive Protection Users List

To add all users from the DLP Users list to the Risk Adaptive Protection
Users List:

a. Click Add AllL
b. Click Yes on the confirmation dialog.

All users are removed from the DLP list and added to the Risk Adaptive
Protection Users List.

Removing users from the Risk Adaptive Protection Users List

Use the following instructions when the number of users is less than the threshold set
in the configuration parameters or a list of users is shown in the Risk Adaptive
Protection Users List.

Remove the users from the Risk Adaptive Protection User List in one of two ways:

Select the desired user names and click Remove Selected. The users are
removed from the Risk Adaptive Protection Users List and added to the DLP
list. You can use CTR or Shift keys for multiple selections.

A Search box allows you to search for specific user names.
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m To remove all users from the Risk Adaptive Protection Users List:
a. Click Remove All
b. Click Yes on the confirmation dialog.

All users are removed from the Risk Adaptive Protection Users List.

Adding large numbers of users to the Risk Adaptive Protection Users
List

Use the following instructions when the number of users in the list exceeds the
threshold set in the configuration parameters. You can see a message in the Users tab:

More than <x> users found. Use Search to narrow the list.

To bring the users to the DLP list, you need to search for them:
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Add the users to the Risk Adaptive Protection Users List in one of two ways:

m  Select the desired user names in the DLP Users list and click Add Selected.
The users are removed from the DLP list and added to the Risk Adaptive
Protection Users List. You can use CTR or Shift keys for multiple selections.

A Search box allows you to search for specific user names.

m  To add all users from the DLP Users list to the Risk Adaptive Protection
Users List:

a. Click Add All
b. Click Yes on the confirmation dialog.

All users are removed from the DLP list and added to the Risk Adaptive
Protection Users List. This process may take some time, depending on the
number of users in the database.

Removing large numbers of users from the Risk Adaptive Protection
Users List

Use the following instructions when the number of users in the list exceeds the
threshold set in the configuration parameters. You can see a message in the Risk
Adaptive Protection Users List pane:

More than <x> users found. Use Search to narrow the list.

Type the keyword in the Search box and click the Search icon. The list of users
matching the keyword is shown in the Risk Adaptive Protection Users List pane.
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Remove the users from the Risk Adaptive Protection Users List in one of two ways:

m  Seclect the desired user names and click Remove Selected. The users are
removed from the Risk Adaptive Protection Users List and added to the DLP
list. You can use CTR or Shift keys for multiple selections.

A Search box allows you to search for specific user names.

m  To remove all users from the Risk Adaptive Protection Users List:
a. Click Remove All
b. Click Yes on the confirmation dialog.

All users are removed from the Risk Adaptive Protection Users List. This
process may take some time, depending on the number of users in the
database.

Groups tab

Adding users from a specific group to the Risk Adaptive Protection
Users List

To add users from a specific group to the Risk Adaptive Protection Users List:

m Select the Groups tab. A list of groups appears in the left pane.
m Select a desired group and click Add Group’s Users.

m  Click Yes on the confirmation dialog. All users from the group are added to
the Risk Adaptive Protection Users List.
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Use the Search box to find a specific group.
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Removing users from the Risk Adaptive Protection Users List

Remove users from the Risk Adaptive Protection Users List in one of three ways:

m  From the left pane, select the desired group and click Remove Group’s

Users. All users from the group are removed from the Risk Adaptive
Protection Users List.

From the right pane, select the desired user names and click Remove
Selected.

From the right pane, click Remove All to remove all users from the Risk
Adaptive Protection Users List.
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