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Use the Release Notes to find information about what’s new and improved in Forcepoint DLP
version 8.7.2.
® New in Forcepoint DLP, page 3

m  Fingerprint classifier support on DLP Cloud Proxy service, page 3

m  New and updated policies and classifiers, page 3
For installation or upgrade instructions, see:

e [nstallation and Upgrade, page 4
e Forcepoint DLP Installation Guide (PDF)
e Forcepoint DLP Upgrade Guide (PDF)

Summary of new and changed features

Feature Short description
Fingerprint classifier support on DLP DLP Cloud Proxy now supports
Cloud Proxy service fingerprint data classification for

sanctioned cloud applications. This
includes protection for both structured and
unstructured data, with automatically
published updates.

Turkish PII rules and classifiers New classifiers and Personally
Identifiable Information (PII) rules for
Turkish passport and phone numbers.

CentOS 7.8 upgrade Protector appliance operating system
upgraded to CentOS 7.8

Support for LDAP signing Provides increased security for Active
Directory domain controllers.

Microsoft Information Protection label Detection of Microsoft Information

detection Protection classification labels on files

protected by Microsoft RMS.
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https://www.websense.com/content/support/library/data/v872/install/install_dlp.pdf
https://www.websense.com/content/support/library/data/v872/upgrade/upgrade_guide.pdf

Feature and platform support deprecation

Feature

Short description

Data discovery for Box using on-premises
crawlers

Data discovery for Box using on-premises
data crawlers is no longer supported.

From Forcepoint DLP 8.7.2 onwards, data
discovery for Box is only supported in the
cloud and requires a DLP Cloud
Applications license. Support for scanning
of both SharePoint Online and Exchange
Online using DLP secondary servers
continues.

Mobile Agent

Mobile Agent for on-premises Exchange
ActiveSync is no longer supported.

Microsoft Active Directory Rights
Management Services decryption

Forcepoint DLP 8.7.2 is the last release to
support on-premises Active Directory
Rights Management Services (AD RMS).
In future releases, only Azure Rights
Management (Azure RMS) will be
supported.
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Fingerprint classifier support on DLP Cloud Proxy service

Seamless cloud data security

Forcepoint DLP 8.7.2 adds support for both structured and unstructured fingerprinting to the DLP
Cloud Proxy service, which is the combination of Forcepoint CASB Gateway and cloud Data
Protection Service. In Forcepoint DLP 8.7.1, the integration with Forcepoint CASB was added, to
provide real-time DLP enforcement for uploads and downloads to and from sanctioned cloud
applications. Now, the full set of DLP data classifier types are available to customers with both
Forcepoint DLP Cloud Applications and either Forcepoint CASB Suite or Forcepoint CASB
Single Application licenses.

Data fingerprinting is a unique feature, providing secure (no sensitive data is stored in the cloud),
high performance, and very accurate data protection for business documents (unstructured) and
database records (structured). Forcepoint DLP fingerprint classifiers are automatically updated
and pushed to the DLP Cloud Proxy service, without any manual steps or policy changes.

Note

For customers already using fingerprint classifiers, a one-
time manual procedure is required after upgrading to
Forcepoint DLP 8.7.2. See the knowledge base article on
this topic for details.

New and updated policies and classifiers

New rules and classifiers have been added to the Turkey PII policy (DLP and Discovery):
e Turkey PII: Passport Number (Wide)

e Turkey PII: Passport Number (Default)

e Turkey PII: Phone Number (Wide)

e Turkey PII: Phone Number (Default)
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https://support.forcepoint.com/KBArticle?id=000018651

Installation and Upgrade
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For installation or upgrade instructions, see:

e Forcepoint DLP Installation Guide (PDF)
e Forcepoint DLP Upgrade Guide (PDF)

Operating system and hardware requirements

For the operating system and hardware requirements of Forcepoint DLP modules, see the
Deployment and Installation Center.

New installation

For a step-by step guide to installing Forcepoint DLP, see the Forcepoint DLP Installation Guide..

Before you begin, open the Windows Control Panel and verify that the “Current language for non-
Unicode programs” (in the Administrative tab of the Region and Language settings) is set to
English. After installation, you can change it back to the original language.

The v8.7.2 Forcepoint DLP installer also installs Forcepoint Security Manager version 8.5.6,
Forcepoint Email Security version 8.5.4, and Forcepoint Web Security version 8.5.4.

Upgrading Forcepoint DLP

Your data security product must be at version 8.5.0 or higher to upgrade to Forcepoint DLP v8.7.2.
If you have an earlier version, there are interim steps to perform. See Upgrading to Forcepoint
DLP v8.7.2.

Supported operating systems

See the Certified Product Matrix for information about all supported platforms, including
supported browsers.
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http://www.websense.com/content/support/library/deployctr/v85/dic_sys_req.aspx
http://www.websense.com/content/support/library/data/v872/install/install_dlp.pdf
https://www.websense.com/content/support/library/data/v872/upgrade/upgrade_guide.pdf
https://www.websense.com/content/support/library/data/v872/upgrade/upgrade_guide.pdf
https://www.websense.com/content/support/library/data/v872/install/install_dlp.pdf
https://www.websense.com/content/support/library/data/v872/upgrade/dlp_upgrade_process.pdf
https://support.forcepoint.com/KBArticle?id=Data-Solutions-Certified-Product-Matrix

Resolved and Known Issues for Forcepoint
DLP
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A list of resolved and known issues in this release is available to Forcepoint DLP customers.

If you are not currently logged in to the Forcepoint support website, clicking the link brings up a
My Account login prompt. Log in to view the list.
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