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Version 8.0.1 of Websense TRITON AP-DATA is a maintenance release that resolves
several customer issues and offers a few new features, such as:

& Policy and classifier changes, page 2
& New SIEM syslog output, page 2

For information about TRITON AP-ENDPOINT DLP (formerly data endpoint)
changes, refer to the TRITON AP-ENDPOINT Release Notes.
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Websense® TRITON® AP-DATA v8.0.1
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What's new in v8.0.1

Policy and classifier changes

In this release, several changes were made to improve the efficacy of predefined
policies and classifiers:

SSN classifiers have a deeper context awareness

New IBAN policies and extended support for additional countries and territories
Norwegian Personal Numbers can be masked

Additional rules in Suspected Mail to Self policy

New Deep Web URLs policies
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New SIEM syslog output

Additional fields have been added to incident syslog messages sent to SIEM tools
using HP ArcSight CEF format. The new fields are listed below:

severityType=MEDIUM sourceHost=MNG ENDPOINT 1
productVersion=8.0 maxMatches=6 timeStamp=2015-03-11
16:33:48.333 destinationHosts=ACCOUNTS.GOOGLE.COM,10.0.17.2
apVersion=8.0

where:

severity Type = incident severity (low, medium, high)
sourceHost = hostname or IP address of incident source
productVersion = version number of TRITON AP-DATA product (e.g., 8.0)

maxMatches = maximum number of violations triggered by any given rule in the
incident.

o timeStamp = date and time of incident (e.g., 2015-04-30 16:33:48.333)

¢ destinationHosts = hostnames, IP addresses, or URLs of incident destinations

L 2
L 2
L 2
*

& apVersion = AP-DATA version number

See the Data Security Manager Help for more information.
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Requirements
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Operating system support

For the operating system requirements of TRITON AP-DATA modules see the
Deployment and Installation Center in the Websense Technical Library, and click
Data.

Hardware requirements

See the Deployment and Installation Center in the Websense Technical Library for
TRITON AP-DATA hardware requirements. Requirements are listed for each
TRITON AP-DATA module.

Backward compatibility

As described in the sections below, TRITON AP-DATA v8.0.1 can support older
supplemental servers, agents, and endpoints.

You must upgrade other TRITON AP-DATA components to v8.0.1 however.

Supplemental servers

The TRITON management server v8.0.1 is fully compatible with Data Security
supplemental servers v7.7.x and later.

Agents

Starting with v8.0, TRITON AP-DATA no longer supports the SMTP, ISA, and printer
agents, new or existing.

The FCI, TMG, and mobile agents must be at v8.0.1 to work with v8.0.1 of the
management server.

Crawlers and protectors can be running version 7.7.x or later.
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Endpoint

TRITON AP-DATA v8.0.1 can support older endpoint versions if you upgrade your
management server rather than un-install and re-install it from scratch.

Version 7.7.x and 7.8.x endpoints are fully compatible with the v8.0.1 management
server. They can accept new policies, classifiers, profiles, incidents, fingerprint
updates, and status notifications. To take advantage of new features, however, they
must be upgraded to v8.0.1.

Version 8.0.1 does not support v7.6.x endpoints or earlier.

Websense Content Gateway

Websense Content Gateway includes an on-board DLP policy engine. Content
Gateway must be at v7.8.2 or later to work with TRITON AP-DATA v8.0.1.

Email Security Gateway

Email Security Gateway includes an on-board DLP policy engine. Content Gateway
must be at v7.8.2 or later to work with TRITON AP-DATA v8.0.1.

Installation and Upgrade
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Important

Prior to starting an installation or upgrade process, make
sure that the TRITON service account’s password does not
contain any of the following special characters.
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Read this KB article for instructions on updating the
service account password.

New installation

A step-by-step guide to installing TRITON AP-DATA can be found here:
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o Installing TRITON AP-DATA v8.0.x

Before you begin, open Windows Control Panel and verify that the “Current language
for non-Unicode programs” in the Administrative tab of the Region and Language

settings is set to English. After the installation, you can change it back to the original
language.

Upgrading TRITON AP-DATA

You can upgrade to Websense TRITON AP-DATA v8.0.1 directly from v7.8.x. If you
have an earlier version, however, there are interim steps to perform. These are shown

in the table below.
Yourcurrent | Step 1 Step 2 Step 3 Step 4
version
7.1x Migrate to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0.1
7.5x Migrate to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0.1
7.6.x Upgrade to 7.7.2 Upgrade to 7.8.4 Upgrade to 8.0.1
7.7x Upgrade to 7.8.4 Upgrade to 8.0.1 none
7.8.x Upgrade to 8.0.1 none none
8.0.0 Upgrade to 8.0.1 none none

Step-by-step guides to upgrading your Data Security installation can be found here:
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Upgrading to TRITON AP-DATA v8.0.x from v7.8.x

Upgrading from v7.7 to 7.8

Upgrading from v7.6.x to 7.8.x

Migrating from v7.5.x to 7.8.x

Version 8.0.1 » 5


http://www.websense.com/content/support/library/data/v80/upgrade/dss_upgrade_78x_to_80x.pdf
http://www.websense.com/content/support/library/data/v80/install/install_dss.pdf
http://www.websense.com/content/support/library/data/v78/upgrade/dss_upgrade_77_to_78.pdf
http://www.websense.com/content/support/library/data/v78/upgrade/dss_upgrade_76_to_78.pdf
http://www.websense.com/content/support/library/data/v78/upgrade/dss_upgrade_75_to_78.pdf

Resolved and known issues
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A list of resolved and known issues is available in the Websense Technical Library.
You must log on to MyWebsense to view the list.
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