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Version 7.7 is a major release of Websense Data Security offering several powerful 
new features such as:

 Machine learning

 Cumulative incident memory

 Incident management via email

 Data theft protection

 Geo-location enforcement

 Image analysis

 Linux endpoint discovery

 Custom logos and disclaimers for reports

 Use of fingerprinting classifiers in other networks

 Targeted user directory groups

Applies To: Websense Data Security v7.7
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 Simplified set up

 Failover protection

 Performance enhancements

 Reporting enhancements

 Policy and classifier enhancements

Version 7.7 also includes important new features that were introduced in Data 
Security v7.6.2 and 7.6.3.

Key features in v7.6.2: 

 Binary fingerprints - ignored sections

 Improvements to incident management

 More incident statuses and flags

 Enhancements to Search and Filter functions

 Improved support for importing and exporting CSV files

 Simplified domain exclusion

 Support for negative weight in dictionary classifiers

 64-bit database fingerprinting

 Support for double-bye characters

Key features in v7.6.3:

 Data loss prevention for mobile devices

 IBM Lotus Domino fingerprinting and discovery

 Enhancements to endpoints and reporting

 Support for Linux remediation scripts

For details on v7.6.3 features, refer to the v7.6.3 Release Notes. 

To download v7.7, visit the Data Security Product Support page, and click Get 
Product in the Downloads and Hotfixes box. 

Refer to the Deployment and Installation Center for instructions on installing and 
deploying Websense Data Security v7.7 in your network. Refer to the Upgrade Center 
for instructions on upgrading to v7.7 from a previous version of Websense Data 
Security.

What’s new in v7.7

Machine learning

In v7.7, Data Security can learn from sample data and then identify similar content in 
traffic or on network and endpoint machines. This capability is based on a new 
machine learning classifier where you provide examples of the content that you want 
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to protect. The examples are called training sets because they “educate” the system. 
The better the training sets, the more accurate the learning.

Machine learning can protect “zero-day” documents,” that is, documents that were 
created independently from the samples provided to the system. It can also classify a 
larger amount of data than fingerprinting (a few hundred GB), assuming the data 
shares the same semantic characteristics. 

You can also download a machine learning report that includes details of machine 
learning processes. 

To access this function, select Main > Policy Management > Content Classifiers > 
Machine Learning.

Cumulative incident memory

In v7.7, you can choose whether to create an incident every time a condition is 
matched or to have the system remembers users’ breaches over time and create 
incidents when a threshold is met. This capability extends the concept of threshold to 
hold-over transactions, provides an effective tool for monitoring suspicious user 
behavior and machines, and allows creation of escalation policies. 

To use this option, you can add cumulative rules to policies or modify existing rules to 
make them cumulative. Navigate to the Severity & Action page of the policy wizard 
after clicking New or Edit on the manage policies page.

You can also define whether to count all matches, unique matches, or transactions. 
Matches and transactions are counted individually for each source, such as user name 
or IP address. The system counts unique matches by default.

Incident management via email

Starting with v7.7, administrators no longer need to log onto the TRITON Console to 
assign, ignore, escalate, release, and perform other workflow operations on incidents. 
If desired, they can perform workflow operations immediately upon learning a breach 
was detected by clicking links in the notification message they receive.

To include workflow options in notification messages, select Main > Resources > 
Notifications, then on the Notification Body tab, select Include links so that 
recipients can perform operations on the incident. The notification template now 
has predefined default values for the Subject and Body. 

Administrators can perform only the operations they have permission to perform from 
their role assignment. 

Plain text notifications do not show links.

To use this feature, you must configure the incoming mail server to receive workflow 
requests. 
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Data theft protection

To prevent data theft, Data Security can now detect malware and advanced persistent 
threats (APT) that have entered your organization. This new feature works by 
identifying the typical types of data that malicious users target (such as password 
databases) and the mechanisms they typically use to transport the data over the Web 
(such as proprietary encryption and known malicious file structures).

Data Security can also detect suspicious behavior, such as numerous posts to 
uncategorized sites within a given time period or when a large volume of data is 
posted to a Web site in a given period. You can choose the level of sensitivity (wide, 
narrow, or default) for the malware rules to be applied.

To use malware detection, enable the Data Theft attribute for Web DLP policies. 
(Main > Policy Management > DLP Policies > Web DLP)

To monitor your system security, you can generate statistical reports based on 
malware incidents.

Geo-location enforcement

Data Security has enhanced its geographical location feature for Web DLP. In v7.6.3, 
for every Web DLP incident created, Data Security reports on the geographic location 
where it occurred. New in version 7.7 is the ability to enforce a policy based on the 
destination country. This means you can specify countries as Web destinations, and 
block users from uploading data to Web sites that are hosted in these countries. 

Enforcement by geographical location is currently limited to identifying the 
geographical location by country based on the IP address. It cannot identify locations 
by cities or regions. It works for both network and endpoint machines.

To use this feature, you can do one of 2 things:

 Add the geographical locations of concern to a rule’s Destination page. Select 
Main > Policy Management > DLP Policies > Create Custom Policy, then on 
the Destination page, click Edit under Web and select Countries in the Display 
field.

 Add geographical locations to a business unit (Main > Policy Management > 
Resources > Business Units), and then add the business unit to the rule.

Image analysis

Data Security can now analyze images for both graphical and textual content. 

Graphical content 

The image analysis engine in Data Security has been improved so that it more 
accurately detects images that may contain adult or other inappropriate content.

To enable image detection, enable the Questionable Images attribute for email and/or 
mobile DLP policies. (Main > Policy Management > DLP Policies)
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Textual content

Data Security has now integrated OCR (Optical Character Recognition) technology 
into its policy engine so you can be protected against data loss through an image file. 
OCR technology detects and analyzes text inside image files such as PDFs, .jpgs, and 
.tiffs, whether they are in an email attachment, Web post, or other event. If sensitive 
content is detected within the image file, the system can block it or notify 
administrators as usual. Files can also be analyzed for textual content during 
discovery. 

OCR analysis is not performed on endpoints, however.

To enable OCR analysis:

1. Install a supplemental Data Security server. An OCR server is included in 
supplemental Data Security server installations but not on the management server.

2. In TRITON - Data Security, select Settings > Deployment > System Modules.

3. Edit each policy engine that will receive traffic to be analyzed, such as the 
protector, appliance, or supplemental servers.

4. Select Enable OCR and indicate which OCR server (supplemental Data Security 
server) to use when analyzing images for textual content. 

Linux endpoint discovery

You can now perform discovery on Linux as well as Windows endpoints.

Custom logos and disclaimers for reports

You can now add a custom logo to the top of reports or a custom disclaimer to the 
bottom. Supported file types for a logo include .bmp, .gif, .jpg, and .png. Disclaimers 
can be 2 lines, each up to 150 characters. Disclaimers appear on every page in the 
report.

To configure this option, select Settings > General > System > Reporting.

Use of fingerprinting classifiers in other networks

A new function in v7.7 lets you export fingerprint classifiers from one system and 
import them into another so you can reuse the classifiers in another network. The 
export function is offered when you create a new fingerprinting classifier. The import 
function is offered as a menu bar button on the fingerprinting classifier main page. 

Targeted user directory groups

You can now add and manage custom groups of user directory entries. This option is 
useful for targeting precise user directory attributes and compound conditions. You 
create groups by filtering the user directory with advanced LDAP queries. The group 
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is in effect a view into the user directory; however, it does not modify the user 
directory in any way. 

To create a group, select Main > Policy Management > Resources > Custom User 
Directory Groups. 

To use the group in a policy, add it to a business unit (Main > Policy Management > 
Resources > Business Units), and then add the business unit as a rule’s source or 
destination.

Simplified set up

It is easier in v7.7 to configure the Data Security Management Server to communicate 
with external Websense machines, such as a Content Gateway appliance, printer 
agent, or ISA/TMG agent. There are fewer ports to leave open, the ports are in a 
consecutive range now, and you can change the location of this range.

By default, ports 17500-17514 are used for communication between the management 
server and other Websense machines and agents. The starting location of the range 
(17500) is configurable. This range should be left open. 

Failover protection

Data Security and all TRITON security modules now support a Microsoft high-
availability SQL Server cluster solution. Clustering provides continuous access to a 
group of servers and databases, thereby minimizing data loss in the event of hardware 
or system failure. Clustering also enables the management server to quickly recover 
from loss.

In Websense deployments, SQL Server houses the Data Security Incident and 
Configuration Database, Web Security Log Database, and Email Security Log 
Database. The database can be on the TRITON management server or on a remote 
machine.

Performance enhancements

Enhancements have been made to improve the general performance of Data Security. 
This includes:

 Improved networking and crawler performance.

 Optimized resource resolver for large user directories.

Reporting enhancements

 You can now choose which default source or destination detail to display: the user 
name or full name.

 A new option lets you link a photo to a user. Its image displays as a thumbnail in 
an incident's forensics. 
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Policy and classifier enhancements

Several additions and modifications were made to Data Security’s predefined policies 
and classifiers.

For example, you can now select the sensitivity of regulatory and compliance rules for 
Web, email, and mobile DLP policies. There are 3 sensitivity levels to select from: 
Default, Narrow, and Wide.

In addition, the following policies and classifiers were added or modified:

 A Russia Federal Act policy was added to help regulate activities related to 
processing personal data in the Russian Federation.

 Policies for promoting compliance with the following U.S. states’ privacy 
regulations were added: 

 Hawaii SB-2290

 Idaho SB-1374

 Oklahoma HB-2357

 Rhode Island HB-6191

 Employee Compensation

 Kansas SB-196

 Louisiana SB-205

 Maine LD-1671

 Montana HB-732

 New Hampshire HB-1660

 Several new classifiers were added to detect the following types of information: 

 Vehicle identification numbers

 Generic encrypted files

 SAM files

 Canada driver’s license numbers

 Netherlands driver’s license numbers

 Netherlands passport numbers

 ICD9 health care codes

 Turkish tax IDs

 Contact information

 ActionScript source code

 Corporate financial information

 401(k) and 403(b) forms

 Employee compensation 

 The following classifiers were improved to enhance their accuracy and coverage: 

 Malicious concealment

 NHS numbers
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 ITAR/EAR classifiers for detection of nuclear technologies, military 
technology, aerospace technologies, chemicals and toxins, and encryption 
technologies

 Slovak and Czech birth numbers

 The proximity classifier was modified to support multiple words and regular 
expressions. 

Requirements
Topic 42503 / Updated: 29-Jun-2012

Operating system requirements

In v7.7, the TRITON management server no longer supports Windows 2003. The 
TRITON console runs on Windows Server 2008 R2 64-bit (Standard and Enterprise). 
If only the TRITON - Web Security module is being used, the TRITON management 
server can also be hosted on a V-Series appliance.

For the operating system requirements of other Data Security modules see the  
Deployment and Installation Center in the Websense Technical Library, and click 
Data Security.

Hardware requirements

See the Deployment and Installation Center in the Websense Technical Library for 
Data Security hardware requirements. Requirements are listed for each Data Security 
module.

Backward compatibility

Endpoint

Data Security v7.7 can support older endpoint versions if you upgrade your 
management server rather than uninstall and re-install it from scratch. The following 
table shows the level of compatibility that this version supports.

Although machines with older endpoint versions cannot use policies from v7.7 until 
they are upgraded, the policies on older endpoints can be put in monitoring-only mode 
for the interim. 

Applies To: Websense Data Security 7.7
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To take advantage of the v7.7 features, you should upgrade your endpoints to v7.7 as 
soon as possible.

Websense Content Gateway

Websense Content Gateway includes an on-board Data Security policy engine. 

Content Gateway versions prior to v7.7 are not compatible with Websense Data 
Security v7.7. Content Gateway versions 7.6.x are compatible only with Data Security 
versions 7.6.x.

Installation and Upgrade
Topic 42504 / Updated: 29-Jun-2012

New installation

This section describes where to get instructions for the following:

 Installing the management server

 Installing the protector or mobile agent

 Installing Data Security agents and supplemental servers

 Installing Data Endpoint

Installing the management server

The Data Security Management Server is installed on the TRITON management 
server using a unified installer. 

Installation instructions are located in the Websense Technical Library on the 
Websense.com support site.

Endpoint 
version

TRITON 
manager 
version

Accept 
new 
policy

Accept 
new 
profile

Accept 
new 
incidents

Accept 
finger-
print 
updates

Accept 
status 
notific-
ations

7.1 7.7 No No Yes No Yes

7.5 7.7 No No Yes No Yes

7.6 7.7 No No Yes No Yes

Applies To: Websense Data Security 7.7
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Installing Data Security agents and supplemental servers

Data Security agents are installed on the machines hosting the relevant server 
software. For example, the TMG agent is installed on the Microsoft TMG server. 

For instructions on installing Data Security agents and supplemental servers, refer to 
the Websense Technical Library.

Starting with v7.7, third-party software from Abbyy is automatically installed on Data 
Security servers and the printer agent. This software enables textual image analysis 
using optical character recognition. 

Installing the protector or mobile agent

Refer to the Websense Technical Library for instructions on installing the protector or 
mobile agent from scratch.

If you are an early access program participant, do not include an exclamation point “!” 
in the password for the 'admin' or 'root' accounts. These cause the wizard to fail.

Installing Data Endpoint                                                                                                                                 

If you are new to Data Endpoint, follow the instructions in the Websense Technical 
Library to create and install an endpoint package. These are located in the Websense 
Technical Library on the Websense.com Support site.

Note that the Data Endpoint email channel (Outlook control) is not operational for the 
early access program. Do not test data loss through email. 

Upgrading Data Security

This section includes instructions on:

 Upgrading the management server

 Upgrading agents and supplemental servers

 Upgrading the protector or mobile agent

 Upgrading endpoint clients

For best practice, be sure to back up the system before performing an upgrade. 

Note
When you upgrade a Data Security server or protector, it 
takes time for it to download the information necessary for 
resolving source and destination resources such as people, 
computers, and printers. To avoid inaccurate analysis, 
Websense recommends you wait 30 minutes before 
routing traffic through the new system after an upgrade.
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Before you begin

 The Data Security Management Server uses a variety of ports to communicate 
with other system components. In v7.7, the ports for communicating with Data 
Security components have been consolidated to 17500-17515. Configure your 
firewall to open these ports before proceeding. (You can reconfigure the base port 
after upgrade using the Modify wizard if desired.) 

The management interface (TRITON - Data Security) ports have not changed. 
Leave your existing management ports open.

For information about default ports for Data security, see Default Ports in the 
Websense Technical Library.

 Ensure that the user name and password set for the TRITON Unified Security 
Center service account (management server) or Local Administrator account 
(supplemental servers/agents) does not exceed 19 characters. Modify these 
settings if necessary.

Upgrading the management server

1. Perform the actions appropriate to your machine, as described in Preparing for 
upgrade of Data Security in the Deployment and Installation Guide.

2. Ensure that your v7.6.x installation is fully functional. 

3. If you are using regulatory and compliance attributes in your DLP quick policies, 
make a note of the laws that you enforce. You will need to re-configure these 
settings after upgrade. To view your quick policies, navigate to Main > Policy 
Management > DLP Policies. Be sure to note the laws you select on both the 
Inbound and Outbound tabs for email DLP.

4. On the TRITON management server, run the TRITON installation package, 
WebsenseTRITON77Setup.exe. This is the same executable used for scratch 
installations. 

5. The installation package detects that earlier versions of the product are installed, 
and automatically start a series of upgrade wizards—one for each of the installed 
components. 

6. Click Next until you complete the wizard. You may be asked to reboot.

7. Log onto the TRITON Console.

8. Select the Data Security tab.

9. You are prompted to update your policies. Follow the prompts. Websense 
research teams stay abreast of regulations across many industries and you should 
keep your policies and classifiers up-to-date. This update can take a while, in 
some cases more than an hour. During this time, do not restart the server or any of 
the services. 

10. If you have Web Security as well as Data Security: 

a. Select Settings > Deployment > System Modules.

b. Listed are 2 instances of each Web Content Gateway module that is registered 
with the system. Delete the older instances. You can identify these by looking 
at the version number that is displayed.
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11. If you are using regulatory and compliance attributes in your DLP quick policies, 
re-configure the laws that you noted in step 3. 

12. Click Deploy.

13. Upgrade any Data Security servers, agents, and protectors you have as described 
in the following sections.

14. In TRITON - Data Security, click Deploy to deploy your settings. 

Upgrading agents and supplemental servers

Do the following to upgrade agents and supplemental servers from version 7.6.x to 
version 7.7:

1. Upgrade the TRITON management server as described above.  This sequence is 
critical, because if you upgrade supplemental servers or agents first, they stop 
communicating with the management server. If you upgrade the management 
server first, it continues communicating with the components until they are 
upgraded.

2. Perform the actions appropriate to your machine, as described in Preparing for 
upgrade of Data Security in the Deployment and Installation Guide.

3. On the machine you are upgrading, run the TRITON installation package, 
WebsenseTRITON77Setup.exe. This is the same executable used for scratch 
installations. 

4. The installation package detects that earlier versions of the product are installed, 
and automatically start a series of upgrade wizards—one for each of the installed 
components. 

5. Click Next until you complete the wizard. You may be asked to reboot.

6. In TRITON - Data Security, click Deploy to deploy your settings. 

7. It is strongly recommended you wait 30 minutes before routing traffic though the 
upgraded system. 

When you upgrade a Data Security server it takes time for it to download the 
information necessary for resolving source and destination resources such as 
people, computers, and printers. Routing traffic through the system before this is 
complete may result in:

 Potential false positives and negatives.

 File-system discovery starts but immediately indicates “completed with 
errors”.

Refer to the Data Security Deployment and Installation Guide, section Upgrading a 
supplemental Data Security server or standalone agents, for more details on 
upgrading agents and servers. 

Upgrading the protector or mobile agent

Do the following to upgrade your protector from version 7.6.x to v7.7:
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1. Upgrade the TRITON management server as described above.  This sequence is 
critical, because if you upgrade the protector or mobile agent first, it stops 
communicating with the management server. If you upgrade the management 
server first, it continues communicating with the components until they are 
upgraded.

2. Copy the file, protector-update-7.7.0-009, into the directory /tmp.

3.  Enter the command:

chmod +x /tmp/protector-update-7.7.0-009

4. If you are upgrading from v7.6.8, log on as root and run the following command:

rm -r /var/tmp/yum_update_cache 

5. Run the following command:

bash ./tmp/protector-update-7.7.0-009

6. Answer Y on the "Are you sure?" question, and complete the wizard, accepting 
the defaults.

7. Restart the protector when the wizard completes.

8. If you have not alread, log onto the machine as root. 

9.  Run the following command to re-register the protector with the management 
server, then follow the prompts in the wizard:

wizard securecomm

10. In TRITON - Data Security, click Deploy.

11. It is strongly recommended you wait 30 minutes before routing traffic though the 
upgraded system. 

When you upgrade a protector, it takes time for it to download the information 
necessary for resolving source and destination resources such as people, 
computers, and printers. Routing traffic through the system before this is complete 
may result in false positives and negatives.

Upgrading endpoint clients

First upgrade the Data Security Management Server and any supplemental Data 
Security servers. Then upgrade Data Security endpoints. 

Windows clients

After you have updated the Data Security Management Server:

1. Go to the %DSS_Home% directory (by default: c:\Program 
Files\Websense\Data Security\client\) and run 
WebsenseEndpointPackageBuilder.exe to create a new endpoint client package.

2. Select Windows for the operating system platform in the package builder wizard.

3. Deploy the v7.7.x package to each endpoint using GPO, SMS, or a similar 
deployment method. You can install v7.7.x on top of earlier versions without 
uninstalling and re-installing them.

4. Restart the endpoint after installation is complete. 
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Note that for Windows endpoints, the email channel is not operational for the early 
access program. Do not test data loss through email.

Linux clients

After you have updated the Data Security Management Server:

1. Go to the %DSS_Home% directory (by default: c:\Program 
Files\Websense\Data Security\client\) and run 
WebsenseEndpointPackageBuilder.exe to create a new endpoint client package.

2. Select Linux for the operating system platform in the package builder wizard.

3. To upgrade Data Endpoint software on a Linux computer, copy the correct 
installer to the machine and run it as root.  

 LinuxEndpoint_SFX_installer_el4 - should be used with Red Hat 
Enterprise Linux version 4.x.

 LinuxEndpoint_SFX_installer_el5 - should be used with Red Hat 
Enterprise Linux version 5.x.

No reboot is necessary. The endpoint software starts automatically. You can install 
v7.7.x on top of earlier versions without uninstalling and re-installing them.

Refer to the Data Security Deployment and Installation Guide for more details on 
deploying the endpoint. 

Resolved and known issues
Topic 42505 / Updated: 29-Jun-2012

A list of resolved and known issues is available in the Websense Technical Library. 
You must log on to MyWebsense to view the list.

Applies To: Websense Data Security 7.7
Version 7.7 Release Notes  14

https://support.forcepoint.com/KBArticle?id=v7-7-Resolved-and-Known-Issues-for-Data-Security
http://www.websense.com/content/support/library/deployctr/v77/dic_inst_depl_uep.aspx

	v7.7 Release Notes for Websense® Data Security
	Introducing Websense Data Security v7.7
	What’s new in v7.7
	Machine learning
	Cumulative incident memory
	Incident management via email
	Data theft protection
	Geo-location enforcement
	Image analysis
	Graphical content
	Textual content

	Linux endpoint discovery
	Custom logos and disclaimers for reports
	Use of fingerprinting classifiers in other networks
	Targeted user directory groups
	Simplified set up
	Failover protection
	Performance enhancements
	Reporting enhancements
	Policy and classifier enhancements


	Requirements
	Operating system requirements
	Hardware requirements
	Backward compatibility
	Endpoint
	Websense Content Gateway


	Installation and Upgrade
	New installation
	Installing the management server
	Installing Data Security agents and supplemental servers
	Installing the protector or mobile agent
	Installing Data Endpoint

	Upgrading Data Security
	Upgrading the management server
	Upgrading agents and supplemental servers
	Upgrading the protector or mobile agent
	Upgrading endpoint clients


	Resolved and known issues


