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Version 7.6.2 of Websense Data Security includes usability or functionality 

enhancements to several features such as incident management, search filtering, and 

dictionary classifiers.

Key features in v7.6.2: 

� Binary Fingerprints - Ignored sections

� Improvements to incident management

� More incident statuses and flags

� Enhancements to Search and Filter functions

� Improved support for importing and exporting CSV files

� Simplified domain exclusion

� Support for negative weight in dictionary classifiers

� 64-bit database fingerprinting

Applies To: Websense Data Security 7.6.2
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� Support for double-byte characters

� Fewer demands for system resources

� Policy and classifier enhancements

To download this version, visit the Data Security Product Support page, and click Get 

Product in the Downloads and Hotfixes box. 

Refer to the Deployment and Installation Center for instructions on installing and 

deploying Websense Data Security v7.6.2 in your network. Refer to Upgrading 

Websense Software to v7.6.2 for instructions on upgrading to v7.6.2 from a previous 

version of Websense Data Security.

Binary Fingerprints - Ignored sections

Data Security now supports the option to ignore both text and binary content (such as 

an image) within a file. 

When “ignored” in a policy, such content is no longer classified as sensitive and is 

therefore not blocked from being distributed.

To access this option, select Main > Policy Management > Content Classifiers > 

File Fingerprinting > File System Fingerprinting.

Improvements to incident management

The history feature in incident details reports (Incidents - Last 3/7 Days) has several 

enhancements. 

Enhancements to the comments function in the History tab

You can now expand rows, search within the incident’s history, and add more detailed 

comments. This adds value to an incident’s history data and improves the search result 

in a keyword search query.

Improved summary view 

The History tab now displays each incident on a separate row. Each row summarizes 

the incident and has an expand/collapse function that lets you view more data related 

to the incident (if available) or less.

Granular searching 

A new “Find” feature lets you search for specific phrases within the incident history. 

Data Security highlights instances of your search phrase where it appears in the 

incident history.  
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New report filter

A new History filter lets you filter incidents by their history detail (by Date, 

Administrator, or Details). This new filtering option lets you view a report with 

incidents that match the specified criteria.

To access this option, select Manage Report > Edit Filter when viewing a details 

report.

More incident statuses and flags

You can now have up to 20 different incident statuses to track and manage incidents at 

a more granular level. 

There are 3 predefined statuses—New, In Process, and Closed—and you can create up 

to 17 more. Previously, you could have only 2 user-defined incident statuses.

To access this option, select Incident Management > Workflow > Change Status > 

Edit Statuses.

Enhancements to Search and Filter functions

Enhancements have been made to the Search and Filter components that let you limit 

or widen your search results as required.

Broader search results

New to this version, the wildcard operator * is used by default in all search queries to 

automatically broaden the search results. You no longer need to specify * at the 

beginning or end of a search query to achieve the same function. For example, 

entering “jon” now has the same effect as entering “*jon*”.

Better filtering capabilities

The Filter component now supports 2 new options that let you filter a search query 

based on criteria. The 2 new options are “contains” (the default), or “be equal to”. 

Search queries based on these criteria enable you to refine the search results more 

effectively, especially when the result is extensive.

Improved support for importing and exporting CSV files

You can now import and export new types of data from or to CSV files. CSV files lets 

you transfer bulk data to and from Data Security quickly and easily.

Export endpoint status data

You can now export selected endpoint status data to CSV format. 
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To do so, go to Main > Status > Endpoint Status. Select the statuses you would like 

to export and then click Export.

Import domains

You can now import domains and their descriptions from a CSV file to Data Security. 

Each record (domain and its description) is displayed on a separate row.

To import domains to Data Security, select Main > Resources > Domains and then 

click Import.

Simplified domain exclusion

It is now much easier to exclude domains and other resources from Web channels as 

needed. Previously, domains were automatically added to policy Web channels as a 

resource. 

To accomplish this, there is now a business unit called Excluded Resources that 

contains a set of domains that are typically excluded from Web policies and rules. You 

can edit the domains and add other resources to the business unit, but you cannot 

delete the predefined business unit.

Support for negative weight in dictionary classifiers

Dictionary classifiers now support negative weight values. In v7.6, you could assign 

each word or phrase in a dictionary a positive weight value to indicate it’s relative 

importance in an incident breach. (The sum of the weights is used to determine 

whether a threshold has been reached.) You can now also assign a negative value. 

Valid weights are -999 to 999. 

64-bit database fingerprinting

This version of Data Security supports 32- and 64-bit ODBC drivers for Windows 

2008, so you can fingerprint 64-bit databases on newer operating system platforms.

Data Security now supports Oracle Database 11g Release 2 Client (11.2.0.1.0) for 

Microsoft Windows (32- and 64-bit).

Support for double-byte characters

Double-byte characters in CJK (Chinese, Japanese, and Korean) dictionaries are now 

supported. This improves search performance, information retrieval, and text filtration 

of Asian language phrases.

Fewer demands for system resources

The number of triggered values stored in the database is now limited. This prevents 

very large archives from being created and uses fewer system resources.
Version 7.6.2 Release Notes �  4



Policy and classifier enhancements

Several additions and modifications have been made to policies and classifiers.

New policies

PCI Audit

A permissive policy for detecting potential credit card numbers. The policy contains 

several rules to address corner cases, such as numbers that appear as part of a long 

sequence, with user-defined delimiters, etc. Most of the rules in the policy may cause 

a high rate of false positives and are not recommended for use in production mode. 

The policy comprises the following rules: 

� PCI Audit: No Word Boundaries: A permissive rule for detecting potential credit 

card numbers, based only on format and validation. The rule will also detect 

possible non-delimited credit card numbers, with no word boundaries. This rule 

may cause high rate of false positives and is not selected by default.

� PCI Audit: Non-Delimited: A permissive rule for detecting potential credit card 

numbers, based only on format and validation. The rule will detect only non-

delimited credit card numbers. This rule may cause high rate of false positives and 

is not selected by default.

� PCI Audit: User-Defined Delimiter: A permissive rule for detecting potential 

credit card numbers, based only on format and validation. The rule will detect 

only cards with the delimiter specified by the user, default delimiter is "-". This 

rule may cause high rate of false positives and is not selected by default.

� PCI Audit: CCN with Exp date: A permissive rule for detecting potential credit 

card numbers, based only on format and validation, in proximity to expiration 

dates. This rule may cause false positives and is not selected by default.

� PCI Audit: CCN with CVV: A permissive rule for detecting potential credit card 

numbers, based only on format and validation, in proximity to CVV. This rule 

may cause false positives and is not selected by default.

� PCI Audit: CCN without validation: A permissive rule for detection of at least 3 

potential credit card numbers, based only on format (without validation). This rule 

may cause false positives and is not selected by default.

� PCI Audit: Wide: A permissive rule for detecting potential credit-card-numbers, 

based only on format and validation. This rule may cause false positives and is not 

selected by default.

� PCI Audit: CCN - High Accuracy: Rule for detecting valid credit card numbers 

employing various heuristics involving credit card related terms and use of 

delimiters. By default, only the first 4 digits and the last 4 digits are shown in the 

reports. This rule is selected by default.

� PCI Audit: Credit Card Tracks: Rule for detecting strings encoded on the 1st, 2nd, 

and 3rd magnetic tracks of a credit card. The string encoded on the 1st magnetic 

track of a credit card contains the card number and personal information of the 

card holder. The string encoded on the 2nd magnetic track of a credit card 

contains the CCN, PIN, expiration date, and other card issuer data. The string 
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encoded on the 3rd magnetic track of a credit card contains the CCN, PIN, and 

other card issuer data. This rule is not selected by default.

Swedish PHI

For data in motion and for discovery. A policy for detecting protected health 

information (PHI) of Swedish citizens and residents. The policy comprises rules for 

detection of health information and medical conditions (in Swedish or English), in 

proximity to personally identifiable information such as personal number 

(personnummer), or name. The policy comprises the following rules: 

� Sweden PHI: Name and health information: PreciseID NLP Rule for detecting a 

Swedish full name, in proximity to health information in English or Swedish, 

employing various heuristics  in order to avoid false positives in diseases names. 

Swedish Name detection is based on dictionaries of common Swedish and other 

Nordic names, as well as names that are common in some minority groups (such 

as Arabs, Assyrians and Turkish people) and on entity recognition methods.

� Sweden PHI: Personal Number and Health information: PreciseID NLP Rule for 

detecting a validated Sweden personal number (personnummer), possibly in 

proximity to related terms, in proximity to health information in English or 

Swedish, employing various heuristics  in order to avoid false positives in 

diseases names.

� Sweden PHI: ICD10 Codes: PreciseID NLP Rule for detecting ICD10 codes and 

their descriptions in either Swedish or English. This rule is not selected by default.

� Sweden PHI: ICD10 Code and Description: PreciseID NLP Rule for detecting a 

validated Sweden personal number (personnummer), in proximity to the name of 

a disease, drug or a medical condition which is of a sensitive nature.

� Sweden PHI: ICD10 Descriptions: PreciseID NLP Rule for detecting descriptions 

(in English or Swedish) of medical conditions as appears in the ICD10 manual. 

This rule is not selected by default. 

� Sweden PHI: ICD10 Code and Name: PreciseID NLP Rule for detecting an 

ICD10 code with a Swedish name in proximity, with permissive logic for name 

detection. This rule is not selected by default.

� Sweden PHI: ICD10 Code and Name (Wide): PreciseID NLP Rule for detecting 

an ICD10 code with a Swedish name in proximity, with permissive logic for name 

detection. This rule is not selected by default.

� Sweden PHI: ICD10 Code and Name (Narrow): PreciseID NLP Rule for detecting 

an ICD10 code with a Swedish name in proximity, with restrictive logic for name 

detection. This rule is not selected by default.

� Sweden PHI: ICD10 Code and Personal Number: PreciseID NLP Rule for 

detecting an ICD10 code with a validated Sweden personal number 

(personnummer) in proximity.

� Sweden PHI:  Names and Sensitive Disease or drug: PreciseID NLP Rule for 

detecting a combination of Swedish full name in proximity to the name of a 

disease, drug or a medical condition which is of a sensitive nature, employing 

various heuristics  in order to avoid false positives in diseases names, employing 

various heuristics  in order to avoid false positives in diseases names.
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� Sweden PHI:  Personal Number and Sensitive Disease or drug: PreciseID NLP 

Rule for detecting a validated Sweden personal number (personnummer), in 

proximity to the name of a disease, drug or a medical condition which is of a 

sensitive nature, employing various heuristics  in order to avoid false positives in 

diseases names.

� Sweden PHI: DNA profile (default): Rule for detection of DNA sequences 

(strings composed of A,C,G,T).

Swedish Patient Data Act (SFS 2008:355, Patientdatalagen) 

For Discovery: A policy to promote compliance with the Swedish Patient Data Act 

(Patientdatalag , SFS 2008:355) that mandates protection of  protected health 

information (PHI) and Personally Identifiable Information (PII) of Swedish citizens 

and residents . The policy comprises rules for discovery of health information or 

medical conditions (in Swedish or English), in proximity to personally identifiable 

information such as personnummer or name, and for detection of SPSS files and 

Database files.

Acceptable Use – Indecent Images for Discovery

Policy for detection of indecent images using image analysis.

Modified policies 

Mexico PII & Mexico Private Information For Discovery

The following rules were added: 

� Mexico PII: CURP (Default): Rule for detecting the Mexico CURP (Clave 

Personal Interna del Servidor Publico) identity code. This rule searches CURP in 

proximity to a Mexican name or CURP supported term (such as “Seguro Social”, 

“CURP”, etc.)

� Mexico PII: CURP (Narrow): Rule for detecting the Mexico CURP (Clave 

Personal Interna del Servidor Publico) identity code. This rule searches CURP in 

proximity to a Mexican name and CURP supported term (such as “Seguro 

Social”, “CURP”, etc.). This rule is not enabled by default.

� Mexico PII: CPISP (Default): Rule for detecting the Mexico CPISP. This rule 

searches CPISP in proximity to a Mexican name or other supported term (like 

“RFC”, “SSP”, “CPISP”, etc.)

� Mexico PII: CPISP (Narrow): Rule for detecting the Mexico CPISP. This rule 

searches CPISP in proximity to Mexican name and other supported term (like 

“RFC”, “SSP”, “CPISP”, etc.)

� Mexico PII: SSP Contratos Internos Detection: Rule for detecting the Contract 

Nomenclature of Secretaria de Seguridad Publica (SSP). This rule searches 

contract reference in proximity to supported term (“Contratos”, “Contrato”, 

“Contrato Interno”, etc.)

� Mexico PII & Mexico Private Information For Discovery: added new rules:
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� Mexico PII: CURP (Default): Rule for detecting at least 3 Mexico CURP (Clave 

Personal Interna del Servidor Publico) identity code. This rule searches CURP in 

proximity to a Mexican name or CURP supported term (such as “Seguro Social”, 

“CURP”, etc.)

� Mexico PII: CURP (Narrow): Rule for detecting at least 3 Mexico CURP (Clave 

Personal Interna del Servidor Publico) identity code. This rule searches CURP in 

proximity to a Mexican name and CURP supported term (such as “Seguro 

Social”, “CURP”, etc.). This rule is not enabled by default.

� Mexico PII: CPISP (Default): Rule for detecting at least 3 Mexico CPISP 

numbers. This rule searches for CPISP in proximity to a Mexican name or other 

supported term (like “RFC”, “SSP”, “CPISP”, etc.)

� Mexico PII: CPISP (Narrow): Rule for detecting at least 3 Mexico CPISP 

numbers. This rule searches for CPISP in proximity to a Mexican name and other 

supported term (like “RFC”, “SSP”, “CPISP”, etc.)

� Mexico PII: SSP Contratos Internos Detection: Rule for detecting Contract 

Nomenclature of Secretaria de Seguridad Publica (SSP). This rule searches 

contract reference in proximity to supported term (“Contratos”, “Contrato”, 

“Contrato Interno”, etc.).

Spain PII & Spain Private Information for Discovery 

The following rules were added: 

� SPAIN PII: Spanish Name + CCN: Rule for detecting Spanish full names, when 

appearing in proximity to a Credit Card Number.

� SPAIN PII: Spanish Name + DNI: Rule for detecting of Spanish full names, when 

appearing in proximity to a DNI Number.

� SPAIN PII: Spanish Name + Passport: Rule for detecting Spanish full names, 

when appearing in proximity to a Spanish Passport Number.

� SPAIN PII: Spanish Name + Address (default): Rule for detecting Spanish full 

names, when appearing in proximity to a Spanish Address.

� SPAIN PII: Spanish Name + Address (narrow): Rule for detecting Spanish full 

names, when appearing in proximity to a Spanish Address which includes a 

municipality name.

� SPAIN PII: Spanish Name + IBAN: Rule for detecting IBAN numbers, when 

appearing in proximity to a Spanish full name. 

� SPAIN PII: Spanish Names + Phone Numbers: Rule for detecting at least 20 

Spanish Phone Numbers, when appear in proximity to a Spanish full name.

� SPAIN PII: Spanish Names + Email Addresses: Rule for detecting at least 20 e-

mail addresses, when appear in proximity to a Spanish full name.

UK DPA 

Two new rules were added:

� UK DPA: UK Driver Number and CCN (Wide): Rule for detecting UK Driver 

Numbers, when appearing together with valid credit card number. This rule may 

cause false positives and is not activated by default.
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� UK DPA: UK Driver Number (Wide): Rule for detecting at least 4 UK Driver 

numbers. This rule may cause false positives and is not activated by default.

Both rules were added in addition to the default ones, and are not selected by default.

The modified structure of the  UK driver number is “AAAAA-101111-AAA-AA” 

with optional delimiters. Support terms for the default rule are “driver”, “drivers”, and 

“license”.  Additional validation ensures that at least one of the characters in the DL is 

in the range G-Z. (The example AAAAA111111AAAAA would not be detected.)

UK PII  & Information Governance Toolkit V8

A new rule was added:  

UK PII: UK Driver Number and Name (Wide): Rule for detecting UK Driver 

Numbers, when appearing together with a UK person’s full name. This rule may cause 

false positives and is not selected by default.  (This rule was added in addition to the 

default one.)

PHI policies

SPSS files frequently contain sensitive healthcare statistical data.  The following rules 

were added to all channels to detect SPSS text files:

� US PHI: SPSS Text files

� Australia PHI: SPSS Text files

� Israel PHI: SPSS Text files

� Norway PHI: SPSS Text files

� UK PHI: SPSS Text files

� Italy  PHI: SPSS Text files

Encrypted files

Two new rules were added:

� Rule for detecting encrypted files in an unknown formats. This rule can be used 

for exfiltration of sensitive data by malware.

� Rule for detecting of Microsoft PowerPoint-encrypted files.

Password files

A rule was added for detecting Microsoft Security Account Manager (SAM) files that 

comprise password information.

New classifiers

Time Of Day

� Time of Day -  Working Hours: Return “True” if the current time falls between the 

times specified as working hours (the default values for working hours are from 8 

a.m. to 5 p.m.). The hours are configurable in the classifier’s parameters. This 
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classifier can be used to create a rule that is valid in the working hours as 

determined by the user.

� Time Of Day - Outside Working Hours: Return “True” if the current time falls 

between the times specified as outside working hours (the default values for 

outside working hours are from 5 p.m. to 8 a.m.). The hours are configurable in 

the classifier’s parameters. This classifier can be used to create a rule that is valid 

in the working hours as determined by the user.

� Time Of Day - General 1, 2 & 3: Return “True” if the current time  is after the 

time specified as the “from time” and before the “to time”.  The hours are 

configurable in the classifier’s parameters. You can update the from and to hours 

by editing the classifier. This classifier can be used to create a rule that is valid in 

the working hours as determined by the user.

Encrypted PowerPoint file

Detection of encrypted Microsoft PowerPoint files according to internal file 

properties.

Nordic names 

Detection of common Swedish, Norwegian, Finnish, Danish and Icelandic names.  

Generic Encrypted Files (based on Entropy)

Detection of Generic Encrypted files.

Swedish Names (Wide)

Detection of Swedish full names (Wide). This content classifier should be used in 

conjunction with additional data, because it is permissive.

Swedish Names 

Detection of Swedish full names.

Swedish Names (Narrow) 

Detection of Swedish full names (Narrow).

Contract Reference of Secretaria de Seguridad Publica (SSP) 

Detection of Contract Nomenclature of Secretaria de Seguridad Publica (SSP).

CURP (Clave Unica de Registro de Poblacion) 

Detection of Contract Nomenclature of CPISP (Clave Personal Interna del Servidor 

Publico).

Mexican Names 

Detection of full names (Wide). This content classifier should be used in conjunction 

with additional data as it is permissive.
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SPSS text files: sps 

Detection of SPSS (.sps) text files.

Spanish Passports 

Detection of Spanish Passport numbers (2 letters preceded by 6 numbers) with a 

support term in proximity.

Spanish Address 

Detection of Spanish addresses composed of address support terms in English or 

Spanish and a house number.

Spanish Phone Numbers 

Detection of Spanish Phone Numbers with 9 or 11 digits, start with 6 or 9 for 9 digits, 

and 346 or 349 for 11 digits. Supported delimitations are in the following formats: 

ddd-ddd-ddd

� ddd ddd ddd

� ddddddddd

� dd-ddd-ddd-ddd

� dd ddd dd ddd

� ddddddddddd

Spanish Phone Numbers (Wide)

Detection of Spanish Phone Numbers with 9 or 11 digits, start with 6 or 9 for 9 digits, 

and 346 or 349 for 11 digits. Supported delimitations are in the following formats:

� ddd-ddd-ddd

� ddd ddd ddd

� ddddddddd

� dd-ddd-ddd-ddd

� dd ddd dd ddd

� ddddddddddd

Note: This classifier may cause false positive and not recommended for use.

Sensitive Diseases Dictionary (Swedish)

Detection of names of a disease, drug, or medical condition that are of a sensitive 

nature (Swedish/English)

Health Information Dictionary (Swedish)

Detection of sensitive health conditions in Swedish or in English.
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Mexico CPISP Support Terms 

Detection of Mexico CPISP support terms.

Spanish Municipalities 

Detection of Spanish municipality names.

Mexico CPISP (Clave Personal Interna del Servidor Publico)

Detection of Mexico CPISP.

UK Driver Number (Wide)

Detection of UK Driver Numbers. The modified structure of the UK driver number is 

“AAAAA-101111-AAA-AA” with optional delimiters. Support terms for the default 

rule are “driver”, “drivers”, and “license”. Additional validation ensures that at least 

one of the characters in the DL is in the range G-Z. (The example 

AAAAA111111AAAAA would not be detected.)

Driver License: U.S.

All patterns with support : Detection of various U.S. driver license formats, with 

support term in proximity.

Malicious Concealment: 

The following classifiers were added:

� Reversed Text - Detection of content suspected to be manipulated as reversing the 

text. 

� Malicious Concealment - Upside down text detection of content suspected to be 

manipulated using upside down manipulation.

� Malicious Concealment: L33T - Detection of content suspected to be manipulated 

using L33T manipulation. 

� Malicious Concealment: ROT13 - Detection of content suspected to be 

manipulated using ROT13 manipulation.

Modified classifiers

U.S. SSN classifiers

Modified to support randomized Social Security Numbers. 

Count Stateful 1,2,3,4 &5, Count Attachments (Stateful),Count CVs 

(Stateful) and Count Source Code Attachments (Stateful)

Allows the user to select higher periods of time. There are several new parameters:

� Maximal period of time (days) - Maximal period of time in which the consecutive 

breaches should occur before an incident is created. You can select 0-3 days. The 

default is 0 days.
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� Maximal period of time (hours) - Maximal period of time in which the 

consecutive breaches should occur before an incident is created. You can select 0-

23 hours. The default is 1 hour.

Norway Personnummer

Extended script to detect D-numbers in addition to Norway Personal Numbers. The D-

numbers are assigned for Norway citizens without permanent residence.

UK driver license

Add support for non-delimited driver license numbers (as appears in the driver license 

itself).

UK NINO

Update NINO’s structure to allow optional delimiters (instead of mandatory).

Various 

Various improvements were made to the following classifiers:

� Japanese Surnames

� Denmark: First Name

� Brazil: CPF

� US Names

� Chinese address 

� Spanish Names

� CDR

� US Price

� CV in English

� CV in Russian or Ukraine

� CV in Chinese (wide)

� CV in Chinese (default)

� CV in Chinese (narrow) 

Hardware requirements and 
compatibility
Topic 40029 / Updated: 22-Sep-2011

Applies To: Websense Data Security 7.6.2
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See the Deployment and Installation Center in the Websense Technical Library for 

Data Security hardware requirements. There, requirements are listed for each Data 

Security module.

Endpoint backward compatibility

The Data Endpoint v7.6.2 is compatible with the older endpoint versions as shown in 

the table below. The v7.6.2 manager fully supports v7.6 endpoints.

To take advantage of the v7.6.2 features, you should upgrade your endpoints to v7.6.2 

as soon as possible.

 

Compatibility with other TRITON modules

Websense Content Gateway and Email Security Gateway include on-board Data 

Security policy engines. 

Data Security v7.6.2 works only with v7.6.2 of those products.

Software support
Topic 40030 / Updated: 22-Sep-2011

Endpoint 

version

TRITON 

manager 

version

Accept 

new 

policy

Accept 

new 

profile

Accept 

new 

incidents

Accept 

finger-

print 

updates

Accept 

status 

notific-

ations

7.1 7.6.x No No Yes No Yes

7.5 7.6.x No No Yes No Yes

Note

Although machines with older Data Endpoint versions 

cannot use policies from Version 7.6.2 until they are 

upgraded, the policies on older endpoints can be put in 

monitoring-only mode for the interim.

Applies To: Websense Data Security 7.6.2
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Operating systems

Each Data Security module has different operating system requirements. See the  

Deployment and Installation Center in the Websense Technical Library, and click 

Data Security for specifics.

Supported messenger applications

Websense Data Security v7.6 supports the following Instant Messenger applications:

� MSN Messenger 8.x

� MSN Messenger 9 

� MSN Messenger 2009

� Yahoo Messenger 8.1

� Yahoo Messenger 9

� Yahoo Messenger 10

Supported databases

Websense Data Security can scan the following database connection interfaces: 

� Open Database Connectivity (ODBC)—Websense has certified support for the 

following ODBC-compliant databases: 

� Oracle 10g (ODBC driver 10.1.0.2.0)

� Oracle Database 11g Release 2 Client (11.2.0.1.0) for Microsoft Windows 

(32- and 64-bit).

� Microsoft SQL Server 2000, 2005, and 2008 (SQL Server 2008 ODBC 

driver)

� Microsoft SQL Server Express (SQL Server Express ODBC driver)

� IBM DB2 9.5 (ODBC driver 8.2.9)

� IBM Informix Dynamic Server 11.50 (IBM Informix ODBC driver 3.50)

� MySQL 5.1 (ODBC driver 5.1.5)

Due to MySQL limitations, you must define “string” columns with UTF-8 

encoding to fingerprint them.

� Sybase ASE 15.0 (Sybase ODBC driver 15.0.0.152)

� Salesforce.com

� CSV files (UNC path needs to be specified. For example,  

\\server\share\path_to_file.csv)
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Installation and Upgrade
Topic 40031 / Updated: 30-Dec-2011

Upgrading Data Security components

You must be running Data Security v7.6.0 to upgrade to v7.6.2. If you are running an 

earlier version of Data Security, such as v7.1 or v7.5, you must upgrade to v7.6.0 

before upgrading to v7.6.2. 

Please refer to the 7.6.x Upgrade Instructions in the Websense Technical Library for 

information on upgrading to v7.6.0. 

Refer to Upgrading Websense Software to v7.6.2 for instructions on upgrading from 

v7.6 to v7.6.2. 

Upgrading the protector

Do the following to upgrade your protector to v7.6.2:

1. Download the upgrade file, WebsenseDataSecurityProtector-Update-762.zip 

from MyWebsense and unzip the file.

2. Copy the file, protector-update-7.6.2-018, into the directory /opt/websense/data.

3. Enter the command:

chmod +x /opt/Websense/data/protector-update-7.6.2-018

4. Run the following command:

bash /opt/websense/data/rotector-update-7.6.2-018

5. Answer Y on the "Are you sure?" question, and complete the wizard, accepting 

the defaults.

6. Restart the protector if it is running in active inline mode.

7. In TRITON - Data Security, click Deploy.

Installing the manager

If you are new to Websense Data Security, please refer to the 7.6.x Installation 

Instructions for information on installing the TRITON management server. In v7.6.x, 

the Data Security Management Server is installed on the TRITON management server 

using a unified installer. 
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http://www.websense.com/content/support/library/deployctr/v762/dic_upgrade_to_762.aspx
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Installation instructions are located in the Websense Technical Library on the 

Websense.com Support site.

Installing other Data Security modules

If you have other Data Security modules such as supplemental Data Security servers 

or standalone agents, you’ll have to uninstall the component and re-install it. Please 

refer to the 7.6.x Installation Instructions for details. These are located in the 

Websense Technical Library on the Websense.com Support site.

Installing the endpoint

Upgrading endpoint clients from v7.1 to 7.6.2 is not supported. 

If you have a v7.6 endpoint, you can create a 7.6.2 endpoint package and deploy it on 

top of the existing endpoint. 

If you have an earlier version of the Data Endpoint, do the following to install v7.6.2:

1. Uninstall the endpoint clients.

2. Create a new endpoint package using v7.6.2 and install it on your endpoints.

3. Restart each endpoint.

If you are new to Data Endpoint, follow the instructions in the 7.6.x Installation 

Instructions to create and install an endpoint package. These are located in the 

Websense Technical Library on the Websense.com Support site.
Version 7.6.2 Release Notes �  17

http://www.websense.com/content/support/library/deployctr/v762/dic_cust_ds_install.aspx
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Resolved and known issues
Topic 40032 / Updated: 22-Sep-2011

A list of resolved and known issues is available in the Websense Technical Library. 

You must log on to MyWebsense to view the list.
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