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Version 7.5.14 of Websense Data Security offers enhancements and corrections to 
several customer issues. Use this Release Notes to find out information about what’s 
new and improved in Websense Data Security version 7.5.14.

Key features in this release
Installation and upgrade
Resolved and Known Issues

To download this version, visit the Data Security Product Support page, and click Get 
Product in the Downloads and Hotfixes box.

Key features in this release
Topic 40039 / Updated: 20-Jan-2014

Version 7.5.14 is a maintenance release of Websense Data Security. It offers several 
enhancements to the 7.5 release.

Stronger password validation

Enhanced in version 7.5.14 is password validation for administrators changing their 
logon password. Administrators are now notified if their password is weak or strong, 
enabling them to create a more secure password. There are 5 levels of password 
strengths ranging from "invalid" to "very strong".

High availability

System backup and restoration has been greatly simplified. In the past, when the Data 
Security Management Server had to be restored, administrators had to re-register each 
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module with the new host name and IP address. Now, they need only log onto 
TRITON - Data Security and click Deploy. The Deploy action now pushes the new 
host name and IP address to all system modules. 

For guidelines on how to set up Data Security for high-availability, refer to the article, 
Support for failover and high-availability.

System enhancements

Several enhancements have been made to the backend system such as improved 
support for backward compatibility and improved management of resources.

Supported browsers

In addition to the browsers supported in v7.5, TRITON - Data Security now supports 
Firefox 9 and Internet Explorer 9 for configuration and managment.

User directory performance

Data Security now supports larger user directories, because the system consumes 
fewer resources for user directory import than previous versions.

Expanded auditing

When administrators add, remove, or modify Business Unit resources, the action is 
now logged. 

Installation and upgrade
Topic 40040 / Updated: 16-Jan-2012

Upgrades

This section includes instructions on:

Upgrading the management server
Upgrading agents and supplemental servers
Upgrading the protector
Upgrading endpoint clients
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For best practice, be sure to back up the system before performing an upgrade.  

Upgrading the management server

1. Perform the actions appropriate to your machine, as described in Preparing for 
upgrade of Data Security in the Deployment and Installation Guide.

2. Ensure that your v7.5.x installation is fully functional. 
3. On the Data Security Management Server, run the installer, 

WebsenseDataSecurity7514.msi. 
4. Select Data Security Management Server.
5. Click Next until you complete the wizard. You may be asked to reboot.
6. Upgrade any Data Security servers, agents, and protectors you have as described 

in the following sections. 
7. In TRITON - Data Security, click Deploy to deploy your settings. 

Upgrading agents and supplemental servers

Do the following to upgrade agents and supplemental servers from version 7.5.x to 
version 7.5.14:

1. Perform the actions appropriate to your machine, as described in Preparing for 
upgrade of Data Security in the Deployment and Installation Guide.

2. If you are installing the printer agent, do the following: 
a. Download and extract the WebsenseDataSecurity 7514AgentsPackage 

file.
b. Open the folder /ABBYY/ABBYY FineReader Engine 8.1.
c. Verify that the folder is named /Administrator's Guide. If not, rename it 

/Administrator's Guide.
3. Download and run the upgrade installer, WebsenseDataSecurity7514.msi. 
4. The installation wizard appears. 
5. Click Next until you complete the wizard.
6. Any version 7.5.x Data Security components found on this machine are upgraded 

to version 7.5.14.
7. After the upgrade has successfully completed, deploy the agents or supplemental 

servers on Data Security Manager Server.

Note
When you upgrade a Data Security server or protector, it 
takes time for it to download the information necessary for 
resolving source and destination resources such as people, 
computers, and printers. To avoid inaccurate analysis, 
Websense recommends you wait 30 minutes before routing 
traffic through the new system after an upgrade.
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8. It is strongly recommended you wait 30 minutes before routing traffic though the 
upgraded system. 
When you upgrade a Data Security server it takes time for it to download the 
information necessary for resolving source and destination resources such as 
people, computers, and printers. Routing traffic through the system before this is 
complete may result in:

Potential false positives and negatives.
File-system discovery starts but immediately indicates "completed with 
errors".

Refer to the Data Security Deployment and Installation Guide, section Upgrading a 
supplemental Data Security server or standalone agents, for more details on 
upgrading agents and servers. 

Upgrading the protector

Do the following to upgrade your protector from version 7.5.x to v7.5.14:

1. Copy the file, protector-update-7.5.14-009, into the directory /tmp.
2.  Enter the command:

    chmod +x /tmp/protector-update-7.5.14-009

3.  Run the following command:
    bash ./tmp/protector-update-7.5.14-009

4.  Answer Y on the "Are you sure?" question, and complete the wizard, accepting 
the defaults.

5. Restart the protector when the wizard completes.
6.  Run the following command to re-register the protector with the management 

server, then follow the prompts in the wizard:
wizard securecomm

7. In TRITON - Data Security, click Deploy.
8. It is strongly recommended you wait 30 minutes before routing traffic though the 

upgraded system. 
When you upgrade a protector, it takes time for it to download the information 
necessary for resolving source and destination resources such as people, 
computers, and printers. Routing traffic through the system before this is complete 
may result in false positives and negatives.

Upgrading endpoint clients

After you have updated the Data Security Management Server:

1. Go to the %DSS_Home% directory (by default: C:\Program Files\Websense\Data 
Security) and run "DataEndpointBuilder.exe" to create a new endpoint client 
package.
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2. Deploy the v7.5.14 package to each endpoint using GPO, SMS, or a similar 
deployment method. You can install v7.5.14 on top of earlier versions without 
uninstalling and re-installing them.

3. Restart the endpoint after installation is complete. 

Refer to the Data Security Deployment and Installation Guide, Chapter 4, for more 
details on deploying the endpoint. 

New installations

This section describes how to install Data Security components from scratch. It 
describes:

Installing the management server
Installing agents and supplemental servers
Installing the protector
Installing endpoint clients

Installing the management server

If you have a previous Data Security installation, you must remove it fully before 
running the "from scratch" installer. For instructions on how to do this, see To remove 
a Data Security Management Server from a domain.

1. On the Data Security Management Server, run the full installer, 
WebsenseDataSecurity7514.msi. Ensure that the Database 10g folder is in the 
same directory and at the same level as the .msi file. Keep the installation path 
name short. For best practice, put the Websense7514 folder on the C:\temp 
directory.

2. Select Data Security Management Server.
3. Follow the instructions in the Data Security Deployment and Installation Guide.

Installing agents and supplemental servers

To install Data Security servers and agents: 

1. On the Data Security Server or agent machine, run the full installer,  
WebsenseDataSecurity7514.msi.

2. Select Data Security Server or Agents.
3. Follow the instructions in the Data Security Deployment and Installation Guide.

To install the Printer Agent using the WebsenseDataSecurity7514AgentsPackage file:

1. Extract the package.
2. Open the folder /ABBYY/ABBYY FineReader Engine 8.1.
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3. Verify that the folder is named /Administrator's Guide. If not, then rename the 
folder to /Administrator's Guide.

4. Follow steps 1-3 above.

Installing the protector

To install v7.5.14 of the protector, burn the ISO image, Protector7514.iso, to a CD 
and follow the instructions in the Data Security Deployment and Installation Guide, 
chapter 4, to install the protector.

Installing endpoint clients

To install endpoint clients, ensure you have installed the 7.5.14 management server 
from scratch and then follow the instructions in the Data Security Deployment and 
Installation Guide, Chapter 4, to install endpoint software on each client.

Uninstallation

You cannot uninstall Data Security v7.5.14 and revert to v7.5.x. The following 
procedure uninstalls all versions of Data Security. 

1. From Start > Settings > Control Panel > Add/Remove Programs, select 
Websense Data Security and click the Change/Remove button.

2. From the installation wizard, select Remove.  
3. Click Uninstall to remove Data Security completely.

Compatibility with Websense Content Gateway

Websense Content Gateway and Data Security are backward compatible. Data 
Security 7.5.14 functions with Content Gateway 7.5.5 and earlier. 

Note that:

Proxy version Data Security Management Server version

 7.5 7.5.1 7.5.2 7.5.3 to 
7.5.14

7.5 + + + +

7.5.2 (PE 7.5.3)    +

7.5.3 (PE 7.5.4)    +

7.5.5 (PE 7.5.9) +

7.5.5 (PE 7.5.14) +
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The 7.5.14 policy engine includes fixes relevant for Content Gateway users, 
especially for customers with a large active directory. 
The latest version of Content Gateway that was available when v7.5.14 was 
released includes the v7.5.9 policy engine. (This is Content Gateway v7.5.5.)
Later Content Gateway versions (if issued) will include 7.5.14 policy engine.

Resolved and Known Issues
Topic 40041 / Updated: 20-Jan-2012

A list of resolved and known issues is available in the Websense Technical Library. 
You must log on to MyWebsense to view the list.
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