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Applies To: Websense Data Security v7.1.x
Websense Data Security v7.5.x

Websense Data Security v7.6.x - v7.8x

SMTP violations with the quarantine action are held in the Data Security forensics
repository. Depending on their role, administrators can release quarantined messages
from TRITON - Data Security by clicking Remediate > Release on the Incident
report’s toolbar.

In addition, administrators can configure Data Security to notify users when email
messages are blocked because of policy. It can be configured to notify administrators
or end users.

If desired, you can allow recipients to release blocked messages by replying to the
notifications they receive.

To activate this capability, you must create and configure a force release mailbox.
To configure a force release mailbox, you must:

1. Configure Data Security settings.

2. Configure the internal Exchange server or other mail gateway. This document
discusses Active Directory with Microsoft Exchange, but the concepts are
universal.

@ Important

e Fornotifications to be sent, you must select an action or
action plan that specifies notifications when you configure
a rule or attribute in a policy.

It does not matter which module detected the SMTP violation. The force release
mailbox can be used to release incidents detected by the SMTP agent, protector in
inline MTA mode, or Websense Email Security Gateway. If the Websense Exchange
agent detected the incident—Data Security v7.5 and earlier—the force release
mailbox is not required.
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Configuring Data Security settings

On the Data Security Manager machine (v7.1) or Data Security Management Server
(v7.5 and beyond), you must configure settings to prepare for the force release
mailbox. You must:

1. Configure a release gateway.

2. Configure notifications.

How you configure these settings depends on your version of Websense Data Security.
See:

& Configuring Data Security Manager v7.1
o Configuring TRITON - Data Security v7.5Configuring TRITON - Data Security
v7.6-7.8

Configuring Data Security Manager v7.1

Configure the release gateway

1. Open the Microsoft Management Console (MMC).
2. Navigate to Configuration > System Modules > Global Properties.

Username: admin

WEBSENSE?

DataSecuritySuite

Configuration = System Modules > Global Properties

Release & Notification Gateways ' Encryption & Bypass % 1P Address Resolution 'S Forensics ',

— Mail Rel Gateway

IP &ddress{Hostname:  |127.0.0.1 Port: [10025

— Motification Gateway

IP Address/Hostname: IIZ?‘D.D.I Pork; 10025

* Select notified recipients:

jdoe@mycompany.com

Select

» External Commands
} Change Password
¥ Organize Faverites

Click the Release & Notification Gateways tab.

In the Mail Release Gateway box, enter the IP address or host name and port
number of the mail release gateway. The release gateway should be a mail hop
that is used to route mail outside the organization.

5. Inthe Notification Gateway box, enter the IP address or host name and port
number of the notification gateway.
6. Click Select to choose the recipients for notification messages.
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Configure notifications

Follow these steps to set up the Data Security notification mailbox to send a

notification:

Open the Websense Management console.

Navigate to Policies > Policy Components > Notification Templates. A list of
notification templates appear in the right hand pane.

Double-click the desired notification. The Edit Notification Template
Properties box appears.

in Websense Management Console - [Websense DSS Server\Policies' Policy Components!Notification Templates]

B Bl Action View Favarites Window Help | _|&] x|
o OEXDE RE| LS
E Websense DSS Server Marme | Drescription
=-fd Policies Diefault Notification
f; Palicy Components
@ Categories Edit Notification Template Propetties
Motification Templates
‘l'w External Commands General |Administratqr Palicy Dwneri Senderl Managerl
- ﬁ«_?. Users & Metwaork Objects
$ Cankent Palicies
Discovery
&J---J? Role Definitions Mame:
Crescription: ;I
T
L] »
Mail Fram: | DS SNotificationM bx @websense.com
NOTE: This must be an email account on the local domain.
[ Send Syslog Message
i~ Set one template for all recipients ﬂ
& Settemplate per recipient type
O | Cancel I

Click the General tab.

In the Mail From field, type the Exchange release mailbox (for example:
DSSNotificationMbx@websense.com).

Click the relevant tab (Administrator, Policy Owner, Sender, or Manager) and
depending on the role, mark the following checkboxes to include necessary
information when you release the email:

»  Send Notification As (select Plain Text or HTML)

m  Add Incident Details (select either Add to the notification body or Add as
an attachment)

=  Attach policy-breach content

= Allow user to release policy-breach content.

Click OK.
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Configuring TRITON - Data Security v7.5

Configure the release gateway
1. Log onto TRITON - Data Security.

Erves e 5= adess o best ram i pert b Sr the v e

= addres o host naee R T
Select Une sving facity f

Rr—

it s of the ywiam sysiog mersages rgatn
et Gy or SR sk, < it it

R pepioyement

Eriier she ¥ adénem o et rare and par rumber of the mal reiesse gatmay. Dita Secutty drents sumanines mad iy S galmvay mhen f acton s Quirantne b Asease.

Fadiressor hostnener [i0n2I24.39 Pt [10023

2. Navigate to Settings > Configuration > System > Remediation.

In the Release Gateway box, enter the IP address or host name and port number of
the mail release gateway. The release gateway should be a mail hop that is used to
route mail outside the organization.

Release Gateway

Eriter thr I addeerss or host namme and port numbar of the mad relesss galevway, Duba Seourity directs quarantived mal to thes gatsssy when the sotan
Qusar ariinw B Raleace,

I:IFMnss or host rame: EIU.:E-U-]EL Poet: |25 ]

Configure notifications

These instructions apply to TRITON - Data Security v7.5 and v7.6.

Navigate to Main > Policy Management > Resources > Notifications.

2. Edit an existing notification or click New to create a new notification. The
Notification Details window displays.

3. On the General tab, enter the name and email address of the sender in the Sender
email address field. This should be a valid internal email address. This is the
name and address that is shown in the From: field of the notification email
message.
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In the example shown below, we have used
DSSNotificationsMBX@mycompany.com.

Resources = Motifications > Notification Details
|5 Save As...
hlaiiz: [Reteaze Gateway
Descriphion:  [Toct of Release Gateway
Notification Properties
—
Sender name! [D=snctficationtx
Sender emal addresst  [DeshoicationsMbxBinycompany. com
EXATONE. ST RSSO MFCOMRAN K. COT
Outgoing mal server: fiozoaisc Part: = o
Subject; [\'mr message has been blocked
Recpients:

Liser: Websenseddministrator (egibsondwebsense. com)

Edit.. |

User: ggibsonZ (egibson2@sdbeg teg. mebsense. com)

(] addional emad addresses:

Verify that the IP address and port listed for
Click the pencil icon to edit the settings.

your outgoing mail server is correct.

Enter a subject for the messages. Click the right arrow to select variables such as

incident ID or action.

Click Edit to select the recipients for the notification messages. You can select

administrators, directory entries (end users),

or custom users.

Now configure TRITON - Data Security to allow the release of SMTP violations

when they are blocked due to policy.

a. Click the Notification Body tab.

s > Notilicstion Details

Meolifecation Propes s

s [

oy Content

Dipplary th fllowng secticns in the notificatson;
=] Loge

] detion

(1 messags to uasr:

poley breadh was Fourd and action e taon wes Laken, Seoder
Sulsacti Dt aleth',

%] Incidere detads
L] wiclated rus
] 1] Eruabies e plearsing blocked SMTF violations from notfication ]

| Artach polcybesach condent

b. Complete the following step:

Mot
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* Inv7.5, select the Enable releasing blocked SMTP violations from
notification checkbox, if it is not already selected (as shown above).

* Inv7.6, select Allow recipients to release blocked email from this
notification (shown below).

i General | Motification Body |

Type: Standard  + Displayas: HTML -
Body Contert
Display the following sections in the notification message:
[¥] Logo
[¥] Action

[¥] Message to user:

A policy breach was found and action “4Action Taken ™' was taken. Sender: " Senderis’. E
Message Subject: "%.Subject™’.

[¥] Incident details
[¥] Viglated niles
[T Mlow recipierts to release blocked email from this notification

[¥] Attach policy-breach content

c. Click OK.

Configuring TRITON - Data Security v7.6 - 7.8

Configure the release gateway

1.

@T I TON "unirieo seouriy centen

Log onto the TRITON Console. Click the Data Security tab.

User name: admin [ETe

Web Securit; | Data Security | Email Security = Appliances TRITON Settings i Help ~
3

tain || Settings | Role: Super Administrator |||  Deploy |

23
e

QJ General
o Define the IP address and port number for the syslog server and mail release gateway.
Authorzation ¥ Syslog Settings
Archive Enter the IP address or host name and port number for the syslog server,
Policy Updates 1P address or host name: Port: 514
Select Use syslog fadlity if you want to know from what part of the system syslog messages originate.
E}E’ Deployment | Then choose which type of message you care about: user messages, securityfautharization messages, or local-use messages.

s o These messages and their origin will appear in the syslog.

Endpaoint [ Use syslog Fadiity for these messages: | Local use 3 (#13)
| Test Connection

Release Gateway

Select the mail release gateway, Data Security directs quarantined mail to this gateway when the action is Quarantine &
Release,

1@ Release gateway should be the agent which detected the incident
) Use the following gateway:

IP address or host name: Port:
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a. Navigate to Settings > General > System > Remediation.
In the Release Gateway box, select the option Use the following gateway.

c. Enter an IP address or host name and port number of the mail release gateway.
The release gateway should be a mail hop that is used to route mail outside the
organization.

Release Gateway

Select the mail release gateway, Data Security directs quarantined mail to this gateway when the action is Quarantine & Release.

) Release gateway should be the agent which detected the inddent

@ Use the following gateway:
IP address or hostname:  10.15.0,10 Port: 25|

Configure notifications

The process for configuring notifications is the same for Websense Data Security
v7.5.x and v7.6.x. Refer to Configure notifications for details.

Configuring Microsoft Exchange

To prepare for the force release mailbox feature, configure the following common
settings in Microsoft Exchange:

1. Create a new Exchange contact.
2. Create an Exchange mailbox.

3. Configure a forwarding address.

The procedures for configuring these settings varies by your version of Microsoft
Exchange. See:

o Configuring Exchange 2003
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o Configuring Exchange 2007 and 2010

Note

J Although the following procedures apply to Active
Directory with Microsoft Exchange 2003, 2007, and 2010,
this process can also be used with other mail gateways.

c Warning
o If there are multiple notifications, configuration must
be repeated for every sender email address.

& You cannot use a real address (for example, your CSO
email) as the Notifications sender email address if you
want to use the force release mailbox feature.

¢ The Active Directory-based process above can be
executed with other mail systems as long as the
protector/SMTP agent is an MTA over outgoing email
messages.

+ This setup is for inline MTA mode only.

Configuring Exchange 2003

Create a new Exchange contact

1. Inthe Active Directory - Users and Computers console, right-click any OU or
AD container, and select Users > New > Contact.

2. Create a contact with an SMTP address like pa@pa.pa. The new contact can have
any name.

Note

J The new contact can have any name or email address, but
the email domain should not be internal, and preferably
should be one that cannot be resolved by DNS.

In other words, create an Exchange email address for the contact that can be
routed out of the exchange and through the TRITON - Data Security SMTP agent
to be processed.
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In this example, the new contact name is Web Sense with a display name of
Websense. Our new contact Websense will be associated with the pa@pa.pa
address.

New Object - Contact E:!

'E_E Createirc  ipdemo.com/Users

First name: s [
Last name: |5ense

Full name: |Web Sense

Display name: IWebsense

Bact I MNext > I Cancel

3. Click Next.

New Object - Contact [ %]

I:::_:i Create in.  ilpdema.com/Users

7

¥ Cieate an Exchange e-mail addiess

Alias:
iWebS ense

E-mait

| Modiy... |
Agsociated Administrative Group:

[F:'rst Organization/First Administrative Group El

s ﬂad-’. W= l Cancel
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4. Click the Modify button. The New E-mail Address window appears.

New E-mail Address E3 [

E-mail address type:

Custom Address d
> 400 Address
Miciosoft Mail Address

SMTP Addiess

coMail Address

Lotus Notes Address
Movell Group'Wise Address

oK Cancel |  Hep |

5. Select SMTP Address and click OK. The Internet Address Properties window
displays.
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6. Inthe General tab, type pa@pa.pa in the E-mail address field.

Internet Address Properties E|l

General |Advamed |

E-mail addesss  |pa@papd

oK Cancel Apply Help

7. Click OK.

Create an Exchange mailbox

Create an exchange mailbox and/or Active Directory user account as follows:

1. Inthe Users folder of the Active Directory - Users and Computers console,
create a user with the email address of the notification sender that was configured
in the TRITON -Data Security.

In this example we will use DSSNotificationsMBX@mycompany.com. Substitute
mycompany.com with your organization’s domain.

2. Follow the steps outlined by the wizard and create an Exchange mailbox for the
user. Consult the Exchange administrator if you have any questions.

Configure a forwarding address

1. Right-click the user account that was just created and a pop-up menu appears.
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2. Select Properties. The Properties dialog box appears.

DsSNofificationMBX Properties HE|

dember CIf I Crial-iry | E nvironment I Seszzionsz I Femate cortrol |
E-mail Addrezzses I Exchange Features | Exchange Advanced I

General I Addresz I Azcount I Profile I T
Terminal Services Prafile | COk+ Exchange General

Mailbow ztore:

TEGFirzt Storage Groupdi ailbox Store [TEG]

Alias:
DS SMofificationkd B

Set the maximum meszage size and specify

: : Delivery Restictions.., |
the mezzages accepted by thiz mailbos, g -

Diezignate delegated permizzions and a

; Dielivery Options... |
forwarding addresz. S

Specify the mailbox warning and limit sizes

! Storage Limits,.. |
and how long to keep deleted items, =0

F. I Cancel | & ppli Help

3. Click the Exchange General tab. (Active Directory must be integrated with the
Exchange server for this tab to be present.)
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4. Click the Delivery Options button. The Delivery Options window appears.

Delivery Options EE

Send an behat
Giant thiz petrnission b

o | 2]
i~ Forvwanding addiess - —
- ﬂuﬂg
(% Formard bor
|PSSioRcationMen: Mogiy._
™ Dighves meszages to both foowarding addiess and madbox

" Recpiert mits
(% s default fmt " Magimim (ecipients: F

ok | caesl |  Hep |

5. Inthe Forwarding address pane, select Forward to.
6. Click Modify. The Select Recipient window displays.

Select Recipient EE3
Select this object type:
|User or Other object Object Types...
Erom this location;

[Enlhe Ditectoty Locations... |

Enter the object name to select (examples):

WeblSense Check Names
Advanced... 0K Cancel
%

7. Select or search for the contact that was created. This will be the destination for
the forwarding.
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8. Click OK to complete the configuration.

Note

J This Active Directory-based process can be executed with
other mail systems as long as the Protector/SMTP agent is
an MTA over outgoing email messages.

Example configuration (for Websense.com):

1. Create an Active Directory contact:
DSSNotificationMbx@wbsn.dss.

2. Create a notification mailbox:
DSSNotificationMbx@websense.com.

3. Forward all email for DSSNotificationMbx@websense.com
to DSSNotificationMbx@wbsn.dss.

Configuring Exchange 2007 and 2010

Create a new Exchange contact

1. Inthe Exchange Management Console, under Recipient Configuration, right-
click the Mail Contact option and select New Mail Contact from the pop-up
menu. The New Mail Contact wizard is launched.

Mew Mail Contact

'

1 inbodislion Comact Indormation
B Coniact bomiation E nter e sooount imformation that i requined b create a new mal contact of 1o/masherabin
o eniding masl conlact

| Hewi M Conbact oot o
\ganiz
Complabon - —
L TE G ey ewaboiimnia e coanuLl o Eroan |
Fink name: Imitsaly Larml e
|25 5Hthe storb by
Bl

[o55HcthcaborMEs

Akay
D155 M obhc stiorbbn

Etemal e-mad addenis
[SMTP- OS5 otific stiori b Empcompans, dys CEdE. =

2. Enter details for the contact.

3. Click the Edit button under the External e-mail address field, and create a
contact with an SMTP address like DSSNotificationMbx@mycompany.dss.

Note

J The new contact can have any name or email address, but
the email domain should not be internal, and preferably
should be one that cannot be resolved by DNS.
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In other words, create an Exchange email address for the contact that can be
routed out of the exchange and through the TRITON - Data Security SMTP agent
to be processed.

4. Click Next on the wizard.
Click Finish.

Create an Exchange mailbox

Create an exchange mailbox and/or Active Directory user account as follows:

1. In the Users folder of the Active Directory - Users and Computers console,
create a user with the email address of the notification sender that was configured
in the TRITON -Data Security.

In this example we will use DSSNotificationsMBX@mycompany.com. Substitute
mycompany.com with your organization’s domain.

2. Follow the steps outlined by the wizard and create an Exchange mailbox in the
appropriate mailbox database. Consult the Exchange administrator if you have
any questions.

Configure a forwarding address

1. Right-click the user account that was just created and a pop-up menu appears.
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2. Select Properties. The Properties dialog box for the user appears.

DSSMotificabionsMMbx Properties

Account E Member 0f | E-Mal Addmsses
Genesal | UserInfomalion | Diganization
Malbon Seltingt Ml Flow Seltings Madbos Features |

Fdrroperties...

= Message Size Restictions
o Meszage Delrvery Resinchions

Desciphion —
Defrvedy opbions control delegated panmissons and fowardng.

ok | Concel ok Help

3. Select the Mail Flow Settings tab.
4. Check the Properties checkbox.
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5. Select Delivery Options. The Delivery Options window appears.

Send on behall
Grant thes peimiesion bl

Foewanding addre=z

¥ Fouward o
| D& SN otificationiby Biovese..,
™" Dlekier metzage to balh fonding address and mashon

Recqserits s

W

6. Check the Forward to option in the Forwarding address pane.
7. Browse to the contact that was created in the steps above.

8. Click OK and complete the configuration.
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