
Data Security - Supported Files Types and Size Limits  1

Data Security Supported File 
Formats and Size Limits
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This article provides a list of all the Supported File Formats that can be analyzed by 
Websense Data Security, as well as the File Size Limits for network, endpoint, and 
discovery functions.

Supported File Formats

Supported File Formats and Size Limits | Data Security Solutions | Version 7.7.x

This article provides a list of all the file formats that Websense Data Security supports. 

The file formats supported are constantly being updated and added to.

File Type Description

7-Zip 7-Zip format

Ability Comm Communication Ability

Ability DB Database Ability

Ability Image Raster Image Ability

Ability SS Spreadsheet Ability

Ability WP Word Processor Ability

AC3 Audio File Format AC3 Audio File Format

ACE ACE Archive

ACT ACT

AD1 AD1 evidence file

Adobe FrameMaker Adobe FrameMaker

Adobe FrameMaker Book Adobe FrameMaker Book

Adobe Maker Interchange Adobe Maker Interchange format

Adobe PDF Portable Document Format

Advanced Streaming Microsoft Advanced Streaming file

Advanced Systems Format Advanced Systems Format (ASF)

  



Data Security Supported File Formats and Size Limits

2  Websense Data Security

Advanced Systems Format Advanced Systems Format (WMA)

Advanced Systems Format Advanced Systems Format (WMV)

AES Multiplus Comm Multiplus (AES)

Aldus Freehand Mac Aldus Freehand Mac

Aldus PageMaker (DOS) Aldus PageMaker for Windows

Aldus PageMaker (Mac) Aldus PageMaker for Macintosh

ALIS ALIS

Amiga IFF 8SVX Amiga IFF (8SVX) Sound

Amiga MOD Amiga MOD

Apple Binary Property 
List

Apple Double Apple Double

Apple iChat Log Apple iChat Log

Apple iWork Keynote Apple iWork Keynote format

Apple iWork Numbers Apple iWork Numbers format

Apple iWork Pages Apple iWork Pages format

Apple Photoshop 
Document

Apple Photoshop Document

Apple Single Apple Single

Apple XML Property List Apple XML Property List

Appleworks File Appleworks File

Applix Alsterix Applix Alsterix

Applix Graphics Applix Graphics

Applix Spreadsheets Applix Spreadsheets

Applix Words Applix Words

ARC PAK Archive PAK/ARC Archive

ARJ ARJ Archive

ASCII Text Text

ASCII-armored PGP 
Encoded

ASCII-armored PGP Encoded

ASCII-armored PGP 
Signed

ASCII-armored PGP Signed

ASCII-armored Public 
Keyring

ASCII-armored Public Keyring

Audio Interchange File 
Format

Audio Interchange File Format

AutoCAD DXF Binary AutoCAD DXF

File Type Description
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AutoCAD DXF Text AutoCAD DXF

AutoDesk Animator FLIC AutoDesk Animator FLIC

AutoDesk Animator Pro 
FLIC

AutoDesk Animator Pro FLIC

AutoDesk DWG AutoDesk Drawing (DWG)

AutoDesk WHIP AutoDesk WHIP

AutoShade Rendering AutoShade Rendering

Bin unknown null

BinHex BinHex

Blackberry Activation File Blackberry Activation File (etp.dat)

Bzip 2 Compressed File Bzip 2 Compressed File

BZIP2 BZIP

CADAM Drawing CADAM Drawing

CADAM Drawing 
Overlay

CADAM Drawing Overlay

CATIA formats CATIA formats (CAT*)

CGM Binary Computer Graphics Metafile (CGM)  

CGM Character Computer Graphics Metafile (CGM)  

CGM ClearText Computer Graphics Metafile (CGM)  

CHM CHM file

CITT Group 3 CITT Group 3 1-Dimensional

COMET TOP Word COMET TOP    

Compactor / Compact Pro 
Archive

Compactor / Compact Pro  

COMPOUND COMPOUND

Convergent Technologies 
DEF Comm

Convergent Technologies DEF Comm format

Corel Draw CMX format Corel CMX

Corel Draw format Corel Draw    

Corel Presentations Corel Presentations    

Corel Quarttro Pro Quattro Pro 9+ for Windows

Corel WordPerfect 
Macintosh

Corel WordPerfect Macintosh

Corel WordPerfect 
Windows

Corel WordPerfect Windows

CPIO CPIO

cpio Archive CHRhdr cpio archive (CHR Header)

File Type Description
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cpio Archive CRChdr cpio archive (CRC Header)

CPT Communication CPT Communication format

Creative Voice Audio Creative Voice (VOC) Sound

CSV Format Comma Separated Values

Curses Screen Image Curses Screen Image (Unix/VAX/SUN)

Data Interchange Format Data interchange format

Data Point Vistaword Data Point Vistaword

dBase Database   dBase Database

DCS DCS   

DCX Fax System DCX Fax format(PCX images)

DDIF CDA/DDIF

DEB DEB

DEC WPS PLUS DEC WPS PLUS

DECdx DECdx

Device Independent  Device Independent file (DVI)    

DG CEOwrite DG CEOwrite

DG Common Data Stream DG Common Data Stream

Dicom Digital Imaging and Communications in Medicine

Disk Doubler 
Compression

Disk Doubler Compression format

Disk Image Disk Image

DisplayWrite IBM Display Write 4

Documentum Documentum(EMCMF)

Domino XML Language IBM Lotus representation of Domino design elements in XML 
format

DSA101 DSA101 (Honeywell Bull)

EBCDIC    EBCDIC Text    

eFax eFax

Electronic Publication Electronic Publication

ELF Dynamic_Lib ELF Dynamic Library 

ELF Executable MELF Executable 

ELF Relocatable ELF Relocatable  

Enable  Enable Word Processing

Enable Spreadsheet  Enable Spreadsheet

Encapsulated PostScript Encapsulated PostScript (raster)

File Type Description
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Enhanced Metafile Enhanced Metafile

Envoy Envoy

Executable DOS/Windows Program

Expert Witness 
Compression Format

Expert Witness Compression Format

Extensible Forms 
Description Language

Extensible Forms Description Language

FileMaker Mac Filemaker Mac

Folio Flat File Folio Flat File

Founder Chinese E-paper 
Basic

Founder Chinese E-paper Basic

FPX FPX Format

Framework Framework

Framework II Framework II

FTP Session Data FTP Session Data

GEM Bit Image GEM Bit Image

GEM VDI Graphics enviroment manager   

Ghost Disk Image Ghost Disk Image (GHO, GHS)

GIF 87 Graphics Interchange Format (GIF87a)

GIF 89 Graphics Interchange Format (GIF89a)

Google SketchUp Google SketchUp (SKP)

GZ Compress GZ Compress

GZIP GZIP reader

Haansoft Hangul Haansoft Hangul

Harvard Graphics Harvard Graphics

Harvard Graphics Cfg Harvard Graphics Configuration File

Harvard Graphics Chart Harvard Graphics Chart

Harvard Graphics Palette Harvard Graphics Palette

Harvard Graphics Symbol Harvard Graphics Symbol File

Health level7 message Health level7 message

HP GLP HP Graphics Language (Plotter)

HP Graphic Language HP Graphics Language (HP-GL)

HP Word PC HP Word PC

HTML HTML 3\4

HTML Fragment HTML Fragment format

IBM 1403 Line Printer IBM 1403 Line Printer

File Type Description
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IBM DCA/RFT IBM DCA/RFT (Revisable Form Text)

IBM DCA-FFT IBM DCA-FFT (IBM Final Form)

IBM DCF Script IBM DCF Script

IFilter IFilter Format

Informix SmartWare II Informix SmartWare II

Intergraph V7 DGN Intergraph Standard File Format (ISFF) V7 DGN (non-OLE)

Interleaf Interleaf

Internal use Internal use

ISO ISO

ISO-9660 CD Disc Image 
Format reader

ISO-9660 CD Disc Image Format reader

JBIG2 JBIG2 file format (JB2, JBIG2)

JPEG file interchange 
format

JPEG file interchange format(JFIF)

JPEG-2000 JP2 file format syntax - ISO/IEC 15444-1 (JP2, J2K, PGX)

JustSystems Ichitaro JustSystems Ichitaro

Lasergraphics Language Lasergraphics Language

Legato EMailXtender 
Archive

Legato EMailXtender Archives Format

Legato Extender Legato Extender Native Message ONM

Link Library DOS/Windows Object Library

Lotus 1-2-3 Lotus 1-2-3 Worksheet

Lotus 1-2-3 Lotus 1-2-3 Release 9

Lotus 1-2-3 97 Lotus 1-2-3 97

Lotus AMI Pro Lotus AMI Pro

Lotus Ami Pro Draw Lotus Ami Pro Draw

Lotus AMI Pro Style Sheet Lotus Ami Pro style sheet

Lotus Freelance Graphic 
96

Lotus Freelance Graphic 96

Lotus Freelance Graphic 
97

Lotus Freelance Graphic 97

Lotus Freelance Graphic 
for DOS

Lotus Freelance Graphic for DOS

Lotus Freelance Graphic 
for OS/2

Lotus Freelance Graphic for OS/2

Lotus Freelance Graphic 
for Windows

Lotus Freelance Graphic for Windows

Lotus Notes BitMap Lotus Notes Bitmap

File Type Description
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Lotus Notes CDF Lotus Notes CDF

Lotus Notes database IBM Lotus Notes Database NSF/NTF

Lotus PIC format Lotus PIC

Lotus Screen Cam Lotus Screen Cam

Lotus Word Pro 96 Lotus Word Pro 96

Lotus Word Pro 97 Lotus Word Pro 97

Lyrix Lyrix Word Processing

LZH LHA Archive

Mac Disk Copy Disk 
Image

Mac Disk Copy Disk Image

MacBinary MacBinary

Macintosh Raster Macintosh Quick Draw Picture

MacPaint MacPaint

Macromedia Director Macromedia Director

Macromedia Flash Macromedia Flash

MacWrite MacWrite

MacWrite II MacWrite II

Maker Markup Language Adobe FrameMaker Markup Language

MASS-11 MASS-11

Micrografx Designer Micrografx Designer

Microsoft Access Microsoft Access

Microsoft Access 2000 Microsoft Access 2000

Microsoft Access 2007-
2010

Microsoft Access 2007-2010

Microsoft Access 2007 
template

Microsoft Access 2007 Template (.accdt)

Microsoft Access 95 Microsoft Access 95

Microsoft Access 97 Microsoft Access 97

Microsoft Cabinet format Microsoft Cabinet File

Microsoft Compiled 
HTML Help

Microsoft Compiled HTML Help (CHM)

Microsoft Compress 
Folder

Unix Compress

Microsoft Compressed 
Folder

Microsoft Compressed Folder

Microsoft DIB Microsoft Windows Device Independent Bitmap

File Type Description
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Microsoft Document 
Imaging

Microsoft Document Imaging Format

Microsoft Entourage 
Database

Microsoft Entourage Database

Microsoft Excel 2000 Microsoft Excel Windows 2000

Microsoft Excel 2003 
XML

Microsoft Excel Windows XML 2003

Microsoft Excel 2007-
2010

Microsoft Excel 2007-2010

Microsoft Excel 95 Microsoft Excel Windows 95

Microsoft Excel 97 Microsoft Excel Windows 97

Microsoft Excel Binary 
2007-2010

Microsoft Excel Binary 2007-2010

Microsoft Excel Chart Microsoft Excel Charts

Microsoft Excel 
Encrypted Format

Microsoft Excel encrypted format

Microsoft Excel Macro Microsoft Excel Macro

Microsoft Excel Macro 
2007-2010

Microsoft Excel Macro 2007-2010

Microsoft Excel Windows Microsoft Excel Windows

Microsoft Help file Microsoft Help file (CHM)

Microsoft Office 2007-
2010

Microsoft Office 2007-2010

Microsoft Office 2007-
2010 Encrypted

Microsoft Office 2007-2010 Encrypted

Microsoft Office Drawing Microsoft Office Drawing

Microsoft Office Groove Microsoft Office Groove Format

Microsoft Outlook Microsoft Outlook

Microsoft Outlook 
Express DBX

Microsoft Outlook Express DBX

Microsoft Outlook OST Microsoft Outlook OST

Microsoft Outlook 
Personal Folder

Microsoft Outlook Personal Folder

Microsoft Pocket Word Microsoft Pocket Word

Microsoft PowerPoint 
2000

Microsoft PowerPoint 2000

Microsoft PowerPoint 
2007-2010

Microsoft PowerPoint Macro 2007-2010

Microsoft PowerPoint 95 Microsoft PowerPoint Windows 95

Microsoft PowerPoint 97 Microsoft PowerPoint Windows 97

File Type Description
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Microsoft PowerPoint 
Mac

Microsoft PowerPoint Macintosh

Microsoft Powerpoint 
Macro 2007-2010

Microsoft Powerpoint Macro 2007-2010

Microsoft PowerPoint 
Windows

Microsoft PowerPoint Windows

Microsoft Project Microsoft Project

Microsoft Project 2000 Time scheduling

Microsoft Project 2007-
2010

Microsoft Project 2007-2010

Microsoft Project 4 Time scheduling

Microsoft Project 41 Time scheduling

Microsoft Project 98 Time scheduling

Microsoft Project Calc Microsoft Project

Microsoft Project 
Resource

Microsoft Project

Microsoft Publisher Microsoft Publisher

Microsoft TNEF Format Encapsulation Microsoft TNEF

Microsoft Visio Microsoft Visio

Microsoft Visio 2003 
XML

Microsoft Visio XML 2003

Microsoft WAVE Sound Microsoft Wave Sound

Microsoft Windows Help Microsoft Windows Help File

Microsoft Windows 
Metafile

Microsoft Windows Metafile

Microsoft Windows 
Metafile (no header)

Microsoft Windows Metafile (no header)

Microsoft Windows Write Microsoft Windows Write

Microsoft Word (UNIX) Microsoft Word UNIX

Microsoft Word 2000 Microsoft Word 2000

Microsoft Word 2003 
XML

Microsoft Word Windows XML 2003 XML

Microsoft Word 2007-
2010

Microsoft Word 2007-2010

Microsoft Word 95 Microsoft Word 95

Microsoft Word 97 Microsoft Word 97

Microsoft Word 
Encrypted Format

Microsoft Word encrypted format

File Type Description
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Microsoft Word for 
Macintosh

Microsoft Word for Macintosh

Microsoft Word for 
Windows

Microsoft Word for Windows

Microsoft Word Macro 
2007-2010

Microsoft Word Macro 2007-2010

Microsoft Word PC Microsoft Word for PC

Microsoft Word PC Driver Microsoft Word for PC Driver

Microsoft Word PC 
Glossary

Microsoft Word for PC Glossary

Microsoft Word PC 
Miscellaneous File

Microsoft Word for PC Miscellaneous File

Microsoft Word PC 
StyleSheet

Microsoft Word for PC Style Sheet

Microsoft Works (DOS) Microsoft Works for DOS

Microsoft Works (Mac) Microsoft Works Communication for Macintosh

Microsoft Works 
(Windows)

Microsoft Works for Windows

Microsoft Works 
Communication (Mac)

Microsoft Works Communication for Macintosh

Microsoft Works Database 
(DOS)

Microsoft Works Database for DOS

Microsoft Works Database 
(Mac)

Microsoft Works Database for Macintosh

Microsoft Works Database 
(Windows)

Microsoft Works Database for Windows

Microsoft Works 
Spreadsheet (DOS)

Microsoft Works Spreadsheet for DOS

Microsoft Works 
Spreadsheet (Mac)

Microsoft Works Spreadsheet for Macintosh

Microsoft Works 
Spreadsheet (Windows)

Microsoft Works Spreadsheet for Windows

MicroStation MicroStation V8 DGN (OLE)

MIDI MIDI

Milestone Milestone (MLS, ML3, ML4, ML5, ML6, ML7, ML8, ML9)

MIME HTML MIME HTML

MORE MORE Database Outliner (MAC)

MPEG Audio MPEG Audio layer 3

MPEG-1 Video MPEG Video

MS DOS Device Driver MS DOS Device Driver

File Type Description
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MS-DOS Batch File MS-DOS Batch file format

MultiMate MultiMate

Multimate Advantage MultiMate Advantage

MultiMate Advantage 
Footnote

MultiMate Advantage Footnote File

MultiMate Advantage II MultiMate Advantage II

MultiMate Advantage II 
Footnote

MultiMate Advantage II Footnote File

Multimate Footnote MultiMate Footnote File

Multiplan Spreadsheet 
Mac

Multiplan Spreadsheet (Mac)

Multiplan Spreadsheet PC Multiplan Spreadsheet(PC)

Navy DIF Navy DIF

NBI Async Archive NBI Async Archive Format

NBI Net Archive NBI Net Archive Format

Nero Encrypted File Nero Encrypted File

Netscape Bookmark File Netscape Bookmark File

NeWS Font file (SUN) NeWS bitmap font

NeXT/Sun Audio NeXT/Sun Audio Data

NIOS TOP NIOS TOP

NSIS NSIS

NURSTOR Drawing NURSTOR Drawing

Oasis open document Oasis open document format

Oasis open document 
format

Oasis open document Drawing format

Oasis open document 
format

Oasis open document Word processing format (ODT)

Oasis open document 
format

Oasis open document Spreadsheet format (ODS)

Oasis open document 
format

Oasis open document Presentation format (ODP)

Oasis open document 
format

Oasis open document drawing format

ODA/ODIF (FOD 26) ODA/ODIF

ODA/ODIF (FOD 36) ODA/ODIF

ODA/ODIF Ql11 ODA/ODIF Ql11

ODA/ODIF Ql12 ODA/ODIF Ql12

ODF Presentation ODF Presentation

File Type Description
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ODF Spreadsheet ODF Spreadsheet

ODF Text ODF Text

Office Writer Office Writer

OLE OLE Compound Document

OLE DIB Object OLE DIB object

OLIDIF OLIDIF (Olivetti)

Omni Graffle Omni Graffle

Omni Outliner Omni Outliner

One Note OneNote Note Format

Open PGP Open PGP Message Format (with new packet format)

OS/2 PM Metafile OS/2 PM Metafile

Paradox (PC) Database Paradox (PC) Database

PC COM Executable PC COM Executable file

PC Object Module OS/Windows Object Module

PC Paintbrush PC Paintbrush Graphics

PC True Type Font PC True Type Font

PCD PCD Format

PDF Encrypted format Word processor encrypted PDF

PeachCalc PeachCalc

Persuasion Persuasion Presentation

PEX Binary Archive SUN PEX Binary Archive

PGP Encrypted_Data PGP Encrypted Data

PGP Public Keyring PGP Public Keyring

PGP Secret Keyring PGP Secret Keyring

PGP_Compressed_Data PGP Compressed Data

PGP_Sign_Certificate PGP Signature Certificate

PGP_Signed and 
Encrypted_Data

PGP Signed and Encrypted Data

PGP_Signed_Data PGP Signed Data

Philips Script Philips Script

PKZIP PKZip format

Plan Perfect Plan Perfect

Portable Bitmap Utilities 
ASCII

Portable Bitmap Utilities ASCII Format

Portable Bitmap Utilities 
Binary

Portable Bitmap Utilities Binary Format

File Type Description
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Portable Greymap Utilities 
ASCII

Portable Greymap Utilities ASCII Format

Portable Greymap Utilities 
Binary

Portable Greymap Utilities Binary Format

Portable Network 
Graphics

Portable Network Graphics

Portable Pixmap Utilities 
ASCII

Portable Pixmap Utilities ASCII Format

Portable Pixmap Utilities 
Binary

Portable Pixmap Utilities Binary Format

PostScript PostScript file

PostScript Type 1 Font PostScript Type 1 Font (PFB)

Preview EPS format Encapsulated PostScript

PRIMEWORD PRIMEWORD

Printer Control Language HP Printer Control Language

Q and A for DOS Q and A for DOS

Q and A for Windows Q and A for Windows

Quadratron Q-One V1.93J Quadratron Q-One V1.93J

Quadratron Q-One V2.0 Quadratron Q-One V2.0

Quark Express Quark Xpress Mac

Quattro Pro (DOS) Quattro Pro for DOS

Quattro Pro for Windows Quattro Pro for Windows

QuickDraw 3D Metafile QuickDraw 3D Metafile (3DMF)

QuickTime Movie QuickTime Movie

RAR Encrypted Format Encrypted RAR archive

RAR Format RAR archive

Raster Graphics Sun Raster Image

Real Audio Real Audio

RealLegal E-Transcript RealLegal E-Transcript (PTX)

RealMedia Streaming 
Media

RealMedia Streaming Media

Reflex Reflex

Rich Text Format Rich Text Format (RTF)

RIFF MIDI RIFF MIDI

RIFF Multimedia Movie RIFF Multimedia Movie

RIFF_DIB RIFF Device Independent Bitmap

RPM RPM

File Type Description
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Samsung Electronics 
Jungum Global document

Samsung Electronics Jungum Global document (GUL)

SAMNA Word IV SAMNA Word IV

Serialized Object 
Encapsulation Format

Serialized Object Format (SOF) Encapsulation Format

SFX Self Extracting Archive

SGI RGB Image SGI RGB Image

SGML SGML

Shell Scrap Object File Shell Scrap Object File

Simple Vector Format Simple Vector Format (SVF)

Skype Log File Skype Log File

SmartWare II Informix SmartWare II communication file

SmartWare II Informix SmartWare II

SmartWare_II_DB SmartWare II

SMTP SMTP

SolidWorks SolidWorks

SPLIT SPLIT

StarOffice StarOffice Writer

StarOffice Presentation 
XML

StarOffice Presentation XML

Stuff It Archive (Mac) Stuff It archive(MAC)

SUN vfont SUN vfont Definition

Supercalc Supercalc

SYLK Spreadsheet SYLK

Symphony Spreadsheet Symphony Spreadsheet

Tagged Image File Tagged Image File

Targon Word Targon Word (V 2.0)

Text Mail (MIME) MIME Format - Microsoft outlook express

Transport Neutral 
Encapsulation Format

Transport Neutral Encapsulation Format (TNEF)

Truevision Targa Raster image

Ultracalc Ultracalc

Unicode HTML Unicode HTML

Unicode Text Unicode text

Uniplex Uniplex (V6.01)

Uniplex Ucalc Uniplex Ucalc Spreadsheet

File Type Description
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Unix Executable 3B20 Unix Executable (3B20)

Unix Executable Basic 16 Unix Executable (Basic-16)

Unix Executable Bell 5.0 Unix Executable (Bell 5.0)

Unix Executable iAPX 
286

Unix Executable (iAPX 286)

Unix Executable MC68k Unix Executable (MC680x0)

Unix Executable PreSysV 
VAX

Unix Executable (PDP-11/pre-System V VAX)

Unix Executable VAX Unix Executable (VAX)

Unix Executable 
WE32000

Unix Executable (WE32000)

Unix Executable x86 Unix Executable (x86)

Unix Object MS8086 Unix Object Module (old MS 8086)

Unix Object VAX 
Demand

Unix Object Module (VAX Demand)

Unix Object Z8000 Unix Object Module (Z8000)

UNIX SHAR UNIX SHAR

UNIX Tape ARchiver TAR

Unknown format Unknown format

USENET USENET

UU Encoded UU encoded encryption file

Verity XML Verity XML(Internal)

Volkswriter Volkswriter

VRML VRML

Wang Office GDL Wang Office GDL Header

WANG PC WANG PC

WANG WITA WANG WITA

WANG WPS Comm. WANG WPS Comm. format

WIM WIM

Windows Animated 
Cursor

Windows Animated Cursor

Windows Bitmap Microsoft Windows Bitmap Image

Windows C++ Obj 
Storage

Windows C++ Object Storage

Windows Cursor Windows Cursor

Windows Group Microsoft Windows Group File

Windows Icon Cursor Windows icon cursor format

File Type Description
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Windows Micrografx 
Draw

Windows Micrografx Draw

Windows Palette Windows Palette

Windows PIF Program Information File (PIF)

Windows Video Windows Video(AVI)

Word Connection Word Connection

WordERA WordERA

WordMARC WordMARC

WordPerfect 
Configuration File

WordPerfect Configuration File

WordPerfect Driver WordPerfect Driver

WordPerfect General File WordPerfect general file format

WordPerfect Graphics WordPerfect Graphics

WordPerfect Hyphenation 
Dictionary

WordPerfect Hyphenation Dictionary

WordPerfect Macro WordPerfect Macro

WordPerfect 
Miscellaneous File

WordPerfect Miscellaneous File

WordPerfect Resource 
File

WordPerfect Resource File

WordPerfect Spelling 
Dictionary

WordPerfect Spelling Dictionary

WordPerfect Thesaurus WordPerfect Thesaurus

WordPerfect VAX WordPerfect VAX

WordStar WordStar

WordStar 2000 WordStar 2000

WriteNow WriteNow MAC

Writing Assistant IBM Writing Assistant

X Bitmap X Bitmap Format

X Pixmap X Pixmap Format

Xerox 860 Xerox 860 Comm. format

Xerox DocuWorks Xerox DocuWorks

Xerox Writer Xerox Writer

XHTML XHTML

XML XML

XML Paper Specification Microsoft XML Paper Specification

XyWrite/Nota Bene XyWrite/Nota Bene

File Type Description
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File Size Limits
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This article lists the file size limitations for network, endpoint, and discovery 
functions in Websense Data Security. See the key after the table for a description of 
each column.

Yahoo Instant Messenger Yahoo Instant Messenger

Z Z

ZIP encrypted format Encapsulation encrypted ZIP archive

File Type Description

Channel Analysis 
Timeout 
(sec)

Max 
Intercepted 
Size (MB)

Max 
Extracted 
Sub-Files 
(total in 
MB)

Max 
Extracted 
Sub-Files 
(count)

Extracted 
Text Size 
Per File 
(MB)

Max 
Forensics 
(MB)

Network

SMTP inline 
(pama, 
SMTP)

35 100 100 100 1 Unlimited

SMTP 
monitoring 
(pama, 
SMTP)

300 100 100 100 1 Unlimited

HTTP (inline, 
ICAP, ISA, 
WCG)

10 12 100 100 1 12

HTTP 
(Monitoring)

300 100 100 100 1 12

IM 300 100 100 100 1 12

FTP 300 100 100 100 1 Unlimited

FTP “inline” 
(through 
ICAP and 
WCG)

10 12 100 100 1 12

Print 
(blocking)

10 12 N/A N/A 1 12

Print 
(monitoring)

300 12 N/A N/A 1 12

Endpoint
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*Files beyond 100 MB are searched only for file name, file size, and binary 
fingerprint. The binary fingerprinting is based on 10 MB from the file.

Key

 Analysis Timeout (sec): Maximum analysis timeout (seconds). When the 
different agents submit a transaction to be analyzed by the policy engine, they 
specify how much time the policy engine has to analyze. At the end of this time, 
the policy engine returns the best answer it has. The final action is based on partial 
analysis. 

 Extracted Text Size (MB): Assuming the transaction contains archives, the 
amount of text that is extracted from each file/sub-file for analysis.

 Max Forensics Size (MB): The maximum incident forensics size. Incidents do 
not include forensics beyond this limit. Transactions larger than this include just 
metadata.

 Max Intercepted Size (MB): The maximum content size submitted for analysis. 
Transactions larger than this are not sent to analysis.

 Max Extracted Sub-Files (total in MB): Assuming the transaction contains 
archives, the total amount of data to be extracted from these archives.

Copy to 
Removable 
Media

25 Unlimited* 100 100 1 12

Copy over 
LAN

25 Up to 100 100 100 1 12

File Access 25 Unlimited* 100 100 1 12

Copy-Cut 5 Unlimited* N/A N/A 1 12

Paste 5 Unlimited* N/A N/A 1 12

Screen 
Capture

N/A N/A N/A N/A N/A 12

Print 25 300* N/A N/A 1 12

HTTP 10 Unlimited* 100 100 1 12

Web 
Download

25 Unlimited* 100 100 1 12

Discovery

Network 
Discovery

Unlimited
*

Unlimited* 50 100 1 N/A

Endpoint 
Discovery

Unlimited
*

Unlimited* 50 100 1 N/A

Channel Analysis 
Timeout 
(sec)

Max 
Intercepted 
Size (MB)

Max 
Extracted 
Sub-Files 
(total in 
MB)

Max 
Extracted 
Sub-Files 
(count)

Extracted 
Text Size 
Per File 
(MB)

Max 
Forensics 
(MB)
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 Max Extracted Sub-Files (count): Assuming the transaction contains archives, 
the maximum number of sub-files that is extracted from these archives, including 
the archive level name.
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