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CHAPTER 1

Preface

This Administration Guide contains all the information necessary for ongoing use of
Forcepoint CASB, including monitoring and analyzing user activity using the
management portal, setting up cloud discovery and service asset protection, and
system administration.

For information about initially setting up Forcepoint CASB for your organization, please
contact your reseller or Forcepoint support.

Some Forcepoint CASB features are independently licensed. If any features described
in this guide are unavailable in your Forcepoint CASB deployment, please contact your
reseller or the Forcepoint sales team to extend your license.
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CHAPTER 2

Overview

This chapter introduces Forcepoint CASB and the high-level concepts you need to get
started with it.

This chapter discusses the following:

Introducing Forcepoint CASB .. ... ... 3
The Forcepoint CASB workflow ... ... . .. 4
The Forcepoint CASB workspace ... ... ... ... 6
System architecture .. ... 9
Gateway enforcement ... 11
Accessing the Forcepoint CASB management portal ......................... 13
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Introducing Forcepoint CASB

Forcepoint CASB is an integrated solution for cloud application access discovery, user behavior
analysis, activity analysis, access control, security monitoring and enforcement, governance,
policy compliance, and data loss prevention.

Cloud applications provide significant advantages to organizations, but also incurrisks to IT
control, security, and compliance. Traditional perimeter and endpoint controls do not properly
identify cloud access activity and provide little or no control over information access, application
access, and privileged activities. To make cloud application use safe and productive, Forcepoint
CASB provides these visibilities and controls, in addition to monitoring and preventing account
security breaches and policy violations.
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The Forcepoint CASB workflow

Forcepoint CASB enables you to perform the following main high-level functions:

» Discovery (see "Discovery and Asset Management" on page 15): Scan network log files to
see all active cloud accounts, with usage metrics and risk information for found cloud
applications. Eliminate shadow IT by bringing found applications into the Forcepoint CASB
system as managed assets, enabling the additional functions listed below.

» User behavior analysis and risk analysis (see "User Behavior Analysis" on page 114):
Scan network log files to identify high risk users and related threats to your organization.
UBA reduces security management costs and improves security team focus by:

« Understanding the typical user through automatic user behavior profiling and comparing
that to your approved business flows.

« Automatically detecting deviations from typical behavior and using that to improve your
policy accuracy.

« Focusing your attention on the key users at risk, highlighted by Forcepoint CASB based
on smart risk calculation.

« Understanding your risk by following a quick investigative flow to get all of the
information you need on a high-risk user, including usage patterns, activities, incidents,
and more.

» Access monitoring and enforcement (see "Security Monitoring and Enforcement™ on
page 93): Configure access policies to managed assets, without needing to rely on
applications’ native permission systems which in some cases can be limited or insecure.

» Threat and risk detection and prevention (see "Security Monitoring and Enforcement”
on page 93): For managed assets, detect user account behavior that is anomalous relative
to automatically-learned usual behavior, according to preconfigured and configurable
policies. Optionally, threat detection can trigger automatic account blocking.

> Activity analysis (see "Activity Analysis and Investigation" on page 47): For applications
that have been configured as managed assets, obtain in-depth visibility into organizational
cloud user activities. You can investigate these activities according to various parameters,
including action types, business units, accessed data types, administrative activity,
suspicious activity, user accounts, endpoints, geographical locations and more. Filtered
activity lists can be exported for further analysis and for compliance.

» Access and Security Governance (see "Account access and security governance" on
page 138): For managed assets, assess risk by monitoring account compliance with
regulatory standards and with organizational policy regarding user accounts and user
authentication settings.
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» Data Classification (see "Data classification" on page 149): For managed assets,
Forcepoint CASB scans the contents of stored files and provides detailed information about
stored sensitive material —as defined by configurable data types —including how it is
accessed and shared inside and outside the organization.
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The Forcepoint CASB workspace

Forcepoint CASB administrators work in two environments:

» Forcepoint CASB management portal
» Forcepoint CASB Cloud Discovery tool

The main Forcepoint CASB work environment is the Forcepoint CASB management portal.
The management portal includes dashboards for user risk analysis, cloud access discovery,
compliance, and activity analysis and security monitoring. The portal also includes tools for
investigating endpoints, policy configuration, and system configuration.

The management portal includes four main dashboards, and additional pages for further
investigation and configuration:

Dashboards More pages

: ——

Forcepoint (@ wmisksummary @Y appoiscovERY coweuance BB Auom & prOTECT

The dashboards are:

» Risk Summary (see "User Behavior Analysis" on page 114): The Risk Summary page is
the default page that appears upon login.

For supported cloud services that have been defined as managed assets, includes:

« User Risk dashboard: Displays a high-level view of user activity, including risks to
your organization, with drill-down to accounts and the watchlist.

« Accounts: Displays user accounts, including current and recent activity and alert
details, with drill-down to incidents and audit logs.

» App Discovery (see "Discovery and Asset Management" on page 15), including:

« Scan results from the Discovery tool (described below), with details on all active cloud
accounts, including usage metrics and risk information for found cloud applications.

« Configurable parameters for the above risk information.

« Tools for bringing found applications into the Forcepoint CASB system as managed
assets, upon which they will appear in the other dashboards as well.

» Compliance (see "Governance and Compliance" on page 137): For supported cloud
services that have been defined as managed assets, includes:

« Data Classification (see "Data classification" on page 149): For managed assets,
Forcepoint CASB scans the contents of stored files and provides detailed information
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about stored sensitive material — as defined by configurable data types —including how
it is accessed and shared inside and outside the organization.

« Governance (see "Account access and security governance” on page 138): Displays
information about user accounts that should be removed or validated, and violations of
configurable regulatory standards and organizational policy.

« Encryption Broker (see "Encryption Broker" on page 170): For managed assets, the
Encryption Broker service leverages a bring your own key (BY OK) capability offered by
the cloud services. Forcepoint CASB connects to your key management service (KMS)
to access your encryption keys, then connects to the cloud service, where the data is
encrypted and decrypted based on the key provided by Forcepoint CASB from the KMS.

The Encryption Broker service also helps with regulatory compliance by maintaining and
rotating the encryption keys from within Forcepoint CASB.

» Audit & Protect (see "Security Monitoring and Enforcement" on page 93): For applications
that have been defined as managed cloud assets, the Audit & Protect dashboard provides
visibility into the user activities performed on the cloud asset. The dashboard displays
summaries and details of alerts including threats, risks, and violated policies, with drill-
down to Accounts for further investigation. It also includes some general activity
summaries.

« Activity Audit (see "Activity Analysis and Investigation" on page 47): Activity audit
logs identify activity details such as source devices, source locations, and actions (for
example, password change or data modification). Using this information, Forcepoint
CASB provides various activity summaries and tools for investigating organizational
user activities in cloud services according to various parameters. Filtered activity lists
can be exported for further analysis and compliance.

Other management portal pages (for example, Security and Accounts) provide links to
the Audit Logs, automatically filtered according to the relevant context.

« Incidents (see "Alert and Incident Analysis and Investigation" on page 1): Forcepoint
CASB analyzes alerts for similarities and combines these similar alerts into an Incident.
Incidents let you quickly see and understand the overall problems affecting your
network. The Incidents log displays a summary of the Incidents captured, and the
Incident records display details information about the incident, including user
information and a log of all alerts attached to the incident.

Other management portal pages (for example, User Risk and Accounts) provide links
to the Incidents log, automatically filtered according to the relevant context.

The Endpoints page displays details of devices used to connect to managed assets, separately
listing devices managed by the organization and unmanaged devices, with drill-down to Accounts.
The Endpoints page also enables administrative approval or revocation of device enroliment (see
"Administrative enrollment, approval and revocation" on page 227).
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Additional pages allow managing endpoint, configuring system settings, and viewing Help
contents.

In addition to the management portal, for initial cloud access discovery, Forcepoint CASB provides
the Cloud Discovery tool (see "Setting up discovery" on page 16), which scans network log files
from any device such as a firewall, web proxy, SIEM, or router, and produces details on all active
cloud accounts, including usage metrics and risk information for found cloud applications. You can
view scan results locally in a produced PDF, or, after the results are uploaded to the Forcepoint
CASB management server, in the Forcepoint CASB web interface, where they are more
interactive and from where you can bring accessed applications into the Forcepoint CASB system
as managed assets.

For scan results to appear in the management portal, they need to be manually or automatically
uploaded to the Forcepoint CASB management server. If you configure the Discovery tool to
periodically perform automated scans and to automatically upload scan results to the management
server, you can subsequently work solely in the Forcepoint CASB web interface.

CHAPTER 2| Administration Guide 8



System architecture

Forcepoint CASB includes the following main components:

Inside Organizatiun Forcepoint CASB
cloud

Forcepoint CASB gateway Cloud applications

Cloud users

ForcepointCASB
administrator

2 o)
Network Discovery Tool
logs

ForcepointCASB
management server

G-

Active Directory

» Forcepoint CASB gateway: The gateway acts as a proxy between organizational users
and cloud applications, monitors cloud account activities, and enforces organizational
policy. It receives policy decisions from, and submits activity logs to, the Forcepoint CASB
management server.

The Forcepoint CASB gateway runs as a virtual appliance, and is hosted and managed by
Forcepoint.

» Forcepoint CASB management server: The management server serves the Forcepoint
CASB management portal, determines policy application to the gateway, performs
analysis, and creates alerts. It also collects account settings and user information directly
from cloud applications (for Governance). The management server includes a database that
stores all relevant information, including policy, system settings, and activities.
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The Forcepoint CASB management server is hosted by Forcepoint. You connect to the
management server through the cloud, so you do not install it on-premises.

> Cloud Discovery Tool: A local Windows application that scans network logs and provides

Discovery results directly and/or to the management server.

In addition to the above components, Forcepoint CASB provides two agent applications for
relevant scenarios:

» Endpoint agent (see "Gateway enforcement” on the next page): For routing relevant
endpoint connections to the Forcepoint CASB gateway.

> Active Directory (AD) agent (see "Providing a user directory" on page 182): In
deployments where the management server cannot access the organizational Active
Directory (for example, the management server is in the Forcepoint CASB cloud), the AD
agent can be installed locally to access Active Directory and relay the information to the
management server (see "Providing a user directory" on page 182).

CHAPTER 2| Administration Guide
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Gateway enforcement

From existing organizational logs, Forcepoint CASB can identify accessed cloud applications, and
by collecting information directly from cloud accounts, it can provide Governance features.
However, these sources do not enable monitoring specific activities. For cloud applications to
become fully monitored managed assets, access to cloud applications needs to go through the
organizational Forcepoint CASB gateway. After configuring an application as a managed asset
(see "Managing Service Assets" on page 269), you'll configure the Forcepoint CASB gateway to
act as a proxy between the client applications and the cloud application servers, so that the
gateway can fully monitor activity details and enforce organizational policies, enabling full user
behavior analysis (see "User Behavior Analysis" on page 114), activity analysis (see "Activity
Analysis and Investigation" on page 47) and security monitoring and enforcement (see "Security
Monitoring and Enforcement" on page 93).

For cloud user activities to go through the Forcepoint CASB gateway, browsers and other client
applications need be directed to the gateway URLs. Using the gateway URLs can be enforced in
either or both of two ways:

» Reverse proxy (= server-side enforcement): Configure cloud applications to accept service
requests for the relevant account(s) only from the Forcepoint CASB gateway. This can be
done for each cloud application in either of two ways:

« IdP proxy: Configure the application to authenticate users by an external single sign-on
Identity Provider (SSO IdP; a third-party |dP, which might already be configured for your
organization, or Forcepoint CASB can itself be the |dP), and configure the IdP to redirect
via Forcepoint CASB. Upon authentication, the IdP redirects the connection (with
identity assertion) via Forcepoint CASB.

« |IP restriction: For cloud applications that enable this, configure accounts to accept
service requests only from the gateway’s IP address.

Reverse proxy provides a secure solution by disabling non-gateway connections to cloud
assets. However, non-browser client applications, such as most Office 365 desktop
applications and most mobile client applications, can only access their native server URL.
If only reverse proxy is used, these applications will not work.

» Endpoint routing: Set up organizational endpoints so that their outgoing connections to
asset destinations are automatically routed via the gateway.

The recommended method of endpoint routing for desktop endpoints is installing the
Forcepoint CASB Security Service on organizational endpoints. The Forcepoint CASB
Security Service (also known as the Forcepoint CASB Endpoint agent) automatically
routes connections from all browsers and applications on an endpoint to their destinations
via the Forcepoint CASB gateway. The Forcepoint CASB Security Service has an
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extremely low resource impact and merges its routing functionality with existing
organizational proxy settings to provide a seamless user experience. The service is
maintained with a watchdog service.

Endpoint routing provides a good solution for controlled organizational devices, including for
applications that do not support URL changes, but does not disable non-gateway
connections from other devices.

A comprehensive solution recommended in many cases is to use both types of solutions in parallel
(supported by Forcepoint CASB): Implement reverse proxy as the primary enforcement method,
and distribute the Forcepoint CASB endpoint routing solutions as needed for applications that
cannot otherwise be directed to the Forcepoint CASB gateway.
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Accessing the Forcepoint CASB
management portal

Upon deployment, Forcepoint CASB is configured with a single administrative account. Forcepoint
creates the new administrator based on your organization's domain and provides the access
credentials as part of the purchase fulfillment email. To configure additional accounts and
permissions, see "Configuring Forcepoint CASB administration" on page 195.

Logging in to Forcepoint CASB

To access the Forcepoint CASB management portal, go to the Forcepoint CASB management
server URL in your browser, then log in using the credentials provided to you by your administrator.

When you log in for the first time, Forcepoint CASB displays an End User License Agreement
(EULA). Read the EULA, select the | have read and agree to these terms check box, then click
the Confirm EULA button.

If your organization has set up a system notification, it is displayed to you after you enter your login
credentials. You must acknowledge this notification to access the management portal.

Locking a Forcepoint CASB account

When you attempt to log in to Forcepoint CASB, you may receive a message stating that you
cannot login. This can happen for the following reasons:

» Too many unsuccessful login attempts. If you enter an incorrect password too many
times within a specific time period, you are locked out of the account. The number of
attempts and timeout period are configured on the Administrator Account Security settings
page. For more information, see "Configuring login lockout restrictions" on page 203.

» The password expired: Administrator passwords can be set to expire after a specific
number of days. This setting is configured on the Administrator Account Security settings
page. After the setting is enabled, you can set the active time period (between 30 and 180
days) and set up email notifications. For more information, see "Configuring password
restrictions" on page 202.

» The account has not been accessed within a set number of days: If you do not log in
to your account within a specific time period, the account is locked because of inactivity.
This setting is configured on the Administrator Account Security settings page. For more
information, see "Configuring login lockout restrictions" on page 203.
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Changing your password

If your password has expired, or your password was reset by another administrator, you are
prompted to change your password after you log in. Enter your Old Password, then enter a New
Password. Enter the new password a second time in the Confirm Password field, then click
Change Password.

# Note: A list of password guidelines are displayed on the Change Password window. For
more information about configuring these guidelines, see "Configuring password
restrictions" on page 202.

To change your password at any time through the management portal, open the Admin menu and
click Change Password.

Change Password

Logout

Logging out of Forcepoint CASB

For optimal security, when you’re finished working, open the Admin menu and click Logout.

Automatic logouts

You will be logged out automatically if no activity is detected for 15 minutes.

CHAPTER 2| Administration Guide 14



CHAPTER 3

Discovery and Asset
Management

With the Forcepoint CASB Discovery module, you can scan and upload network
log files to see all active cloud accounts, with usage and risk information for
found cloud applications. You can then eliminate shadow IT by bringing found
applications into the Forcepoint CASB system as managed assets, which enables,
for those assets, activity analysis and security monitoring and enforcement.

This chapter discusses the following:

Settingup discovery .. 16
Monitoring organizational cloudaccess ... . ... ... ... 28
Restricting applicationaccess ... ... .. 41
Investigating apps through the Cloud App Directory ... ............. 44
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Setting up discovery

To scan and upload network log files for cloud access discovery, you'll need to set up the
Forcepoint CASB Cloud Discovery tool for it to scan relevant traffic logs and for the scan
results to be automatically or manually uploaded to your Forcepoint CASB management
server. For continuous discovery, you can schedule automatic scans.

Installing and configuring the Cloud
Discovery tool

The Cloud Discovery tool is a local application for Windows (7 and above or Server 2008 and
above), Mac OS (10.5 and above), or Linux (Ubuntu, Mint, Debian, or CentOS). For Windows and
Mac OS, it is delivered as a standard installation executable. For automation on Linux, Forcepoint
CASB provides a Linux CLI-only version of the tool.

For automated scans and/or result uploads, the Cloud Discovery tool must be installed in a
location where it can access relevant network traffic log files. If you would like to upload the scan
results to Forcepoint CASB, the Cloud Discovery tool must be installed in a location where it can
access your Forcepoint CASB management server. For the Discovery tool to be able to download
updates, including software updates and updated information for service identification, risk factors
and characteristics, make sure that the tool can access the internet.

The Cloud Discovery tool is available through the Forcepoint CASB portal by going to Settings
> Tools and Agents. Under the Application Discovery Tool section, click the Download link for
your operating system. The executable file is downloaded to your local machine.

#  Note: You must have a valid Forcepoint CASB license to download this tool. This tool will
only be visible on the Tools and Agents page if you have a valid license. Contact Forcepoint
Support if you would like to use the tool, but do not see the tool on this Settings page.

The Cloud Discovery tool can be installed through either of the following methods:

> Attended installation through the user interface: This method allows you to install the
Cloud Discovery tool through an interactive Wizard. This installation requires the user to
confirm the installation settings through a series of prompts before starting the installation.

» Unattended installation through the command line: This method allows you to install
the Cloud Discovery tool without user interaction. This is a silent installation and does not
display any indication of the installation progress.

To install and configure the Cloud Discovery tool through the user interface (Windows / Mac OS):
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About Skyfence Cloud Discovery

Obtain the installation source for the relevant OS from Settings > Tools and Agents.
Run the installation source and go through the installation wizard.

If you’re prompted for a product or catalog update, confirm the update.

FORCEPOINT

Skyfence Cloud Discovery
Version: 4.6.101.63

Catalog Version: 2593

you o analyze web

r the web apps in
erform new scans and

&' Analyze Web Proxy and Firewall Traffic Logs

" Discover Cloud Services in Your Organization

+ View results as PDF or upload to Skyfence Cloud Discovery
Licensed Products

Product Expiration Date Walidity

Cloud Protection Unlimited v
Cloud DRG Unlimited v
Threat Radar Unlimited v

4 Upload New License

Copyright {c) 2014 Skyfence Networks Ltd. All rights reserved Close

The trial license you automatically received upon downloading the tool enables only limited
functionality. For full functionality, use a license provided by your Forcepoint sales
representative or reseller for your specific Forcepoint CASB management server. If this
license is already installed in Forcepoint CASB, you can download it from the Forcepoint
CASB management portal by going to Settings > Tools and Agents > Application
Discovery Tool > Download License.

In the tool, go to File > Settings.

Under Manage All Scan Results, for all scan results to be automatically uploaded, select
Automatically upload scan results:
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Skyfence Cloud Discovery Settings @

Settings

Iits v/ | Automatic software ates
Skyfence Cloud Gateway Address (:port optional v/ | Automatic app and risk catalog updates
as: o
Pas v | Share scan summary results

Test Connection
Carll?e' E

7. Provide the Address of your organizational Forcepoint CASB management server (can be
automatically populated from license) and credentials of a Forcepoint CASB administrator
with Cloud Discovery permissions.

You can Test Connection.

8. Under Get Automatic Updates, select both options (recommended):
» Automatic software updates: Updates to the discovery tool.

» Automatic app and risk catalog updates: Updated information for service iden-
tification, risk factors and characteristics.

9. Optionally, select to Share scan summary results with Forcepoint CASB. Selecting this
option shares anonymized statistics with Forcepoint, which helps improve the analytics we
provide to all customers.

10. Click Save.

To install the Cloud Discovery tool through the command line as an unattended installation
(Windows):

1. Obtain the Windows installation source from Settings > Tools and Agents.
Open the Windows command line interface as an administrator.

3. Run the following command:

<path> --mode unattended
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where <path> is the directory where the Cloud Discovery tool source file is located.
For example:

CloudDiscovery-4.6.1.333-win-installer
jre.app/Contents/Windows/win-intel --mode unattended

Toinstall the Cloud Discovery tool through the command line as an unattended installation (Mac
OS / Linux):

1. Obtain the Linux or Mac OS installation source from Settings > Tools and Agents.
2. Open the command line interface.
3. Run the following command:
sudo <path> --mode unattended
where <path> is the directory where the Cloud Discovery tool source file is located.
For example:

sudo CloudDiscovery-4.6.1.333-osx-installer
jre.app/Contents/MacOS/osx-intel --mode unattended

Scanning for discovery

To scan network log files for cloud access discovery:

1. Export relevant log files from an organizational perimeter device such as a firewall, web
proxy, SIEM, or router. If your organization is distributed among multiple sites, include logs
from all sites. For full relevant results, the logs should represent a week or more of well-dis-
tributed user traffic (excluding periods of low user access activity). You can include multiple
files of the same format in a folder to be scanned; different-format files should be placed in
separate folders.

2. Inthe Cloud Discovery tool, click Add File (for a single log file) or Add Folder:
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FORCEPOINT

File Help

Configure Scan

Select the log files or folders to scan for cloud app discovery

+ Add Fils + Add Folder

o Start by adding a log file or folder

° Configure log type

° Run Discovery
Output Folder __ofer yarom\Documents\CloudDiscovery\results Change folder .
Run Discovery

3. Foreach folder or file to be included in the scan:
a. Browse to and select the relevant file or folder.

b. Under Log Type, select the relevant Category and Format of the device that pro-
duced the logs.

c. Click Save.

d. Optionally, to validate that the tool is correctly parsing the logs, click Data Preview:

File Help
Configure Scan
Selectthe log files or folders to scan for cloud app discovery View results of last run
+ Add File + Add Folder
File/Folder Log Type
en\Skyware-paloAltoExample\Skyware-paloAltoExample csv Palo Alto Networks &) Data Preview

|Check that your data is mapped corrg

4. Click Run Discovery. You'll be prompted to save scan settings for future scans including
automatic scheduled scans.

Qutput Folder CiUsers\yehuda.rock\Desktopiresults Chang

The Cloud Discovery tool scans and analyzes the logs, and if so configured uploads results to
the organizational Forcepoint CASB management server. Upon completion, basic result statistics
are displayed:
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Skyfence Cloud Discovery: DefaultScan @

DefaultScan

VSca-'. Completed

,
VU_‘J\oaO Completed High risk 674
73

£ View S.;a_n. Report > - 873

Close

You can View Scan Report (basic summary and results). For full interactive results, go to the
Discovery dashboard.

Scheduling automatic scans

You can schedule automatic scanning of network log files for continuous cloud access discovery,
after the Discovery tool has been properly installed and configured.

You can also schedule automatic scanning on Linux. To schedule automatic scanning on
Windows or Mac OS:

1. Configure an organizational perimeter device such as a firewall, web proxy, SIEM, or router
to regularly export relevant log files. If your organization is distributed among multiple sites,
include logs from all sites.

2. If the above log files can’'t be exported directly to a location accessible by the Cloud Dis-
covery tool, have them copied to such a location, such as by using a scheduled script.

3. Inthe Cloud Discovery tool, configure a scan (see "Scanning for discovery" on page 19) for
the above log files and save the scan settings, either at being prompted upon running dis-
covery, or by clicking File > Save Scan As. The scan settings are saved as a .scan file;
make note of its location.

4. Using the operating system’s standard scheduling tools (for example, the Windows Task
Scheduler or the Mac OS Automator and Calendar), schedule running the following
command:

<path>\cloudDiscoveryCLI.bat -s "<scan>" [-d "<output>"]
where
<path> is the Cloud Discovery tool installation directory;

<scan> is the path and filename of the saved .scan file; and
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<output> (optional) is the directory in which to place scan results. If omitted, scan results
will be placed in the location recorded in the .scan file as the last output location.

The command should run from the Cloud Discovery tool installation directory.

For example:
Create Basic Task Wizard [t
"G}l Start a Program
Create a Basic Task
Trigger Program/script:
Daily "C\Program Files (x86)\CloudDiscovery\cloudDiscoveryCLLbat" Browse...
Action
Add arguments (optional): -s "CAUsers\yehuda.rocl
Finish Start in (optional): "C:\Program Files (x86)\(
[ < Back l [ Mext > J [ Cancel l

5. If you used the Windows Task Scheduler, open the task Properties, and make sure that
the task is configured to use the current user account even if not logged in, and is
configured for Windows Vista, Windows Server 2008:

(1) Discovery Properties (Local Computer) o]

General |Triggers | Actions I Conditions. | Settings | History

MName: Discovery

Location: \
BAuthon [ R -

Description:

Security options

When running the task, use the following user account:
[ Change User or Group... ]

) Run only when user is logged on

@he’cher user is Iogged@

"] Do not store password, The task will enly have access to lecal computer resources.

[] Run with highest privileges

[ Hidden Caenfigure for: @Eﬂm Vista™, Windows Server™ —> ']
[ ok || canca |
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Scan automation on Linux

For scan automation on Linux, Forcepoint CASB provides a CLI-only Linux version of the Cloud
Discovery tool.

The Discovery tool should be installed in a location where it can access relevant network traffic log
files and your Forcepoint CASB management server. To be able to download updates, including
software updates and updated information for service identification, risk factors and
characteristics, make sure that the tool can access the internet.

To install the Discovery tool and schedule automatic scans on Linux:

1. Onthe Linux host, execute the Cloud Discovery .run file, and continue through the wizard
according to prompts.

For Share scan summary results, enterY.
For Launch Cloud Discovery, enter n.
2. From the Cloud Discovery installation folder (by default: /opt/CloudDiscovery/), run:
sh cloudDiscoveryConfig.sh --install.license <license>
where <license> is the path and name of an appropriate Forcepoint CASB license file.

The trial license you automatically received upon downloading the tool enables only limited
functionality. For full functionality, use a license provided by your Forcepoint sales
representative or reseller for your specific Forcepoint CASB management server. If this
license is already installed in Forcepoint CASB, you can download it from the Forcepoint
CASB management portal by going to Settings > Tools and Agents > Application
Discovery Tool > Download License.

3. Toenable automatic uploading of scan results, provide credentials of a Forcepoint CASB
administrator with Cloud Discovery permissions, by running:

sh cloudDiscoveryConfig.sh --set.username <user> --set.password
<password>

where <user> and <password> are the relevant credentials. You don’t need to provide the
address of your organizational Forcepoint CASB management server; it should have been
automatically configured by Forcepoint CASB in your license.

4. Optionally, test the connection to the management server:
sh cloudDiscoveryConfig.sh --test.connection

5. Configure an organizational perimeter device such as a firewall, web proxy, SIEM, or router
to regularly export relevant log files. If your organization is distributed among multiple sites,
include logs from all sites. If the log files can’t be exported directly to a location accessible
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by the Linux Cloud Discovery tool, have them copied to such alocation, such as by using a
scheduled script.

6. OnaWindows or Mac host with the Cloud Discovery tool, configure a scan for the above
log files and save the scan settings, either at being prompted upon running discovery, or by
clicking File > Save Scan As. The scan settings are saved as a .scan file; copy this file to
the Linux host.

7. On the Linux host, configure a cron job to periodically run the following command:
sh <path>/cloudDiscoveryCLI.sh -s <scan> [-d <output>]
where
<path> is the Cloud Discovery tool installation directory;
<scan> is the path and filename of the saved .scan file; and

<output> (optional) is the directory in which to place scan results.

The Linux Discovery tool cannot perform automatic software updates. To manually update the tool
itself, run:

sh cloudDiscoveryConfig.sh --update.app

To manually update information for service identification, risk factors and characteristics, run:

sh cloudDiscoveryConfig.sh --update.cat

Uploading scan results

It is recommended to configure automatic upload of scan results. Alternatively, you can
manually upload results.

To manually upload scan results:

1. InForcepoint CASB, go to Discovery > Add / Remove Scans:

Scans: All scans (091117 10:28)

2. Browse to and select the scan result ZIP file. The default location for scan results is:

C:\Users\<user>\Documents\CloudDiscovery\results\<date><ScanName><#>\<Sca
nName>.zip

3. Click Add Scan:
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Add Scans *
New Scan
DefaultScan.zip Browse Add Scan
Scans
0 items listed

Scan name Scan date Scan source

Save Cancel

4. Click Save.

When scan results are not uploaded automatically by the Discovery tool, the Forcepoint CASB
management server might not receive app and risk catalog updates. In this case, to manually
provide Forcepoint CASB with an updated catalog file, in Forcepoint CASB go to Settings >
Cloud Discovery, under New Catalog upload the updated file and click Add Catalog.

Upgrading or uninstalling the Cloud
Discovery tool

The Cloud Discovery tool can be uninstalled through either of the following methods:

> Attended through the user interface: This method allows you to uninstall the Cloud
Discovery tool through the operating system's user interface. This requires the user to
confirm the removal before starting the removal process.

» Unattended through the command line: This method allows you to uninstall the Cloud

Discovery tool without user interaction. This is a silent removal and does not display any
indication of the removal progress.

To uninstall the Cloud Discovery tool from a Windows computer, do one of the following:
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» Inthe programs menu go to Cloud Discovery > Uninstall Cloud Discovery:

| 7-Zip
, Accessories
. Amazon
. AutoHotkey
., Box Sync
.. Cloud Discovery
@ Cloud Discovery
@ Uninstall Cloud Discovery
. CrashPlan e =

1 Back

I Uninstall Cloud Discovery ]

| |_1:'_:*:-* programs and files j o |

» InWindows Programs and Features, select Cloud Discovery and click

Uninstall/Change:
OO |ﬁ < Programs » Programs and Features - | 3y | | Search Pregrams and Features yel |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change,

4P Git version 1.9.0-preview20140217

4

(1]

) Turn Windows features on or or Repair.
off
Install a program from the Organize »  Uninstall/Change 3= - @
network m > N "
plame | Uninstall er change this pragram. 'iubllsher
(2 AutoHotkey1.1.14.03 Lexikos
w Bonjour Apple Inc. I
ﬂ Box Sync Box, Inc.
@ Cloud Discovery Skyfence Networks Inc,
% CrashPlan PROe Code 42 Software
© Fiddler Telerik
[T Ficldler2 CertMaker Telerik

The Git Development Corr _

3

Skyfence Networks Inc. Product version: 4.1.0.222
Help link: http://www.skyfence.com/

To uninstall the Cloud Discovery tool from a Mac computer, go to the /Applications/Cloud

Discovery folder, and run Uninstall:
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application.version
catalog.version
|| certificates
@ CloudDiscovery-launcher
@ CloudDiscovery.icns
@ CloudDiscovery.ico
cloudDiscoveryCLl.sh
cloudDiscoveryConfig.sh
configuration.properties
formats
riskFactors.categories
riskFactors.weights.defaults
services_logos
servicesStore.xml.enc
sf_license_P.._nlimited.xml
skyware-0.0...ncies-pg.jar
Uninstall %
update.mac.sh

i 7]

3

Upgrading the Cloud Discovery tool occurs automatically (with prompt for user confirmation) if so_

configured. Otherwise, to upgrade the Cloud Discovery tool, first remove it as above (when
prompted, to keep your settings, select not to remove custom configuration), then install the
newer version.

To uninstall the Cloud Discovery tool through the command line (Windows):

1. Open the Windows command line interface as an administrator.
2. Run the following command:

<path> --mode unattended
where <path> is the directory where the Cloud Discovery tool source file is located.
For example:

CloudDiscovery-4.6.1.333-win-installer
jre.app/Contents/Windows/win-intel --mode unattended

To uninstall the Cloud Discovery tool through the command line (Mac OS / Linux):
1. Open the command line interface.
2. Run the following command:
sudo <path> --mode unattended
where <path> is the directory where the Cloud Discovery tool source file is located.
For example:

sudo CloudDiscovery-4.6.1.333-osx-installer
jre.app/Contents/MacOS/osx-intel --mode unattended
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Monitoring organizational cloud access

After discovery is properly set up, you can see all active cloud accounts, with usage and risk
information for found cloud applications.

The Discovery dashboard provides an overview of organizational cloud access, from which you
can drill-down for comprehensive details on a specified cloud application. Displayed risk
evaluations are based on a configurable aggregation of various factors.

For found applications, Discovery provides options to prevent the application from continuing
to appear in Discovery, to block users from accessing it, or to begin managing with
Forcepoint CASB.

The Discovery dashboard

The Discovery dashboard provides an overview of organizational cloud access, filtered or
configured in several ways.

Understanding the Discovery dashboard

To view the Discovery dashboard, go to App Discovery:

Investigate apps in
Scans: All scans (07/19/18 17:10) v Add Scans Remove Scans Cloud App Diractory k
F Baseline . Time zone: GMT
Create new baseline Discovery Summary
[] view baseline
a» 52 | H Overall Risk
Y Eiters 1435 16,507 39,737 15.7TB
@ High 35| 251%
Apps Users IPs Data Volumc; ey LN
See all users = Seeall IPs = Up 2.4 G %
P o Low 214] 14.91%
U gl
g LAY B Recommended Actions
Storage and Do. . 124
[[] coliaboration 109
~ ; Recommended Actions
[] Finance 59 @B 36 High Risk Apps Recommended Actions - ;}isﬂ‘:‘:::&ﬂ;szapps
Ses al categpries = It s recommended to block high risk applications with pp & Manage Apps
Forcepoint CASB or a third party. Choose the: Manage cloud application risk with activity =
e © Block by Forcepoint monitoring, usage analysis and protection e
Risk [inus ™, ignite — Click Manage App to gef started
 rign - Misnaomytv [ Judemy | @ Bioccty i pary_|
2 spps ar biocked
[] medium 1185 Seeal 26>  Adjust risk weights >
[ Low 214
Departments Analytics
[ sales 128
[ P - @ service Locations @ ~pps by Category @ ~pps by Department Data Volume

The dashboard includes the following sections:

» Left-hand filtering pane
» Discovery Summary: The total numbers of accessed cloud Apps, accessing Users,
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Source IP addresses, and access traffic Data Volume; and, Overall Risk level and risk-
level distribution:

Discovery Summary

a 194 m N Overall Risk
1435 16,507 39,737 15.7TB Low
Apps Users IPs Data Volume : ;i;;;;'ff;ﬁms%

See all users = See all IPs = Uploads: 322.4 GB | 73.07%
Downloads: 113.8 GB | 26.93%

Low 214 14.91%

» Recommended Actions: According to risk level:

Recommended Actions

“ ; Recommended Actions
. . . 1185 Medium risk apps
. 36 High Risk Apps Recommended Actions @ 214 | ow risk apps S
It s recommended to block high risk applications with - ) pp & Manage Apps
Forcepoini CASE or a third party. Choose the 5 Manage cloud appiication risk with activity |
applications to black. @ Biock by Forcepoint monitoring, usage analysis and protection lenssznszps
D LTS M Ignite — - Click Manage App to get started.
oc] ird Pai

[V snappyTv [Judemy | o s Aiee |

12 2pps are blocksd
Seeall 28>  Adjust risk weights >

» High-Risk Apps with blocking options

» Medium- and Low-risk apps with the option for bringing them into Forcepoint CASB
as managed assets

» Analytics: Includes the following widgets:

> Service Locations: Where the service’s servers are located. This enables you to
know where your organization’s data is being stored:

@ Service Locations

See All =

You can zoom in and out with ﬂ; to pan the map, drag it. Tooltips display country
name and usage numbers;:
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To view alist of the countries, click See All. You can then export the Locations list to

CcsV:
Locations
2] B
282 items listed 23 6178 0| >
Service Name Countires
123 Contact Form = United States
1and1 = United States
AB Tasty s Ireland
AddThis = United States
Adobe Creative Cloud E United States
Aerchive =] United States
Airtel Business | India
Amazon Advantage il Ireland
Amazon Affiliate Program E United States
Amazon Web Services (AWS) [ ] Japan

Close

» Apps by Category: Application distribution by application type:
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Apps by Category

IT

393 |66.50 %
Storage and Documents

52 |8.80%
Marketing

47 | T95%
Collaboration

331558 %

To view afull list, exportable to CSV, click See All.

» Apps by Department: Application distribution among user departments as defined in

the organizational user directory, by numbers of accessing users:

Apps by Department
Sales
112 | 17.23%
Cperations

102 | 15.69 %
Information Technology

61 | 9.35 %
Warketing

60 | 9.23%

2]
[}

All =

1=

4

To view afull list, exportable to CSV, click See All.

» Data Volume: Application distribution by access data volume:
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Data Volume

Office 365

45TB 2527 %
Box

3BTB|25.11%
Cloud

9742 GB |5.23%
Droplox

843 GB [ 528 %
See All =

» Trends - available only when All scans are displayed: Recent values of Overall risk,
numbers of accessed Cloud apps, numbers of accessing Users, and Data volume:

Trends

Overall risk Cloud apps Users IPs Data Volume

A e — CHINIToD. 8 0911117 10:20 0706117 23:53
10:28

Hover over any point in a graph to see what it represents.
» Cloud Apps

Each of the above sections is collapsible:

“\rb Discovery Summary

Recommended Actions

Filtering the Discovery dashboard
You can filter or configure the information about the page in the following ways:

» By Scans: Select whether to display aggregated information from All scans or just from a
specified scan (the last 100 scans are listed):
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Scans: All scans (09/11/17 10:28) v

E Base All scans 091117 10:23
Create
[ |ViewE pDESKTOP-A92F2IV
Default Scan 05/07/17 07:25, DESKTOP-AS2F 21V

Y . Default Scan 06/07/17 07:09, DESKTOR-ASZF2IV
Filtel

LT-0311423 B

» Set aBaseline: To ignore existing scan results and in the future display only usage
information from scans received from this time onwards, Create new baseline, then select
View baseline:

Scans: All scans (0911417 08:28)

[ Baseline

Create new baseline

% View baseling

To subsequently revert to including pre-baseline information, unselect View baseline.

» By cloud application service Categories: To display information only for applications of
specified types, select those application types:

Categories

T 393
[] storage and Do... 52
[] marketing 47
[] collaboration 33
[] social Network 19
See all categories =

Only applications that belong to all selected categories (AND) are included. If not all
categories are listed, you can See all categories. To include all applications, unselect all
categories.

» By cloud application Risk level:
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Risk

[ High 24
[] medium 508
[ Low 59

Only applications of any of the selected risk levels (OR) are included. To display
information for applications of all risk levels, unselect all three levels.

» By user Departments, as defined in the organizational user directory, if configured:

Departments

[ sales 112
[] operations 102
(] information Tech... 61
[ Marketing 50
[] Research &D... 56
See all departments -

Only usage by users that belong to all selected departments (AND) are included. If not all
departments are listed, you can See all departments. To include all usage, unselect all
departments.

» Toinclude applications that you marked to Hide, select to Show hidden cloud apps:

General

[I' Show hidden cloud apps

Investigating accessed applications

A list of accessed cloud applications appears at the bottom of the Discovery dashboard:
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589 apps found

] Office

box

SA Google
3 [

Officed65

Discovered 07/04/17 13:00

A vedum Risk®
[V manages

Box

Discovered 12/16/15 05:56

A vedum Risk
[V wanages

Google
Discovered D8/05/17 11:00

£\ Low Risk

@ siocked

Salesforce
Discovered 12/18/15 04:44

£\ Low Risk

@ siocked

Cloud Apps

o

Category:
Storage and Documents

Category:
Storage and Documents

Description:

Category: IT

Description:

Category: CRM

Description:

Users: 1,808 | 48
IPs: 6,308 |39

12.65%

Users: 880 |23.84%
IPs: 4,730 | 29.29%
Activilies: 4.021779 | 1083%
folume: 3.8TB

Last Seen: 12/17H5 01:54

Users: 3241

Last Seen: 06

Users: 777 21.05%
1Ps; 4,185 |25
Activilies: 2.3:
Data Volume:
Last Seen: 12/17/15 02:03

v) (v

4

v) (v

Actions

Application Details

Dashboards

Actions

Application Details

Dashboards

Actions

Application Details

Actions
Application Details

Dashboards

You can Sort the list by various parameters, and you can search the list.

For each application, the following is displayed:

» Date Discovered, Risk level, and whether it has been brought into Forcepoint CASB as a

managed asset: [V wmanaged

> Service Category and Description

> Discovered usage and traffic statistics (quantities and distributions of Users, Activities,

Data Volume; and date Last Seen)

From an application’s Actions menu, you can Hide it, Block it, or Manage it as an asset.

For managed assets, you can go to the Security or Analytics dashboard:

> | Application
> |Dashboards

Analytics =
Secunty >

Actions

Details

Actions

Details

To drill-down to further investigate an application, click the application name or Application

Details:

CHAPTER 3| Administration Guide

35



| Actions

) A@flication Details

(> /Dashboards

S

The application’s details page appears:

K

A 1iedium Risk @ 1 ,808 6,308

5 IManaged
] Office b weneg Users IPs
‘.\_>_/.' Dashboards Seeall users = SeeallIPs =
Category: Storage and Documents Service Locations Service |P's >

Description:

Office 365 is a subscription-based online office
and software plus services suite which offers
access to various services and sofiware built
around the Microsoft Office platform.

Service Provider: Microsoft Corp

Headquarters:
Microsoft Redmond Campus, Redmond, Washingt. ..

Service Website > Terms & Conditions =
Hourly Usage

‘ @ Biock by Third Party | oo,
L]

‘ @ Biock by Skyfence | |

‘ @ Manage App | - b
. Ly
seee® ®e
‘ ] Unacknowledge | ‘
Application Risk Categories
Compliance

Securitv Seftings

N W
0.2KB 4.7m

Data Volume Activities
Uploads: D.1KB | 57.45% First sctivity: 07/04/17 18:00
Downleads: 0.1KB | 42.55% Last activity: 07/04/17 18:00

Top Departments

Operations
1.89k |3828%
Sales
1.76K | 35.48%
Marketing
340|687 %
Research & Development
269 |544%
See All =
Admins
hbeals
1217015 03:02

50207

See All =

Adijust risk weights =

The upper-left section includes general details about the application service, and controls for
blocking access, for managing the application as an asset, and for hiding it.

The upper-right section includes usage and traffic statistics for the application. Below that, the

following sections are displayed:

> Service Locations: Where the application’s servers are located. You can zoom in and out
with = ; to pan the map, drag it. To view a list of the application servers’ IP addresses,
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click Service IPs.
» Hourly Usage: Activity distribution by time of day.

» Top Departments - available with a known organizational directory: Organizational
departments that access the application the most.

» Admins: The number of user accounts used to access application pages that require admin-
istrative permissions.

Below, the application’s risk analysis factors are listed.

You can produce a PDF report with the information of the application details page. At the upper-
right, click '«'!, select the parts to include, and click Generate Report.

5]

Select content to export

W summary

W Risk Factors

Zenerate Report

[ |
L

Application risk analysis

Each discovered accessed cloud application is marked with a Risk level: High, Medium, or Low,
evaluated according to various characteristics. Each such characteristic defines arisk value
which is used as a factor with a designated weight for calculating the application’s overall risk.

High-risk applications are recommended to be blocked. Medium- and low-risk applications are
candidates for being managed in Forcepoint CASB as assets.

Applications’ overall risk levels are displayed in several places in the Discovery dashboard, and
can be used to filter the dashboard or to sort the application list.

The characteristics that are used in evaluating application risk are categorized and listed at the
bottom of application detail pages, under Application Risk Categories. For example:
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Application Risk Categories

Compliance

Security Settings

General information

Data Leakage

Data Ownership

Account Termination Policy

Data Access Revoke

No A H \
Data Status Post Account Termination t 35

Retained A High

Returned Low ] ! ) L ! [

Deleted A Medium

Auditing

In this example, the Account Termination Policy category (in the example, the only expanded
category) includes two characteristics. The second indicates that upon account termination, the
service provider retains data, which causes a High Risk impact with a medium Risk weight (3/5)
for calculating the application’s overall risk.

The default risk weights are based on Forcepoint CASB research and risk assessment, but you
can change them according to your organization’s needs. For example, a compliance standard
such as HIPAA can be critical, calling for arisk weight of 5, while another standard is not important
at all, calling for a risk weight of 0.

To configure risk weights:

1. Do one of the following:

» Inthe Discovery dashboard, under Recommended Actions > High-Risk Apps,
click Adjust risk weights:
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] OnSwipe [V shareThis

» Inan application’s details page, by Application Risk Categories, click Adjust risk

weights (see above).

2. Expand categories to see their listed characteristics, and slide risk weight selectors as

relevant:

Adjust Risk Weights

High risk apps Medium risk apg Low risk apps
22|1.6% 1347 | 97.82% 8]0.58%

Authentication Types

Risk Weights

Compliance

Security Settings

As you make changes, the information at the top of the page is automatically updated to
reflect how the changes affect application risk levels.

3. At the bottom of the page, click Save.

Acknowledging accessed applications

If you decide that an application does not need to be managed or monitored, to prevent it from
continuing to appear in Discovery, in the Discovery dashboard, go down to the list of found
applications, and in the relevant row click Actions > Acknowledge:
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Actions

\>JAPPIIC 500k by Skyfence

Wanage
Block by Third Party

m%owledge
Alternatively, in the application’s details page, select Acknowledge:

A Medium Risk

w F Managed

I'\z/'l Dashboards

Category: Storage and Documents

Description:

Box offers content management and collaboration
for individuals, teams and businesses, enabling
secure file sharing and access to files.

Service Provider: Box Inc.

Headquarters:
900 Jefferson Ave Redwood City, CA 94063, USA

Service Website = Terms & Conditions =

@ Biock by Third Party

@ Biock by Skyfence

& Manage App

v] Acknowledge

i
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Restricting application access

If you want to block user access to a service application, you can do this in either (or both) of two
ways:

» Block by Skyfence: If your Forcepoint CASB deployment includes endpoint routing, you
can add the application’s address domains to the list of blocked domains.

» Block by Third Party: Forcepoint CASB provides destination addresses that you can
copy to organizational firewalls to configure them to block access to the application:

Block by Third Party *

Close

To block an application in either of the above two ways, do one of the following:

CHAPTER 3| Administration Guide 41



» If the application is listed in the Discovery dashboard under Recommended Actions as

a High-Risk App, select the application and click the relevant Block option:

Recommended Actions

@ 24 High Risk Apps

It iz recommended to block high risk applications with
Skyfence or a third party. Chooss the applications to

block
WV LiveJo... V| Pixabay
V| The He._.. V) Yotpo

Sesall 24> Adjust risk weights =

Recommended Actions

| @ Block by Skyfence @J

i)

| @ Block by Third Pariy |

10 apps are blocked

Manzg
monitg)
Click A

If there are too many applications to list here, click See all.

» Inthe Discovery dashboard list of accessed cloud applications, by the application, click

Actions and the relevant Block option:

Actions
> ) Applic Block by Skyfence
= |Dashl Manage

Block by Third F@)’
Acknowledge
| |

> Application Details

» Inthe application’s detail page, at the bottom of the upper-left section, click the relevant

Block option:
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.,

A 1iedium Risk

[ %3 Dropbox 1P Mansged
\ /(>) Dashboards

Category: Storage and Documents

Description:

Dropbox is a file hosting service that offers cloud
storage, file synchronization, and clhent software. It
allows users to create a folder on each of
computers, which Dropbox then synchronizes.

Service Provider: Dropbox

Headquarters:
185 Berry St 4th Floor, San Francisco, CA, USA

Service Website > Temms & Conditions =
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Investigating apps through the Cloud
App Directory

The Cloud App Directory provides detailed information about thousands of available cloud
applications, allowing users to review the risk and compliance aspects of cloud applications,
compare similar applications, and investigate services. The information provided includes general
information about the provider and the application, regulatory compliance notes, and details about
the security aspects supported by the application.

To open the Cloud App Directory from the management portal, go to the App Discovery tab, then
click the Investigate apps in Cloud App Directory link.

Scans: | Al scans (07M9/18 17:10) Add Scans  Remove Scans %’&iﬁ?gﬁi:ﬂgigamy B
[ Baseline Time zone: GMT
Create new baseline Discovery Summary

[] View baseline

a 1 [ | N Overall Risk
Y Fiters 1435 16,607 39,737 16.7TB Low

& i 251%

Apps Users .Ps D olume & o o 2%

— See all users = SeeallIPs - up oB173 s

The default list of cloud apps displays all apps in the directory. Each cloud app is displayed within
a summary box that contains basic information, such as the app category, a short description of
the app, the risk level, and the usage number for your organization.

F FORCEPOINT Cloud App Directory Learn about our cloud app control Can'tfind an App?  mroane
App Categorles ,C) Search for apps
[T au
(] COLLABORATION © Last updated 3 days ago SotbuUsage v | < (D2 3 4
[ crm
[ ere .
— Go gle 1 Gsuite & Goosievrive facebook
L] FINaNcE Google G Suite by Google Google Drive Facebook
[ Hr m m STORAGE AND SOCIAL NETWORK
. DOCUMENTS
[] 1AAS ADMINISTRATION

@ Low risk @ Low risk @ Lowrisk Medium risk
Risk Level ’ © o ¢

low  Medum  Hgh
Gosgle ot
l Google Anaivics L@ Fow. - BaidhEE [ ForcepoINT

Popularity Google Analytics ogle Cloud Baidu Forcepoint
' ' m IAAS ADMINISTRATION I m
Low Medium Hion

To sort the list, open the Sort by: drop-down menu above the directory. The default sort is by
Popularity. You can also choose to sort by Risk level, cloud app Name, or Usage.

Tofilter the list of cloud apps and only display the apps that meet the filter criteria, select the
desired App Categories, Risk Level, and/or Popularity from the menus to the left of the
directory.
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To view the full details of a cloud app, locate it in the directory and click on the cloud app's
summary box. Forcepoint CASB displays the details for the selected cloud app.

The top of the detailed page contains summary information about the cloud app, as well as links to
additional information:

» Click the Export to PDF button to create a PDF report of the cloud app's detailed
information, including all information from the Info and Risk Factors tabs. The PDF report is
displayed in a new tab or window, where you can view, print, or save a copy of the report.

» Click the Compare with other apps button to add this cloud app to the compare apps list.
You can compare up to four cloud apps.

« Forcepoint CASB displays a new section at the top of the window. The selected cloud
app is listed, as well as any other selected apps.

FORCEPOINT  Cloud App Directory teorm about our cloud app conirol Can'tfind an App?  moane [+

Export to PDF B

Compare ‘Wm other apps v

« Toselect additional apps to compare, navigate back to the directory and either click the
Compare button located in the cloud app's summary box or open the cloud app's
detailed page and click the Compare with other apps button.

« Afteryou select all of apps you wish to compare, click the Go button. The Cloud App
Directory displays a table with the detailed information for each compared cloud app.

FORCEPOINT Cloud App Directory  icom Can'tfindanApp?  mroane.
e Exportto PDF B
00
0.0
Compare GO gle Bal@ﬁﬁ
Titte Google Baldu
s ative
from below, o fc
Category \T m .

Risk Lovel =

Description

Website

Provider

Location

v Compliance

« Tosave a copy of the comparison results, click the Export to PDF button.

> Click the Go to website button to open a new browser tab or window that displays the
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primary URL for the cloud app.

> Click the Terms & Conditions button to open a new browser tab or window that displays
the terms and conditions for the cloud app.

Under the cloud app 's summary are two tabs: Info and Risk Factors.

» The Info tab displays a description of the cloud app and a map of service locations.

Click see service IPs and URLSs to display lists of the IP addresses and URLs
associated with the service.

To save the IP addresses and URLs to a CSV file, click the Export to CSV button.

» The Risk Factors tab displays the cloud app settings that contribute to the cloud app's
overall risk level. These risk factors are separated into the following categories:

Compliance

Security Settings

General Information

Data Leakage

Data Ownership

Account Termination Policy

Auditing

The Alternative apps section displays the cloud apps that are most similar to the selected app.
You can either click the cloud app's summary box to display the cloud app's detailed page, or click
Compare to compare the alternative app to the selected app.

Click See all alternative apps to open the directory page with the results filtered to display all
cloud apps that match the selected app's App Category.
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CHAPTER4

Activity Analysis and
Investigation

For service applications that have been defined as managed assets, Forcepoint
CASB has the ability to identify activity details such as source devices, source
locations, and actions (for example, password change or data modification). Using this
information, Forcepoint CASB provides various graphic activity summaries and
tools for investigating user activities according to various parameters. Filtered
activity lists can be exported for further analysis and compliance.

You can use the investigative tools for compliance, IT planning, and security
purposes. For example, you can investigate issues identified in Security, periodically
review organizational behavior patterns, or identify sensitive actions such as
password changes.

You can investigate user accounts and their activities, including handling their
policy violations.

This chapter discusses the following:

Activity audit types . ... ... 48
About the activity impact score ... ... 51
Monitoring and investigating user activities ............... ... ... .......... 53
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Activity audit types

Forcepoint CASB monitors user activities from two types of sources:

» Real-time Monitoring: This method is proxy-based. Forcepoint CASB connects the user
to the cloud service through a Forcepoint CASB proxy and collects user activity as the user
interacts with the cloud service. Because Forcepoint CASB is set up between the user and
the cloud service, Forcepoint CASB monitors the activities in real time, and if the activity
violates a policy, performs a mitigation action to block the activity.

» Service Provider Log: This method is APl-based. Forcepoint CASB collects user activity
from audit logs provided by the cloud service. When the user performs an action on the
cloud service, the cloud service records detailed information about the action in an audit log.
Forcepoint CASB connects to the cloud service through an API connection to download the
audit logs and provide the information for analysis.

To view the user activity collected for either Activity Audit type, go to Audit & Protect > Activity
Audit.

Under Activity Audit, you will see the two Activity Audit types:

* Realtime Monitoring

> Service Provider Log

Each Activity Audit type has two user activity pages:

» Dashboard: The information displayed in the Dashboard is the same for each type.

» Audit Log: The information displayed by default in the Audit Log is the same for each type.
You can display additional columns in the Audit Log table, but the columns available in the
Service Provider Logs correspond to the information received from the individual cloud
service (asset), and might not match the information captured through Real-time
Monitoring.

¢  Note: A Forcepoint CASB asset can have both Real-time and Service Provider Log user
activity, but the activities will be separated into a Real-time Monitoring audit log and a
Service Provider Log audit log. Forcepoint CASB cannot combine the two logs.

Monitoring real-time activities

This option audits all activities as they are performed by the user. With real-time monitoring, all
user activity is filtered through a proxy, so Forcepoint CASB has full visibility into all activities the
user performs on the cloud service.
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To configure an asset's connection to collect real-time activities, see "Configuring a web
connection" on page 279.

Monitoring service provider log activities

Cloud services provide audit logs of user activity that can be uploaded to Forcepoint CASB for
analysis. These audit logs provide detailed information about user activity that was performed
through the cloud service. Because Forcepoint CASB receives the information from the cloud
service, Forcepoint CASB receives the information after the user has performed the activity. This
provides near real-time monitoring, which provides mitigation actions, recommendations, and
record keeping.

Service Provider Log monitoring is API-based. Forcepoint CASB connects to the cloud service's
Activity APIs through an API call. The cloud service then sends detailed information about the
user's activities to Forcepoint CASB.

To enable Service Provider Log monitoring on a cloud service asset, the cloud service must have
an Activity API available. Currently, Activity APIs are available for the following cloud services:
Salesforce.com

Microsoft Office 365

Microsoft Azure

Microsoft Exchange

Box

Google G Suite

ServiceNow

Dropbox

Amazon Web Services (AWS)

Cisco Webex

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

#  Note: Because each cloud service creates their own Activity APls, the data collected from
each cloud service varies. Data categories from one cloud service might not match the data
categories from another cloud service.

#  Note: Salesforce does not support the Quarantine mitigation option. If you are configuring a
Salesforce asset and the Quarantine option is available, do not select it. If you select the
Quarantine option, it does not work.

To configure an asset's API connection, see "Configuring an AP| connection” on page 280.
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For more information about setting up the administrator account on each supported cloud service,
see the Forcepoint CASB Service Provider APl Connection Guide.
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https://www.websense.com/content/support/library/casb/api_connection/casb_api_connection_guide.pdf

About the activity impact score

An activity impact score reflects the potential confidentiality, integrity, and availability (CIA)
impact of a single user activity on specific data in a cloud application. The score is a numerical
value that can range from 1 to 100. A higher score means a higher impact.

The activity impact score is divided into the following levels.

Level Range

Critical 81-100

Description

Sensitive activities. For example, sensitive
administrative actions, modifying or disabling main
security controls, bulk data export, mass deletion, bulk
sharing.

High 55-80

High impact activities that usually require high level
permissions, but do not need to be reviewed by a
security department each time they occur. For example,
modifying a Price Book in Salesforce, resetting a user
password.

Individually, these activities do not need to generate a
security alert or a push notification. It is recommended to
use additional conditions with these activities to
generate an alert.

Medium 31-54

Activities that require common permissions. For
example, sharing a file, exporting a report, viewing a
lead.

Individually, these activities do not need to generate a
security alert or a push notification. It is recommended to
use additional conditions with these activities to
generate an alert.

Low 1-30
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Activities that do not require special roles or
permissions. For example, modifying personal profile
settings, uploading or downloading content to personal
user folder.
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The activity impact score is only available for real-time activities. In Forcepoint CASB, you can
use the activity impact score in the following ways:

»  Monitor the impact score in the Realtime Monitoring audit log. For more information, see
"Investigating activity logs" on the facing page and "Audit log column descriptions" on
page 56.

» Add the impact score as a predicate in custom policy rules where you can apply common
mitigation for user activities with similarimpact score level. For more information, see
"Configuring custom policies" on page 80 and "Custom access policy predicates" on
page 88.

» Send the impact score to a SIEM in the activity record. For more information, see "Setting
up SIEM/ syslog integration” on page 259 and "Activities and alerts CEF mapping" on
page 262.

#  Note: Not all real-time assets have been mapped to include an activity impact score. If a
real-time asset is unmapped, an activity impact score is not shown for the asset.
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Monitoring and investigating user
activities

Investigating activity logs

To investigate organizational user activities in cloud applications, in addition to using the
preconfigured graphic analysis summaries, you can view activity logs and filter them according
to various parameters.

To view alog of all activities for an application asset or for all assets:

1.
2.
3.
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In Forcepoint CASB, go to Audit & Protect > Activity Audit.
Select the relevant asset from the top left list of assets.

Under Activity Audit, select the Audit Log for the type of activity you are searching
(Realtime Monitoring or Service Provider Log).

Alternatively, you can select the Dashboard, then click View All Activities:

= Realtime Monitoring Dashboard = Senvice Provider Logs Dashboard > Realtime Monitoring Dashboard
Realtime Monitoring Dashboard
The activity log appears:
Realtime Monitoring Activities
v St 5
09/19/17 07:17:08 Office365 No logout
. e e
oo :
™
.
09/19/17 03:40:43 Office365 N logi
09/19/17 03:40:08 Office365 High gn-Israel

For more information about the columns available in the Audit Log, see "Audit log column

descriptions" on page 56.
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Some column values are links to relevant details elsewhere in Forcepoint CASB. Some columns
that might require explanation are:

Category: The data object category as in Data Access policies.

Data Types: As configured and tracked for DLP.

>
>

» Client Location: As configured in internal IP ranges.
» Managed: Whether enrolled.

To navigate through the pages, click the arrows next to the number of the activities above the
table.

Tofilter the log results:

1. Click the Add filters drop-down menu.

2. Select one or more of the options and click Apply. The new filter is added to the list of
active filters above the table.

Add filters [

#  Note: The filter values are dependent on the values available for that table and can
differ from the values shown in the images above and below.

3. Expand the new filter, select the filter option, then click Apply.

Y | LastUpdated: A ID: A €state : Active | @)Severty  Critical, High, Medlum, Low ~ | @ Mitigation : All_~ ]

175 incidents  1-1000f 175 <|>

Last Updated Incident ID Incident Name Account

4. Tosave the current filters as a search, click the bookmark button to the right of the Add
filters field, type a name for the search, and click the save button.
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‘ © s | []
[ mitigation search @J

|| — Load search

5. Toload the saved search, click the button to the right of the Add filters field and select the
search from the Load search list.

To configure the displayed columns and their order, click the * button.

| Q@ rworres | []

Skyfence Mitigation

4
+
4
e
+
4
4
4

Data Object

Hide all ") Restore defauit

3

To export the table to a CSV file, click . Torefresh the display, click &

#  Note: The CSV export is limited to the past 30 days or 100,000 entries, whichever is lower.

To limit the logs to represented activities from a recent specified time period, select the time
period:

|~ | @Activity Date --30d ~

@ Llast| 30 || minutes |

© From | MM/DDAY" | | hhmm:ss |

To | MMWDDAY || hhcmmss | ey

Clear All m

™NO
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Audit log column descriptions

The following table provides detailed descriptions about the type of information displayed in the
Audit Log. While most of the columns are shared between Realtime Monitoring Audit Logs and
Service Provider Logs Audit Logs, each log also displays some columns that are only available for
that type of log. This information is included in the column description.

Column name Column description

Time The date and time when the activity took place (adjusted to the Forcepoint
CASB administrator's time zone).

This column is labeled Activity Date in the Service Provider Logs Audit Log.

Account The account used to access the cloud service (sAMAccountName if the
Active Directory connection is set; otherwise, the login name).

Asset The asset name assigned with the cloud service (e.g., My Office365).

Anomaly A flag indicating if the activity is a breach of a Forcepoint CASB policy (Yes)
or not (No).

Severity The severity assigned with the Forcepoint CASB policy breached by the
activity. If more than one policy was breached, the highest severity across
these policies is displayed. This column is empty if no policy was breached.

Action The activity performed by the user (e.g., view page, delete file).

Target The activity's destination subject (e.g., the email destination, the

person/group a file is shared with, the user account when an admin changes
permissions)

Client location

The geographic location from which the user activity was detected.

Rules The policy rules breached by the activity.

Mitigation Action | The mitigation action taken by Forcepoint CASB as a result of the policies
breached by the activity.

Data Object The cloud service object accessed.

Record The record type depends on the action type. For example, when the user
action is File Upload, the record contains the file name.

Properties General properties relevant to the type of activity.

Message The activity subject (e.g., the email subject, chat message, or searched
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Column name Column description

content).

Impact Score

The impact score given to the activity by Forcepoint CASB. For more
information, see "About the activity impact score" on page 51.

Service Type The sub-service used (e.g., Outlook Web Access or SharePoint Online for
Office 365).

Full Name The full name of the user. This data is retrieved from the Active Directory if
integration is in place; otherwise, it is empty.

Category The data object category (i.€., logical group based on the cloud service
modules).

Data Types The data types detected in the activity.

Data types The total number of matched data types in the activity.

occurrences

Managed A flag indicating if the device used to access the service is “Managed” or
“Unmanaged” by Forcepoint CASB.

Source IP The source IP address for the activity.

Admin A flag indicating if the user performing the activity is an administrator (Admin)
or auser (User).

File Size The size of the file accessed in the activity.

Event ID A unique ID identifying the activity.

Activity Status The activity status (Success / Failure / Unknown).
This column is labeled Status in the Service Provider Logs Audit Log.

Data Types The data types detected in the activity.

details

Is sensitive data

A flag indicating whether the data detected in the activity is sensitive (Yes)
or not sensitive (No).

File type

The type of the file related to the activity.

IP Chain

The IP chain of the client in the activity.
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Column name Column description

Title The title of the user. This data is retrieved from the Active Directory if
integration is in place; otherwise, it is empty.
Department The business unit of the user. This datais retrieved from the Active Directory

if integration is in place; otherwise, it is empty.

OS Username

The user name for the account logged in to the operating system of the
computer used for the activity (available only when the Forcepoint CASB
endpoint agent is deployed).

Endpoint type The type of endpoint used for the activity.

This column is labeled Client Type in the Service Provider Logs Audit Log.
Endpoint OS The operating system of the endpoint used for the activity.

This column is labeled Device OS in the Service Provider Logs Audit Log.
Host The endpoint client hostname.

Service Location

The geographic location of the cloud service (based on destination IP).

Server IP

The IP address of the cloud service.

External

A flag indicating whether the endpoint client IP address is considered an
external location (External) or an internal location (Internal). This is based on
your organization's internal IP ranges settings. If the location cannot be
determined, this flag displays "Unknown".

Authentication
Type

The authentication method used for the activity (e.g., form authentication).

This column is labeled Authentication in the Service Provider Logs Audit
Log.

Direction

The data flow direction of the activity (Upload / Download).

Session ID

The session ID of the activity.

Device locale

The endpoint client locale (requires endpoint deployment).

User Agent The endpoint client user agent.
Endpoint ID The endpoint client assigned ID.
URL The URL accessed in the activity.
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Column name Column description

Data policies The data type policies detected in this activity.
Aggregation Data used to correlate this activity as part of a single incident.
values

In addition, Forcepoint CASB hides some columns from the default view. These columns can be
added to the Audit Log view by selecting them from the Manage Columns menu.

° Add fiters [

€ Hideall "¢ Restore default ‘v‘h

The following columns are hidden by default.

Column name Column description

Login name The account used to access the cloud service.

Data Object ID The ID assigned to the data object.

Source IP The detected category based on the source IP address for the IP_
reputation Reputation service. The category can be either Anonymous proxies,

Suspicious IPs, or Tor networks.

TOR Networks The IP addresses of the Tor networks detected in the activity.

Anonymous The anonymous proxy IP addresses of the Tor networks detected in the
proxies activity.
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Column name Column description

Suspicious IPs

The suspicious IP addresses of the Tor networks detected in the activity.

Follow Up The mitigation actions taken after the activity is detected (e.g., Remove
Mitigations sharing permissions).

System The error messages detected for the activity.

messages

Amount The monetary value of the activity.

Graphically investigating activities

The Activity Audit dashboards provide statistics regarding user behavior, allowing you to
investigate activity patterns, detect deviations from organizational workflows, identify missing
access rules, and more.

The Activity Audit dashboards show various activity summary charts, such as the most active
source locations or administrative activity. The summaries shown depend on availability of
relevant activities, and whether All Assets or an individual asset is selected. For example:

User sk Dashboard ~ Audil & ralot Dashooara » Servios ProvderLoge Dasibsad
Service Provider Logs Dashboard
All assets > Les
View All Activities (g2

& Dashboord Which locations are active? Which suspicious IPs were used?
™ Incidents BE United States 49.32k | 59.34%

= Israel @ Tor networks 010% .
[E] Activity Audit v - - ol

£l united Kingdom 804K 9.67% o Suspicious IPs 010% P
Realtime Monitoring 0N irelang 3.22k13.87%
Dashboard 2 Anonymous proxies 010%
Audit Log Internal Access 0[0%
Service Provider Log External Access 83.12k | 100% Investigate Investigate |

Unknown 1.0k [1.19%
Dashboard
Audit Log

; A e . ; _—
© Scurity Policies > Which activities are suspicious? Which endpoint types are active?
« Malicious or Compromised Insider
A High number of data download 1.9k |78.81%
activities in @ short time-frame xam
® Unknown
A Ransomware 511121.19% 58.28k | 69.28%
Desktop

#  Note: The summary charts displayed in the Activity Audit dashboards might differ from
those shown in the above example. The Activity Audit dashboards gather information from
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#  components within Forcepoint CASB. If a component is not set up, the chart is not
displayed. For example, if DLP is not defined, then Forcepoint CASB is not capturing
information about sensitive data and the Activity Audit does not display the "What sensitive
data is being accessed?" chart.

For tracking user access behavioral patterns, from each chart you can click Investigate to view
additional charts. For each value of the parent chart, Forcepoint CASB displays a group of child
charts including only activities matching that value.

For example, if you notice activity from an unexpected location in the Active Locations chart, you
can click Investigate to view a group of charts for each location, where you could check if users
from the suspicious location are accessing any sensitive data objects:

Which locations are active? What data is accessed?
EE United States 51.09k|50.08% Files
72.63167.95%

= lsrael 25:9K25.39%

Sites.Pages
I} Ireland 1874k | 18.37% 5.8K17.02%
= Netherlands 3.76k|369% Admin Center - User

272k[3.29%
Internal Access 1.98K11.94% Folders
External Access 100.05k |98.06% Investigate Toaselnoas Investigate
i

Unknown 82310.8%
Which suspicious IPs were used? Which activities are suspicious?

Malicious or Compromised Insider
pi Tor networks 010% A High number of data download ~ 31.22k | 40.09 %
= activities in a short time-frame
0 Suspicious |Ps 0l0% Download

A Download 46.65k | 59.91%
2 Anonymous proxies 010%

Investigate Investigate
i

You can expand any of the groups to view its charts.

#  Note: Similar to the parent charts on the Activity Audit dashboards, the summary charts
displayed in the child charts might differ from those shown in the above example. The child
charts gather information from components within Forcepoint CASB. If a component is not
set up, the chart is not displayed.

For another example, if you notice a significant number of unmanaged endpoints listed in the
Dashboard, you could click Investigate to check if there is a correlation with any particular OS.
This might indicate a problem with the distribution of endpoint routing solutions.

In the main Dashboard page or in any page of child charts:
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» Todrill down to represented activity logs, click a representing number in the chart.

» To show only the activities from a recent, specific time period, select the time period:

| o o i

Bof B3 g

[77] [7;] (95 ] [¥5]
L =
= -
=] (%]
ST
= (%] w
5 T

» To refresh the dashboard data, click
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CHAPTERS

Understanding Forcepoint
CASB Policies

Forcepoint CASB analyzes all incoming user activity and compares it to the policies
defined for that asset. If the user activity matches a policy, Forcepoint CASB applies
the mitigation actions defined for that policy.

A policy is a set of rules that you can apply to the users of your sanctioned cloud
services and the data that flows between your network and the cloud service. For
example, if you do not want your users to store credit card information on a cloud
service, you can set up a policy in Forcepoint CASB to block files with credit card
numbers from being uploaded to the cloud service.

Forcepoint CASB provides standard policies that can be customized to fit your
organization's security posture. These quick policies can be set up for user access
management, user activity control, data leak prevention (DLP), and anomaly
detection. If you would like to set up a policy that does not fit under a specific quick
policy, you can create a custom policy where you define the policy's predicates (who,
what, how, where, and when).

#  Note: Quick and custom policies must be configured to match the user data
activity type. User activity control, DLP, anomaly detection, and quick policies
can be set up to mitigate both Proxy-based activities (i.e., realtime activities)
and API-based activities (i.e., service provider log activities). User access
management policies are only available for Proxy-based activities.

This chapter discusses the following:

ACCESS POIICIES .. 64
Anomaly detection policies ... ... ... 70
Data leak prevention policies ... ... ... . 75
CUStOM POIICIES .. 79
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Access policies

You can configure access policies to managed assets without needing to rely on applications’
native permission systems, which in some cases can be limited or insecure. Forcepoint CASB
includes several preconfigured simple access policies that can be enabled and in some cases
further configured. Additionally, you can create granular custom policies.

If you have implemented Forcepoint CASB endpoint routing, you can block domains of services
that should not be accessed from the organization.

Enabling user access policies

Forcepoint CASB includes several preconfigured simple user access policies that can be enabled
and in some cases further configured.

To enable simple access policies:

1. InForcepoint CASB, go to Audit & Protect > Security Policies > User Access
Management, select the relevant asset, then enable the relevant policies.

¥/ Client Locations

Allow access only from the following locations:

Add or Remove Locations >

Some policies, when enabled, present configuration options. See the table below.

Optionally, select Apply Changes to All Assets to save these policy changes for all
assets.

4. Click Save Access Policies.
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The following user access management policies are available:

Policy Description

Client Locations Allow access only from
specified countries

Configurable options

Select allowed source countries

Service Locations Allow access only to Select allowed service countries
services hosted in specified
countries

Endpoint Management Allow access only from > Select what to block from

managed source devices

unmanaged devices: all
access, or just downloads
and/or data modifications

» Configure enrollment

criteria
Internal Networks Allow access only from Configure internal IP ranges
inside organizational
networks
Strong Authentication Require identity verification > Select whether to require
by code sent via configured verification for all activities,
notification or just from unmanaged
devices and/or from external
networks
» Configure relevant self-
service notifications
» Configure device enrollment
criteria and/or internal IP
ranges
IP Reputation Block access from risky IP Select to block access from Tor
addresses networks, suspicious IP addresses,
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or anonymous proxies. To add
exceptions to the restricted list,
configure the trusted IP addresses.
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Configuring user activity policies

You can easily configure policies to apply specified enforcement actions and notifications upon
specified user actions on asset-specific predefined categories of relevant data objects.

For greater flexibility, data object categories can also be used in custom policies.

To configure a Data Access policy rule:

1. InForcepoint CASB, go to Audit & Protect > Security Policies > User Activity

User Risk Dashboard > Audit & Protect Dashboard > User Aciity Contral
User Activity Control
] Office 365
o
Dashboard
v OneDrive(SharePoint) ¥ orues Drive - store, syne, and share your work files
Incidents
v Outlook 0 ules Mail - Compose, send, read, and reply 1o e-mails
Activity Audit > D
Security Policies ' v Conversations IV o rues Read and manage your archived Lync conversations
Custom Policy Editor
Quick Policies v Active Directory I¥ o res
User Access Management
u;emm&bm rol v Advanced Security M... v oruies
Data Leak Pfevention
Anomaly Detection .
v Application Gateways > oruies

2. Tofind which of the displayed category or categories includes a specific data object, use
the Search field.

3. Expand the relevant data category:

~ Qutlook [V o rues Mail - Co eply to e-malls
Data Objects [V Selectall 22 Rules
W Outiook Tasks [V shared Folders.Permissions
W] MailiContact/Task/Note W Files 4 Add Rule
™ Folders [V Atiachments
W outicok Offiine Access W, outiook Calendar
M Qutlook People M Mail with Attachment
W Task W Dratt
W) Ancther Mailbox [V Mailto Trash
—_ o

Save Changes

4. Select one or more Data Objects to include in the rules, or select Select all to add all
available data objects.

5. Click Add Rule:
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Add Rule

Category: Outlook

wmitigation () Proxy & API O Proxy only
Mitigate proxy activity matching this rule

® Audit only

O Block Action

) Block Account

O veriy Identity
Mitigate API-based activity matching this rule

I~ ~ A
(8) Audit only > o
. 4 -
\_) Remove sharing permissions
O Keep a safe copy

O quarantine

(O api only

Notifications

Save

Cancel

6. Select a Mitigation option:

>

>

Proxy & API: Applies the rule to both proxy-based and API-based activities.

Proxy only: Applies the rule to activities captured through the proxy and recorded in
the Realtime Monitoring Dashboard and Audit Log. The API-based Activity options
are disabled.

API only: Applies the rule to activities captured through an API call and recorded in
the Service Provider Log Dashboard and Audit Log. The Proxy-based Activity
options are disabled.

7. If you selected Proxy & API or Proxy only, select one of the proxy-based mitigation rules:

>

Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send natifications if configured (as below). Forcepoint CASB will allow the
access.

Block Action: In addition to an alert and notifications as above, Forcepoint CASB
will block this action. The user can continue to perform other actions.

Block Account: In addition to an alert and notifications as above, Forcepoint CASB
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will lock this account until the alert is released by a Forcepoint CASB
Administrator.

> Verify Identity: In addition to an alert and notifications as above, Forcepoint CASB
will send the user a verification code according to asset identity verification
settings and block access until the user enters that code.

8. If you selected Proxy & API or API only, select one of the API-based mitigation rules:

» Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send notifications if configured (as below). Forcepoint CASB will allow the
access.

» Remove sharing permissions (Office 365, Google G Suite, Salesforce, and Box
only): In addition to an alert and notification as above, Forcepoint CASB will remove
the sharing permissions for all or a partial set of users.

« For Google G Suite and Salesforce assets: Select either All users (only the file's
owner will be able to access the file) or a Partial set of users (only remove file
sharing for users External to our organization, or remove file sharing from
Everyone).

Optionally for G Suite assets, select Safe copy to save a copy of every infected
or sensitive file that matches this policy to an authorized Archive folder.

« For Office 365 and Box assets: Select All users to remove sharing permissions
for all users (the file will only be accessible to the file owner), or select Publicly
Shared to remove sharing permissions for users outside of your organization.

Optionally, select Unshare parent folder to remove sharing permissions for
sensitive files that inherit the sharing permissions from one of their parent folders
in the hierarchy. This removes the sharing permissions for the affected folders
and all files located in them.

Optionally, select Safe copy to save a copy of every infected or sensitive file
that matches this policy to an authorized Archive folder.

> Keep a safe copy: In addition to an alert and notification as above, Forcepoint
CASB will save a copy of every infected or sensitive file that matches this policy to
an authorized Archive folder. The Archive folder must be set up through the asset's
Data Classification settings at Settings > Resources > Assets > asset > Data
Classification.

» Quarantine: In addition to an alert and notification as above, Forcepoint CASB will
move every infected or sensitive file that matches this policy to an authorized
Archive folder. If you select Leave a note, Forcepoint CASB will leave a note in the
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quarantined file's original location. This note will indicate to the user that the file is
quarantined. The Archive folder and note must be set up through the asset's Data
Classification settings at Settings > Resources > Assets > asset > Data
Classification.

9. Under User actions, select a user action trigger.

10. Under Notifications, click Add and select relevant notifications. To configure alert
notifications for the policy rule here, you need to have configured relevant Alert
notifications in Settings.

11. Click Save to save the rule and close the Add Rule window.

12. Click Save Changes to save the changes to the data category.
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Anomaly detection policies

For managed assets, Forcepoint CASB can detect user account behavior that is anomalous
relative to automatically learned usual behavior, according to preconfigured and configurable
policies. Optionally, threat detection can trigger various security actions, including automatic
account blocking.

For more information about analyzing user behavior, see "User Behavior Analysis" on page 114.

Each predefined policy represents a different type of anomaly and defines several events that
trigger an alert for this policy. You can configure policy rules to enable or disable them; to set their
severity levels, alert notifications, and enforcement actions; and to exclude users.

The anomaly detection policies table

The anomaly detection policy table lists all of the predefined anomaly detection policies. The
policies are organized under policy categories, such as Brute Force and Account Takeover. From
this table, you can enable, disable, and edit a policy. You can also sort the policies by clicking the
column header. When you sort the policies, the policies are only sorted within their policy category.

To view the anomaly detection policy table, open Forcepoint CASB, go to Audit & Protect >
Security Policies > Anomaly Detection, then select the relevant asset.

Enabling or disabling a policy from the
anomaly detection policy table

An anomaly detection policy must be enabled before it can start monitoring activity on the asset.
To see if a policy is enabled, view the indicator under the Status column.

> If the indicator is on, the anomaly detection policy is enabled.
» If the indicator is off, the anomaly detection policy is disabled.

To change the status of the policy, click the toggle until it shows the desired status.

You can also change the status when you edit the policy. For information about editing an anomaly
detection policy, see "Configuring anomaly detection policies" on page 72.

Excluding users from an anomaly detection
policy

To exclude users from the policy trigger:
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1. Expand the policy, then click Exclude users.

2. Foreach userto be excluded, type the account user name and click Add:

EXCLUDE USERS

—

[] Apply changes to all assets “ Cancel

3. Optionally, select Apply Changes to All Assets. This option is effective if authentication
is via an IdP, or if the user name is an email address. If you do not select this option, the
changes here apply to the current asset only.

4. Click Save.

Setting notifications for an anomaly
detection policy

To configure alert notifications for the policy, you need to have configured relevant Alert
notifications. After alert notifications are configured, you can add then to anomaly detection
policies:

1. Inthe policy, click Set Notifications.

2. Select the notification from the drop-down menu:
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SET NOTIFICATIONS

To create nofifications, go to Seftings == Nofifications

[ Apply changes to all assets E Cancel

The list of notifications shown here come from the Notifications settings page. To create
and configure new messages, go to Settings > Notifications.

3. Optionally, select Apply Changes to All Assets. If you do not select this option, the
changes here apply to the current asset only.

4. Click Save.

Configuring anomaly detection policies

To enable and configure a policy rule:

1. InForcepoint CASB, go to Audit & Protect > Security Policies > Anomaly Detection.

2. Goto a policy you want to edit, then click the # edit icon:

Anomaly Detection
29 policies founa
Severty Rule name Real-ime API-based Last updated Status
~  BRUTEFORCE
> A %
A Brute force attack on a single account Audit G D (- G4
> A &z
©  ACCOUNTTAKEOVER
> A &

The Anomaly Detection Editor window opens:
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ANOMALY DETECTION EDITOR

Brute force attack from a single IP
Multiple failed login attempts from a single IP.

Severity: ﬁ High Status: Disabled

Mitigation:

M Reaktime:  Audit
M APl-based: Audit

Thresholds:

Max failed login attempts: | 200

Time frame: | 600 (seconds)

[] Apply changes to all assets m Cancel

Select the Severity level.
Select the Status. This option can be either Enabled or Disabled.
Select the Mitigation for each relevant type of activity to which the rule should be applied:

» Real-time: Applies the rule to activities captured through the proxy and recorded in
the Realtime Monitoring Dashboard and Audit Log. The API-based Activity options
are disabled.

» API-based: Applies the rule to activities captured through an API call and recorded
in the Service Provider Log Dashboard and Audit Log. The Proxy-based Activity
options are disabled.

Select the relevant mitigation option:

» Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send notifications if configured (as below). Forcepoint CASB will allow the
access.

» Block Action: In addition to an alert and notifications as above, Forcepoint CASB
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will block this action. The user can continue to perform other actions.

» Block Account: In addition to an alert and notifications as above, Forcepoint CASB
will lock this account until the alert is released by a Forcepoint CASB
Administrator.

> Verify Identity: In addition to an alert and notifications as above, Forcepoint CASB
will send the user a verification code according to asset identity verification
settings and block access until the user enters that code.

6. Depending on the policy you are editing, you may need to configure additional options. For
example, in the image above, you need to provide Thresholds. The policy is triggered when
the thresholds set here are met.

7. Optionally, select to Apply Changes to All Assets. If you do not select this option, the
changes here apply to the current asset only.

8. Click Save.
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Data leak prevention policies

You can use data types in custom policies. However, if you don’t need the level of sophistication

and granularity available in custom policies, you can quickly and easily configure regular data leak

prevention (DLP) policies that conveniently group predefined data types into meaningful categories

and allow you to specify user actions, such as Download, View, Upload, and Modify, with
configurable Forcepoint CASB actions.

Configuring data leak prevention policies

To configure a DLP policy rule:

1. InForcepoint CASB, go to Audit & Protect > Security Policies > Data Leak Prevention

for the relevant asset:

13 Protect Dashboard > User Activily Control > Data Leak Prevenfion

Data Leak Prevention

] Office 365

Dashboard CASB DLP

ackiants v Business sensitive ... I¥ o rues

Activity Audit >
v SOX IV o res
v PCIDSS Iy o res Gontent poicy or Payment Gard Industry Data Securty Standar relaed data
v IT data Iv 0 rues
v PHIHIPAA Iy ories Content policy or Protected Heath Information

2. Tofind categories including a specific data type, use the search field.

3. Expand the relevant policy:

{Ab SOX F 0 rules
Data Types Select all 4 Rules
Balance sheets Board of Directors’ reports
Annual Reports Financial results - Summary + AddRule

Save Changes
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4. Select one or more Data Types to include in the policy, or select Select all to enable the
policy for all available data types.

5. Click Add Rule.

6. Click Enter Rule Name, type a unique rule for the rule, then click the save icon next to the
rule name field.

Add Rule *
Dat. SOX

Enter Rule Name A Severity: High v

Mitigation  (®) Proxy & API O proxy only (O APl only User actions

Mitigate proxy activity matching this rule
@® auat oniy
O Block Action
O Block Account

(U Verify Identity

Mitigate API-based activity matching this rule

Notifications

® Audit only :)

_) Remove sharing permissions
U Keep a safe copy

O quarantine

7. Select the Severity level.
8. Select a Mitigation option:
» Proxy & API: Applies the rule to both proxy-based and API-based activities.

» Proxy only: Applies the rule to activities captured through the proxy and recorded in
the Realtime Monitoring Dashboard and Audit Log. The API-based Activity options
are disabled.

» API only: Applies the rule to activities captured through an API call and recorded in
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the Service Provider Log Dashboard and Audit Log. The Proxy-based Activity
options are disabled.

9. If you selected Proxy & API or Proxy only, select one of the proxy-based mitigation rules:

> Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send notifications if configured (as below). Forcepoint CASB will allow the
access.

» Block Action: In addition to an alert and notifications as above, Forcepoint CASB
will block this action. The user can continue to perform other actions.

» Block Account: In addition to an alert and notifications as above, Forcepoint CASB
will lock this account until the alert is released by a Forcepoint CASB
Administrator.

» Verify Identity: In addition to an alert and notifications as above, Forcepoint CASB
will send the user a verification code according to asset identity verification
settings and block access until the user enters that code.

10. If you selected Proxy & API or API only, select one of the API-based mitigation rules:

» Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send notifications if configured (as below). Forcepoint CASB will allow the
access.

» Remove sharing permissions (Office 365, Google G Suite, Salesforce, and Box
only): In addition to an alert and notification as above, Forcepoint CASB will remove
the sharing permissions for all or a partial set of users.

« For Google G Suite and Salesforce assets: Select either All users (only the file's
owner will be able to access the file) or a Partial set of users (only remove file
sharing for users External to our organization, or remove file sharing from
Everyone).

Optionally for G Suite assets, select Safe copy to save a copy of every infected
or sensitive file that matches this policy to an authorized Archive folder.

« For Office 365 and Box assets: Select All users to remove sharing permissions
for all users (the file will only be accessible to the file owner), or select Publicly
Shared to remove sharing permissions for users outside of your organization.

Optionally, select Unshare parent folder to remove sharing permissions for
sensitive files that inherit the sharing permissions from one of their parent folders
in the hierarchy. This removes the sharing permissions for the affected folders
and all files located in them.
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1.
12.

13.
14.

Optionally, select Safe copy to save a copy of every infected or sensitive file
that matches this policy to an authorized Archive folder.

> Keep a safe copy: In addition to an alert and notification as above, Forcepoint
CASB will save a copy of every infected or sensitive file that matches this policy to
an authorized Archive folder. The Archive folder must be set up through the asset's
Data Classification settings at Settings > Resources > Assets > asset > Data
Classification.

» Quarantine: In addition to an alert and notification as above, Forcepoint CASB will
move every infected or sensitive file that matches this policy to an authorized
Archive folder. If you select Leave a note, Forcepoint CASB will leave a note in the
quarantined file's original location. This note will indicate to the user that the file is
quarantined. The Archive folder and note must be set up through the asset's Data
Classification settings at Settings > Resources > Assets > asset > Data
Classification.

Under User actions, click Add to select user action triggers.

Under Notifications, click Add and select relevant notifications. To configure alert
notifications for the policy rule here, you need to have configured relevant Alert

notifications in Settings.

Click Save to save the rule and close the Add Rule window.

Click Save Changes to save the policy.
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Custom policies

You can create custom policies to be triggered by granularly defined custom conditions.
Conditions are configured as Boolean logical phrases (AND / OR / NOT) of generic and asset-
specific parameters (predicates). For a list of available predicates, see "Custom access policy
predicates" on page 88.

For example, the following Office 365 policy condition defines that the policy should be triggered if
any user tries to delete a Word template (.dot, .dotx, or .dotm) or SharePoint site:

Condition
Create your policy by choosing predicates and operators
Action Record
AND ( OR
delete *.dokx, *.dot, *.dotm
Data Object

Sites

Summary: Any occurrence of: Action is [ delete ] AND ( Record is [ * dotx , *.dot | *.dotm ] OR.__.

A policy can be configured to be triggered only if the condition is met a specified number of times in
a session. You can set the policy's severity level, alert notifications, and enforcement actions, and
you can exclude users from the policy.

The What > Data Object Category predicate categorizes data objects as in Data Access_
policies.

The custom policy table

The custom policy table lists all custom policies created for a specific asset. You can add a new
custom policy (rule), edit an existing custom policy, and enable or disable the policy. You can also
sort all custom policies by column header.

To view the custom policy table, open Forcepoint CASB, go to Audit & Protect > Security
Policies > Custom Policy Editor, then select the relevant asset.
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For information about adding a new custom policy, or editing an existing policy, see "Configuring
custom policies" below.

Enabling or disabling a custom policy from
the custom policy table

A custom policy must be enabled before it can start monitoring activity on the asset. To seeif a
custom policy is enabled, view the indicator under the Status column.

» If the indicator is on, the custom policy is enabled.
» If the indicator is off, the custom policy is disabled.
To change the status of the custom policy, click the toggle until it shows the desired status.

You can also change the status when you edit the custom policy. At the top of the custom policy's
Editor page, select the status from the drop-down.

Configuring custom policies

To configure a custom policy:

1. InForcepoint CASB, go to Audit & Protect > Security Policies > Custom Policy
Editor, select the relevant asset, and do one of the following:

» Toadd anew policy, click Add policy:

Custom Policy Editor

o

2 policies found

To edit an existing policy, find the policy in the table, then click the pencil icon:

Custom Policy Editor

EJ (&) Add policy
2 policies found
Severtty Rule name Real-time API-based Contributing risk Last updated Status
A Unsuccessful Login Audit Audit 0 / NoRisk 18.03.20 V4
= 04:13:45 @
A Office file upload = Audit 20 / Low 28.04.20 &

10:58:00

2. EnteraPolicy Name, Rule Description, Incident Description, and Recommendations:

Custom Policy Editor

Name: Enter name Activity mitigation matching this rule
Rule Description: Enter description @ Enabled v v Proxy : Audit
Incident Description: A\ severty: Honv v API: Audit

Recommendations:
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The Recommendations text is displayed in the Incident record.

Select

Enabled and a Severity level.

Click the Activity mitigation matching this rule edit icon, then select a Mitigation

option:
>

>

Proxy & API: Applies the rule to both proxy-based and API-based activities.

Proxy only: Applies the rule to activities captured through the proxy and recorded in
the Realtime Monitoring Dashboard and Audit Log. The API-based Activity options
are disabled.

API only: Applies the rule to activities captured through an API call and recorded in
the Service Provider Log Dashboard and Audit Log. The Proxy-based Activity
options are disabled.

5. If you selected Proxy & API or Proxy only, select one of the proxy-based mitigation rules:

>

Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send natifications if configured (as below). Forcepoint CASB will allow the
access.

Block Action: In addition to an alert and notifications as above, Forcepoint CASB
will block this action. The user can continue to perform other actions.

Block Account: In addition to an alert and notifications as above, Forcepoint CASB
will lock this account until the alert is released by a Forcepoint CASB
Administrator.

Verify Identity: In addition to an alert and notifications as above, Forcepoint CASB
will send the user a verification code according to asset identity verification
settings and block access until the user enters that code.

6. If you selected Proxy & API or API only, select one of the API-based mitigation rules:

>

Audit: An alert will appear in the Audit & Protect dashboard, and Forcepoint CASB
will send notifications if configured (as below). Forcepoint CASB will allow the
access.

Remove sharing permissions (Office 365, Google G Suite, Salesforce, and Box
only): In addition to an alert and notification as above, Forcepoint CASB will remove
the sharing permissions for all or a partial set of users.

« For Google G Suite and Salesforce assets: Select either All users (only the file's
owner will be able to access the file) or a Partial set of users (only remove file
sharing for users External to our organization, or remove file sharing from
Everyone).

CHAPTER 5| Administration Guide 81



Optionally for G Suite assets, select Safe copy to save a copy of every infected
or sensitive file that matches this policy to an authorized Archive folder.

« For Office 365 and Box assets: Select All users to remove sharing permissions
for all users (the file will only be accessible to the file owner), or select Publicly
Shared to remove sharing permissions for users outside of your organization.

Optionally, select Unshare parent folder to remove sharing permissions for
sensitive files that inherit the sharing permissions from one of their parent folders
in the hierarchy. This removes the sharing permissions for the affected folders
and all files located in them.

Optionally, select Safe copy to save a copy of every infected or sensitive file
that matches this policy to an authorized Archive folder.

» Keep a safe copy: In addition to an alert and notification as above, Forcepoint
CASB will save a copy of every infected or sensitive file that matches this policy to
an authorized Archive folder. The Archive folder must be set up through the asset's
Data Classification settings at Settings > Resources > Assets > asset > Data
Classification.

» Quarantine: In addition to an alert and notification as above, Forcepoint CASB will
move every infected or sensitive file that matches this policy to an authorized
Archive folder. If you select Leave a note, Forcepoint CASB will leave a note in the
quarantined file's original location. This note will indicate to the user that the file is
quarantined. The Archive folder and note must be set up through the asset's Data
Classification settings at Settings > Resources > Assets > asset > Data
Classification.

7. Click Save to return to the Custom Policy Editor.
8. Configure the Condition that will trigger the above policy action:

» To add a parameter (Predicate) to the condition, expand a category (Who, What,
How, Where, or When) and click a parameter.
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Choose Predicates Condition

v Who

A What
Administrator

false

Choose Operators

ANC

Create your policy by choosin

g predicates and operators

AND

Summary: Any occurrence of: Administrator is disabled AND

» To set a parameters value(s):

» Inthe parameter, click

» Depending on the parameter type, select, select and Add, or type and Add,;

then click Save:

Data Object

Set Data Object values

Administrator

Admin
®

User

Operations section.

Record

Match By
Set Record values

Choose Operators
p Summ4
AND |[ OR )[ NOT

» Parameters and operators are added at the insertion point (
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» To add a Boolean operator, click AND, OR, NOT, (, or) under the Choose

). To set the insertion
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point’s location, click

AND

)

» Toremove an element (parameter or operator), click

Administrator {b

false ANgj

9. Toset the policy to be triggered only if the condition is met a specified number of times ina
session, click Set Occurrences:

Save Policy Cancel
[ | | |
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a. Select one of the available options:

Frequency Settings

Apply this policy:

) Only if the policy condition is met times within 24 hours

—,
o)

\:

(O on any event that matches the policy condition

Save

Cancel

> Select Only if the policy condition is met __ times within a session, then
type the number of occurrences, to identify the user activities that matches this
custom policy only if they recur a specific number of times in one day.

> Select On any event that matches the policy condition to apply this policy
to every user activity that matches this custom policy.

b. Click Save.

10. To configure the custom policy settings for Incidents, click Incident Settings.

Incident Settings

Incident risk contribution

]

When a custom rule
use the following risk levels to change the risk

matched it may imp ale

c

ntribution of in

No Risk v

Incident aggregation parameters

Forcepoint CASB agg

i Incidents
ameters. Use this

Incident span time

1 Hours W

Incident max aggregation time

24 Hours v

ulation of th ount risk. You may
cidents matching this rule

X

Cancel
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a. Select the Incident risk contribution from the drop-down menu: No Risk, Low,
Medium, or High.

This is the risk level for this custom policy. When an alert from this custom policy is
added to an Incident, the risk level selected here impacts the Incident's overall risk
level.

b. Select the Incident span time. You must select both a duration (number) in the first
field and a unit (Hours or Minutes) in the second field.

The Incident span time is the time frame when Forcepoint CASB adds a new alert to
the same Incident after the last alert is added to the Incident. The duration timer starts
when the last alert is added to the Incident. When this time expires, a new alert
creates a new Incident.

For example, set an Incident span time of 30 minutes. If Forcepoint CASB creates a
new Incident based on an alert, then a new alert matching the policy from the first alert
is recorded 28 minutes later, the new alert is added to the Incident. If the new alert is
recorded 31 minutes after the previous alert, it is outside of the span time, so
Forcepoint CASB creates a new Incident and resets the span time.

c. Select the Incident max aggregation time. You must select both a duration
(number) in the first field and a unit (Hours or Minutes) in the second field.

The max aggregation time is the total time where alerts can be added to an Incident,
regardless of Incident span time. The duration timer starts when the first alert is added
to the Incident. When this time runs out, a new Incident is created and the max
aggregation time resets.

For example, set the Incident span time to 30 minutes and the max aggregation time to
2 hours. If new alerts are recorded at 30 minutes, 1 hour, 1 hour 30 minutes, 2 hours,
and 2 hours 30 minutes, the first 4 alerts are added to the same Incident. The last alert
(at 2 hours 30 minutes) is outside of the max aggregation time (2 hours), so it is added
to a new Incident, even though it is within the span time since the previous alert (30
minutes).

d. Click Save.
11. Click Save Policy.

Excluding users from a custom policy

To exclude users from the policy:

1. Expand the policy, then click Exclude users.

2. Foreach userto be excluded, type the account user name and click Add:
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EXCLUDE USERS

—

m Can[el

3. Click Save.

Setting notifications for a custom policy

To configure alert notifications for the policy, you need to have configured relevant Alert
notifications. After alert notifications are configured, you can add then to your custom policies:

1. Expand the policy, then click Set Notifications.

2. Select the notification from the drop-down menu:

SET NOTIFICATIONS

7/ To create nofifications, go to Seffings == Nofificalions

m Cancel

The list of notifications shown here come from the Notifications settings page. To create
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and configure new messages, go to Settings > Notifications.

3. Click Save.

Deleting a custom policy

To delete a custom policy:

1. Expand the policy, then click Delete rule.

2. Inthe confirmation box, click Yes, delete this rule.

The custom policy is removed from your list of custom policies.

Custom access policy predicates

The following configurable predicates are available in custom policies.

Section Predicate

Who Login name

Value for Matching

String: exact / partial / RegEx

Description

Username used to log into
the service asset

Account

String: exact / partial / RegEx

Account name from the
known user directory. See
"Providing a user directory"
on page 182.

Full name

String: exact

The account user's full name
from the known user
directory. See "Providing a
user directory" on page 182.

Source IP

IP network: CIDR

Endpoint IP address as
identified by Forcepoint
CASB gateway

External IP

External / Internal

Endpoint IP address
compared to known
organizational networks. See
"Configuring IP ranges" on
page 233.

Host name

String: exact / partial / RegEx

Endpoint hostname

Business Unit

Drop-down list

Account department from the
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Section

Predicate

Value for Matching

Description

known user directory. See
"Providing a user directory"
on page 182.

Administrator

Admin/ User

User's role in service asset

Custom1
Custom?2
Custom3

String: exact / partial / RegEx

User's custom data from the
known user directory. See
"Providing a user directory"
on page 182.

OS Username

String: exact / partial / RegEx

User name for the account
logged in to the operating
system of the computer used
for the activity

What

Data Object
Category

Drop-down list

Category of accessed
service asset component, as
listed in data access policies.
See "Configuring user
activity policies" on page 66.

Data Object

Drop-down list +
String: exact / partial / RegEx

Name of accessed service
asset component, as listed in
data access policies. See
"Configuring user activity
policies" on page 66.

File Type

Drop-down list

Type of accessed or
uploaded file

Data Type

Drop-down list

Detected data types of
accessed or uploaded file.
See "Configuring data types"
on page 249.

ICAP Connector

Drop-down list

The ICAP connector
configured in Forcepoint
CASB

Record

String: exact / partial / RegEx

Relevant content text such
as file or folder name, posted
comment, or |IP address
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Section

Predicate Value for Matching Description

Download String: exact / partial / RegEx | Name of downloaded file
Document

Action Drop-down list Service asset-specific

available activities

Action status

Success / Failure

Whether the action
succeeded or not

File size

Upload and/or Download
+ number + KB / MB / GB

Size of uploaded or
downloaded file. Files at
least this size match

Unusual activity
volume

All user activities /
Download activities

The type of activity to
evaluate

Forcepoint DLP N/A Monitors activity through the
Forcepoint DLP connection

Server IP IP network: CIDR IP address of accessed
service asset's server

URL String: exact / partial / RegEx | Accessed URL

Target String: exact / partial / RegEx | The activity's destination

subject (e.g., the email
destination, the person/group
afile is shared with, the user
account when an admin
changes permissions)

Data object ID

String: exact / partial / RegEx

The ID assigned to the data
object

Message String: exact / partial / RegEx | The activity subject (e.g., the
email subject, chat message,
or searched content)

Properties String: exact / partial / RegEx | General properties relevant to
the type of activity

Amount Drop-down list The monetary value of the

activity
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Section Predicate Value for Matching Description
Impact Score Critical / High / Medium / The impact score given to the
Low / Custom activity by Forcepoint CASB.
See "About the activity
impact score" on page 51.
How Endpoint Type Desktop / Mobile Whether the endpoint is a
desktop or a mobile device
Endpoint ID String: exact Forcepoint CASB's identifier
for the endpoint, as appearing
in Endpoints
Endpoint Managed / Unmanaged Whether the endpoint is
Enrollment enrolled as managed. See
"Endpoint enroliment" on
page 224.
Typical user Boolean Whether the endpoint is
endpoint typically used to access this
service asset
Endpoint OS String: exact / partial / RegEx | Endpoint operating system
Service Type Drop-down list Service asset-specific
applications. For example,
for Office 365: OneDrive,
Outlook, Lync, etc.
Authentication Check boxes Authentication protocol used
User Agent String: exact / partial / RegEx | Client application originating
the activity
Locale Drop-down list Country code as defined in
endpoint OS locale
Where Client Location Drop-down list Country name by endpoint IP
address
Typical Client Boolean Whether this user typically
Location accesses the service asset
from this country
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Section Predicate

Service Location

Value for Matching

Drop-down list

Description

Country name of accessed
service asset server

IP Reputation
Category

Check boxes

The IP address source
category forthe IP_
Reputation service: Tor
networks, suspicious IPs,
and anonymous proxies

When Time Frame

CHAPTER 5| Administration Guide

Day(s) of week +
From HH:mm to HH:mm

When the activity occurred
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CHAPTERG

Security Monitoring and
Enforcement

Forcepoint CASB provides visibility into the user activity performed on your
organization's sanctioned cloud applications. By providing this visibility, you can apply
controls, such as policy-based access controls, and build a user behavior profile to
detect anomalous behavior that suggests an account takeover of malicious intent.

The Audit & Protect dashboard provides the visibility into a user's activities. From
there, you can drill-down to the activities and incidents that affect the security posture
of your organization.

This chapter discusses the following:

Monitoring and investigating security ... ... ... 94
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Monitoring and investigating security

For cloud services that have been defined as managed assets, the Audit & Protect Dashboard
provides an overview of the accounts at risk based on policy violations for All Assets or for a
selected asset. The Audit & Protect Dashboard also includes activity summaries for both Real-
Time and Service Provider Log activity.

The Audit & Protect Dashboard provides visibility into two types of information:

» Processed, policy-based information: This information violates a policy set by the
organization and requires mitigation. For more information, see "Policy violations" below.

> Statistical information: This summary information allows you to gain insights based on
your organization's Real-time and Service Provider Log activity. These summaries help
adjust work processes and detect issues based on existing issue data. For more
information, see "Security activity analysis" on page 97.

or Risk Dashboard > Audi & Prolect Dashboard

Audit & Protect Dashboard

All assets >
Anomalies Compromised Accounts
Geo Destination of Services

4 24 G 0 £

Brute Force Account Takeover Malicious or Compromised Ins. Suspicious activity by a Pri O b ‘*

Top High Risk Users by sk score

Custom Policies Violating Accounts

0 0 2 0 i-;- bt

Verify identity of users wit Verity Gredit Card Uploads . Alert on new users or admins Asat

The Audit & Protect dashboard includes three areas, as explained in the following sections.

Policy violations

The Audit & Protect Dashboard displays the number of policy violations, grouped by:

» Anomalies: Includes accounts where violations of the Anomaly detection policies were
detected.

» Top High Risk Users: Includes the top 5 user accounts in the organization that are
considered high risk (based onrisk level).

» Custom Policies: Includes accounts where violations of custom policies were detected.
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Anomalies Compromised Accounts

1

Brute Force

10

Account Takeover

1

Malicious or Compromised Ins...

0

Suspicious activity by a Pri...

See All =

admin@forcepo...

Risk score

Top High Risk Users by risk score

fpvince@fplecle...

Risk score

Custom Policies Violating Accounts

0

Veerify identity of Users wit...

0

Verify Credit Card Uploads f...

2

Alert on new users or admins

13

Login from High Risk IP

Each group area is collapsible (above it, click ).

Each policy in the group area displays the number of violating user accounts. To configure which

policies are displayed, click

Anomalies Compromised Accounts

1

Malicious or Compromised Ins...

i

Show Anomalies on Dashboard

M Brute Force
M Account Takeover

M Malicious or Compromise...

M Suspicious activity by ...

Top High Risk Users by risk score

Any policy can be used for a detail widget.

To view recent violations and per-rule violations, hover the mouse pointer over the policy and click
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More details

, 25 (]
Account Takeover Waliciol
Rules in this category detect cyber
M intrusion attempts into corporate
acc...

Forcepoint CASB opens a screen that displays the recent violations and per-rule violations:

Suspicious Accounts -

Recently Attacked Accounts

devin.eldred@pm i
09/10/17 13:51 | Office365
Rule: Access from high-risk IP source

corinne.King@s g s -
09/10M17 12:43 | Office365
Rule: Access from high-risk IP source

corinne.King @ s
09/10/17 12:43 | Office365
Rule: Simultaneous access from distant locations

james.cagle @mem—m——— -
09/10/17 12:41 | Office365
Rule: Access from high-risk IP source

See All =

Number Of Attacked Accounts Per Rule

Rule: f 1

Suspicious endpoint from a high-risk IP source
Description: Access using a non-typical user device
from an IP source classified as a high-risk one by
Imperva ThreatRadar to a corporate account,
possibly indicating an attack using stolen or shared
credentials. High-risk IP sources are classified by
Imperva ThreatRadar and include Tor networks
anonymous proxies, and malicious IPs that were
sources of previous attacks.

Rule: [ = ]
Simultaneous access from distant locations =
Description: Access from two widely separated

geographic locations within a short time period

Credentials were probably stolen or shared.

Rule:Access from high-risk IP source
Description: Access from an IP source classified as
a hiah-risk one by Imperva ThreatRadar to a

Close

X

Annmaliel
Account Takeover Mal
Rules in this category detect cyber
H intrusion attempts into corporate
acc...

Forcepoint CASB opens the Accounts page, filtered to display accounts that violated the policy.

There, you can handle the violations.
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Security activity analysis

The bottom of the Audit & Protect Dashboard displays several activity summaries that can be
useful in the context of security analysis:

Anomalies Compromised Accounts
Top High Risk Users by risk score
Custom Policies Violating Accounts
~time Monitoring Activity Analysis Last 30 days
Active Locations Suspicious IPs Administrators and Users Operating Systems
B Ukraine 98 1100% Tor o
0% 9813333%
natwarks S B windows 10 981100%
2 Anonymous 9813333 % S %
proxies .
User Admin
G Suspicious 98l3333% PBI100% 0/0%
Internal Access 0/0% IPs
External Access 92(100%
Unknown 0[0%
Service Provider Logs Activity Analysis Last 30 days
Active Locations Suspicious IPs Administrators and Users Operating Systems
BE United 51.09K |50.08% Tor olo% oy
= Sfates networks - (2] Unknown 62.48k |60.99%
& lsrael 25.9% 12539 % » (\
G Suspicious olo% . ¥ Linux 64.. 36.83k [35.94%
IPs
i §j retend 18.74k [18.37 %
User Admin B windows 10 2.84k|277%
2 Anonymous olo% 1028k[9995% 561005%
Internal Access 1.98k |1.94% proxies 1 i
W' Android 1731017 %
External Access 100.05k |95.06 %
Unknown 823(0.8%

The Audit & Protect dashboard separates these summaries by monitoring type: Real-time
Monitoring Activity Analysis and Service Provider Logs Activity Analysis. To configure

which summaries are displayed, click

Real-time Menitoring Activity Analysis Last 30 days {’_"}
Administrators and Users € Show Real-time Activities
s7o ["] Most Active Business Units
/ 1 ' W Active Locations
=% [ B M Suspicious IPs
User Admin [ Threats

o, 1091100% 010%
) [] Endpoint Types
M Administrators and Users
[] Maost Active Data Objects
Service Provider Logs Activity Analys W Operating Systems

Administrators and Users q D Most Active Accounts
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Any of the summaries can also take the place of a detail widget.

To configure the time period, open the drop-down menu in the top-right corner and select one of the
available options:

ysis Last 30 days {b

Operating Sys '_c_ e

r Windows

Last /S
B Windows 10 2[183%
,
@ Macosx. 11092%

To view represented activities in the Analytics page, click a number or account in the summary:

Operating Systems

B windows 7 106/97.25%
B windows 10 2'|{b=
O vacosx. 11092%

Security detail widgets

The right side of the Audit & Protect Dashboard includes two frames containing detail widgets.
By default, the two widgets are Geo Destination of Services (asset server locations) and Origin
of Threats (policy violation source locations):
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Geo Destination of Services

United States 40

Origin of Threats

Isracl 16 Gemany 11 External 29
Unifed States 13 France 8 Internal 0
See All =

To view represented activities, click a number in the widget.

You can replace the contained detail widgets with widgets containing details of policy violations
orwith security activity summaries, in either of two ways:

» Hover the mouse pointer over a policy violation or activity summary, and drag the " onto a

detail widget:
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Drag to the right to see details
Fa ot

1

Data Access

Accounts accessed through a
compromised com i
tunnel

Data Access

Accounts accessed through a
66 compromised communication

tunnel

Access from External Network

» Todisplay a recent or default widget, click - on a detail widget, then select a widget:

Geo Destination of Services

s

Choose Widget to Display

Defaults
Geo Destination of Services
Recent Threats and Risks

Recently Viewed

Access from External Network

Geo Destination of Services
United St Suspicious Data Access

Metherlan Account Takeover

See All =
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CHAPTER 7

Monitoring and Investigating
Alerts and Incidents

Forcepoint CASB analyzes user activity to determine if the activity breaks a policy
rule. If the activity breaks a policy rule, it becomes an alert. Forcepoint CASB then
analyzes all incoming alerts for similarities, such as a common alert type or user
account. These similar activity alerts are grouped together into an Incident record.

Incidents let you see and understand the overall problems affecting your network,
instead of searching through and investigating the multiple individual symptoms of the
problem. For example, you can review a list of incidents and quickly see a Brute Force
attempt on your network instead of searching through potentially thousands of alerts to
find each Brute Force alert and investigate every alert to see if they are connected.

By combining these alerts into a single incident, the alerts in the incident can be
monitored, acknowledged, or ignored either individually or as a group.

This chapter discusses the following:

Thelncidents log ... ... ... 102
Incidents log column descriptions ... ... ... 106
Incident records ... ... ... 109
Handling policy violations ... ... ... ... 112
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The Incidents log

You can view the Incidents log and filter the results according to various parameters.

Forcepoint CASB provides different ways to view incidents, including:

» By user (see Handling Policy Violations)

> By asset (see the details in this section below)

To view alist of incidents by asset:

1. InForcepoint CASB, go to Audit & Protect > Incidents.

2. Select the relevant asset from the top left list of assets. To view the incidents for all assets,
select All Assets.

3. The Incidents log opens:

Incidents

Y | LastUpdated : All

Last Updated
07/19118 10:26:32
077118 17:45:42
07/13/18 19:36:37
07/12118 07:52:51

071218 07:52:51

Risk Dashboard = Audit & Prolect

1 Dashboard > Incidents

D Al ©5tate - Active

| €@ severity - Gritical, High, Medium, Low

313incidents 1-1000f313 <[>

Incident ID

3683460

3647116

3602493

3593148

3593128

Incident Name

Login from High Risk IP

Login from High Risk IP

Login from High Risk IP

Pll Data

Login from High Risk IP

Account

stephanie@ourtamilyr

emalartikarslan@sara ron

Full Name

Incident Detection Time

0719118 10:26:32

OTM7M8 17:45:42

0713118 19:36:37

07112118 07:52:51

0712118 07:47:49

Mitigation Action

Monitor

Monitor

Monitor

Block

Monitor

For more information about the columns available in the Incidents log, see "Incidents log
column descriptions" on page 106.

To sort by any column (ascending / descending), click the column header.

Tofilter the table by the values of any column:

1. Click the Add filters drop-down menu.

2. Select one or more of the options and click Apply. The new filter is added to the list of
active filters above the table.
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[J Detection Time
[ First Alert
O Full Name
O Incident Name
O Last Alert
Mitigation
[J occurences
O source

. =

#  Note: The filter values are dependent on the values available for that table and can
differ from the values shown in the images above and below.

3. Expand the new filter, select the filter option, then click Apply.

Y | LastUpdated - A DA state : Active | @)Severtty - Critical, High, Medium, Low - | € Mitigation : All_~ ]

175 incidents  1-1000f 176 <|>

Last Updated Incident ID Incident Name Account

4. To save the current filters as a search, click the bookmark button to the right of the Add
filters field, type a name for the search, and click the save button.

° Add filters D
| mitigation search @J

— Load search

5. Toload the saved search, click the button to the right of the Add filters field and select the
search from the Load search list.

To configure the displayed columns and their order, click the * button.
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‘ Agaiers v | []

Batch Workfiow *

Last Updated
Incident ID

Incident Name

Account

Full Name

Incident Detection Time:

Skyfence Mitigation

&
4
4
$
$
4
4
4
$

To export the table to a CSV file, click . To refresh the display, click ':-_7
To perform a workflow action for more than one incident:

1. From the Incidents log, filter the list to display only the incidents to which you want to apply
the workflow action.

2. Click Batch Workflow.
3. The incident's batch workflow actions are displayed:
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INCIDENTS BATCH WORKFLOW X

The selected filter contains 2 incidents, selected workflow will be
applied to all of them

Select Workflow Actions

DAcknowledge those incidents in the security
dashboard

Ignore those incidents. Do not show them in the accounts
page, remove them from the user risk calculation

Add Comment

Cancel

4. Select an action:

» Acknowledge those incidents in the security dashboard: New alerts will no longer be
added to the incidents. These incidents will continue to impact the user's risk score, but will
be removed from the security dashboard. Acknowledged incidents are still displayed in the
Incidents Log with a status of Acknowledged.

> Ignore those incidents: (Optional) The incidents are no longer displayed in the account's
incident timeline or impact the user's risk score. Ignored incidents are still displayed in the
Incidents Log with a status of Ignored.

5. Optionally, add a Comment to provide more details concerning the action.
6. Click Apply.
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Incidents log column descriptions

The following table provides detailed descriptions about the type of information displayed in the

Incidents log.

Column name Column description

Last Updated The date and time when the last activity attached to the incident took place
(adjusted to the Forcepoint CASB administrator's time zone).
Incident ID A unique ID assigned by Forcepoint CASB to the incident.

Incident Name

The rule name to which the incident relates. If you move the mouse over the
Incident Name, Forcepoint CASB displays a tooltip of the rule's description.

Account The account used to access the cloud service (sAMAccountName if the
Active Directory connection is set; otherwise, the login name).

Full Name The full name of the user. This data is retrieved from the Active Directory if
integration is in place; otherwise, it is empty.

Incident The date and time Forcepoint CASB detected the incident. This is the time

Detection Time

Forcepoint CASB processed the data and can be days after the first
activities.

Mitigation Action | The mitigation action taken by Forcepoint CASB as a result of the policies
breached by the incident.

Follow-Up The mitigation actions taken after the incident is created (e.g., Remove

Mitigation sharing permissions).

Severity The severity assigned with the Forcepoint CASB policy breached by the
incident. If more than one policy was breached, the highest severity across
these policies is displayed. This is empty if no policy was breached.

State The status of the incident based on the workflow actions. The incident could

be:

» Active: The incident is active from the Forcepoint CASB
administrator's perspective and still needs attention (default).

» Acknowledged: The Forcepoint CASB administrator has
acknowledged the incident through the workflow action. Existing
violations of the policy will no longer be listed. The incident still
impacts the user's risk score calculation.
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Column name Column description

> Ignored: The Forcepoint CASB administrator set the incident to be
ignored. The incident has been removed from the user's Account
page and no longer impacts the user's risk score calculation.

Occurrences The number of alerts attached to the incident.

First Alert Time | The date and time of the first alert attached to the incident (i.e., the alert that
created the incident).

Last Alert Time The date and time of the current last alert attached to the incident.

Source The activity audit type (i.e., Real Time or Service-logs).

Asset The asset name assigned with the cloud service (e.g., My Office365).

In addition, Forcepoint CASB hides some columns from the default view. These columns can be
added to the Incidents log view by selecting them from the Manage Columns menu.

° Add filters |:|

© Hide all " Restore default ‘:'h

The following columns are hidden by default:

Column name Column description

Login name The account used to access the cloud service.
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Column name Column description

Description The relevant rule's description.
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Incident records

The incident record contains all detailed information for the incident on one page.

To open an incident record, either double-click the incident row, or select the row and click the

@ HIGH NUMBER OF DATA DOWNLOAD ACTIVITIES previous @ @ next USER PROFILE
ORIGINATED FROM HIGH-RISK IP IN A SHORT TIME- *. corinne King@extremeguitars.net
FRAME (Malicious or Compromised Insider) \R/I‘:fs:fif"‘

A sovery: Modium | Mitgaton: Monitor | Source: Serviesrogs sctons . [T

p user
United Kingdom, Switzérand
Windows 7, Windows 7, Windows 7
Windows 7, Windows 7
What Happened? Action Log Office365
Suspected data theft based on massive volume of downloads 08120117 03:3¢ s 0

performed by account (Z)corinne.king@extremeguitars.net CEmE 15
from a high-risk IP Source () 182.160.102.168

0820/17 03:44

Recommendations
Vit the contextof this activity with the user. Examine the downloaded
content and compare to account reauired business usage. Modity the
account password and force account logout f a maiicious actvty is
onsider biocking access from high risk IPs using Skyfence

The incident record contains the following areas:

>
>
>

Incident details
User Profile
Alerts table

The incident details area displays general information about the incident, such as:

>

Severity: The incident severity is calculated based on the severity of the individual alerts
within the incident record.

Mitigation: The mitigation action is based on the mitigation actions of the individual alerts
within the incident record.

Source: The source corresponds to the activity audit type: Real-time (proxy-based
activity) or Service-logs (API-based activity).

Created date: The date and time when Forcepoint CASB detected the incident. This date is
also referenced in the Action Log.

Last Updated date: The date and time when the incident record was last updated, either
automatically by Forcepoint CASB or manually by an administrator. This date is also
referenced in the Action Log.
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» Workflow button: Click the Workflow button to acknowledge or ignore the incident. Details

are provided below.

» Details and recommendations: The What Happened? area provides details of the incident,

including the user account, IP address, and policy information. Depending on the type of
policy violation, Forcepoint CASB might provide detailed Recommendations on how to

mitigate the incident.

The Recommendations text can be added to a custom policy. For more information, see
"Configuring custom policies" on page 80.

» Action Log: The action log displays the sequence of actions taken on this incident, either

automatically by Forcepoint CASB or manually by an administrator.

You can view the Incidents log's previous incident record by clicking the previous arrow at the top

of the incident record. To view the next incident, click the next arrow.

To perform a workflow action for a singe incident:

1. From an incident record, click Workflow.

2. The incident's workflow actions screen opens:

MITIGATE INCIDENT #1102974 X

Select Workflow Actions

[J Add
list of this rule

Add Comment

[] Acknowledge this incident in the security dashboard

this incident. Do not show it in the accounts page,

nove it from the user risk calculatio

to the exception

3. Select an action:

» Acknowledge this incident in the security dashboard: Existing violations of this policy

will no longer be listed. This incident will continue to impact the user's risk score

calculation, but will be removed from the security dashboard. Acknowledged incidents are

still displayed in the Incidents Log with a status of Acknowledged.

» Ignore this incident: (Optional) The incident is removed from the user's Account page and
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no longer impacts the user's risk score calculation. Ignored incidents are still displayed in
the Incidents Log with a status of Ignored.

» Add <user> to the exception list of this rule: This user account will no longer trigger a
violation of this policy.

4. Optionally, add a Comment to provide more details concerning the action.
5. Click Apply.

The User Profile provides details, such as email address, job title, risk score, typical locations,
typical devices, and the asset, about the user account connected to this incident.

You can also view the user's detailed account page (see "The Detailed Account page" on
page 130.)

The Alerts table provides a list of the alerts from the last 30 days that contribute to this incident:

Alerts that contribute to this incident
TmE ACTIVITY, MITIGATION SOURCEIP LOCATION DEVICE TYPE SEVERITY

Canada Deskiop Medium
Canada Desktop Medum

t
itor
t Canada Deskiop Medum
t

Deskiop Medum

This table displays a summary of important alert information from the last 30 days. To view the
alerts in the more detailed activity audit log, or to see alerts older than 30 days, click the button
under the table. This opens the list of alerts in either the Realtime Monitoring or Service Provider
Log audit log, depending on the source identified at the top of the incident record. See
"Investigating activity logs" on page 53 for more information.
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Handling policy violations

Inthe Account page, user accounts that have triggered any policy rules are listed in the table.
Select a user account to view its details on the right.

You can release all filtered accounts (as filtered by search), or handle violating accounts one at a
time.

To release all filtered accounts, click Release Accounts:

Full Mai Ilu"

To handle a single violating account:
1. From the user's Details Account Page, hover over an incident and click Workflow:

0310 ;redlt Card Numbers | Data Identifier | +0 E Open
7 Office365
Risk contribution: 0 (?) | Mitigation: Monitor | Status: Active | Source: Service-logs
A monitored us elated to sensitive information based on data leak prevention policy was detected.

2. Theincident's workflow actions screen opens:

MITIGATE INCIDENT #1102974 X

Select Workflow Actions

[l Acknowledge this incident in the security dashboard

ignore this incident. Do not show it in the accounts page,
emove it from the user risk calculation

[ ada to the exception
list of this rule

Add Comment

3. Select an action:
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» Acknowledge this incident in the security dashboard: Existing violations of this policy
will no longer be listed. This incident will continue to impact the user's risk score
calculation, but will be removed from the security dashboard. Acknowledged incidents are
still displayed in the Incidents Log with a status of Acknowledged.

> Ignore this incident: (Optional) The incident is removed from the user's Account page and
no longer impacts the user's risk score calculation. Ignored incidents are still displayed in
the Incidents Log with a status of Ignored.

> Add <user> to the exception list of this rule: This user account will no longer trigger a
violation of this policy.

4. Optionally, add a Comment to provide more details concerning the action.
5. Click Apply.
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CHAPTER 8

User Behavior Analysis

Forcepoint CASB analyzes user behavior to detect patterns of suspicious activity,
identifies anomalies from those patterns, and runs mitigation actions based on those
anomalies.

In Forcepoint CASB, you monitor user risk through the User Risk Dashboard, the user
Accounts list, and the detailed user pages.

This chapter discusses the following:

Machine learning-based anomaly detection using Forcepoint CASB ....... 115
Monitoring User risK .. . 118
Investigating accounts ... ... 122
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Machine learning-based anomaly
detection using Forcepoint CASB

Traditional security is about providing controls to known tactics. If we have seen an attack pattern
in the past, then we can apply controls to stop it.

We can easily mark the bad activities that we are familiar with and form them into security access
rules. We can also easily detect the legitimate scenarios that are part of the key business flows
and mark these as exceptions. But what about the gray areas in between?

To use a simplified example, think about a simple access policy that grants complete access from
the main office location and blocks all access from countries we are not authorized to
communicate with. This policy covers the easy good and bad activities, but what if we see a
location that belongs in neither list? Allow the connection and you may miss an attack. Block it and
you may be tampering with productivity. Alert on it and you add one more alert to the many
thousands of alerts cluttering your IT systems.

The one thing missing when making this "good or bad" decision is the context of the situation.

For example, if we know that the user accessing the system in the above example has been
connecting from the same location for many days, and that the data they are accessing is of the
same type they have been accessing for a long time, deciding that this is a good activity would be
easy.

On the flip side, if we know that this connection is coming from alocation this user has never been
at before, that they are accessing non-typical data items, and that they are running an unusually
high volume of data download, it would quickly be marked as a bad activity.

Understanding the context helps us make better decisions and reduces the clutter considerably.
This context is different for each user. Forcepoint CASB maintains a user profile that includes all
the relevant context information to allow the system to make these smart decisions.

Activity auditing and user profile

The most basic requirement for a CASB service is to have visibility into user activities in the cloud.
This is a basic prerequisite to providing auditing and controls over cloud application access and
usage.

Forcepoint CASB gains visibility into user activity via multiple detection methods, ranging from
Inline proxy traffic analysis to leveraging service providers’ APls. Regardless of the detection
method, Forcepoint CASB provides visibility into user activity properties, with dozens of such
properties being audited per each user activity. Examples include user IP address, geographic
location, device type & operating system, trusted / untrusted device, user action, service module
accessed, and specifics such as file / folder name and impacted users.
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Once Forcepoint CASB gains visibility into this data, a profiling process begins. This process
identifies typical user behavior, such as typical locations for that user, activity volume, or devices
used.

To build the user profile, Forcepoint CASB leverages supervised machine learning (ML)
algorithms, such as Support Vector Machine (SVM) classifier, and unsupervised ML algorithms,
such as Unsupervised Outlier Detection.

Using these ML mechanisms, Forcepoint CASB maintains a real-time user profile, allowing the
CASB service to take immediate actions based on rules and policies for real-time traffic and API-
based activities.

Smart anomaly detection policies allow smarter access controls as explained above, but also the
ability to defend against zero-day attacks.

Zero-day attacks are typically designed to avoid security systems searching for patterns used in
past attacks. Forcepoint CASB anomaly detection looks into the user behavior and detects
deviations from usage patterns, thus detecting the attack through changes of account behavior
rather than searching for attack fingerprints. These deviations are usually someone else
(malware/malicious user) leveraging the account details.

User risk

Understanding user risk is a key action toward optimizing the security analysis and investigation
time. Attending to multiple alerts across many enterprise accounts is not an ideal use of a security
analyst’s time. Understanding which user in the organization currently poses the most risk and
attending to the key issues about their account is a much more focused approach and one that
prioritizes attending to the key risks to the organization first.

Forcepoint CASB assigns a risk score to every user and highlights the risk as part of the key
dashboards in the management portal, allowing the administrators to attend to the riskiest issues
first.

A risk, by definition, is the combination of the probability of something bad happening, and the
impact on the organization if something bad happened. Forcepoint CASB leverages this approach
to determine the potential risk of users.

The probability is determined based on past behavior and the severity of the current action. The
impact is determined by many factors, such as the access level of that user for sensitive data or
their privileges at the service.

The risk score is calculated based on the above and every incident that takes place may modify
the user risk. Further to that, the risk decays over time and if no new incidents are introduced for
this user, after a while the risk score will reset.

Incident risk scores (which contribute to the user risk score) can be adjusted by the customer
administrator by assigning different risk levels with different policies. The customer administrator
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may further optimize the risk calculation by marking investigated incidents as relevant/irrelevant to

the calculation.

Here is an example of the risk calculation, which shows the risk score decay over time:

= John has 5 incidents
11 took place 32 days ago, risk contribution of 50
12 took place 3.5 weeks ago, risk contribution of 100
13 and |14 were 8 days ago, risk contribution of 40
15 took place this week, risk contribution of 50

m 1

G 1o

=
=
=

—w

Over 4 weeks
— Incident is

Over 3 weeks
—reduce 75%

A week old —
reduce 25% of

+  John’s risk score is: [0 x 50] + [25% x 100] + [75%x 40] + [75% x 40] + [100% x 50] =

=

week — 100%

25+30+30+50 = 135
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Monitoring user risk

The User Risk Dashboard focuses on user activity within specific Cloud service assets, providing
a high-level view of the user risks within your organization and allowing you to drill-down to the
specific details for each user.

To open the User Risk Dashboard, log in to Forcepoint CASB. The User Risk Dashboard opens by
default as the starting page. If you are already logged in to Forcepoint CASB, click the Risk
Summary tab at the top of the page to open the User Risk Dashboard.

User Risk Dashboard = Accounts = User Risk Dashboard
User Risk Dashboard
0 5
USERS AT RISK ADMINS NON ADMIN USERS
TOP HIGH RISK USERS WATCHLIST
fovince@fpleclerc.onmicroso
w L 106
alan@veridinet.c
[0/
dmin@forcepoint: ft.com * fpuince@fpleclerc.onmicrosoft. @
QQQQQ 07408 ce 07712
[o/
ORG BEHAVIOR L TOP BUSINESS UNITS AT RISK

The User Risk Dashboard displays six summary areas: Users at Risk, Top High Risk Users,
Watchlist, Organizational Behavior, Top Business Units at Risk, and Organizational Geographic
Risk. Each area is explained in the following sections.

#  Note: User accounts are connected to specific Cloud service assets. Because a person
within your organization can have accounts for several assets, they can have more than
one user account listed on the User Risk Dashboard.

Users at Risk

This section provides an overview of the users at risk, separated by Admins & Power Users and
Non Admin Users.

S 0 5

USERS AT RISK ADMINS NON ADMIN USERS
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To be listed as a user at risk, the user must have a risk score higher than 0. The risk score is
calculated based on the number of incidents assigned to the user, with each incident weighted.
Incidents are activity records that combine one or more similar alerts that originate from the same
attack. For more information about Incidents, see "Monitoring and Investigating Alerts and
Incidents" on page 101

Each group (total Users at Risk, Admins & Power Users, and Non Admin Users) displays two
numbers separated by a slash (/). The first number denotes the number of users at risk for that
group. The second number denotes the total number of users in that group.

If you are viewing All Assets, an additional Users at Risk by Asset section is displayed to the
right side of the Non Admin User list. This section displays an icon for each affected asset and a
number of affected users. Click the number to open the Accounts page filtered to only display the
list of affected user accounts.

Top High Risk Users

This section lists the highest risk users in your organization, based on risk score. To be listed as a
high risk user, the user must have a risk score higher than 100.

The User Risk Dashboard lists the top high risk users, up to 5 users. Each user record lists the
month and day when the user was added to the Top High Risk Users list.

To view the user's Detailed Account Page, click the user's picture or risk score.

To view the list of all high risk users, click the All High Risk Users button. Forcepoint CASB
opens the Accounts page, filtered to only display the list of high risk users. From the Accounts
page, you can view the Detailed Account Page for an individual user.

Watchlist

The Watchlist allows you to mark specific users to closely monitor them over time. After a user is
added to the Watchlist, they can be monitored from the User Risk Dashboard.

The User Risk Dashboard displays the top 15 user accounts, based on risk score. To view the list
of all watched users, click All Watched Users. Forcepoint CASB opens the Accounts page,
filtered to only display the list of watched users. From the Accounts page, you can view the
Detailed Account Page for an individual user.

All users on the Watchlist are denoted by a black star. This star is always visible either next to the
user's image, or next to their name. The icon ON WATCHLIST also is displayed on the user's
Detailed Account Page.
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i i Account Risk Score
Corinne Klng Corinne King
Vice President Last Activity: 1102 D4:42
Last Incident: 11/02 04:42 * corinne king@extrem. .. |—1??

While the other areas of the User Risk Dashboard are populated by Forcepoint CASB based on
available data, the user accounts added to the Watchlist are populated by you. You can add any
account to the Watchlist.

To add a user to the Watchlist, expand the Actions menu, then click Add to Watchlist from either
the user's Detailed Account Page or the user's summary information on the right side of the
Accounts page.

Organizational Behavior

This section displays a chart of activity and incidents for your organization over the past 30 days.
Incidents are displayed above the date, while activities are displayed under the date.

Hover over the date, incident bar, or activity bar to display the numbers of incidents and activity for
that date. Click it to open the Incidents page with the table of incidents filtered for that date.

To display the Incidents page with all incidents, click All Incidents. For more information about
incidents, see "Monitoring and Investigating Alerts and Incidents" on page 101

Top Business Units at Risk

This section displays the number of users at risk attached to each business unit of your
organization. As mentioned above, a user is considered at risk if their risk score is above 0.

Click a business unit to open the Accounts page, with the table of accounts filtered for that
business unit.

#  Note: Business unit data is retrieved from Active Directory. If Active Directory is not set
up, or if business units are not available for your organization, then this section will not
display any information.

Organizational Geographic Risk

This section displays a map to graphically display the global distribution of the users at risk. As
mentioned above, a user is considered at risk if their risk score is above 0.
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Each affected country displays a pin. Each pin displays the number of users at risk within that
country. If a user is active within more than one country, the user is counted in each country in

which they are at risk.

Click the pin to open the Accounts page filtered to only display the list of affected user accounts for
that country.
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Investigating accounts

The Accounts page displays user accounts that were used to access managed assets, for All
Assets or for a selected asset.

To access the Accounts page, go to Risk Summary > Accounts. The page is divided into two
areas:

» The Accounts table

» The Account summary

UserR ™ 7S
Accounts
T [ Account: Al High Risk: A Asset - All © e N
109 accounis 1- 10001 108 <>
Account Risk Score Last Activity Admin / User Full Nat
admin o 255 07/09/12 00:02:24 User. . -

[, admin@forcepointsea.on

[fag/ 0712718 075711 User IR Comments (0

@27 0612018 12:0405 User ‘ See detailed user page ‘

Evd 080118 10:48:12 User
9 LOCATIONS

[o/ 05120/12 09:16:36 User -

o/ 06120113 10.24.35 User James Cagle e

[0/ 05102118 04:19:07 User Corinne King
LCopevices

[0/ 05/02/13 04:00:48 User Cathy Hail [ [

- Windows 10 Windows 1

[0/ 05/02/18 04:00:57 User Devin Eldred Lastseen: 07/09/18  Last seal

[0/ 06/19/18 10:10:59 User Annette Vargas
EF INVESTIGATE

o/ o7t 17:31:11 User A

iustin dimattia@extremeg [o/ 04115/18 18:43:51 User Justin Dimattia

The Accounts table

The Accounts table displays a tabular list of the accounts within your organization, and lets you
focus on the accounts with the highest risk score. Forcepoint CASB sorts the table by Risk Score,
from highest to lowest, by default.

For more information about the columns available in the Accounts table, see "Accounts table
column descriptions" on page 125.

By default, all accounts affiliated with the selected asset display in the table. To filter the accounts
displayed in the table by specific criteria, select one or more of the default filters (Account, High
Risk, or Asset) above the table, then click Apply.
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All

? Account : All High Risk : All A

Search

1 O (Blank)

|:| annette. vargasi@extremeqguit. ..
O asharma@sec
A [ cathy hail@extremeguitars.net 09
[ corinne_king@extremeguitar. ..

La

uritypandit.com

d |:| devin.eldred@extremeguitar.. 9,
|:| james. cagle@extremeguitars..

id O o 0o
[ justin.dimattia@extremeguita. ..

w |:| keith.dougherty@extremegui.. 09

Exclude Clear All
J O ec oo L} 0

Tofilter the table by a column value that is not one of the defaults, select a value from the Add
filters drop-down menu:

1. Click the Add filters drop-down menu.

2. Select one or more of the options and click Apply. The new filter is added to the list of
active filters above the table.

° Add fiters [

L™ 4

@
i

ection Time
[ First Alert

O Full Name

O Incident Name
O Last Alert
Mitigation

[J occurences

O source

. =

#  Note: The filter values are dependent on the values available for that table and can
differ from the values shown in the images above and below.

3. Expand the new filter, select the filter option, then click Apply.

Y | LastUpdated : Al 1D Al €siate - Active | €severty - Critical, High, Medium, Low \()'.'unga on - All ]
O Block
1-1000f 175 <[>
175 incidents 1 - 100 of Montor

Last Updated Incident ID Incident Name Account

CHAPTER 8| Administration Guide 123



4. To save the current filters as a search, click the bookmark button to the right of the Add
filters field, type a name for the search, and click the save button.

‘ . Addites v | []
[ mitigation search @ ]

|| — Load search

5. Toload the saved search, click the button to the right of the Add filters field and select the
search from the Load search list.

To configure the displayed columns and their order, click the * button.

Release Accounts *

Manage Columns

Account

+

¢

Risk Score

Watched

¢}

Last Activity

Title

Business Unit

b AR AR AR AR AR AR s

High Risk

Hide all ") Restore default

To export the table to a CSV file, click . To refresh the display, click ':__'}'.

Select the Release Accounts action to release an account that is blocked due to a policy breach.
Accounts are blocked if the policy action is set to Block Account.

Release Accounts ¢

Full Na |3|
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Accounts table column descriptions

The following table provides detailed descriptions about the type of information displayed in the

Accounts table.

Column name Column description

Account The account used to access the cloud service (sAMAccountName if the
Active Directory connection is set; otherwise, the login name).

Risk Score The account's current risk score.

Last Activity The date and time when the last activity was detected on the account.

Admin/ User A flag indicating whether the account is an administrator (Admin) or a user
(User), as detected in the Users and Configuration Governance scan on the
asset.

Full Name The full name of the user. This data is retrieved from the User Directory if
integration is in place; otherwise, it is empty.

Title The title of the account. This data is retrieved from the Active Directory if

integration is in place; otherwise, it is empty.

Business Unit

The business unit of the account. This data is retrieved from the Active
Directory if integration is in place; otherwise, it is empty.

High Risk A flag indicating whether the account is considered high risk (Yes) or not
(No). This flag is based on the account's current risk score.

Asset The asset name assigned with the cloud service (e.g., My Office365).

Locations The geographic locations from which the account's activities were detected.

Orphan When Forcepoint CASB performs a Users and Configuration Governance
scan and finds the account in the User Directory, this flag indicates whether
the account was marked as Disabled in the User Directory (Yes) or not (No).

Dormant When Forcepoint CASB performs a Users and Configuration Governance
scan, this flag indicates whether the account's last login date was earlier
than the threshold set in the Users and Configuration Governance scan
(Yes) or not (No).

Incidents A list of incidents related to the account.
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Column name Column description

Account Status | A flag indicating whether the account is blocked due to rule enforcement
(Blocked) or not blocked (Active).

Last Incident The date and time when an incident attached to the account was last
updates updated.

In addition, Forcepoint CASB hides some columns from the default view. These columns can be
added to the Accounts table by selecting them from the Manage Columns menu.

° Add filters [

€ Hideall g Restore default 4 W
0

The following columns are hidden by default.

Column name Column description

Login name The account used to access the cloud service.
Watched A flag indicating whether the account is on the Watchlist (Yes) or not (No).
External When Forcepoint CASB performs a Users and Configuration Governance

scan, this flag indicates whether the account was found in the User
Directory (No) or not found in the User Directory (Yes). If the account was
not found in the User Directory, the account is considered an External
account.

Scan D The ID of the last internal Users and Configuration Governance scan where
the account took part.
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Column name Column description

Governance Last | The date and time of the last activity on the account that was detected by the

Activity Users and Configuration Governance scan.

Policies A list of policies related to the account.

External A flag indicating whether the account's location is considered an external
Location location (Yes) or an internal location (No). This is based on your

organization's internal IP ranges settings.

Internal Location | A flag indicating whether the account's location is considered an internal

location (Yes) or an external location (No). This is based on your
organization's internal IP ranges settings.

The Account summary

When you select an account from the Accounts table, Forcepoint CASB provides summary
information for the account on the right side of the screen. Some details appear only if the user is
recognized from the organizational user directory.

This area displays the following account information for the user:

>

Userimage: An image of the user retrieved from Active Directory. If no image is available, a
placeholderimage is used. If the user is on the Watchlist, a black star is displayed in the
lower left corer of the image.

Asset: The asset associated with this account.

Email address: The user's email address. This information is retrieved from Active
Directory.

User name: The full name of the user. This information is retrieved from Active Directory.

Job title: The job title of the user within your organization. This information is retrieved from
Active Directory.

Comments: A list of all comments added by the Forcepoint CASB administrators for this
account. Each comment displays the date, time, and Forcepoint CASB account email
address of the administrator who added the comment. To add a new comment, click
Comments, add the new comment in the text field, then click Add.

Actions button:

« Delete Account: This option removes the account from Forcepoint CASB.
Forcepoint CASB removes all data associated with this account: Incidents, Alerts,
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Offline Alerts, Activities, Offline Activities, and Profile data.

4 Warning: Deleting an account removes this user account and all user
activities from the Forcepoint CASB records. Although the user record can
be added back if the user performs new activities, the deleted activities are
permanently deleted from Forcepoint CASB and cannot be recovered.

« Add to WatchlistRemove from Watchlist: This option adds the user to your
Watchlist. The Watchlist is available from the User Risk Dashboard, and provides
a quick way to view all accounts you wish to track.

> See detailed user page button: Click this button to open the user's Detailed Account
Page. For more information, see "The Detailed Account page" on page 130.

» Locations: The Locations from which this account has connected to the asset. When the
area is collapsed, Locations displays an image of the country flag for the top locations used
with this account (up to 5). When expanded, Locations displays the image of the country
flag, the name of the country, and the date when the user last connected from that location.

If there are more than 5 locations associated with this account, a link to view all of the
locations is displayed next to the Locations heading. Click the link to display a list of all
locations. This list displays the image of the country flag, the name of the country, and the
date when the user last connected from that location.

» Devices: The devices from which this account has connected to the asset. When the area
is collapsed, Devices displays an image of the operating system for the top devices used
with this account (up to 5). When expanded, Devices displays the image of the operating
system, the name of the operating system, and the date when the user last connected from
that device.

If there are more than 5 devices associated with this account, a link to view all of the
devices is displayed next to the Devices heading. Click the link to display a list of all
devices. This list displays the image of the operating system, the name of the operating
system, and the date when the user last connected from that device.

» Investigate

« All user activities: Click this link to display the two options: Realtime activities and
APl-based activities. Clicking Realtime activities opens the Realtime Monitoring
Audit Log. Clicking API-based activities opens the Service Provider Log Audit Log.
Each Audit Log is filtered to display the incidents associated with this account and
asset.

For more information about Realtime and AP|-based activities, see "Activity audit
types" on page 48.
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« XX incidents, where xx is the number of incidents associated with this account. Click
this link to open the Incidents page, filtered to display the incidents associated with this
account and asset.

For more information about incidents, see "Monitoring and Investigating Alerts and
Incidents" on page 101.

« xx quarantined files, where xx is the number of quarantined files associated with this
account. Click this link to open the File Analytics page, filtered to display the files with
either a Quarantine or Keep a safe copy mitigation status associated with this user
account.

Quarantine and Keep a safe copy are mitigation actions available for API-based
activities:

o Data Classification policies
o User Activity Control policies
o Data Leak Prevention policies

o Custom policies

To remove a displayed account (as filtered by search) from the list until they perform any more
activities, click Actions>Delete Account:

m ‘ See defailed user page

Delete Account
5 Add to '.“u'atchlis{b

A Warning: Deleting an account removes this user account and all user activities from the
Forcepoint CASB records. Although the user record can be added back if the user performs
new activities, the deleted activities are permanently deleted from Forcepoint CASB and
cannot be recovered.

To view the user's detailed information, including a timeline of incidents and activities, click See
detailed user page. For more information about the detailed user page, see "The Detailed
Account page" on the facing page.

CHAPTER 8| Administration Guide 129



The Detailed Account page

The Detailed Account Page displays information for a specific user account. It is divided into three
areas:

» User profile

> User Behavior

» Incident Timeline

Accounts > User Risk Dashboard = Defailed Account Page

Detailed Account Page

0.

Corinne King
Vice Prasident - Enginesring

N WATCHLIST
I Comments (8)

=8

[+] usERBEHAVIOR Last 30 Days v

RiskLevel @ Incidents ® Activities

L1 pevices INCIDENT TIMELINE
EEEEE

% INVESTIGATE

. Login from High Risk IP | Login from High Risk IP [+85
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User profile

The user profile is on the left side of the Detailed Account Page.

Detailed Account Page

m

w @

Corinne King

Vice President
ON WATCHLIST
I comments (3)

¥ LOCATIONS see =i 16

[0 pEVICES

FH INVESTIGATE

This area displays the following account information for the user:

> Userimage: Animage of the user retrieved from Active Directory. If no image is available, a
placeholder image is used. If the user is on the Watchlist, a black star is displayed in the
lower left corner of the image.

*» Risk score: The overall risk score associated with this user account. The risk score is the
sum of the scores from all incidents associated with this account.

Asset: The asset associated with this account.
User name: The full name of the user.

Job title: The job title of the user within your organization.

¥y ¥ v v

Comments: A list of all comments added by the Forcepoint CASB administrators for this
account. Each comment displays the date, time, and Forcepoint CASB account email
address of the administrator who added the comment. To add a new comment, click
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Comments, add the new comment in the text field, then click Add.
» Actions button:

« Delete Account: This option removes the account from Forcepoint CASB.
Forcepoint CASB removes all data associated with this account: Incidents, Alerts,
Offline Alerts, Activities, Offline Activities, and Profile data.

« Add to Watchlist'Remove from Watchlist: This option adds the user to your
Watchlist. The Watchlist is available from the User Risk Dashboard, and provides
a quick way to view all accounts you wish to track.

« Apply Workflow to all Incidents: This option allows you to Acknowledge and/or
Ignore all of the active Incidents in this account. This is a batch option, so it will
affect all incidents in the Incident Timeline.

» If you acknowledge all incidents, new alerts will no longer be added to the
incidents. These incidents will continue to impact the user's risk score, but
will be removed from the security dashboard. Acknowledged incidents are
still displayed in the Incidents Log with a status of Acknowledged.

» If youignore all incidents, they are no longer displayed in the account's
incident timeline or impact the user's risk score. Ignored incidents are still
displayed in the Incidents Log with a status of Ignored.

For more information about the Incidents log and Incident records, see "Monitoring
and Investigating Alerts and Incidents" on page 101.

» Expand and Collapse buttons: Click the Expand button to enlarge the user profile area.
Expanding the area displays the users' email address and provides additional details for
each Location (country and last active date) and Device (operating system and last active
date). Click Collapse to return the area to its original view.

You can also expand the user profile area by clicking the ] button in the top right corner of
the area. To collapse the area, click the E button.

> Locations: The Locations from which this account has connected to the asset. When the
area is collapsed, Locations displays an image of the country flag for the top locations used
with this account (up to 5). When expanded, Locations displays the image of the country
flag, the name of the country, and the date when the user last connected from that location.

If there are more than 5 locations associated with this account, a link to view all of the
locations is displayed next to the Locations heading. Click the link to display a list of all
locations. This list displays the image of the country flag, the name of the country, and the
date when the user last connected from that location.

» Devices: The devices from which this account has connected to the asset. When the area
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is collapsed, Devices displays an image of the operating system for the top devices used
with this account (up to 5). When expanded, Devices displays the image of the operating
system, the name of the operating system, and the date when the user last connected from
that device.

If there are more than 5 devices associated with this account, a link to view all of the
devices is displayed next to the Devices heading. Click the link to display a list of all
devices. This list displays the image of the operating system, the name of the operating
system, and the date when the user last connected from that device.

» Investigate

« All user activities: Click this link to display the two options: Realtime activities and
APIl-based activities. Clicking Realtime activities opens the Realtime Monitoring
Audit Log. Clicking API-based activities opens the Service Provider Log Audit Log.
Each Audit Log is filtered to display the incidents associated with this account and
asset.

For more information about Realtime and API-based activities, see "Activity audit
types" on page 48.

« Xxx incidents, where xx is the number of incidents associated with this account. Click
this link to open the Incidents page, filtered to display the incidents associated with this
account and asset.

For more information about incidents, see "Monitoring and Investigating Alerts and
Incidents" on page 101.

« xx quarantined files, where xx is the number of quarantined files associated with this
account. Click this link to open the File Analytics page, filtered to display the files with
either a Quarantine or Keep a safe copy mitigation status associated with this user
account.

Quarantine and Keep a safe copy are mitigation actions available for API-based
activities:

o Data Classification policies
o User Activity Control policies
o Data Leak Prevention policies

o Custom policies

CHAPTER 8| Administration Guide 133



User behavior

This area displays a chart of activity and incidents for this account over the past 30 days. To
display the timeline for the past 180 days, click the Last 30 Days drop-down menu at the top right
corner of the area and select Last 180 Days.

USER BEHAVIOR | Last 30 Days ‘

Risk Level @ Incidenis @ Activities

Incidents are displayed above the date, while activities are displayed under the date. Above the
chart, there is a graph that displays the risk score timeline. The area in red denotes the risk score
number. As the risk score increases, the graph line goes higher and the amount of red space
increases. This provides a quick visual cue of the account's risk score.

Hover over the date, incident bar, activity bar, or risk score graph to display the numbers of
incidents and activity, along with the risk score, for that date. Click to open the Incidents page,
with the table of incidents filtered for that date.

Incident timeline

The Incident Timeline displays the latest Incidents associated with the user account in
chronological order, with the latest Incident at the top of the timeline.

CHAPTER 8| Administration Guide 134



INCIDENT TIMELINE

05:48 @

05:42 0
05:42 0

Suspicious volume of downloaded data originating
from a high-risk source IP | Malicious or Compromised Insider
(7 Officeass

Pll Data | Data Identifier r*-j@
(" Officess

Pll Data | Data Identifier P_T
(7 Office3ss

)

Each record in the Incident timeline displays the following information:

» Incident time: The date on which the incident occurred is displayed above the timeline of
incidents for that date. The time at which the incident occurred is displayed on the left side

of the Incident record.

» Type of Policy Violation: The Incident record displays an icon to visually identify the type of
policy violation. The record also displays the affected rule (e.g., Suspicious volume of
downloaded data originating from a high-risk source IP) and policy (e.g., Compromised

Insider).

> Risk Score change: The number of points from this incident that are added to the user's
overall risk score. This number decreases over time.

» Asset: The asset associated with this account.

s
score.

Note: If the mitigation action for the incident is Block, a <l icon is displayed next to the risk

When you hover over the Incident record, it expands to display additional information:

0548 @

Suspicious volume of downloaded data originating
from a high-risk source IP | Malicious or Compromised Insider
™y Office365

Risk contribution: 81 ()
Suspected data theft due to high volume of dow

risk source IP. High-risk source IPs are identified by I
proxies, and malicious |Ps that were the source of prior attacks.

Mitigation- Monitor | Status: Active | Source: Real-time

nioaded data within a specific time frame originating from a high-
by Imperva ThreatRadar and include Tor networks, anonymous
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» Risk contribution: The number of points from this incident that are added to the user's
overall risk score. This number decreases over time.

» Mitigation: The mitigation action for the policy. This action is set up in the policy, and differs
between Real-time activities and Service-logs (API-based) activities.

> Status: Can be either Active, Acknowledged, or Ignored. The default status is Active, but
can be changed to Acknowledged or Ignored in the Incident's Workflow.

> Source: Indicates from which activity log the incident originated. This can be either Real-
time (from the Real-time Monitoring audit log) or Service-logs (from the API-based Service
Provider Log).

» Rule description: This description is taken from the rule and provided here as a reference.

» Workflow button: Click Workflow to add a comment to the Incident record, acknowledge or
ignore the incident, or add the user to the exception list.

« If you acknowledge the incident, new alerts will no longer be added to the incident. The
incident will continue to impact the user's risk score calculation, but it will be removed
from the security dashboard. Acknowledged incidents are still displayed in the Incidents
Log with a status of Acknowledged.

« If youignore the incident, it is no longer displayed in the account's incident timeline or
impact the user's risk score calculation. Ignored incidents are still displayed in the
Incidents Log with a status of Ignored.

« If you add the user to the exception list, the account will no longer trigger a violation of
this policy.

» Open button: Click this button to open the Incident record. For more information about the
Incident record, see "Incident records" on page 109.

To view more Incidents, select one of the following options at the bottom of the timeline:

» Expand Timeline button: Click this button to display all earlier incidents in the timeline.
The earlier incidents are added to the bottom of the timeline.

> See all in Incidents Log link: Click this link to open the Incidents page, with the table of
incidents filtered by this account and asset. For more information about the Incidents log,
see "The Incidents log" on page 102.
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CHAPTER9

Governance and Compliance

For managed assets, Forcepoint CASB can provide information about cloud account
configuration and deployment, and stored and shared sensitive organizational
information.

The following types of governance features are available:

» Account access and security governance: Provides a detailed risk
assessment of your specific deployment by providing information about service
ownership (administrative accounts and recent usage), user accounts that are
potential security risks, and account configuration, enabling you to monitor how
the actual configuration of your accounts complies with regulatory standards
and organizational policy.

For found policy violations, you can perform remedial tasks.

» Data governance: For managed assets, Forcepoint CASB scans the contents
of stored files and provides detailed information about stored sensitive material
—as defined by configurable data types —including how it is accessed and
shared inside and outside the organization.

This chapter discusses the following:

Account access and security gOVernance ... ... ... .........iiiiiiiiiiio.... 138

Data classification .. ... ... . 149
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Account access and security
governance

As opposed to Discovery, which provides only generic service risk information, access and
security governance provides a more accurate risk assessment of your specific deployment by
providing information about service ownership (administrative accounts and recent usage), user
accounts that are potential security risks, and account configuration, enabling you to monitor how
the actual configuration of your accounts complies with regulatory standards and organizational
policy.

The features in this section require the Governance feature to have been configured for
supported cloud service assets, and are then available even when Forcepoint CASB is not
deployed as a gateway between users and the assets.

Account Access & Security Governance is currently supported for the following cloud services:

Amazon AWS
Box

Dropbox
Google G Suite
Office 365
Salesforce

¥y ¥ ¥ ¥ ¥ ¥

Monitoring account access and security

For applications that have been defined as managed assets, for which Governance has been
configured, the Governance Dashboard page displays account governance and compliance
information including account ownership (administrative accounts), configuration policy violations,
and user accounts that should be removed, according to configured policy.

To view the information, go to Compliance > Governance > Dashboard:
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.. = Govemance Dashboard > Governance Policies > Governance Dashboard
Governance Dashboard
Application Usage
2 Recent Usage 1 Administrators
@ Within last 2 5 s alan@automasky com | I'm A...
More than 80Q SET i
Users ' Admins
{1 unmenitored users)
Governance Policy
Active Policy Description
. 1 10 50
ISO 27002/27... _ §5%0
Last Scan: D5/28/18 D6:53 Violations Overspend
See Policy Details > /month
Set Notifications >

The displayed information includes:

> Statistics on recent usage, and configured administrative user accounts, providing insight
on account ownership:

Application Usage

2 Recent Usage 1 Administrators
@ Within last 2 1 S

More than
Users w

{1 unmonitored users)

slan@automasky.com | 'm A

Admins

If you have unmonitored accounts, the number of unmonitored accounts is displayed under
the total number of Users and Admins. Forcepoint CASB does not display unmonitored
accounts in the Users and Configuration governance report.

» Violations of configurable regulatory standards and organizational policy:
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Active Policy

Last Scan: 0372516 03:4

See Policy Details >
Set Notifications >

14

Dormant Users

"

Orphaned Users

0

External Users

PCIDSS V3.0...
4

Governance Policy

Description
PCIDSS V3.01w

Excessive Rights (4 users)

User accounts that have not been used for over 1 days
are considered dormant. It is recommended to remove
them

(0) Tasks open Create Task >

B

These are users that are
Directory but still hav
application. It is recommended to remove

able

those accounts.

ik Eren Create Task »

e =1

These users do not appear in the Organizational
Directory although they have valid accounts in the cloud
application. It is recommended to verify these accounts.

(0) Tasks open Create Task >

B |

4 9 $ 1000
Violations Overspend
wit $/month

Configuration Settings Review (9 Violations)

Password Requirements
 Account lockout

Cloud app setting Recommended valus Create Task »
15 minutes 30 minutes

See previous scan resulis > (0) Tasks open

¢ number of failed logins

1 Pas
J Min length
+ Pas

! Prevent password re-use

expiration

complexity

Authentication Requirements
J Multi-factor authentication
! sso

API Access

s .

At the top of Governance Policy, the selected standard is described, and the total number
of Violations appears. Details of the requirements and their violations appear below

Configuration Settings Review; click any requirement to expand its details.

means a

new violation as defined by policy. You can click to See previous scan results for the

requirement.

Hover over
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Configuration Settings Review (2 Violations)

! Password expiration
' Min length
\f Password complexity

! Prevent password re-use

Authentication Requirements

\f Multi-factor authentication

! 550
APl Acces
Relevant sections in PCI DSS:
v Root ac 3.2 Do not store sensitive authentication data
: after authorization (even if encrypted). If
Session 3| cansitive authentication data is received,
] rami  render all data unrecoverable upon

completion of the authonzation process.
Cloud app e S ——

Enabled Disabled [%

See previous scan resuls =

GISHE Tast >

(D) Tasks open

» User accounts that should be removed or validated, including:

Governance Policy

Active Policy Description

PCIDSS V3.0...
Last Scan: 0372818 0341

See Policy Details >

Set Motificstions >

Excessive Rights (4 users)

14

Dormant Users

User accounts that have not been used for over 1 days
are considered dormant. It is recommended to remove
them.

{0) Tasks open

Create Task »

! 1 These are users that are disabled in the Organizational
Directory but still have valid sccounts in the cloud
application. It is recommended to remove those accounts.

Create Task »

0 These users do not appear in the Organizational
Directory although they have valid accounts in the cloud
application. It is recommended to verify these accounts.

Create Task »

Orphaned Users

(0) Tasks open

External Users
(0) Tasks open

4 9

PCI DSS V3.01 with a much lower dormancy time

Configuration Settings Review (2 Violations)

Password Requirements
! Account lockout
Cloud app setting Recommended valus

15 minutes
See previous scan results >

30 minutes

! Max number of failed logins
! Password expiration

+/ Min length

J Password complexity

! Prevent password re-use

Authentication Requirements
J Multi-factor authentication
! sso

:

APl Access

a -

Violations

$ 1000

Overspend
($/month)

Create Task »

(0) Tasks open
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» Dormant Users: Asset user accounts that have not been used recently, within a time
span defined by policy. The number of dormant users is multiplied by the configured

average price to produce the displayed Overspend.

» Orphaned Users: Asset user accounts that have been disabled in the organizational
directory and therefore might belong to users who have left the organization.

» External Users: Asset user accounts that do not appear in the organizational dir-

ectory at all.

Categories with new users as defined by policy are marked

All three categories are aggregated at the top as Users with excessive rights.

Click any of the numbers to go to the Accounts page, filtered as relevant.

You can filter the user account information by business units as defined in the
organizational directory, by adding a Business Unit filter on the right side, then selecting

the relevant business unit:

[Accounts

Risk Score
[0/

[/

Last Activity

020117 07:31:52

02/0117 07:10:50

Clear All

nne King

esident - Enginesring

By each policy violation and user account category, you can Create Task.

You can product an Excel spreadsheet that contains user information.

You can produce a PDF report with configurable sections similar to the Governance dashboard:

)
E!‘{TJ

Select content to export

V| Summary

[V Violations

Generate Report

Managing account access and security

remediation

Forcepoint CASB provides a task management system for creating, assigning, and tracking the

status of Governance remediation tasks.
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Forcepoint CASB automatically populates tickets with information that will be needed by task
handlers. Assigned task handlers receive a link to a Forcepoint CASB that does not require logging
in and enables only configuring the ticket.

Tickets can be configured to integrate with external ticketing systems via email.

To create a remediation task:

1. Goto Compliance > Governance > Dashboard for the selected asset:

> Govermance Dashboard > Governance Policies > Governance Dashboard
Governance Dashboard

BB

Application Usage

2 Recent Usage 1 Administrators
® Within [ast 2 50% s

More than 12 weeks ag 50% users i
Users w Admins

{1 unmonitored users)

alan@automasky.com | I'm A

Governance Policy

Active Policy

ISO 2700221 1 =

Violations

2. By the relevant policy violation or user account category, click Create Task:

Session Security
! Remember password

Cloud app setting Recommended valus Cregte Task )
Enabled Disabled

See previous scan resulis =

3. Configure the ticket fields, including:
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Task: » Fix Session Remember Password Created On: 22.09.2017
) ) Affected Accounts (0)
Name Fix Session Remember Pass
Type Session Remember Password
Priority ® NMedium W
Assignee v
Status Open v
Notifications
Resolution Unresolved v

E," Motify Skyfence admins

|:| Send ticket to external system

Description | Fix session remember password

Cancel Save

[

> By Assignee, select from among known asset administrators:

Assignee {5
Status (Saas Admin)

m (Saas Admin)
Resolution
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The Tasks assignee notification must be properly configured.

> Assignees are automatically notified; you can select to additionally Notify
Forcepoint CASB admins. The Tasks notify admins email must be properly

configured.

> You can select to Send an email to open a ticket in an external ticketing system.
The Tasks mail to case notification must be properly configured.

4. Click Save.

Configuring the governance policy

You can configure the policy standards for the Governance dashboard.

For each supported cloud application asset, Forcepoint CASB provides several predefined policies
that conform to recognized legal and regulatory standards. New Forcepoint CASB versions include
up-to-date versions of these policies. You can use any of them as is, or clone and customize any
of them to adjust to organizational policy. You can copy customized polices between systems (for
example, from a testing environment to production) or between assets.

To configure the Governance policy and settings for an application asset:
1. Goto Compliance > Governance > Policies.

2. Select a predefined policy (to use as is, or to copy and customize):

Active Policy: PCI DSS V3.01 ...

Predefined Policies

CJIS - Criminal Justice Information Services

CSA - CCM v3.0.1

HIFAA

IS0 27002427018

MONETARY AUTHCORITY OF SINGAFORE-TRMG

rction in

NIST 800-53 R4

- pctions ir
PCIDSS V20 verdisah

-{"_’7 90 days.
Custom Policies

FCI DSS V3.0 (Low Dormancy)

3. Tocopy the policy and customize its requirements:
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a. Click Clone Policy:
Active Policy: PCI DSS V3.01 ... ‘ el bt Clone Policy
B Exportpolicy 4 Import policy ¥ Notication settings
b. Under Excessive Rights Settings, set the number of days after which an unused

user account is considered dorm

ant:

Excessive Rights Settings

mine when rights are

Set i ds that deterr

User dormancy period

Relevant section in active policy

Relevant sections in PCI DSS:
8.1.4 Remove/disable inactive user accounts at
least every 90 days.

c. Under Application Configuration Requirements, go through the requirement
values and customize as relevant. For example:

Application

De

that must be in p

Data at rest encryption

Configuration Requirements

el 10 Comply

Password Requirements
Authentication Requirements
APl Access

Session Security

Data Encryption

Relevant section in active policy

Relevant sections in PGl DSS:

3.4 Render PAN unreadable anywhere it is stored
{inciuding on portable digital media, backup media,
and in logs).

General Settings

d. Under Advanced Settings, configure the number of days after which newly-found
items (policy violations or excessive-right users) should no longer be marked as new.

4. Click Save Changes.

Changes will take effect upon the next scan.

To copy a customized policy between systems or between assets, you can Export and Import

policies:
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Active Policy: PCI DSS V3.01 ...

. Export policy f Import policy ! Motific ation settings

Optionally, define a Scan Schedule:

1. Goto Compliance > Governance > Policies.

2. Open the Schedule tab and choose your scheduling options.

Scan Schedule
Choose manual scan or define a schedule for automatic scanning
* Not Scheduled
Daily 0 ;0
Weekly 0 ;0 Sunday "
Monthly | O | 0 1st v
Timezone (GMT} Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

v

3. Click Save Changes.
4,
Scan Now. You can view here the status of latest scans:

If you do not define a schedule, you will need to periodically come back here and click Run

Governance scanning status

This section will d be the import acc

Last Execution Last Successful Execution
Start Time: 9/27/17 1:53:02 AM
Status: Ready

Elapsed Time: 1 min 28 sec

Elapsed Time: 1 min 28 sec

Start Time: 9/27/17 1:53:02 AM

5. Upon scan completion, notifications are sent as configured. These notifications include

information about changes relative to the previous scan.

Optionally, set an Average Price Per User, to be used for calculating Overspend:
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1. Goto Compliance > Governance > Policies.

2. Open the Advanced tab and choose your options.

Policy Schedule Advanced
Average Price per User| 20 S/maonth
Date Format What is a valid format?

3. For Forcepoint CASB to properly parse activity logs received from the service, enter the
Date Format in which the service displays the date and time for activities. To view format
syntax, click What is a valid format?.

4. Click Save Changes.

Changes take effect only upon the next scan.
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Data classification

For managed assets, Forcepoint CASB scans the contents of stored files and provides detailed
information about stored sensitive material —as defined by configurable data types —including
how it is accessed and shared inside and outside the organization.

Supported assets are:

> Office 365

Box

Google G Suite

Dropbox

ServiceNow

Salesforce.com

Amazon Web Services (AWS)

Cisco Webex

¥ ¥ ¥ ¥ ¥ ¥ v

Scan locations, schedules, and the data types to be matched are configurable by policy.
Forcepoint CASB displays the latest scan results in a high-level dashboard that can drill down to
specialized reports, and also in the detailed and comprehensive File Analytics.

Scan results from multiple policy scans are aggregated per-asset; found files' originating policies
are listed in File Analytics.

The Data Classification dashboard

The Data Classification dashboard provides high-level information from latest scan results in a
high-level dashboard with drill-down to specialized reports. The dashboard is at Compliance
> asset > Data Classification > Dashboard:
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... = File Analytics > Sensitive Content - Data Types = Data Classification Dashboard

Data Classification Dashboard

Sensitive Document Summary

522 a1 )

Sensitive Files Found

Compliance Exposure

‘What sensitive data was found? ‘What data categories or regulations are involved?

Credit Card Numbers PlliPrivacy
62 314

ABARTN PCIDSS

a4 62 Click Investigate to learn
US Secial Security Nu... IT data mare

4 59
CDR - Call Details Re: Financial transactions

M 54
Investigate Investigate
Sensitive files found L | Sensitive files found |

‘Who owns the sensitive documents? What findings resulted from each policy?

The Summary at the top displays the number of Sensitive Files Found. Click the number to drill-
downto File Analytics.

Under Compliance Exposure, the found files are presented in several ways:

>
>

>

Click

What Sensitive Data Was Found: The most common data types found

What data categories or regulations are involved: The most-found data type categories
(predefined, as appearing in DLP policies)

Who owns the sensitive documents: The owners (as defined by the storage asset) of
most-found files

What findings resulted from each policy: The scan policies that produced most results

any number to drill-down to represented files in File Analytics. To view a detailed report

based on any of the above criteria, click Investigate.

Data Classification reports

Forcepoint CASB provides Data Classification Reports that list and arrange found sensitive or
shared files according to a specific criterion:

The following reports are available for investigating sensitive content:
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» Data Type: This report displays the sensitive content that matches data types associated

with specific regulations.

» Data Category: This report displays the sensitive content sorted by the data categories
defined in DLP policies.

» Content Owner: This report displays the sensitive content sorted by the file owners
defined by the storage asset.

> Policy: This report displays the sensitive content sorted by the policies that define the
scans that found the files.

» External DLP System: This report displays the sensitive content found by the external
DLP products that are connected to Forcepoint CASB through an ICAP connector.

The following reports are available for investigating content that has been publicly shared:

» Data Type: This report displays the shared content that matches data types associated

with specific regulations.

» Data Category: This report displays the shared content sorted by the data categories
defined in DLP policies.

» Content Owner: This report displays the shared content sorted by the file owners defined

by the storage asset.

You can reach reports from the Data Classification dashboard by clicking Investigate Data, or

from Compliance > asset > Data Classification > Reports > report type:

Data Classification Policies > File Analylics > Sensitive Conlent - Data Types

Sensitive Content - Data Types

Q¥ numbers of these documents inat were shared, and additional details, are also indicated.

® Credit Card Numbers 62 fiies | 11.25%

US Social Security Numbers ... 44
files | 5.43

® ABA RTN 44 files | 5 439
@ CDR - Call Details Records 41fies

® US Driver's License Number 37
files 1 7.0

® Others 470 fies | 50 038

Data Types Sensitive Files Publicly Shared Files

Forcepoint CASE found sensitive documents matching data types associated with these regulations. The

Credit Card Numbers

US Social Security Nu

ABARTN

CDR - Call Details Re.

Sensitive files found

Categories/Regulations | Occurences

Found files are arranged in either a pie chart or a bar chart. Click the icon in the upper right corner of

the chart pane to switch between the pie chart and the bar chart. Below the chart, each value is
listed in a table, along with information about the files relevant to that value. You can further sort

and filter the table.
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Wherever a number of files appears, click the number it to analyze the files on the File Analytics
page.

Investigating stored sensitive files

The File Analytics page enables detailed investigation of stored files found by Data
Classification and Malware Inspection scans.

You can access the File Analytics page by drilling down from the dashboard or reports pages, in
which case the File Analytics page is automatically filtered as relevant, or directly at Compliance
> asset > Data Classification > File Analytics:

Data Classification Dashl = Data Classification Policies > File Analytics o
File Analytics
T | patatype: Sharing Status - Al Owner : Al ° Add fiters N
633files 1-10007633 <|>
& Pdt-10 DRIVER LICENSE.docx (20 38)
Last Inspected File Name Sensilive Data Qccurrences 3rd Party Analy
© scan y
07122118 17:42 pdi-10 DRIVER LICENSE d...  PIlPrivacy:US Driver's Lice.. 2 Documents 40 DRIVER LIGENSE dos
Created: 01/18/16 17-15 | Modfied: 01/15116 1716 | Accessed: NiA
oTI22118 17:42 pat-9.docx PllPrvacyHong Kang ID2) 4
oTI22018 17:42 P8 docx o © oata ciassitication resuts occurrences
Pll/Privacy: US Driver's Licenss Number (7 1
07122118 17:42 B-14 NHS NUMBER docx PII/Privacy UK NHS(1) 2
oTI22418 17:42 PGL-7 Credt Report pdi PCIDSS Credi CardNum... 8 <% Sharing permissions
07122418 17:41 507 Glients- Bilings may PCI DSS:Credt CargNum... 7
oraas 1741 2015 projects it ) X owner: connne King | vice President | Engineering @
Current employee: YES
07122418 17:41 D6 Ip st xsx 0
07122118 17:41 pdt-6 projectsa.cpp 0
07122418 17:41 P48 BOD report pdf PllPrivacy Canadian SN(1... 15

Each row of the table represents a file. Click within a row to open the file's detailed view on the
right side of the screen. The detailed view displays information about the file, including type of
sensitive date found and the number of occurrences, the sharing permissions, and the file's owner.

For more information about the columns available in the File Analytics table, see "File Analytics
table column descriptions" on page 160.

You can view a log of changes to the file as found in previous scans. Click Scan history to open a
table of changes from previous scans:
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HISTORY OF PDT-10 DRIVER LICENSE.DOCX x

10files 1-100f10 <>

Last Inspected

09/24117 18:26

07HEMT 16:31

07/0917 16:31

05/3017 16:31

05/30117 07:34

051247 16:41

05/03117 12:48

1211516 15:31

1211116 15:31

10/05/16 15:31

File Name

pdt-10 DRIVER LICENSE d...

pdt-10 DRIVER LICENSE d

pdt-10 DRIVER LICENSE d

pdt-10 DRIVER LICENSE ...

pat-10 DRIVER LICENSE

pdt-10 DRIVER LICENSE d

pdt-10 DRIVER LICENSE d

pdt-10 DRIVER LICENSE ...

pat-10 DRIVER LICENSE 8

pdt-10 DRIVER LICENSE

Sensitve Data

PllPrivacy:US Driver's Lice...

PlliPrivacy US Drivers Lice.

PllPrivacy US Drivers Lice.

Pll/Privacy:Us Drivers Lice.

Pll/Privacy US Drivers Lice

Pll/Privacy US Driver's Lice

PlliPrivacy US Drivers Lice.

PllPrivacy:US Drivers Lice.

Pll/Privacy US Drivers Lice

Pll/Privacy US Drivers Lice

o

courences

3rd Party Analysis

Sharing Status

Not Shared

Not Shared

Not Shared

Not Shared

Not Shared

Not Shared

Not Shared

Not Share<!

Nt Shared

Not Shared

Shared With

c

Cc

[«

[+

=

e

Cc

[+

[

[

#  Note: Files that are no longer considered sensitive continue to appear, with their File
Sensitivity Status marked accordingly.

If a Malware Inspection policy finds a file infected with malware, the Detected Malwares, File
Infection Status, and Malware Risk columns are populated. Also, the file's detailed view
displays the malware name and severity level (as a triangular icon filled with the severity level's

color code) in the Malware Inspection Results section. To view a detailed analysis report in PDF
format, click see report.

To sort by any column (ascending / descending), click the column header.

Tofilter the table by any column value:

1. Click the Add filters drop-down menu.

2. Select one or more of the options and click Apply. The new filter is added to the list of

active filters above the table.
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[J Detection Time
[ First Alert
O Full Name
O Incident Name
O Last Alert
Mitigation
[J occurences
O source

. =

#  Note: The filter values are dependent on the values available for that table and can
differ from the values shown in the images above and below.

3. Expand the new filter, select the filter option, then click Apply.

Y | LastUpdated - A DA state : Active | @)Severtty - Critical, High, Medium, Low - | € Mitigation : All_~ ]

175 incidents  1-1000f 176 <|>

Last Updated Incident ID Incident Name Account

4. To save the current filters as a search, click the bookmark button to the right of the Add
filters field, type a name for the search, and click the save button.

° Add filters D
| mitigation search @J

— Load search

5. Toload the saved search, click the button to the right of the Add filters field and select the
search from the Load search list.

To export the table to a CSV file, click . To refresh the display, click ( A

Scanning for malware infection

If you have purchased a license for the Advanced Malware Detection add-on, the File Analytics
page can also display files infected with malware.
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#  Note: To use this capability, you must purchase a license for the Advanced Malware

Detection add-on. To see if you already have a license, click 8 > About. If Advanced
Malware Detection is listed under the Licensed Add-ons section, you have purchased a
license for this add-on.

To scan stored files for malware infection, you must first create a Data Classification policy and
select Malware Inspection as the Content. For more information, see "Configuring Data
Classification policies" on page 163.

Forcepoint CASB then scans the stored files, identifies files infected with malware, and applies
the mitigation actions recorded in the policy. For alist of file types analyzed by the Advanced
Malware Detection add-on, see "Advanced Malware Detection supported file types" below.
Advanced Malware Detection supported file
types

The Advanced Malware Detection add-on analyzes the following file types:

File extension Description

7z 7-zip archive data

.ace ACE archive data

.apk Android APK archive

.bat, .cmd Batch script text

.bat, .exe, .cpl, PE executable

.cmd, .pif, .com,

.scr

.bundle Mach-O executable bundle

.bundle, .o, .dylib | Mach-O executable

.bundle, .o, .dylib | Mach-O fat file

.cab Microsoft Cabinet archive data
.chm Microsoft Windows HtmlHelp data
.class compiled Java class data
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File extension Description

.com COM executable for DOS

.com EICAR test virus

.CSV CSV Data

.dat Transport Neutral Encapsulation Format

.diagcab Microsoft Diagnostic Cabinet archive data

.doc Microsoft Word document in MHTML format

.doc Microsoft Office Word document

.doc, .docx Microsoft Office Word document (with password)

.docm Microsoft Office Word document, Office Open XML format, with macros

.docx Microsoft Office Word document, Office Open XML format

.dot Microsoft Office Word document template

.dotm Microsoft Office Word document template, Office Open XML format, with
macros

.dotx Microsoft Office Word template document, Office Open XML format

.em| RFC2822-formatted Email file

.exe MS-DOS executable

.exe RAR SFX PE executable

.exe Zip SFX PE executable

.exe 7zip SFX PE executable

.hta HTA Script File text

.htm, .html HTML document

.hwp Hangul Word Processor document

.hwp Hangul HWP3/HWP2000 document
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.iqy Internet Inquiry data file

.iso 1ISO 9660 CD-ROM filesystem data

Jjar Java JAR archive

.js JavaScript text

.jse JScript encoded script

llappbundle, Lastline Application Bundle Document Type
lapp, .tar

llappbundle, Lastline Application Bundle macOS Executable Type
lapp, .tar

lappbundle, Lastline Application Bundle Windows Executable Type
lapp, .tar

lappbundle, Lastline Application Bundle Web Replay Type
lapp, .tar

Izh, .Iha LHa archive data

Izma LZMA compressed data

.msi Microsoft Installer file

.nupkg NuGet package archive

.0 Mach-O executable program

.0, .dylib Mach-O executable program

.odp, .ods, .odt, | Open/LibreOffice document

.otg, .otp, .ott,

.odg

.0XpPS OpenXPS document

.pcapng, .pcap tcpdump capture file

.pdf PDF document
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File extension Description

.pl, .pm Perl script text

.pot Microsoft Office PowerPoint template document

.potm Microsoft Office PowerPoint presentation template, Office Open XML
format, with macros

.potx Microsoft Office PowerPoint template document, Office Open XML format

.pps, .ppt Microsoft Office PowerPoint document

.ppsm Microsoft Office PowerPoint Slideshow, Office Open XML format, with mac-
ros

.ppsx Microsoft Office PowerPoint Slideshow, Office Open XML format

.ppt Microsoft PowerPoint document in MHTML format

.pptm Microsoft Office PowerPoint document, Office Open XML format, with mac-
ros

.pptx, .ppsx Microsoft Office PowerPoint document, Office Open XML format

.pptx, .ppt Microsoft Office PowerPoint document (with password)

.psm1, .psd1, PowerShell text

.ps1

.pub Microsoft Publisher document

.py Python script text

.rar RAR archive data

.rar RAR archive data, version 5

rtf RTF document

.settingcontent-
ms

Microsoft Content-Settings data file

.sh, .command

Shell script text

.smi, .dmg

Apple disk image
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File extension Description

.svg SVG image data

.swf Macromedia Flash data
.sylk, .slk Symbolic Link data file
.sys, .exe, .dll Lastline PE test file
tar POSIX tar archive data

.tbz2, .tbz, .bz2,

bzip2 compressed data

.bz

19z, .gz gzip compressed data

iff, tif TIFF image data

.udf, .iso UDF filesystem data

.url, .Ink Microsoft Windows shortcut

.url, .website Internet Shortcut file

.vba Visual Basic for Applications text

.vbe VBScript encoded script

.vbs VBScript text

.war Java Webapp archive

.wpd WordPerfect document

.wsf Windows Script File text

.xar, .pkg XAR archive data

.xdp Adobe XDP document

Xlam Microsoft Office Excel add-in, Office Open XML format, with macros
Xls Microsoft Excel document in MHTML format

Xls Microsoft Office Excel document

Xlsb Microsoft Office Excel document, Office Open XML format, with macros and
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File extension Description

binary storage
Xlsm Microsoft Office Excel document, Office Open XML format, with macros
Xlsx Microsoft Office Excel document, Office Open XML format
Xlsx, .xls Microsoft Office Excel document (with password)
Xt Microsoft Office Excel template document
Xltm Microsoft Office Excel spreadsheet template, Office Open XML format, with
macros
Xltx Microsoft Office Excel template document, Office Open XML format
xml XML-based Microsoft Office Excel document, pre-Office 2007
xml XML-based Microsoft Office Powerpoint presentation, pre-Office 2007
xml XML-based Microsoft Office Word document, pre-Office 2007
.Xps Microsoft XPS document
Xsl eXtensible Stylesheet Language for XML file
Xz, .txz XZ compressed data
.Zip Zip archive data

Source: Lastline Supported Artifacts

File Analytics table column descriptions

The following table provides detailed descriptions about the type of information displayed in the
File Analytics table.

Column name Column description

Last Inspected The date and time when the file was last inspected by Forcepoint CASB.

File Name The name of the file, including the file extension.

Sensitive Data A list of the sensitive data found in the file. This information is provided in the
following format: <Data Type Category>:<Data Type Name>(<Data Type
Occurrences).
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Column name Column description

Occurrences

The total number of times the sensitive data was found in the file.

3rd Party
Analysis

The name of the 3rd party who analyzed the file. This is currently the ICAP
connector's name.

Sharing Status

The status of the file's sharing permissions:

*» Not Shared: The file is not shared with other accounts.

» Shared Externally: The file is shared with one or more accounts
outside of your organization's domain(s).

» Shared Internally: The file is shared with one or more accounts
inside of your organization's domain(s).

> Shared Publicly: The file is shared with one or more accounts
outside of your organization's domain(s) or with everyone within the
domain(s).

Shared With

A list of accounts (both internal and external) that the owner is sharing the file
with.

Owner

The full name of the file's owner. This data is retrieved from the User
Directory if integration is in place; otherwise, it is empty.

Owner Email

The email address of the file's owner.

File Sensitivity
Status

The status of the file's sensitivity:

*» Not sensitive: The file contained sensitive data, but was then found
to be free of sensitive data during the last inspection.

» Removed: The file is no longer found at the location identified by
Forcepoint CASB.

» Sensitive: The file contains sensitive data.

File Path The directory path of the file on the cloud service.

Mitigation Status | The mitigation action taken by Forcepoint CASB as a result of the policies
breached by the file.

Archive Path The archive folder location, if the file was quarantined or copied by
Forcepoint CASB.

Modification The date and time when the file was last modified.
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Column name Column description

Time

Creation Time

The date and time when the file was created.

Access Time The date and time when the file was last accessed by any account.

File Type The file type as detected by Forcepoint CASB.

File Size The file size as detected by Forcepoint CASB.

Policies A list of data classification policies attached to this file.

Detected A list of malware found in the file by the Advanced Malware Detection

Malwares service.
An Advanced Malware Detection add-on license is required to gather this
information.

File Infection The status of the infected file:

Status

» Clean: The file was infected with malware, but was then found to be
free of malware during the last inspection.

» Removed: The file is no longer found at the location identified by
Forcepoint CASB.

» Infected: The file is infected with malware.

An Advanced Malware Detection add-on license is required to gather this
information.

Malware Risk

The risk level associated with the malware found in the file (e.g., Critical,
High, Medium, or Low).

An Advanced Malware Detection add-on license is required to gather this
information.

File hash

The internal file hash record made by Forcepoint CASB.

In addition, Forcepoint CASB hides some columns from the default view. These columns can be
added to the File Analytics table by selecting them from the Manage Columns menu.
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Qs | []

Rules
Skyfence Mitigation
Data Object

Hide all ~g) Restore default

The following columns are hidden by default.

Column name Column description

Data Type A list of all the data types found in the file.

Data Type A list of all the data type categories found in the file.
Category

Configuring Data Classification policies

Data Classification policies define the scheduling, target storage folders, and inspection
parameters for Data Classification and Malware Inspection scans. You can configure multiple
policies.

Configured policies are listed in the Data Classification > Policies page, with summaries of
configuration and latest results:
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Data Classification Policies

‘ 4+ Add Policy

Last result:

Business Confidential Information

All business sensitive data in all files for all users 638 sca

Not Scheduled

Clear scan cache

Summary: Canadian SIN, Business Confidential Information, Board of Directors' reports,...(4)
Remediation Actions: Audit only Edit Delete

PCI DSS data

Any payment card information for any user in any documents.

Not Scheduled

Summary: Credit Card magnetic stripe data, Credit Card Numbers,(2)
Remediation Actions: Audit only

Personal Health Information

Any health information in any file for any user.

Nnt Schadulad

#  Note: You must have a configured API connection to create and run Data Classification
policies. If you see a message stating "Asset governance API is not configured" on the
policies page, or a message stating "Asset token is not configured" on the New Policy
page, then an API connection is not configured for this asset. For more information about
configuring this connection, see "Configuring an AP| connection” on page 280.

To manually activate a Data Classification policy, click Run Scan.
To edit an existing Data Classification policy, click Edit.
To delete a Data Classification policy, click Delete.

To create a Data Classification policy:
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1. InForcepoint CASB go to Compliance > asset > Data Classification > Policies:

User Risk Dashi

Data Classi

on Dashboard > Data Classification Policies

ation Policies

AMD Scan

Test

Not Scheduled

summary: Malware Inspection Policy
Remediation Actions: Audit anly

Business Confidential Information

All business sensitive data in all files for all users

Not Scheduled

Summary: Board of Directors' reports, Business Confidential Information,...(4)
Remediation Actions: Audit only

| <+ Add Policy

Last result:

with errors

Clear scan cache

Last result:
0 sens
scanned

Clear scan cache

2. Click Add Policy. The policy configuration window appears:

New Policy

General Content Filters Schedule Mitigation

General

Title

Description

Scan Path
Folder Path

-- Scan All Drive —

Exclude Subfolders (0

x

Save Cancel

3. EnteraTitle and Description.
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4. Under Scan Path > Folder Path, enter the full URL of the storage folder to be scanned.
Optionally, click Exclude Subfolders, then enter the full paths of all subfolders that should
not be included in the scan.

For Office 365 assets, the Scan Path settings are replaced by Scan Source settings:

Scan Source

e) Repository applicatior OneDrive & ShareP

Enter a drive path

Select either Repository application or Drive Path.

» If you select Repository application, select the repository to be scanned
(OneDrive, SharePoint, or OneDrive & SharePoint). Optionally, click Exclude
Drives, then enter the full paths of all drives that should be excluded from the scan.

» If you select Drive Path, enter the full path of the drive to be scanned. By default, all
folders and files in the drive path are scanned.

5. (optional) To scan files with a specific sharing status, select Scan by sharing status, then
select one of the options:

> Externally shared files: Scans all files that are shared with accounts outside of
your organization's domain(s).

> All shared files: Scans all files that are shared with another account, including all
files shared within your organization and outside of your organization's domain(s).

#  Note: Scan by sharing status is only available for Office 365, Box, Dropbox, G
Suite, and AWS assets.

6. Onthe Content tab, select one of the following options:

» Data Classification: Select this option, then select data types to scan stored files
and identify the files that contain the selected data types.

» Malware Inspection: Select this option to scan stored files and identify the files
infected with malware.

The Advanced Malware Detection add-on is required to select Malware Inspection. If
Malware Inspection is disabled on this screen, check if you have an active
Advanced Malware Detection license.
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General Content ‘ Filters ‘ Schedule Mitigation

(e) Data Classification

Data Types

[] select Al
¥[] IT data

D PKI PRIVATE KEYS
] Access Credentials
] IP addresses (Basic)
[] E-mail Addresses (Advanced)
[] PKI Certificates
D AWS Keys
[ ] MAC ADDRESS

—r—

ICAP Connectors

] select All

[] Forcepoint

— - R

(O) Malware Inspection

Malhware inspection policy scans your cloud storage for malwares and viruses and allows quarantine of infected files.
The Forcepoint CASE Malware add-on is required

7. Onthe Filters tab, optionally limit the scan to files that were last modified in a specified
date range:

General Content ‘ Filters ‘ Schedule Mitigation

Date Range
Scan files that were modified during the following time period

(®) Any time
() Between E and E

() Within the last Days W

() More than Days Vv |ago

8. Forthe policy to run automatically, on the Schedule tab, select the frequency and
scheduling for scans:
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General Content Filters Schedule Mitigation

Scan Schedule

Select Schedule:

Select Timezone | (GMT-12:00) International Date Line v

T
w o

9. Onthe Mitigation tab, select a mitigation action:

General Content Filters Schedule Mitigation
Mitigation

@® Audit only > A
(O Remove sharing permissions

Some assets have Audit only as the only available option, but some assets (like Office
365) list all mitigation actions available for API-based assets:

» Audit only: Forcepoint CASB audits the scan results for all sensitive or infected
files matched by this policy. The scan results will appear in the Data Classification
dashboard, file analytics, and reports.

» Remove sharing permissions (Office 365, Google G Suite, Salesforce, and Box
only): Forcepoint CASB will remove the sharing permissions for all or a partial set of
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users.

« For Google G Suite and Salesforce assets: Select either All users (only the file's
owner will be able to access the file) or a Partial set of users (only remove file
sharing for users External to our organization, or remove file sharing from
Everyone).

Optionally for G Suite assets, select Safe copy to save a copy of every infected
or sensitive file that matches this policy to an authorized Archive folder.

« For Office 365 and Box assets: Select All users to remove sharing permissions
for all users (the file will only be accessible to the file owner), or select Publicly
Shared to remove sharing permissions for users outside of your organization.

Optionally, select Unshare parent folder to remove sharing permissions for
sensitive files that inherit the sharing permissions from one of their parent folders
in the hierarchy. This removes the sharing permissions for the affected folders
and all files located in them.

Optionally, select Safe copy to save a copy of every infected or sensitive file
that matches this policy to an authorized Archive folder.

> Keep a safe copy: Forcepoint CASB will save a copy of every infected or sensitive
file that matches this policy to an authorized Archive folder. The Archive folder must
be set up through the asset's Data Classification settings at Settings > Resources
> Assets > asset > Data Classification.

» Quarantine: Forcepoint CASB will move every infected or sensitive file that
matches this policy to an authorized Archive folder. If you select Leave a note,
Forcepoint CASB will leave a note in the quarantined file's original location. This
note will indicate to the user that the file is quarantined. The Archive folder and note
must be set up through the asset's Data Classification settings at Settings >
Resources > Assets > asset > Data Classification.

10. Click Save.
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CHAPTER 10

Encryption Broker

For managed assets, the Encryption Broker service leverages a bring your own key
(BYOK) capability offered by the cloud services. Forcepoint CASB connects to your
key management service (KMS) through an API connection to access your encryption
keys. Then, Forcepoint CASB connects to the cloud service through another API
connection, where the data is encrypted and decrypted based on the key provided by
Forcepoint CASB from the KMS.

Enabling Forcepoint CASB as your encryption broker requires the following steps:

1. Connect Forcepoint CASB to your existing KMS instances through an API
connection. See "Adding a new key management service" on page 213 for more
information.

2. Generate a new key on each KMS instance. See "Generating a new key" on
page 215 for more information.

3. Connect Forcepoint CASB to your asset through an API connection. See
"Configuring an APl connection" on page 280 for more information.

4. Configure the asset's data encryption policy with the selected KMS, keys, and
key rotation plan. See "Configuring the data encryption policy" on page 172 for
more information.

5. Review the data encryption audit log for policy and key rotation events. See
"Monitoring encryption-based events" on page 179 for more information.

Forcepoint CASB provides an easy interface within the management portal to define
the key rotation policies and enforce those policies across services.

#  Note: Currently, Forcepoint CASB only supports Office 365 OneDrive and
SharePoint Online with the Azure Key Vault KMS.

This chapter discusses the following:

Managing the data encryption policy ... . ... ... 172
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Monitoring encryption-based events ... ... .. ... 179

For information about managing your KMS, see "Managing your key management services" on
page 213.
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Managing the data encryption policy

After you set up a new KMS in Forcepoint CASB, you can then configure and save a new data
encryption policy for each asset. The data encryption policy determines which KMS and keys are
used for the asset, configures the key rotation plan, and enables auditing to the data encryption
audit log.

#  Note: You can only create one data encryption policy per asset.

To manage the data encryption policy, you can:

» Configure the data encryption policy: Saves the data encryption policy. You must
specify the KMS, keys, and key rotation plan before saving the data encryption policy. For
more information, see "Configuring the data encryption policy" below.

» Disable the data encryption policy: Stops running the data encryption policy, but keeps
the configuration details in case you want to restart the policy in the future. For more
information, see "Disabling and enabling a data encryption policy" on page 176.

» Reset the data encryption policy: Stops running the data encryption policy and removes
all configuration details in case you want to change the policy's configuration. For more
information, see "Resetting a data encryption policy" on page 177.

Configuring the data encryption policy

To configure the data encryption policy, you need to:

> Identify the key sources and keys to be used with the data encryption policy.
» Save the data encryption policy.
» Configure the key rotation plan.

The configuration steps vary depending on the cloud service asset. Currently, Forcepoint CASB
only supports Office 365 OneDrive and SharePoint Online with the Azure Key Vault KMS.

For more information about configuring the KMS and keys for the Office 365 data encryption policy,
see "Configuring the Office 365 data encryption policy" on the next page.

For more information about setting up a key rotation plan, see "Setting a key rotation plan" on
page 174.
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Configuring the Office 365 data encryption
policy

Your data encryption policy is enabled by default, but not active until it has been configured and
saved.

First, you must identify the key sources (in this case, Azure Key Vaults) and keys to be used with
this data encryption policy. Office 365 encryption requires keys from 2 different Azure Key Vaults.

1. InForcepoint CASB, goto Compliance > Encryption Broker > Data Encryption
Policy, then select the relevant asset from the top left list of assets.

board > Data Encryption Policy

Data Encryption Policy

Enable Policy @

Key Source and Key(s)

Primary Secondary

Azure Key Vault @ Crests New & Azure Key Vault @ Crasis New A
BenVault Benvaul2

Key @ Creste New ke Key @ Cresie Newksy
BviKey1 BV2Key1

Key Rotation Plan
Last Rotation

Q None 05/03/18 09:41:49

Key(s) Rotation State:
O Regulation-Based Rotation e,
Rotated Successfully
@® Custom: Rotate every | 1 Neeks Next Rotation:
05/10/18

Save ¥ Export Active Keys

2. Under Key Source and Key(s), set the Primary key vault and key:
a. Select akey vault from the Azure Key Vault drop-down menu.

If you do not have an available key vault, click Create New AKV to create one. For
more information about creating a new Azure Key Vault KMS, see "Adding a new
Office 365 key management service" on page 213.

After you select a key vault, the Key drop-down menu populates with the keys
available in that key vault. Only keys that are enabled, do not have an expiration date,
and are not used by other policies are available.

b. Select an available key from the Key drop-down menu.
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If you do not have an available key, click Create New Key to create one. For more
information about generating a new key, see "Generating a new Office 365 key" on
page 215.

3. Under Key Source and Key(s), set the Secondary key vault and key:
a. Select akey vault from the Azure Key Vault drop-down menu.
If you do not have an available key vault, click Create New AKV to create one.

After you select a key vault, the Key drop-down menu populates with the keys
available in that key vault. Only keys that are enabled, do not have an expiration date,
and are not used by other policies are available.

b. Select an available key from the Key drop-down menu.
If you do not have an available key, click Create New Key to create one.
4. Click Save.

@ Important: If your key rotation plan is not set to None, changing the keys on an
active, enabled policy will trigger an immediate key rotation when you save the
changes.

After the policy is saved, Forcepoint CASB logs all operations within the scope of the data
encryption policy to the data encryption audit log. Also, the key rotation plan starts if you set one
up. For more information, see "Setting a key rotation plan” below.

Setting a key rotation plan

Forcepoint CASB can manually or automatically rotate the relevant keys in the Azure Key Vaults
and update the Office 365 bring your own key (BY OK) configuration based on the key rotation plan
you have configured. When you rotate your active keys, Forcepoint CASB replaces the active key
in the data encryption policy with a different key in your KMS.

1. InForcepoint CASB, goto Compliance > Encryption Broker > Data Encryption
Policy.

2. Under Key Rotation Plan, select and configure your key rotation:
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Key Rotation Plan
Last Rotation:

O None 05/03/18 09:41:49

Key(s) Rotation State:
(O Regulation-Based Rotation el .
Rotated Successfully
@ Custom: Rotate every 1 Weeks Next Rotation:
05/10/18

m 4y Export Active Keys Reset Policy

a. None: This option allows you to manually rotate your keys at any time.

Click Rotate Now to rotate the keys.

#  Note: Keys can only be rotated once within a 24 hour period.

b. Regulation-Based Rotation: This option allows you to set your rotation schedule to
comply with specific regulations:

> NIST: rotates the keys every two years.
» PCI: rotates the keys every one year.

c. Custom: This option allows you to set a rotation schedule that is set to a specific time
interval. In the field, type a number, then select either weeks, months, or years from
the drop-down menu.

For example, to rotate your keys every two weeks, type 2 in the field and select weeks
from the drop-down menu.

3. Click Save.
After the key rotation schedule is saved, the rotation status information updates:

> Last Rotation displays the date and time when the keys were last rotated.
> Key(s) Rotation State displays the status of the last key rotation:

« Rotated Successfully: The last rotation was successful. The key rotation plan is now
waiting for the next rotation.

« In Progress: The keys are currently under rotation. Key rotation can take a while to
complete.

« Failed: The last rotation was unsuccessful.

» Next Rotation displays the upcoming date when the keys will be rotated. If the key rotation
planis set to None, this entry is blank.
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Exporting active keys

Forcepoint CASB allows you to export your active keys to provide a backup. Forcepoint
recommends keeping a backup of your active keys in case of a critical problem with your KMS
instance.

@ Important: The exported keys are not the actual keys that are being used to encrypt the
data at the cloud service; they are only a backup. The exported keys are encrypted by
KMS, so the exported keys can only be imported back to the same KMS instance. In
addition to being encrypted by the KMS, the keys are stored encrypted within Forcepoint
CASB for extra safety.

1. InForcepoint CASB, goto Compliance > Encryption Broker > Data Encryption
Policy.

2. Click Export Active Keys at the bottom of the page.

| ¥ Export Active Keys

#  Note: Active keys can only be exported after a successful key rotation and cannot
be exported when a key rotation is in progress.

3. Forcepoint CASB downloads the active keys from your last successful key rotation to your
local endpoint machine. For Office 365, the keys are downloaded in a ZIP file.

Disabling and enabling a data encryption
policy

If you no longer want Forcepoint CASB to serve as the broker between the cloud service and your

KMS, you can disable the data encryption policy for the asset.

When the policy is disabled, Forcepoint CASB:

Stops the key rotation plan.

Stops all actions on the asset. (Configuration on the asset side is left as-is.)
Marks the policy page as disabled.

Blocks the policy from making any additional changes.

Updates the data encryption audit log to reflect that the policy has been disabled.

¥y ¥ ¥ ¥ ¥

To disable the policy:
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1. InForcepoint CASB, go to Compliance > Encryption Broker > Data Encryption
Policy.

2. Select the relevant asset from the top left list of assets.
Next to Enable Policy, click the toggle switch.

4. Confirm that you want to disable the policy. When the switch turns gray, the policy is
disabled.

To enable a disabled policy:

1. InForcepoint CASB, go to Compliance > Encryption Broker > Data Encryption
Policy.

Select the relevant asset from the top left list of assets.

3. Next to Enable Policy, click the toggle switch. When the switch turns green, the policy is
enabled.

When the policy is enabled, the key rotation plan reactivates. If the Next Rotation date
passed while the policy was disabled, the key rotation starts automatically.

Resetting a data encryption policy

Reset the policy if you want to disable the current policy and remove the current configuration,
returning the policy to its initial state (as if it were a new policy). When you reset the policy,
Forcepoint CASB:

Returns all policy settings (i.e., KMS, keys, rotation plan) to the default values.
Stops the key rotation plan.

Stops all actions on the asset. (Configuration on the asset side is left as-is.)
Updates the data encryption audit log to reflect that the policy has been reset.

Clears the Used By Asset column in the Keys table.

¥y ¥ ¥ ¥ v v

Removes the active keys backup.
To reset the policy to its initial state:

1. InForcepoint CASB, goto Compliance > Encryption Broker > Data Encryption
Policy.

2. Click Reset Policy at the bottom of the page.

LYy Export Active Keys |:|
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3. Confirm that you want to reset the policy.
4. Click Save.

5. To configure the policy again, see "Configuring the data encryption policy" on page 172.
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Monitoring encryption-based events

After a data encryption policy is enabled and saved, Forcepoint CASB collects the encryption-
based events in the data encryption audit log. For more information, see "The data encryption audit
log" below.

The data encryption audit log

The data encryption audit log provides details about the actions and changes made to the data
encryption policy, such as disabling the policy or executing a manual key rotation. You can view
the state of automatic processes, such as data encryption policy health changes (e.g., if akey is
no longer valid), or track the key rotation progress and state, with relevant error messages in case
of a rotation failure.

1. InForcepoint CASB, go to Compliance > Encryption Broker > Data Encryption Audit
Log.

2. Select the relevant asset from the top left list of assets.

3. The audit log appears:
Data Encryption Audit Log T

7 [Everttime: Al « | [ Event Category Al | [ Event Owner: Al | [ EventName: Al + | [ Event Satus A © o |

05103/18 15115148 70526205 Offce365 2) ExportKeys Success

Success

Success

ssssss

05103/18 03:3¢:55 21048500 u eugene@customert com Offce385 2) Eat

To navigate between pages, click the arrows next to the number of the activities above the table.
To sort by any column (ascending / descending), click the column header.
Tofilter the table by the values of any column:

1. Click the Add filters drop-down menu.
2. Select one or more of the options and click Apply. The new filter is added to the list of
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active filters above the table.

Q rooies [
O
0O
Il n Time
[ First Alert
O Full Name
O Incident Name
D A "
]
Os

#  Note: The filter values are dependent on the values available for that table and can
differ from the values shown in the images above and below.

3. Expand the new filter, select the filter option, then click Apply.

Y | LastUpdated - A DA state : Active | @)Severtty - Critical, High, Medium, Low - | € Mitigation : All_~ ]

175 incidents  1-1000f 176 <|>

Last Updated Incident ID Incident Name Account

4. To save the current filters as a search, click the bookmark button to the right of the Add
filters field, type a name for the search, and click the save button.

° Add filters D
| mitigation search @J

— Load search

5. Toload the saved search, click the button to the right of the Add filters field and select the
search from the Load search list.

To configure the displayed columns and their order, click the * button.

To export the table to a CSV file, click . To refresh the display, click .
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CHAPTER 11

Forcepoint CASB System
Administration

This chapter explains how to configure various aspects of the Forcepoint CASB
system that are relevant to all managed assets. Configuration tasks that apply to
service assets individually are explained in Managing Service Assets.

This chapter discusses the following:

Providing a userdirectory ... . ... 182
Configuring Forcepoint CASB administration ... .. .. .. ... .......... 195
Configuring account privacCy . ... ... 208
Managing your key management services ... ... ... ... .. ......iiiii........ 213
Managing REST APl connections .. ... ... .. . . . 218
Endpoint enrollment ... . 224
Configuring internal domains ... ... ... 231
Configuring IP ranges . ... . L 233
Configuring trusted proxXies .. ... .. . 237
Configuring trusted IP addresses for IP Reputation .......................... 238
Configuring notifications .. ... .. . . 239
Configuring data types ... .. o . 249
Configuring an ICAP connection ... .. ... ... 255
Setting up SIEM / syslog integration ... ... ... 259
Downloading Tools and Agents .. ... . . . 267
LiCeNSING . . 268
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Providing a user directory

Forcepoint CASB needs access to an organizational user directory, for the following purposes:

To display full user details wherever they appear
To send email and SMS notifications

>
>

» To perform identity verification and endpoint enroliment

» Toidentify asset user accounts that are orphaned or external

You can provide Forcepoint CASB with an organizational user directory in one of two ways:

» Manual file upload: Prepare a user directory file and upload it to Forcepoint CASB. To
update Forcepoint CASB with organizational changes, you'll need to periodically upload an
updated complete file.

» (Recommended) Active Directory retrieval: Provide a connection to the organizational
Active Directory to retrieve user information. If the Forcepoint CASB server cannot access
the organizational Active Directory, the Forcepoint CASB AD Agent can access the Act-
ive Directory from inside the organizational network and upload the user account inform-
ation to the Forcepoint CASB server.

To view Forcepoint CASB’s currently known user information, go to Settings > Account
Management > User Data.

Discovery information for existing scan results is not automatically updated with new user
information. To update existing Discovery information, remove the scan results, then upload them
again.

Manually uploading a user directory

One way of providing Forcepoint CASB with a user directory is by manual upload. You can
provide multiple directories for different parts of the organization.

To upload a user directory:

1. From the organizational Active Directory, export a CSV file and edit as necessary. The
CSV file must include a single header row and a row for each user account; it must include
13 fields (columns) with the following exact headers. Fields marked below as optional can
be with empty content, but the column and header must be defined. All field values will
appear wherever user details are displayed.

» accountName

* firstName
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lastName
email
phone
title

businessUnit

¥y ¥ ¥ ¥ ¥ ¥

custom1, custom2, custom3 (optional): For display, and can also be used as

criteria in custom policy Who sections

> picture (optional)

» disabled: true / false

> distinguishedName: The user's LDAP DN

2. InForcepoint CASB, go to Settings > Account Management > Organizational

Directories, then click Add Directory:

Risk Dashboard > Assets > Organizational Directories

Organizational Directories

B O

MyDomain EG

4 Add Directory

3. Select File Directory, then click Next:

Set Directory Type

File Directory
@ Active Directory

Add New Organizational Directory

Cancel Next
[ | | El

4. Enter aDirectory Name, then click Finish:
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Add New Organizational Directory

Set Directory Name

Directory name

Default

Back Finish
| |

O

5. With this directory selected, click Import and upload the CSYV file:

Default
et
. General Directory Information
Name Default
Type ﬂ File Directory
File

X Delete Directory
L

Import
1

The directory is now available to Forcepoint CASB. To update Forcepoint CASB with
organizational changes, you'll need to periodically upload an updated complete file.

Under Import Status, Forcepoint CASB displays information about the last file upload for this

directory item. To refresh this information, click

Default General Directory Information
Name Default
Type m-]
File skyfence-ad-V3.csv Import

Remove file Download file

X Delete Directory

Import Status

Last import Last Successful import
Start Time: 07/22/15 10:18 Start Time: 07/22/15 10:18
Status: Ready Elapsed Time: 1 sec

Elapsed Time: 1 sec

You can subsequently Download the file from here, then use it as a basis for changes.
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You can Delete the directory from Forcepoint CASB. Or, if you plan to replace the file but want
Forcepoint CASB to immediately stop using the directory, you can Remove the file and leave the
configured directory item available for the future file.

Configuring Active Directory retrieval

The recommended method of providing Forcepoint CASB with user information is via Active
Directory retrieval. If the Forcepoint CASB server cannot access the organizational Active
Directory, the Forcepoint CASB AD Agent can access the Active Directory from inside the
organizational network and upload the user account information to the Forcepoint CASB server.

To configure Active Directory retrieval:
1. Obtain Active Directory connection details from your organizational Active Directory
administrator.

2. InForcepoint CASB, go to Settings > Account Management > Organizational
Directories, then click Add Directory:

Risk Dashboard = Assets = Organizational Directories

Organizational Directories

MyDomain EG

4+ Add Directory

3. Select Active Directory, then click Next:

Add New Organizational Directory

Set Directory Type

|34 File Directory

@ Active Directory

4. Enter aDirectory Name, then click Finish:
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Add New Organizational Directory

Set Directory Name

Back Finish
| |

{b |

5. With this directory selected, click & to edit the Active Directory LDAP connection fields:

General Directory Information
Name test

Type @ Active Directory
Address Click to edit

Port: 28

Use LDAPS O

User Click to edit
Password Click fo edit

LDAP Root: Click fo edit

Default Domain: Click to edit

| Check Connection N ¥ Delete Directory |

» Address: Resolvable name or IP address of Active Directory server.

» Port: Active Directory listening port; usually 389 (clear connection) or 636
(encrypted connection).

» Use LDAPS (optional): Configures Forcepoint CASB to connect to the Active

Directory using the LDAPS protocol. This also changes the Port configuration to 636
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6. Under Import Method, select whether the Active Directory retrieval will be from the
Forcepoint CASB AD Agent (Agent connection) or directly from the Forcepoint CASB

10.

automatically.

» User and Password: Credentials of a user account with Read permissions for the

user accounts.

» LDAP Root: Base DN of users to be imported.

> Default Domain (optional): Optional for connecting to Active Directory.

server (Direct connection):

Import Settings

Import Method

(®) Direct connection

(O Agent connection

Schedule Information

i
5
It

{ yDa 0] ]
(:) Weekly 0 |0 Sunday v
|:_\| vionthly 0 10 1st v

Timezone (GMT-12:00) International Date Line Vv

Save Settings Import Now

Configure the retrieval Schedule Information.

Click Save Settings.

If you selected Direct connection as the Import Method, click the Check Connection
button to test the connection to the Active Directory server.

If you selected the Agent connection import method, you cannot check the connection
until after you complete the configuration through the AD Agent.

If field names in the organizational Active Directory are non-standard, type those field

CHAPTER 11| Administration Guide

187



names in the Map to column under Field Mappings. Forcepoint CASB will use those
fields’ values for the Forcepoint CASB fields listed in the Field Name column.

Optionally, if you want to stop Forcepoint CASB from importing data associated with a
specific field, deselect the checkbox to the left of the Field Name. If the box does not have
a check mark, Forcepoint CASB does not import that data from your Active Directory.

Field Mappings

Field Name Map to Search Expression Replace Expression

Account samaccountname

givenname

sn

ccount Ema mail

mabile

Title title

usiness Unit department

thumbnailphoto

userAccountControl

distinguishedName

Optionally, you can provide Search Expressions and Replace Expressions to manipulate
field values as needed; the part of the field value identified by the Search Expression
regular expression (RegEx) will be replaced by the Replace Expression, which can be a
fixed string or another part of the field value identified by regular expression.

11. Optionally, you can configure custom fields to be displayed; these fields can also be used
as criteria in custom policy Who sections. To configure custom fields, under Custom
Mappings, in the left-hand column add any or all of (exactly) custom1, custom2, and
custom3, and to its right type the Active Directory fields to use for their values:
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Custom Mappings

Custom1
Test

Custom3

Test Mapping Save Field Mappings

You can also manipulate field values as for the required fields above.

12. You can click Test Mapping to see the results of the mapping configuration, if you selected
Direct connection as the Import Method above.

If you selected the Agent connection import method, you cannot test the mapping until
after you complete the configuration through the AD Agent.

If you made any changes to Field Mappings or to Custom Mappings, click Save Field
Mappings.
If you are not using the AD Agent, you can initiate an immediate retrieval by scrolling back up and
clicking Import Now.

If you are using the AD Agent, see "Setting up Active Directory Agent retrieval” below for more
information about configuring the AD Agent.

If you need to remove the directory from Forcepoint CASB, click Delete Directory back at the top.

To view Forcepoint CASB’s currently known user information, go to Settings > Account
Management > User Data. Mappings are reflected in this list.

Setting up Active Directory Agent retrieval

The recommended method of providing Forcepoint CASB with user information is via Active
Directory retrieval. If the Forcepoint CASB server cannot access the organizational Active
Directory, install the AD Agent provided by Forcepoint CASB inside the organizational network.
The AD Agent will retrieve connection and scheduling details from the Forcepoint CASB server
and will automatically upload retrieval results to the Forcepoint CASB server.

To set up agent retrieval:

1. Setup Active Directory retrieval, selecting Import Method: Agent connection.

2. Download the trust store: In Forcepoint CASB, go to Settings > Tools and Agents. Under
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the Active Directory Tool section, click Download Trust Store.

Place the downloaded file in a location that will be accessible by the AD Agent after it is
installed.

3. Download the agent: Go to Settings > Tools and Agents. Under the Active Directory
Tool section, click Download.

#  Note: You must have a valid Forcepoint CASB license to download this tool. This
tool will only be visible on the Tools and Agents page if you have a valid license.
Contact Forcepoint Support if you would like to use the tool, but do not see the tool
on this Settings page.

4. Install the Forcepoint CASB AD Agent in a location that can access the Active Directory
and the Forcepoint CASB server. For redundancy, it is recommended to install and
configure the AD Agent on more than one computer.

5. Upon completing installation, the AD Agent configuration page appears. Altemnatively, in the
AD Agent installation folder (usually: C:\Program Files (x86)\SkyfenceADAgent ), run
agentConfigurator.exe.

6. Configure the AD Agent. All settings are required, unless specifically marked as optional
(some have default values):
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FORCEPOINT | Agent Configuration

fConneotion Settings [’Agent Settings [’Log Settings |
Skyfence Administrator User Name

Enable Proxy

Skyfence Administrator Password
Proxy address (optional)

| l

Proxy port (optional)

| l

Skyfence URL

Forcepoint CASB Certificate TrustStore (optional)

BErowse

LDAPS Certificate TrustStore (optional)

Erowse

|
Test Connection
I Please restartthe AD Agent service after saving Cancel |m
L]

© 2017 Forcepoint

» Onthe Connection Settings tab:

« Skyfence Administrator User Name and Password: Credentials with
permissions to configure User Directories.

« Skyfence URL: Management portal URL.

« Forcepoint CASB Certificate TrustStore: Location of the file downloaded
above.
« LDAPS Certificate TrustStore: List of trusted certificate authorities of the
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LDAP service in a TrustStore format. For more information, see "Creating an
LDAPS TrustStore for the Active Directory Agent" on the facing page.

« Enable Proxy: If you are connecting through a proxy server, select this option,
then enter the Proxy address and Proxy port for the proxy server.

> Onthe Agent Settings tab:

« Agent Name: If you're installing multiple agents, make sure each has a unique
name. The agents will be listed in Forcepoint CASB user directory settings.

« Agent file storage folder: A local folder where the agent can store user
directories, enabling subsequent incremental retrievals.

« Active Directory Names: Name(s) of Forcepoint CASB user directory
configuration item(s). The Agent will retrieve these items’ configurations for
Active Directory connection details and for retrieval scheduling. You can click
Import AD names to retrieve from the Forcepoint CASB server available user
directory configuration items.

» Onthe Log Settings tab:
« Log Output File and Log Level: For local agent logs.

7. Click Test Connection to test the connection between the AD Agent and the Forcepoint
CASB management portal, based on the administrator user name, administrator password,
and the URL provided in the agent.

Click Save.
In the Windows service manager, start or restart the SkyfenceADAgent service.

10. Inthe Forcepoint CASB management portal, navigate to the new Active Directory settings
page (Settings > Account Management > Organizational Directories > directory), or
refresh the page if you are already there, and see if the new AD Agent appears.

Import Settings

Import Method

F epoint CASE can connect to the directory directly or using an agent installed on premise with the director

() Direct connection

() Agent connection

Agent Name Agent IFP Agent Host Last Update
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After the Active Directory configuration is complete, you can do the following tasks on the
Active Directory settings page (Settings > Account Management > Organizational
Directories > directory):

» Click Check Connection to test the connection between the Forcepoint CASB
management portal, AD Agent, and the Active Directory server.

» Click Test Mapping to see the results of the mapping configuration. For more
information, see "Configuring Active Directory retrieval” on page 185.

Creating an LDAPS TrustStore for the Active
Directory Agent

When working with the Forcepoint CASB AD Agent using the LDAPS protocol, you need to
provide the AD Agent with the server's CA certificate in truststore format to enable trust from the
client to the Active Directory Federation Services (AD FS).

Generate the truststore:

1. Export the CA certificate (in CER format) from the AD FS.
Copy the CA certificate to a system with Java Keytool installed.
3. Runthe following command to add the CA certificate to a new keystore using the Keytool:

keytool -import -alias <alias name> -file <ca certificate> -
keystore <keystore> -storepass <password> —-noprompt

The certificate is now added to the keystore.

4. Run the following command to check if the CA certificate was added to the new truststore:
keytool -list -v -keystore <keystore>
Enter keystore password: <your password>

The truststore information appears. If the CA certificate was correctly added, then the CA
certificate information appears with the truststore information.

5. Add the truststore location to the AD Agent:
a. Open the AD Agent Configuration window.

b. Onthe Connection Settings tab, in the LDAPS Certificate TrustStore field, enter the
directory where the truststore is located.

c. Click Save.
6. Restart the AD Agent service.

If you cannot trace the certificate presented by the proxy, and the AD Agent refuses to connect:
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1. Add the following line to runagent.bat:

"jre/bin/java" -Djavax.net.debug=ssl:handshake -cp "lib/"
com.skyfence.management.idp.client. ADAgentService %

Run runagent.bat as an administrator.

Check the log, and verify that the certificate is present.
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Configuring Forcepoint CASB
administration

Organizational Forcepoint CASB administrators can:

>

Create additional administration accounts with configurable permissions. For more
information, see "Configuring administrator accounts and permissions" below.

Configure administration account password requirements and login restrictions. For more
information, see "Configuring administrator account security settings" on page 202.

Configure single-sign on so that Forcepoint CASB Administrators are authenticated by the
organizational IdP and automatically logged into Forcepoint CASB. For more information,
see "Configuring administrator single sign-on" on page 206.

Configuring administrator accounts and

permissions
Organizational Forcepoint CASB administrators can create and configure additional administrative
accounts:

> Creating a new administrator account (See "Creating a new administrator account" below.)

> Editing an administrator account (See "Editing an administrator account" on page 198.)

» Changing an administrator password (See "Changing an administrator password" on

page 200)
» Locking an administrator account (See "Locking an administrator account" on page 198.)
» Unlocking an administrator account (See "Unlocking an administrator account" on

page 199.)

Creating a new administrator account

To create a Forcepoint CASB administrator account:
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1. InForcepoint CASB, go to Settings > Access Management > Administrators:

... = Assets = Organizational Directories > Administrators

Administrators

Email Full Name Phone Permitted Assets Permitted Settings

<+ Add administrator

2. Onthe Administrators page, click Add administrator:
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Administrator Details x
Details
Your password must include at least
Email Password
* 8 characters
Full Name Verify Password ® One number (0-9)
® One uppercase letter
Timezone (GMT-10:00) Hawail » W Requires a password change at first login » One lowercase letter
® One special character (~ 1 @#$ % " *
Phone [[] Password never expires ()_+
Permissions
Define permiss cies
Assets Settings Screens Advanced
(®) Al Assets W Assets W security Policies ] Allow File Download
O specific Assets [V Organizational Directories W/ App Discovery Bypass SS0
Amazon AWS M User Data M Endpoints | Cannot remove permission
Bo W, Administrators W Accounts W watchiist control allowed
W Notifications W, Dashboard
W Endpoint Management W Analytics
W 1dentity Providers W Reports
W 1P Ranges W/ Upload License
[ cCloud Discovery W Govemance
[V Domains W Incidents
W Govemance W User Risk Dashboard
W, Agent / Endpoint Monitering W Data Classification
W Data Types W Ssenvice Provider Audit
W APl W Encryption Broker
[V single Sign on
W icap
[V Tools and Agents
W Key Management Services
W Account Privacy
W Administrators Security
Save Cancel

3. Configure user Details:

a. Admin contact details: Enter the administrator's Email address, Full Name,
Timezone, and Phone number.

b. Admin password details: Enter the administrator's Password, then enter the same
password in the Verify Password field. The password requirements are displayed in
the right column. These requirements are configured on the Administrator Account

CHAPTER 11| Administration Guide 197




Security settings page. For more information about setting password restrictions, see
"Configuring administrator account security settings" on page 202.

You can set two options when you create the password:

> Requires a password change at first login: When the administrator logs on
with the password created here, Forcepoint CASB forces them to set a new
password.

» Password never expires: The password created here does not expire. This
setting overrides the password expiration settings configured on the
Administrator Account Security settings page.

4. Configure Permissions. Select the Assets, Settings, and Screens that the administrator
can view and modify.

5. Click Save.

Editing an administrator account

To change an existing administrator account after you create it:

1. InForcepoint CASB, go to Settings > Access Management > Administrators:

r Risk Dashboard > Assels > Administrators

Administrators

Email Full Name Phone Permitted Assets Permitted Screens Last Successful Login Actions

&

4+ Add administrator

2. Onthe Administrators page, click the edit icon in the Actions column to display the
Administrators Details screen.

Edit the administrator Detailsas necessary.

4. Click Save.

Locking an administrator account

An administrator can be locked out of their account either manually by another administrator or
automatically for the following reasons:
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» Too many unsuccessful login attempts. If the administrator enters an incorrect
password too many times within a 15 minute period, they are locked out of the account.

« Commercial Forcepoint CASB administrators: The number of attempts and timeout
period can be configured on the Administrator Account Security settings page. For more
information, see "Configuring login lockout restrictions" on page 203.

» The password expired: Administrator passwords can be set to expire after a specific
number of days.

« Commercial Forcepoint CASB administrators: This setting is configured on the
Administrator Account Security settings page. After the setting is enabled, you can set
the active time period (between 30 and 180 days) and set up email notifications. For
more information, see "Configuring password restrictions" on page 202.

» The account has not been accessed within a set number of days: If an administrator
does not log in to their account within a set period of time, the account is locked because of
inactivity.

« Commercial Forcepoint CASB administrators: The timeout period is configured on the
Administrator Account Security settings page. For more information, see "Configuring
login lockout restrictions" on page 203.

An administrator can also be manually locked out of their account by another administrator:

1. InForcepoint CASB, go to Settings > Access Management > Administrators:

Risk Dashboard = Assels > Administrators

Administrators

Email Full Name Phone Permitted Assets Permitted Screens Last Successful Login Actions

&

4+ Add administrator

2. Inthe table, find the administrator account you wish to lock and click the lock icon.

Unlocking an administrator account

To manually unlock a locked administrator account:
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1. InForcepoint CASB, go to Settings > Access Management > Administrators:

ser Risk Dashboard = Assels > Administrators

Administrators

Email Full Name Phone Permitted Assets Permitted Screens Last Successful Login Actions

&

+ Add administrator

Locked accounts display a black lock icon in the Actions column.
In the table, find the locked administrator account and click the gray lock icon.

3. A pop-up window opens and displays the reason why the account is locked. Click Unlock.

@ Important: An administrator can not unlock their own account.

Changing an administrator password
An administrator password can be changed at any time through the Administrator Details page.

1. InForcepoint CASB, go to Settings > Access Management > Administrators:

r Risk Dashboard = Assels > Administrators

Administrators

Email Full Name Phone Permitted Assets Permitted Screens Last Successful Login Actions

&

+ Add administrator

2. Onthe Administrators page, click the edit icon in the Actions column to display the
Administrators Details screen.
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Administrator Details

Details

Your password must include at least

Email testuser@testserver.com Passward | evessees
® § characters

* One uppercase letter

Timezone Select Timezone [V Requires a password change at first login « One lowercase letter
* One special character (~ 1@ #$ % " *
[] Password never expires O_+

Phone

Permissions

3. Inthe Details section, update the administrator's Password, then enter the same
password in the Verify Password field. The password requirements are displayed in the
right column. These requirements are configured on the Administrator Account Security
settings page. For more information about setting password restrictions, see "Configuring
administrator account security settings" on the next page.

You can set two options when you update the password:

> Requires a password change at first login: When the administrator logs on with
the new password created here, Forcepoint CASB forces them to set a new
password when they log in with this password.

> Password never expires: The password created here does not expire. This setting
overrides the password expiration settings configured on the Administrator Account
Security settings page.

4. Click Save.

Administrators can subsequently change their own passwords in Forcepoint CASB by selecting
the Change Password option from the Admin menu:

Change Password

Logout
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Configuring administrator account security
settings

Organizational Forcepoint CASB administrators can modify the security settings for all Forcepoint
CASB administrators within the organization. These security settings allow administrators to:

» Define the way administrator passwords are created. For more information, see
"Configuring password restrictions" below.

» Lock administrators out of their account. For more information, see "Configuring login
lockout restrictions" on the facing page.

» Restrict access by IP range. For more information, see "Configuring IP address
restrictions" on page 205.

Configuring password restrictions

Password restrictions allow administrators to set specific requirements for all administrator
passwords and prevent administrators from creating easy-to-guess passwords or reusing the
same password. To set password restrictions for Forcepoint CASB administrator accounts:

1. InForcepoint CASB, go to Settings > Access Management > Administrator Account
Security.

Nboard > Assets > Administralor Account Securty

Administrator Account Security

Password Restrictions
Configure the organizational guidelines for creating local passwords for Forcepoint CASB. These guidelines are enforced when a Forcepoint
CASB administrator accountis created or edited, and when an administrator requests to change their password at login

Minimal Password Length
Set the minimum number of characters required in the password. Minimum length can be set between & and 64 characters. The maximum
password length is 64 characters.

Minimum password length’| 8 characters

Password Complexity
Set the requirements for Using SpECic types of characters in the password to increase the password complexity. All character types are
enabled by default, but none are required. You can disable one o all options to match your preferred guidelines

[ Uppercase letters
Lowercase letters
Special characters

B numbers

2. Inthe Password Restrictions section, configure the requirements needed to create a pass-
word for administrator accounts:

a. Toset the password length, enter the smallest number of characters required for your
administrator passwords into the Minimum password length field in the Minimal
Password Length subsection.

Administrator passwords must be between 8 and 64 characters.

b. To require specific types of characters in the passwords, select the relevant option(s)
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in the Password Complexity subsection:

» Uppercase letters: Select this option to require at least one uppercase letter
(A-2).

» Lowercase letters: Select this option to require at least one uppercase letter
(a-z).

> Special characters: Select this option to require at least one special character
~'@#S%N&*()_+).

» Numbers: Select this option to require at least one number (0-9).

Selecting password complexity options is optional. You can select one, all, or none of
these options, depending on your preferred organizational guidelines.

c. Toset the length of time in which the password is active, select the Administrator
must change password every XX days option in the Password Rotation
subsection, then enter the number of days into the field.

The number of days must be between 30 and 180.

When the set number of days have passed, the password expires. The administrator
cannot log in to Forcepoint CASB until the password is changed. When the password
is changed, the time until expiration reverts back to the time set in this subsection.

To let the administrator know that their password is about to expire, select the Notify
administrator when a password is about to expire option. Selecting this option
sends an email notification to the administrator. For more information about
configuring email notifications, see "Configuring an email notification" on page 242.

d. To prevent administrators from reusing passwords, select one or more options in the
Password History subsection.

» Administrator cannot reuse one of the last XX passwords: The number of
passwords must be between 4 and 12.

» Administrator cannot reuse a password used within the past XX
days: The number of days must be between 30 and 180.

3. Click Save at the bottom of the page.

Configuring login lockout restrictions

Login lockout restrictions prevent administrators from accessing the management portal after they
attempt to log in multiple times with the incorrect password.

To set login lockout restrictions for Forcepoint CASB administrator accounts:
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1. InForcepoint CASB, go to Settings > Access Management > Administrator Account
Security.

2. Onthe Administrator Account Security screen, scroll down to the Lockout settings
section.

Lockout settings

Setup lockout settings for administrators. Configure how long an account remains locked after failed logins, and what happens when an
account becomes inactive

Failed Logins

When an administrator fails to login 3 times in row in 15 minutes, they get locked until the lock expires. They can be released through the
Administrators page.

[ Enable administrator lockout

Allow max| 3 failed login attempts before account lockout

Release account after| 30 minutes
Account Deactivatio
Setup how long after an administrator doesn't login to Forcepoint CASB, their account is deactivated. Inactive accounts can be reactivated
through the Administrators page
[J Enable account deactivation
Deactivate accounts after| 90 days since last successful login

3. Tolock administrators out of their accounts after entering an incorrect password, go to the
Failed Logins subsection, select Enable administrator lockout, and configure the
lockout options:

> Allow max XX failed login attempts before account lockout: Enter the number
of times an administrator can enter a failed login before they are locked out of their
account. This number must be between 3 and 10 login attempts.

» Release account after XX minutes: Enter the amount of time in which the
administrator is locked out of the account. During this time, no login attempts are
allowed. The administrator can try to log in to the account after the timer expires.
This number must be between 10 and 1440 minutes.

An account can be manually released or manually disabled by another administrator from
the Administrators settings page. For more information, see "Configuring administrator
accounts and permissions" on page 195.

4. To deactivate inactive accounts, go to the Account Deactivation subsection, select
Enable account deactivation, and configure the option:

> Deactivate accounts after XX days since last successful login: Enter the
number of days in which the account does not have a login attempt. If an
administrator does not successfully login during this time period, the account is
deactivated. This number must be between 1 and 90 days.

When this setting is enabled, Forcepoint CASB immediately applies the new setting
and deactivates accounts that meet the new limit. For example, if you select 30
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days and save the setting, Forcepoint CASB automatically deactivates the
accounts that have already been inactive for 30 days.

Forcepoint CASB sends email notifications to the administrator 7 days before their account
is to be deactivated, then when the account is deactivated.

An account can be manually reactivated or manually deactivated by another administrator
from the Administrators settings page. For more information, see "Configuring administrator
accounts and permissions" on page 195.

5. Click Save at the bottom of the page.

Configuring IP address restrictions

IP address restrictions prevent administrators from logging in from specific IP address ranges.
To set IP address restrictions for Forcepoint CASB administrator accounts:

1. InForcepoint CASB, go to Settings > Access Management > Administrator Account
Security.

2. Onthe Administrator Account Security screen, scroll down to the IP Restrictions
section.

IP Restrictions
Configure the range of IP addresses from which an administrator can access Forcepoint CASB. This resfriction is enforced on both Ul-based
and tools connection access

@ Allow access from all IP addresses

(O Allow access from the following IP addresses

3. Inthe IP Restrictions section, select one of the two options:
> Allow access from all IP addresses: Administrators can log in to Forcepoint
CASB from any IP address. logins are not restricted by IP address when you select
this option.
» Allow access from the following IP addresses: Select this option to restrict
administrator logins to specific IP ranges:
« All internal IP ranges: Administrators can only log in to Forcepoint CASB from
an IP address that is within the organizational IP ranges defined on the IP
Ranges settings page. For more information, see "Configuring IP ranges" on
page 233.
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« The following IP ranges: Administrators can only log in to Forcepoint CASB
from an IP address that is within the IP ranges defined in this list. Each IP range
must be on a separate line in the list and be in standard CIDR format (i.e.,

XXX X/Y).

4. Click Save at the bottom of the page.

Configuring administrator single sign-on

You can configure single sign-on, so that Forcepoint CASB Administrators are authenticated by
the organizational Identity Provider (IdP) and automatically logged into Forcepoint CASB.

The administrators still need to be defined as such in Forcepoint CASB. Administrators' ability to
bypass the |dP, logging in directly to Forcepoint CASB, is defined in their permissions.

At least one administrator must be able to bypass the I1dP.
To configure single sign-on:

1. InForcepoint CASB, go to Settings > Access Management > Single Sign On:

Organizational Directories > Administrators > Single Sign-on

Single Sign-on

When you enable Single-Sign On (SS0), the CASB service adminisirators are authenticated by the organizational Identity Provider (IdP). Configure Single-Sign On
below. The administrators still need to be defined as such in the CASE settings. Administrators' ability to bypass the IdP, logging in directly to Forcepoint CASB, is
defined in their permissions. At least one administrator must be able fo bypass the |dP.

O Enable Single-Sign On

To Configure Single-Sign On

O In the organizational I4P, add an application for Forcepoint CASE. If Forcepoint CASB doesn't appear in the |dP's catalog, create a custom SAML 2.0 application wilh the following details

https://my.skyfencenet com/cm/sami2 https://my.skyfencenet com/cm/sami2/sp

@ Get the IdP's SAML 2.0 parameters and enter them here. If the IdP doesn't provide them explicity, you may need fo exiract them from XML

ing If the integration is provide us with the SAML response XML and we'll try to determine the problem

[_Save 550 setings |

Select Enable Single-Sign On.
3. Inyour organizational IdP, add an application for Forcepoint CASB.

If Forcepoint CASB does not appear in the IdP’s catalog, create a custom SAML 2.0
application with the details provided in Forcepoint CASB by

4. Getthe IdP’s SAML 2.0 parameters and enter them in Forcepoint CASB by
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If the IdP does not provide them explicitly, you can extract them from XML.
5. Click Save SSO Settings.

If you experience problems with the integration, click provide the SAML response XML to check
for misconfigurations.
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Configuring account privacy

Forcepoint allows administrators to configure the personal data collected through Forcepoint
CASB to be compliant with government privacy regulations. For any user account available in
Forcepoint CASB, administrators can:

» Stop account monitoring: WWhen an account becomes unmonitored, Forcepoint CASB
stops collecting and storing personal data, such as Active Directory data, activities and
accounts attached to the account. The data already collected is still stored.

For more information, see "Stopping account monitoring” below.

» Delete the account: WWhen an unmonitored account is deleted, Forcepoint CASB removes
the account from storage. The data already collected is permanently deleted.

For more information, see "Deleting an account” on page 210.

> Restart account monitoring: If an unmonitored or deleted account needs to be monitored
again, Forcepoint CASB can restart monitoring on the account. Forcepoint CASB starts
collecting and storing personal data again.

For more information, see "Restarting account monitoring" on page 212.

Stopping account monitoring

You can stop monitoring a user account in Forcepoint CASB. When you stop monitoring the
account, Forcepoint CASB:

» Stops importing account data from Active Directory.

»  Stops attaching activities and incidents to the account.

#  Note: Stop monitoring affects all assets attached to the account. You cannot stop
monitoring on specific assets.

> Stops displaying account data in new Users and Configuration Governance and App
Discovery reports.

Data classification file analytics is not stopped for unmonitored accounts. Forcepoint CASB
continues to scan and display the data classification files of unmonitored accounts.

1. InForcepoint CASB, go to Settings > Account Management > Accounts Privacy.
2. Under Configure Account Monitoring, click Add to list.

3. Inthe pop-up window, type keywords to search for the account. As you type, the search
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results automatically populate the table under the search field.

ADD ITEM TO STOP MONITORING LIST X

Bob Clear Search

©

@ 1 item added to Stop Monitoring table

®

4. Select the account (or accounts) and click Done.

You return to the Accounts Privacy page. The accounts are listed in the Configure
Account Monitoring table.

5. The Accounts Privacy page displays a message at the top of the window stating that
changes have been made. To view a list of all changes that have not been saved, click
view before save. This list includes all changes waiting to be saved: accounts to be
unmonitored, accounts to be deleted, and accounts to be returned to monitoring.

This page has been

ged. Click Save to apply the changes. view: beire save

Administrators

Accounts Privacy

gn-on > Accounts Privacy

Configure Account Monitoring

Account Privacy page shows a table of all unmonitored accounts within your organization. From this page, you can stop
monftoring an account, delete an account, of restart monitoring on the account

Changes to this table are not final until you ciick Save

see more

6. Click Save to save all pending changes.

#  Note: If you have other pending changes, such as deleting or restarting accounts,
those processes also start.

7. If you are sure that you want to stop monitoring the account, continue through the pop-up
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confirmation messages.

The accounts are added to the Configure Account Monitoring table.

To restart account monitoring, see "Restarting account monitoring" on page 212.

Deleting an account

A Warning: Deleting an account permanently removes all data for this account. Only delete
an account if you are sure that the account data will not be needed in the future. After an
account's data is deleted, it can not be returned.

Forcepoint recommends that you export and save any important account data before
deleting the account.

If you have stopped monitoring an account, you can also choose to delete the account from
Forcepoint CASB. When you choose to delete an account, Forcepoint CASB deletes the following
data from all assets attached to the account:

» Active Directory data

> Activities and incidents

» Endpoints

In addition, the account's data will be anonymized in App Discovery reports.

Data classification file analytics is not stopped for unmonitored or deleted accounts. Forcepoint
CASB continues to scan and display the data classification files of unmonitored accounts.

#  Note: You can delete an account only after you stop monitoring the account. For more
information about how to stop monitoring an account, see "Stopping account monitoring” on
page 208.

To delete an account, first make sure that you have stopped monitoring the account. The account
must be in the Configure Account Monitoring list to be deleted.

1. InForcepoint CASB, go to Settings > Account Management > Accounts Privacy.

2. Under Configure Account Monitoring, select the account you want to delete by checking
the box to the left of the User Name.

You can select more than one account. To select all accounts, click Select All.

3. Either click the Delete Account button located above the accounts table, or click the
account's delete button at the far right of the row.
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The account is now marked for deletion. The delete button is replaced with a message:
Pending deletion.

O  jonn.doe@veridinet.com 05721118 16:57 admin@skyfence.com @

If you want to cancel the deletion request, click Undo.

4. The Accounts Privacy page displays a message at the top of the window stating that
changes have been made. To view a list of all changes that have not been saved, click
view before save. This list includes all changes waiting to be saved: accounts to be
unmonitored, accounts to be deleted, and accounts to be retumned to monitoring.

5. Click Save to save all pending changes and start the deletion process.

# Note: If you have other pending changes, such as stopping or restarting accounts,
those processes also start.

6. If you are sure that you want to delete the account, continue through the pop-up
confirmation messages.

A Warning: Deleting an account permanently removes all data for this account.
Only delete an account if you are sure that the account data will not be needed in the
future. After an account's data is deleted, it can not be returned.

Forcepoint recommends that you export and save any important account data before
deleting the account.

7. Deleting an account may take up to several days to completely remove all account data.
Some data storage is on a 30 day rotation schedule to remove data; therefore, an account is
only considered deleted after 30 days have passed from the initial deletion request.

Deleiting data.
john.doe@veridinet.com

After the account is deleted, the account remains in the table of unmonitored accounts. The
account row no longer displays the delete button, but displays the message Account was deleted
instead.

O userJ@skyromi.onmicrom Wed Mar 07 2018 10:28 Admin@skyromi.onmicrom fi{-

The account can be returned to monitoring, but only new data is collected. To restart account
monitoring, see "Restarting account monitoring" on the next page.
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Restarting account monitoring

Forcepoint CASB allows administrators to restart account monitoring for any unmonitored or
deleted account. When you restart monitoring the account, Forcepoint CASB:

» Imports account data from Active Directory.

» Attaches activities and incidents to the account.

#  Note: Restarting monitoring affects all assets attached to the account. You cannot
restart monitoring on specific assets.

» Displays account data in new Users and Configuration Governance and App Discovery
reports.

To restart account monitoring:

1. InForcepoint CASB, go to Settings > Account Management > Accounts Privacy.

2. Under Configure Account Monitoring, select the account you want to restart by
checking the box to the left of the User Name.

You can select more than one account. To select all accounts, click Select All.

3. Either click the Restart Monitoring button located above the accounts table, or click the
account's Restart Monitoring button at the far right of the row.

[ select Al 1-20f2

O john.doe@veridinet.com 05/2118 16:54 admin@skyfence.com @ @

4. The Accounts Privacy page displays a message at the top of the window stating that
changes have been made. To view a list of all changes that have not been saved, click
view before save. This list includes all changes waiting to be saved: accounts to be
unmonitored, accounts to be deleted, and accounts to be returned to monitoring.

5. Click Save to save all pending changes and restart the monitoring process.

#  Note: If you have other pending changes, such as stopping or deleting accounts,
those processes also start.

6. Continue through the pop-up confirmation messages.

After the account monitoring restarts, the account is removed from the Configure Account
Monitoring list.
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Managing your key management
services

For managed assets, the Encryption Broker service leverages a bring your own key (BY OK)
capability offered by the cloud services. Forcepoint CASB connects to your organization's existing
key management service (KMS) to access your encryption keys. Then, Forcepoint CASB
connects to the cloud service, where the data at rest is encrypted and decrypted based on the key
provided by Forcepoint CASB from the KMS.

Connecting Forcepoint CASB to your KMS requires the following steps:

» Connect Forcepoint CASB to your existing KMS instances through an API connection. See
"Adding a new key management service" below for more information.

» Generate a new key on each KMS instance. See "Generating a new key" on page 215 for
more information.

#  Note: Currently, Forcepoint CASB only supports Office 365 OneDrive and SharePoint
Online with the Azure Key Vault KMS.

Adding a new key management service

To set up the Encryption Broker service, you must connect Forcepoint CASB to your existing KMS
through an API connection. After the connection is established, Forcepoint CASB can manage and
generate keys from your KMS and provide them to the cloud services through an API connection.

Currently, Forcepoint CASB only supports Office 365 OneDrive and SharePoint Online with the
Azure Key Vault KMS. To set up an Azure Key Vault KMS, see "Adding a new Office 365 key
management service" below.

Adding a new Office 365 key management

service

Microsoft Office 365 allows bring your own key (BY OK), but requires that the key be stored in an
Azure Key Vault. Office 365 then pulls the key directly from that Azure Key Vault. Also, Office 365
BYOK requires that customers provide two different keys from two different Azure Key Vaults for
redundancy.

Through the Encryption Broker service, Forcepoint CASB generates and manages the two
different keys in your Azure Key Vaults and sets BYOK in Office 365 OneDrive and SharePoint
with the directions to the keys.
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To add a new Azure Key Vault KMS:

1. InForcepoint CASB, go to Settings > Resources > Key Management Services and click

Add New KMS.

> Accounts Privacy > Key Management Services

Key Management Services

@ AddNew KMS

2. Onthe Create KMS pop-up window, make sure Azure Key Vault is selected, then click

Next.

3. Type a KMS Name and KMS Description, then click Next.

Click Set Connection to establish the API connection with your Microsoft Azure instance.

From the Key Vault drop-down menu, select the Azure Key Vault where you want to store
and retrieve this key. Forcepoint CASB automatically tests the connection to the Azure Key

Vault and displays a message letting you know if the connection failed or succeeded.

To select a different Azure instance, click Change.

#  Note: You can only manage an Azure Key Vault once. Managed Azure Key Vaults

are removed from the Key Vault drop-down menu after setting the API connection to

that vault.

6. Click Add.

After the new KMS is added, you can view and edit the KMS information from the Key
Management Services settings page.

Key Management Services

© w3 General KMS Information
Type Vauit
@ A

—] No data found
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Generating a new key

After you have set up a new KMS in Forcepoint CASB, you can generate new keys through the
management portal. These keys are attached to the data encryption policy and are used by the
cloud service to encrypt your data at rest.

Only the keys generated through Forcepoint CASB are displayed on the Key Management
Services settings page (Settings > Resources > Key Management Services). When you
access the Key Management Services settings page for the first time, the Keys Table is empty
because you have not generated any keys through Forcepoint CASB.

#  Note: Forcepoint CASB does not store the keys within the management portal. The KMS
generates and stores all keys. When you generate a key through the management portal,
Forcepoint CASB directs the KMS to generate the key through the API connection.

Currently, Forcepoint CASB only supports Office 365 OneDrive and SharePoint Online with the
Azure Key Vault KMS. For more information about generating keys for Office 365 assets, see
"Generating a new Office 365 key" below.

Generating a new Office 365 key
To generate a new Office 365 key from the Forcepoint CASB management portal:

1. InForcepoint CASB, go to Settings > Resources > Key Management Services and
select your KMS from the list.

2. Underthe Keys Table, click Generate New Key.

Keys Table

Name Description KIS Key State Create Time Key Typs Key Size (5it) Not Before T

@ Generate NewKey | () RefreshTable | Last Update: 0510318 | 14:43

3. Onthe Generate New Key pop-up window:
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a. Type a Key name and Key Description.

The new key's name must be unique. You cannot generate a new key that shares a
name with an existing key (either within the Key Table here, or within the KMS itself,
even if it is disabled or pending deletion).

b. From the Key Type drop-down menu, select the default value: RSA.
c. From the Key Size (bit) drop-down menu, select the default value: 2048.

@ Important: Office 365 does not support keys with date limitations. If you are

creating a key for an Office 365 asset, do not enter values into the Key Not Before
Date or Key Expiration Date fields.

4. Click Generate.

The new key is now displayed in the Keys Table with a KMS Key State of ENABLED. Enabled
(active) keys can be used in a data encryption policy.

TKey 1-1of1 <[>

Name Description KIS Key State Greate Time Key Type Key Size (oit) Notf ==

=1
ARV1-MyKey 1 This key is for OneDrive en. ENABLED 05/03/18 145716 RSA 2048

@ GenerateNewKey | (9 RefreshTable | Last Update: 05/03/18 | 14:57

When you create a data encryption policy for an Office 365 asset, you need to create two new
keys for the data encryption policy. Office 365 encryption requires two keys: one key from a
primary Azure Key Vault and one key from a secondary Azure Key Vault.

After you create your Office 365 keys, see "Configuring the data encryption policy" on page 172 for
more information about creating the data encryption policy.

Deleting a key

If you have generated a key from Forcepoint CASB and this key is no longer used, you can delete
the key from the Keys Table. When a key is deleted, Forcepoint CASB stops managing the key,
and the key is no longer available through the Encryption Broker service.
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@ Important: When you delete a key in Forcepoint CASB, the key is only deleted from the
Keys Table in Forcepoint CASB. The key is not deleted from your Azure Key Vault.

1. InForcepoint CASB, go to Settings > Resources > Key Management Services and
select your KMS from the list.

Inthe Keys Table, select the key you want to delete.

Click the delete button that appears on the right side of the key's row.
Confirm that you want to delete the key.
Click Save.

AR N

Deleting a key management service

If a KMS is no longer in use, you have the option to delete the KMS from Forcepoint CASB.

#  Note: You canonly delete a KMS if it is not active. If the KMS has a key being used by an
active data encryption policy, the Delete KMS button is disabled.

1. InForcepoint CASB, go to Settings > Resources > Key Management Services and
select your KMS from the list.

2. Click Delete KMS.
3. Confirm that you want to delete the KMS.

The KMS is removed from the KMS list.
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Managing REST API connections

Forcepoint CASB allows access to your organization's information using a simple and secure
REST API. By using a REST API connection between Forcepoint CASB and an authorized third-
party service within your organization, you can share your CASB data directly with the other
service.

For example, if you currently use the Forcepoint DLP product within your organization, you can
create a REST API connection to communicate between Forcepoint DLP and Forcepoint CASB.
After the connection is established, you can view and analyze your DLP data in Forcepoint DLP
using the capabilities available in Forcepoint CASB.

@ Important: REST APl access is different from API connections to cloud services. REST
APIs connect Forcepoint CASB to other enterprise software within your organization so
you can share data across the services. Cloud service API connections connect
Forcepoint CASB to the cloud services used within your organization so you can monitor
and restrict cloud service usage.

Enabling APl access

To allow your API connections to communicate with other services, you must enable API access.
When API access is enabled, Forcepoint CASB allows API access through all enabled
connections listed in the APl Access Keys section.

To enable API access:
1. InForcepoint CASB, go to Settings > Access Management > API.
2. Inthe API Status section, click Enable APl Access.

When API access is enabled, the API Status section displays the status as Enabled.

API Status
JEnabled

Disable APl Access

Disabling APl access

If you want to stop all Forcepoint CASB API connections to other services, you must disable API
access for all access keys.

To disable API access:
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1. InForcepoint CASB, go to Settings > Access Management > API.
2. Inthe API Status section, click Disable APl Access.
When API access is disabled, the API Status section displays the status as Disabled.

API| Status

When the APl is disabled, no access is permitied using AP, this overrides all APl access keys set. When enabled the access is enforced based on the access keys permissions
@Disabled

Enable APl Access

Managing APl access keys

An APl access key is used by a third-party service to access Forcepoint CASB data through the
API connection. This key authenticates Forcepoint CASB with the service to provide a secure
connection.

Within Forcepoint CASB, you can:

> Create a new API access key. For more information, see "Create a new AP| access key'
below.

> Edit an existing APl access key. For more information, see "Editing an AP| access key"
on page 221.

> Delete an API access key. For more information, see "Deleting an AP| access key" on
page 222.

Create a new API access key

To establish a REST API connection, you must create a new API access key in Forcepoint
CASB:

1. InForcepoint CASB, go to Settings > Access Management > API.
2. Inthe API Access Keys section, click Add APl Access Key.
3. Onthe Access key step 1/2 screen, Forcepoint CASB displays two fields:

> Access Key ID: The ID that is used by other services to connect to the CASB
service. Forcepoint CASB automatically generates this ID.

» Access key secret: The private key used for authentication. Forcepoint CASB
automatically generates this secret.
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@ Important: The key secret is only displayed on this screen. It is no longer
available after you save the access key. Save a copy of this secret for
reference.

4. Click Next.
5. Onthe Access key properties steps 2/2 screen, add the key details:
a. Inthe General info section:

i. AddaKey name. This name is the primary descriptive name of the key.
Forcepoint recommends naming the key after the connection target. For
example, if you are using this key to connect to Forcepoint DLP, you might name
the key "CASB DLP Connection".

ii. The Access key ID field cannot be edited. The key displayed here is the same
key displayed on the first page.
iii. The Enable key option is tured on by default when you create the key. If you
want to create the key, but enable it later, deselect the Enable key option.
b. Inthe Permissions section, choose the API capabilities to be used with this key:

i. The list of capabilities depends on the purchased licenses. For example, if you
purchased a Cloud DLP license, then you will see Cloud DLP in the list.

ii. Each capability has two options:

» Read: This permission allows a service to retrieve Forcepoint CASB data
through the API connection.

» Write: This permission allows a service to modify Forcepoint CASB data

through the API connection. Due to restrictions with some APIs, this option is
not available for every capability.

If you select all available capabilities, the key's entry in the API Access Keys table
displays the Permissions as Full. If you select only some of the available
capabilities, the entry displays the key's Permissions as Partial.

c. Inthe Client Access section, choose if the APl should be restricted by IP address:

» Allow access from everywhere: The REST API connection can be accessed
from any IP address. Connections are not restricted by IP address when you
select this option.

> Allow access from the following IP ranges: The REST API connection can
be accessed only from an IP address that is within the IP ranges defined in this
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list. Each IP range must be on a separate line in the list and be in standard
CIDR format (i.e., x.x.x.x/y).

If you allow access from all IP addresses, the key's entry in the APl Access Keys
table displays the Client Access as From Everywhere. If you allow access from
specific IP addresses, the key's entry in the API Access Keys table displays the
Client Access as From Specific IPs.

6. Click Done.

This new API access key must be shared with the other service before the two services can
communicate. Procedures for adding the API access key vary by service. Review the third-party
service's documentation for procedures on adding the API access key.

Editing an API access key

The API access keys table contains all enabled and disabled API access keys created in
Forcepoint CASB. If you need to update any key's information, you can do so from the API access
key table.

1. InForcepoint CASB, go to Settings > Access Management > API.

2. Inthe API Access Keys section, find the table row of the API access key you want to edit,
then click the edit icon at the end of the table row.

APl Access Keys

make secure AP| (REST) requests to the CASB service. Security best practice recommends that you frequently rotate your key and never share it with anyone

Key Name Access Key 1D Created Last Used Permissions Client Access Enabled

DLF Integration 097192018 0313 Parfial From Everywhere «

+ Add API Access Key

3. Onthe Edit API access key screen, edit the key details as needed:
a. Inthe General info section:

i. Edit the Key name. This name is the primary descriptive name of the key.
Forcepoint recommends naming the key after the connection target. For
example, if you are using this key to connect to Forcepoint DLP, you might name
the key "CASB DLP Connection".

ii. The Access key ID field cannot be edited. To change the key:
i. Click Regenerate key.

ii. Onthe message screen, click Continue.
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iii. Onthe Regenerate API access key screen, Forcepoint CASB displays
the new Access Key ID and Access key secret.

@ Important: The key secret is only displayed on this screen. It is no
longer available after you save the access key. Save a copy of this
secret for reference.

iv. Click Done. The old access key is revoked and the new access key is
enabled.

iii. The Enable key option is tured on by default when you create the key. If you
want to disable the key, deselect the Enable key option.

b. Inthe Permissions section, edit the API capabilities used with this key:

i. The list of capabilities depends on the purchased licenses. For example, if you
purchased a Cloud DLP license, then you will see Cloud DLP in the list.

ii. Each capability has two options:

» Read: This permission allows a service to retrieve Forcepoint CASB data
through the API connection.

» Write: This permission allows a service to modify Forcepoint CASB data
through the API connection. Due to restrictions with some APIs, this option is
not available for every capability.

c. Inthe Client Access section, choose if the APl should be restricted by IP address:

» Allow access from everywhere: The REST API connection can be accessed
from any IP address. Connections are not restricted by IP address when you
select this option.

» Allow access from the following IP ranges: The REST API connection can
be accessed only from an IP address that is within the IP ranges defined in this
list. Each IP range must be on a separate line in the list and be in standard
CIDR format (i.e., x.x.x.x/y).

4. Click Done.

Deleting an API access key

If you no longer need an API access key, you can delete it from the API settings page.

1. InForcepoint CASB, go to Settings > Access Management > API.

2. Inthe API Access Keys section, find the table row of the access key you want to delete,
then click the delete icon at the end of the table row.
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API Access Keys

= Add API Access Key

Use keys fo make secure AP| (REST) requests to the C.
Key Name Access Key ID Created
DLF Integration 09/19/2018 03:13

ice recommends that you frequently rotate your key and never share it with anyone

Permissions Client Access Enabled

Partial Fro

3. Onthe confirmation message screen, click Yes to confirm that you want to delete the key.

Forcepoint CASB deletes the key and removes it from the API access keys table.
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Endpoint enroliment

The following Forcepoint CASB features require Forcepoint CASB to know which devices are
managed by the organization:

The Endpoint Management Access Policy
Custom policies based on managed devices

An Analytics dashboard filter displays access from managed devices

¥y ¥ v v

Analytics activity logs display whether source devices are managed or not

Enrolling source devices with Forcepoint CASB enables Forcepoint CASB to know that they are
managed by the organization. Managed devices are listed on the Endpoints page. You can
configure the enroliment criteria that define how Forcepoint CASB determines whether an endpoint
is organizationally managed.

After an endpoint is enrolled, it is assigned a unique device ID and is remembered as managed.
Certificate-based enroliment can be configured to last only as long as a certificate is present.

Configuring endpoint enroliment

To configure endpoint enroliment, go to Settings > Endpoints > Endpoint Management:

Accounts Privacy > Key Management Services > Endpoint Management
Endpoint Management

Automatic Enrollment

Enroll endpoints by IP or Enroll endpoints by CA certificates

All internal network IP's Endpoints that are
using specific CA certificate

Endpoints are considered organizational if they meet any of the following conditions, as selected:

» Automatic Enroliment: When an endpoint attempts to connect, Forcepoint CASB enrolls
the endpoint if it meets any of the selected IP criteria (Enroll endpoints by IP) or if it
presents an organizational certificate (Enroll endpoints by CA certificate). To require IP
criteria and a certificate, select Enforce combined conditions:
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Automatic Enrollment

Enroll endpoints by IP or Enroll endpoints by CA certificates
All internal network 1P's Endpeints that are
using specific CA certificate
Specific IP's

1 Browse

1
Enroliment by client certificate
S permanent

Enforce combined conditions
Endpoints will be enrclled only if they have both conditions
(at least one of the IP types and the certificate)

Summary:Enroll only endpoints that

Save Automatic Enreliment

« All internal network IPs: Endpoints are considered organizational if they have IP
addresses in IP ranges allocated to internal networks.

« Specific IPs: Endpoints are considered organizational if they have IP addresses in any
of the IP networks listed here.

To add an IP network, type a network address in CIDR format and click Add. To
remove a network, hover over it and click the x:

1

RV

« Enroll endpoints by CA certificates: An endpoint is considered organizational if it
presents a certificate digitally signed by the organizational CA.

Click Browse and upload all certificates in the client certificate’s certification chain, as
PFX files in Base 64 (not binary) format. Select whether Enroliment by client
certificate is permanent or only as long as the endpoint still has the certificate.

For endpoints to enroll according to this option, distribute the certificate to relevant
endpoints.

For certificate-based enrollment, it is highly recommended that endpoints have the
Forcepoint CASB routing solutions and that the enroliment here be set to be
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permanent. Otherwise, non-browser applications will not enroll the device at all, and
browser enroliment will not be persistent.

After making changes, click Save Automatic Enroliment.

» Manual Enrollment: Upon attempting to connect from a non-enrolled endpoint, users will
be directed to the configured form, where they can request to enroll the device, upon
which Forcepoint CASB will send them an enrollment code via SMS or email, as you select
here and according to notification configuration. The user should then submit the code in

the second part of the form to finalize enroliment.

Manual Enrollment

Enable manual enroliment

enroliment_verify_htmi Browse

G

nttps:/fenrall.extremequitars. net

Require administrator approval

1]

Send enroliment code by email Notification setting,

]

Send enroliment code by ShS Notification setting

Allow upto | 10 | notifications in 24 hours

Save Manual Enrollment
| |

You can select to Require administrator approval, in which case upon verifying the
submitted code Forcepoint CASB will list the device for approval, and only upon approval
consider the device to be managed.

You can limit the number of notifications in 24 hours.

After making changes, click Save Manual Enroliment.

Customizing the enroliment form and URL

To customize the enroliment form, go to Settings > Endpoints > Endpoint Management, and
under Manual Enrollment, Download the form file and customize it. You can add a company
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logo and change the CSS style elements. When you're done, click Browse and upload the

customized file.

Manual Enroliment

E Enable manual enrollment

enroliment_verify.html
l

Download file Restore default

hitpsfenroll.ncd.skyfencenet.com

Browse
|

If necessary, you can Restore the default file.

If Forcepoint CASB is hosted inside the organization, you can also customize the form’s URL.

Administrative enrollment, approval and

revocation

If manual enrollment is configured, an administrator needs to approve enrollment requests.

You can approve and revoke individual endpoints, or perform bulk enrollment.

Individual enroliment approval and revocation

To approve an enrollment request, go to Endpoints > Pending, hover over the endpoint and click

Approve:
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Unmanaged (48) Pending (1)

1 ems listed

-- Windows 7

Dwrw l:i‘ 10X wocfolafs
Lass Acton: 11052014

Aceounts (0)

Enrollment Details
Account

Ernigil ¥

Title: Director of RnD Ops
Deparment RnD

.". x

Managed (1)

To enroll an endpoint unrequested, in Endpoints > Unmanaged, hover over the endpoint and

click Enroll:

Managed (0) Pending (0)

& itemns listed

-- Windows 7

Dwwioe 10 13d8b248b1
Last Action: 05272015

Accounts (1)
an com

v

o,

Unmanaged (8)

Unknown
Dwpwice I0: 3854837403
Lost Action: 05272015

Accounts (2)
@ Officad

COM (Box - o)

To subsequently revoke enroliment, in the Managed tab, hover over the endpoint and click

Revoke:
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Unmanaged (63) Pending (0) tanaged (1)

m® Windows 7

Accounts (3

Enroliment Datails

0
Enrclled: Manual Enrolled| Revoke

Bulk enrollment

Instead of individually approving endpoints, you can provide a list of endpoints to be added to the
list of managed endpoints.

To perform bulk enroliment:

1. From the Endpoints > Pending tab or the Endpoints > Unmanaged tab, Download a
list of endpoint candidates for such approval:

vp'/

Managed (1) Pending (0) Unmanaged (2) /
2 ftems listed & Down {}_':] anaged Endpoints
ol \ATiem ) arm F ol VAfiemdomysvm T /

2. Make changes to the downloaded list as needed.

3. Inthe Managed tab, Upload the changed list to effectively enroll its endpoint:

vl o /

Managed (1) Pending (0) Unmanaged (2) /

1 items listed

-
i
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Downloaded endpoint lists are CSV text files, where each row (except for the header row)
represents an endpoint and includes the following comma-separated values:

» Device ID: Unique identifier generated by Forcepoint CASB for the endpoint; upon upload,

Forcepoint CASB identifies the endpoint by this ID.
> Last Action: Date and time of the endpoint’s last activity observed by Forcepoint CASB.
> Operating system: Endpoint’s operating system and version.
» Accounts: Comma-separated list of the user accounts using this device.

For example:

Device ID Last Action Operating system Accounts
6d43d06a4cb3755 4/16/2014 mac os x 10 john@example.com(office365),
6080a656¢c8bbab  3/22/2014 mac os x 10 alan@example.com(office365),alan-

b@myexample.com(salesforce)

Upon upload, Forcepoint CASB uses only the Device ID, so for upload only the first columnis
required. Further columns are disregarded.
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Configuring internal domains

During data classification, Forcepoint CASB checks the file sharing permissions to determine if
the file is shared with users within the organization (internal users) or outside of the organization
(external users). This information can help organizations mitigate file sharing issues by removing
sharing permissions with external users.

Forcepoint CASB considers a user as internal if:

» The user connects from the customer domain in the cloud service. The customer domain is
the domain registered with your customer account.

» The user connects from a domain listed in the internal domains list. Organizations with
more than one customer domain can manage their domains through the internal domains
list. To add or remove an internal domain, follow the procedures below.

If a user connects from a domain that does not match the criteria above, they are considered
external users.

To add an internal domain:

1. InForcepoint CASB, go to Settings > Organizational Network > Domains:

ser Risk Dashboard > Assets > Domains

Domains

Internal domains

Please spes
CASE from
Users. This
used to

domains owned by your erganization (ex:
mal domains are classified as Internal U
cation is used during Data Classification to detes
access to extemnal users

Enter line-separated domains list

Blocked domains

Please specify the domains that users should not access (example format: restrictedcloudservice.com). This list is used by the
Endpoint Agent to restrict access to unauthorized domains

support . photobucket. com
press.spotify.com

el.boxcdn.net B
community.igniterealtime.org

drvinlannn raadific cam “

2. Inthe Internal domains section, type your organization's internal domain address(es).
Each domain address must be on a separate line.

3. Click Save.

To remove an internal domain:
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1. InForcepoint CASB, go to Settings > Organizational Network > Domains.
2. Inthe Internal domains section, select the domain address(es) and press Delete.
3. Click Save.
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Configuring IP ranges

Providing Forcepoint CASB with information about organizational IP address ranges enables the

following Forcepoint CASB features:

¥y ¥ v v

The Internal Networks Access Policy.

Client Location columnin Activity logs.

To configure internal IP addresses:

1. InForcepoint CASB, go to Settings > Organizational Network > IP Ranges.

2. Foreach IP address range:
a. Click Add IP Range:

Custom policies based on internal/external source |P addresses.
Security dashboard Origin maps mark internal sources.

IP Ranges

- > Key Management Services >

Endpoint Management > IP Ranges

Enable IP Ranges

3iPranges 1-3073
IP Range

10.0.0.018
172.16.0.012

192.168.0.0/16

&y Export m

Organizational IP address ranges

Information on organizational IP address ranges is used for: Defining access policies based on corporate egress points,
sefting up rules based on interal/external source address, and determining the geographic location of intemal [Ps.

<>
Country Latitude Longitude
0 0
0 0
0 0
Import Restore Defaults

# 1

3

b. Type the range network address in CIDR format:
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CREATE INTERNAL GEOGRAPHIC IP RANGE x

IP Range
192.168. 0 . 0O /32

Country

Latitude Longitude

| Save ‘ Cancel

c. Forrepresentation on maps, provide the geographical location of the represented
network: Country and coordinates.

#  Note: Latitude and Longitude are not required. If you select a Country, but
leave the Latitude and Longitude fields empty, Forcepoint CASB
automatically populates the fields based on the selected country.

d. Click Save.

To edit an IP range entry, select the IP range row in the table and click the £ button.

To remove the IP range entry, select the IP range row in the table and click the [’ button.

Importing IP ranges

If you need to add a list of IP ranges at one time, Forcepoint CASB allows you to import a CSV file
that contains all of your IP ranges.

A Warning: Importing a new list completely overwrites the existing list of IP ranges. Ensure
that all IP ranges are included in the new list, even IP ranges that are already in the existing
list. Any IP ranges from the existing list that are not included in the new list will be deleted.

The CSV file must follow the below guidelines:

» The CSV file must be formatted with UTF-8 file encoding.

» The file must contain a header line.
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» Each line must contain a singe IP range.
» The columns should be in the following order:
« IP Range (In CIDR format, e.g., 192.168.0.0/24)
« Country (Name should match the provided list of countries)
« Latitude (Decimal number between -90 and 90)
« Longitude (Decimal number between -180 and 180)
» IP Range is required.

» Country, Latitude, and Longitude are optional. If the County is included, but the Latitude and
Longitude coordinates are not, the system sets the coordinates based on the Country.

> All columns must be included in the file, even if they are not used (e.g., "192.168.0.0/24,,,")

To import the list of IP ranges:

1. InForcepoint CASB, go to Settings > Organizational Network > IP Ranges.
2. Click Import.

IMPORT AN IP RANGE LIST @& X

Uploading a new file will overwrite all existing table content permanently

Upload CSY file

Drag csv file or browse

3. Youcan either:

a. Dragthe CSV file from your local machine to the Upload CSV file box.

b. Click browse to open a Windows Explorer window and navigate to the file.
4. Click Upload.

Forcepoint CASB processes the CSV file and adds the IP ranges to the list. All IP ranges
from the old list that are not included in the new list are removed.
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Exporting IP ranges
Exporting the IP ranges allows you to view and edit the IP ranges in a CSV file.
The exported CSYV file contains four columns:

» IP Range (In CIDR format, e.g., 192.168.0.0/24)

» Country (Name should match the provided list of countries)

> Latitude (Decimal number between -90 and 90)

» Longitude (Decimal number between -180 and 180)

To export the list of IP ranges to a CSV file:
1. InForcepoint CASB, go to Settings > Organizational Network > IP Ranges.

2. Click Export.

3. Youcaneither:
a. Export all IPs: Select this option to export a list of all IP ranges.

b. Export IPs infilter: Select this option to export the visible, filtered list of IP ranges. You
can filter this list by typing your search criteria in the search field above the list of IP

ranges.
4. Forcepoint CASB downloads the list of IP ranges to your local machine as a CSV file.
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Configuring trusted proxies

As a security best practice, Forcepoint CASB determines the client IP address based on either a
direct connection to the client or as reported in the XFF header as set by a trusted proxy. If your
organization uses proxies to access the network, add the IP address for each trusted proxy on the

IP Ranges settings page.
1. InForcepoint CASB, go to Settings > Organizational Network > IP Ranges.

2. Inthe Trusted Proxies section, add the IP addresses for each proxy trusted by your
organization. If you have more than one, add each proxy on a separate line.

ecurity best practice, Forcepoint CASB determines the client [P based on either direct connection to the client or as

he XFF header as set by a trusted proxy. | organization uses proxies to access the web, please specify their

ne-separated IPs list

3. Click Save.
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Configuring trusted IP addresses for IP
Reputation

About IP Reputation

The IP Reputation service in Forcepoint CASB allows administrators to monitor and optionally
restrict the access of potentially malicious users from accessing specific IP addresses.
Forcepoint maintains lists of suspicious IP addresses and updates the list daily. Every day, the
updated lists are processed and distributed to the Forcepoint CASB Gateways. This daily update
ensures that each customer Gateway has the most up-to-date list of suspicious IP addresses.

Configuring trusted IP addresses

If you want to allow access to specific IP addresses, you can configure the trusted IP addresses
on the IP ranges settings page. The IP Reputation service will trust these IP addresses.

1. InForcepoint CASB, go to Settings > Organizational Network > IP Ranges.
2. Inthe Customer Trusted IPs (Reputation Service) section, configure the options:

» Approve internal IP ranges: The IP Reputation service trusts all IP addresses
saved in the Organizational IP address ranges section on the IP Ranges settings
page.

» Approve all trusted proxies: The IP Reputation service trusts all proxies savedin
the Trusted Proxies section on the IP Ranges settings page.

» Approve the following IP ranges: The IP Reputation services trusts all IP
addresses entered into this field. Add each IP address on a separate line in the field.

Provide a list of IP addresses that should be frusted by the IP reputation service

B Approve internal IP ranges
] Approve all trusted proxies
B Approve the following IP ranges:

ated IPs list

3. Click Save.
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Configuring notifications

You can enable Forcepoint CASB to send notifications in the context of various Forcepoint CASB
features, each of which requires configuring the relevant notifications.

Configurable notification objects are either Email or SMS, and include relevant configuration and
content settings.

Most notification types can each trigger a single designated email notification object and/or a
single designated SMS notification object (for example, there is a self-service email notification
and a self-service SMS notification). The exception to this is alert notifications, which need to be
created and designated per-policy; multiple policies can share notifications, and a policy can
trigger multiple notifications. Alert notifications can also include multiple messages to different
recipient groups.

Configuring an SMS notification

To configure an SMS notification:

1. InForcepoint CASB, go to Settings > Notifications > Email and SMS:

User Risk Dashboard > Assets > Email and SMS
Email and SMS
Self service Self service Endpoint Endpoint
email SMS enroliment enroliment SMS
notification notification email notifcation
notifcation
Tasks mail to Tasks notify Tasks assignee Access &
case notifcation admins email notifcation Security
notifcation Governance
Email...

2. Alert notifications need to first be created. To create an alert notification:
a. Click Add Notification.
b. Select SMS notification, then click Next:
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Add Notification B

Select Notification Type

c. Entera Notification Name and Description, then click Finish:

Add Notification A

Set Notification ID

3. Click the relevant notification object to open the notification details:
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General Notification Information

Name Alert SMS Notification
Motifications that will be sent for alens

X Deleta Notification

Configuration

Save Configuration

Default Country Code

Save Configuration

Message

+ Add Message

4. By Name and Description, click £ to edit.

o

Under Configuration (not available for all notifications), configure the time period in
seconds for digest consolidation.

Click Save Configuration.
Under Default Country Code, select the default code to be prefixed to phone numbers.

Click Save Configuration.

© © N O

Under Message, click & to edit the default message, or click Add Message to add a new
message.

10. Edit the message fields:
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SMS Message

Details

Body

Click " toview relevant available variables that Forcepoint CASB will resolve and replace.

For example:

$skyfence_admins_phones

11. Click Test SMS to send the message to the assigned recipients.

12. Click Save.

Configuring an email notification

To configure an email notification:
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1. InForcepoint CASB, go to Settings > Notifications > Email and SMS:

User Risk Dashboard > Asseis > Email and SMS

Email and SMS

2 @ @ B

Self service Self service Endpoint Endpoint

email SMS enroliment enroliment SMS
notification notification email notifcation
notifcation
Tasks mail to Tasks notify Tasks assignee Access &
case notifcation admins email notifcation Security
notifcation Governance
Email...

A & & @

2. Alert notifications need to first be created. To create an alert notification:
a. Click Add Notification.

b. Select Email notification, then click Next:

Add Notification e

Select Notification Type

L<I] Email notification v/

SMS notification

Cancel Neut
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c. Entera Notification Name and Description, then click Finish:

Add Notification

Set Notification ID

m

b

3. Click the relevant notification object to open the notification details:
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Self service email
notification

Endpoint
enroliment email

Endpoint
enroliment SM3

Tasks mail to case
notifcation

Tasks notify
admins email

Tasks assignee
nofifcation

Governance Email
nofifcation
Governance SMS
Notification

Alert Email
Notification

Alert SMS
Nofification

&

General Notification Information

Name Alert Email Notification
Type @ Email notification
Description Nofifications that will be sent for alerts

‘ X Delete Notification |

Configuration

Server. User.

Port 25 Password

SSL D Digest: Consolidate notifications and send every | 60

‘ Save Configuration |

Message

Alert

4+ Add Message

Current Logo: default_logo.png

I FORCEPOINT

New Logo

Browse

Restore default

seconds

4. By Name and Description, click ¢ to edit.

5. Under Configuration, configure:

» Connection details and user credentials to the organizational SMTP server

» By Digest: Time period in seconds for consolidation

6. Click Save Configuration.

7. Under Message, click
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message.

8. Edit the message fields:

E-Mail Message

Details

Description  Alert

)
om SkyfenceCloudGateway@exam

Alert for rule Srule_name was fi

pients = $skyfence_admins_emails

Body (html) 7 Resom st

Test Email

Click " toview relevant available variables that Forcepoint CASB will resolve and

replace. For example:

Subject Alert for rule $rule_name was fil

Recipients | S$skyfence_admins_emails @
Saccount_email
$saas_admins_emails

Body (html) 7 gestore defaun o
Sskyfence_admins_emails

<html><body><img src='$logo”><br/><br/>Accol

name:$account fullname, Asset name:$asset Nime

9. Click Test SMS to send the message to the assigned recipients.

10. Click Save.
11. Under Logo File (not available for all notification types), click Browse to upload a graphic
file that will replace <img src="$logo"> in message content.

Notification message variables

Available variables differ according to notification type. The following variables are available for the
message body, and message subject where indicated, of alert email notifications:

Also available for message

Variabl D ipti
ariable escription Subject

$incident_details Incident details
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Also available for message

Variable Description

$incident_date Incident date v

$severity Incident severity

$policy_name Compromised policy name v

$policy_desc Compromised policy description v

$rule_name Compromised policy rule name v

$rule_desc Compromised policy rule descrip- v
tion

$occurrences Number of incident occurrences v
in the period

$account_fullname Compromised account full name v

$account_login_name

Compromised account login
name

$account_title

Compromised account title

$account_email

Compromised account email
address

$account_business_unit

Compromised account business
unit

$asset_name

Service asset name

$service Specific accessed service. For
example: Lync, Outlook Any-
where

Sclient_ip Endpoint IP address

S$location Incident location

$endpoint_os

Compromised endpoint OS

$endpoint_id

Compromised endpoint ID
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Variable

$server_ip

Description

Service asset server |IP address

Also available for message
Subject

$authentication_method

Authentication method

Sclient_type Endpoint type: Mobile or
Desktop
$logo Organizational logo

$endpoint_type

Mobile endpoint device model.
For example: iPhone 5, Nexus 4

Suser_agent

Endpoint’s user agent

$external Whether the endpoint IP address
is external to the organization
(boolean)

$host_name Endpoint computer name or act-

ive sync ID

$endpoint_status

Managed / Unmanaged / Pend-
ing
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Configuring data types

For Data Governance, Forcepoint CASB inspects about 300 different data formats, and identifies
data that matches its configured data types. Forcepoint CASB provides predefined configurations
for many common data types, and you can also configure additional data types.

Forcepoint CASB provides predefined configurations for many common data types. You can also
configure additional data types and combine data types according to granular logic, including using
regular expression patterns, sophisticated Boolean logic including specified occurrences and
proximity, and advanced validation algorithms.

You can create hierarchical references to other data types (predefined and custom). For example,
to use a single data type for financial routing information in a custom policy, you could combine
(with OR) references to the several predefined IBAN data types in a single custom data type.

Currently, custom data types are not used in regular DLP policies. They can be used in custom_
policies and for Data Governance.

Data type syntax
Custom data types are XML files in which you can use the following elements:

> <data-type> (required), with string attribute name: Single top-level element for the data
type. The provided name will appear in Forcepoint CASB, but will be overwritten by the
name provided in the management portal, if different, upon uploading the data type.

> Building-block elements:

> <pattern>: Each pattern element includes a regular expression, defining a string
pattern to be located in inspected data. To escape special characters, wrap the regular
expression inside a <!|[CDATA[ ]]> child element.

The regular expression should be in Google RE2 format. See
https://re2.googlecode.com/hg/doc/syntax.html

A couple of useful regular expression features are:
» For case-insensitive matching, at the beginning of the Pattern content add: (?i)
» To mark aword boundary (beginning or end): \b

> <data-type-ref>, with string attribute id: Refers to an existing data type (predefined or
custom) by its ID. Tofind a Data Type’s ID, in Forcepoint CASB, go to Settings >
DLP > Data Types. You can search, filter (by Predefined / Custom / Unused), and
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sort the list; the ID appears below the Data Type name:

Data Types

ABA RTN

<4

Access Credentials

T

» <and>, <or> - wrapped around multiple child elements; <not> - wrapped around a single
child element: Boolean logical operators defining the relationship of their child elements.

For example, to match data including both of two patterns, place the two pattern elements
inside an and element.

» Additional determining elements:

> <validator>, with string attribute type, wrapped around a single pattern element:
Matches data matching its child element, if the matching data is validated according to
the algorithm of the specified type. Valid types are: luhn and nhs (Modulus 11).

> <occurrences>, with string attributes min and isUnique, wrapped around a single
child element: Matches data that includes data matching the child element at least
min times. If isUnique="true", the occurrences must be different.

> <proximity>, with string attribute max, wrapped around exactly two child elements:
Matches data that includes data matching both of its child elements, in the order of the
child elements' appearance, with no more than max characters from the end of the
first to the beginning of the second.

Data type examples

Example 1

The following data type matches data that
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» matches an existing data type with ID="42", and

» includes the word Visa or the word Mastercard (case sensitive), followed within 10 char-
acters by three numbers structured like VISA credit card numbers and validated according
to the Luhn algorithm, and

» does not include the word Approved (case insensitive):
<data-type name="ComplexDataType">
<and>
<data-type-ref id="42">
<proximity max="10">
<or>
<pattern>Visa</pattern>
<pattern>Mastercard</pattern>
</or>
<occurrences min="3" isUnique="false">
<validator type="luhn">
<pattern>
<! [CDATA[4\A{3} \d{4} \d{4} \d{4}1]1>
</pattern>
</validator>
</occurrences>
</proximity>
<not>
<pattern>Approved</pattern>
</not>
</and>

</data-type>

Example 2

The following data type matches data that includes either "top secret" or "confidential", with word
breaks before and after, case-insensitive:

<data-type name="Business Confidential Information">

<or>
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<pattern>(?i) \bconfidential\b</pattern>
<pattern>(?i) \bTop Secret\b</pattern>
</or>

</data-type>

Example 3

The following data type matches data that contains 5 to 10 occurrences of the word "confidential",
with word breaks before and after, case-insensitive:

<data-type name="5 Confidential">
<occurrences min="5" max="10" isUnique="true">
<pattern> (?i) \bconfidential\b</pattern>
</occurrences>

</data-type>

Example 4
The following data type attempts to identify use of the phonetic alphabet:
<data-type name="Dictionary">
<or>
<pattern> (?i)Alpha</pattern>
<pattern>(?i)Bravo</pattern>
<pattern>(?i)Charlie</pattern>
<pattern>(?i)Delta</pattern>
<pattern>(?1i)Echo</pattern>
<pattern>(?1i)Foxtrot</pattern>
<pattern>(?1i)Golf</pattern>
<pattern>(?i)Hotel</pattern>
</or>

</data-type>
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Adding a custom data type to Forcepoint

CASB

After you have created a custom data type, add it to Forcepoint CASB:

1. InForcepoint CASB, go to Settings > DLP > Data Types > Add New Data Type:

. = IP Ranges = Nofifications = Data Types

Updated: 07.05.18 | 04:26

0 policies

ID: 28
Access Credentials Detects Access Credentials (Usemnames/passwords) Used by
Predefined Data Type 0 data types
Updated: 07.0518 | 04:26 0 policies
ID: 8
Annual Reports Detects Annual financial reports (SEC) Used by
d Data Type 0 data types

06.19.18 | 06:43 0 policies
Australian Medicare... Detects Australian Medicare Number (Requires presense of related Used by
Predefined Data Type keyword) 0 dala tvpes

Data Types
m B Predefined (43) B custom (0} B show Unused (0) ﬁiﬂ New Data Type
43 data types found -200f43 <[> Name
ABA RTN Used by
Predefined Data Type 0 data types
Updated: 07.16.18 | 02:27 0 policies
1D: 4
AWS Keys Used by
Predefined Data Type 0 dat, S

2. Entera Name and Description.

3. Click Browse to upload the data type XML file:

Create Data Type 4

Name

Description

Data Type XML

Browse

Save Cancel

4. Click Save.
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After the data type is available in Forcepoint CASB, you can download (), edit (.’ ), or delete (Ill')
the data type:

) B oy
Routing All IBANS Used by .

Custom Data Type

es

#  Note: Predefined data types cannot be downloaded, edited, or deleted.
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Configuring an ICAP connection

Forcepoint CASB integrates with Data Leak Prevention (DLP) products to apply content scanning,
content classification for inline traffic (e.g., uploaded and downloaded traffic from cloud services)
and classification of data at rest in cloud storage services (data governance).

Forcepoint CASB connects to the DLP system through the Internet Content Adaptation Protocol
(ICAP), the most common protocol used to integrate DLP products with other services.

Forcepoint CASB offers three ICAP deployment options:
» Simple ICAP-based deployment

The Forcepoint CASB ICAP connector is configured to access the DLP processing unit IP
or DNS name. The ICAP protocol is sent in unsecure plain text.

Only one change is required on the processing unit: allow incoming connections over the
ICAP port (1344 by default) from the Forcepoint CASB service IPs (provided by
Forcepoint).

> Secure ICAP-based deployment

The Forcepoint CASB ICAP connector is configured to access the DLP processing unit IP
or DNS name via a secure tunnel. stunnel should be deployed on the processing unit or in
the same domain/VPC. The address of stunnel is configured in the Forcepoint CASB ICAP
connector.

Only one change is required on the processing unit: allow incoming connections over the
secure ICAP port (11344 by default) from the Forcepoint CASB service IPs (provided by
Forcepoint).

» Secure ICAP-based deployment with load balanced processing units

The Forcepoint CASB ICAP connector is configured to access the DLP processing unit
TCP level load balancer IP or DNS name via secure tunnel. The TCP level load balancer
should forward connections coming over port 11344 to the processing units. stunnel should
be deployed on all processing units.

All'incoming connections should be allowed over port 11344 from the Forcepoint CASB
service IPs (provided by Forcepoint).

Adding a new ICAP connection

Before creating a new secure ICAP connection in Forcepoint CASB, you must deploy stunnel. For
more information about deploying stunnel, see the Setting Up a Secure Tunnel using stunnel
section below.
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1. InForcepoint CASB, go to Settings > DLP > ICAP.
2. Click the Add External ICAP Connector button.
3. Onthe Select connector type screen, select one of the two options, then click Next.

» Forcepoint (Formerly Websense): This type connects to the Forcepoint DLP
product. You must have an existing, configured Forcepoint DLP server to use this
connector type.

» Custom DLP: This type connects to any third-party DLP product.

4. Onthe Connector details screen, type a Connector Name and Connector Description,
then click Next.

If you selected Forcepoint on the previous screen, the name and description are pre-
populated on this screen, but editable.

5. Onthe Connection type screen, select one of the two options, then click Next.

» ICAP: This type creates a standard, plain text connection between the DLP system
and Forcepoint CASB.

> ICAP via Secure Proxy: This type creates a secure connection (tunneled via SSL
proxy) between the DLP system and Forcepoint CASB. You must have stunnel set
up before creating a connection of this type. For more information about deploying
stunnel, see the Setting Up a Secure Tunnel using stunnel section below.

6. Onthe Connection details screen, enter the following information:

a. ICAP Authority and Abs_Path: The remote procedure call to the DLP provider. The
format is:

icap://<DLP Hostname>:1344/<mode>
where:
» <DLP Hostname> is the hostname of the DLP server.
» <mode> is either reqmod or respmod.
b. Mode:
» Req (Request modification mode)
> Res (Response modification mode)

c. Secure proxy hostname (ICAP via Secure Proxy option only): The hostname of the
stunnel proxy.

d. Secure proxy port (ICAP via Secure Proxy option only): The port used for the stunnel
proxy. Default port is 11344.

7. Click Check connection to verify that Forcepoint CASB can connect to the provided
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server. If the connection fails, check the entered information for errors and check the
connection again.

8. When the connection is successful, click Save.

Creating a DLP Policy

After the ICAP connector is set, you can add it to a new security policy.
Custom Security Policy:
1. Create anew custom policy.

2. Under Choose Predicates > What, select the ICAP Connector option.

3. Select the new connector from the Add ICAP Connector drop-down menu, then Save the
predicate.

Setting up a secure tunnel using stunnel

To allow ICAP use over a secure tunnel, most DLP vendors recommend the usage of stunnel.
stunnel should be deployed on the processing unit server or on a server in the same VPC/LAN as
the processing units. Forcepoint CASB will open a secure connection with the stunnel service and
use it to communicate with the processing units in clear text ICAP.

1. Install stunnel on the processing unit or a nearby computer using the proper installer or by
running the following command in a Linux server:

yum install stunnel
2. Create a configuration file under /etc/stunnel/stunnel.conf.
a. The content of the file should be:

fips=no
client=no
cert=<cert path>
key=<key path>
output=/var/log/stunnel.log
[icaps]
accept=10.100.70.7:11344

connect=10.100.70.7:1344
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b. Change the accept and connect IP and port:

i. Theaccept line determines the IP and port the stunnel listens on. It should be
set to the stunnel server IP and the secure connection port used (typically
11344).

ii. The connect line determines the IP and port the stunnel opens to the
processing unit ICAP server. It should be set to the processing unit’s IP and the
ICAP port used (typically 1344).

iii. Verify that the accept port is open.
c. Certificate upload:
i. Create avalid certificate and upload the cert and key to the stunnel server.

ii. Pointthe cert and key paths in the stunnel.conf above to the path of these
files.

Create the logs file /var/log/stunnel.log.
4. Start the stunnel service by running the command:

stunnel

5. Check for potential errors in /var/log/stunnel.log.
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Setting up SIEM / syslog integration

Forcepoint CASB provides a SIEM tool (in Windows and Linux versions) that allows a scheduled,
automatic export of CASB data (e.g., activity, alerts, incidents) to your preferred SIEM solution,
such as ArcSight and Splunk. Exporting this data allows you to audit the Forcepoint CASB data or
run your own reports and analytics from your SIEM solution.

The SIEM tool can be configured to periodically retrieve logs from Forcepoint CASB, produce
activity files, and either push the activities to a syslog server (native to the SIEM system or
forwarded to it) or place them where they can be available to the SIEM or syslog system.

This SIEM tool bridges the gap between the cloud-based CASB data and the on-premises SIEM
solutions. The SIEM tool is deployed on-premises and opens a secure SSL connection to
Forcepoint CASB to retrieve the data. This prevents the need to open an unsecure connection
through your firewall to retrieve the data straight from the cloud.

The SIEM tool works with your SIEM solution in the following ways:

» The SIEM tool exports data to CEF-formatted files that are picked up by the SIEM server
file connector. CEF is a standard format used by all SIEM solutions, so using CEF files
ensures that every SIEM solution can import the data.

» The SIEM tool can send data to syslog, acting as a syslog client that can connect to your
SIEM solution as its syslog server.

To set up SIEM/ syslog integration using the SIEM tool:
1. Download the SIEM tool:

a. From the Forcepoint CASB management portal, go to Settings > Tools and Agents
> SIEM Tool.

#  Note: You must have a valid Forcepoint CASB license to download this tool.
This tool will only be visible on the Tools and Agents page if you have a valid
license. Contact Forcepoint Support if you would like to use the tool, but do not
see the tool on this Settings page.

b. Click Download to download a zip file named "SIEM-Tool-[operating system]-
[release date].zip" (e.g., SIEM-Tool-Windows-2021-10-19.zip). The zip file contains
one of the following files, depending on the version you download:

»  SIEMClient.bat (if you downloaded the Windows tool)
» SIEMClient.sh (if you downloaded the Linux tool)
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#  Note: The SIEM tool requires that Java v1.8 or higher be installed before
installing the tool.

2. For secure connection of the SIEM tool to the Forcepoint CASB service, the tool requires
the trust store file that can be downloaded from the Forcepoint CASB management portal.
From the management portal, go to Settings > Tools and Agents > SIEM Tool, then
click Download Trust Store.

Place the downloaded trust store file in a location that the SIEM tool can access after it is
installed.

3. Extract the provided SIEM tool archive on a host that has Java v1.8 or higher installed and
can access the organizational Forcepoint CASB management server.

4. Configure the credentials. This only needs to be done one time.

Open a command prompt, navigate to the location of the SIEMClient files, and run the
following command:

*» Windows:

SIEMClient.bat --set.credentials —--username <user> --
password <password> --credentials.file <file>

* Linux:

SIEMClient.sh --set.credentials —--username <user> --password
<password> --credentials.file <file>

where the above parameters are:

> <user> and <password>: Forcepoint CASB administrator credentials. Optionally, if
you omit the --username and --password arguments, you will be prompted to provide
them interactively.

» <file>: Path and filename for the credentials store.
5. Runthe SIEM tool from the command prompt:

<tool> --credentials.file <file> --host <host> —--port <port#>
--output.dir <dir> [ truststorePath=<trust> ]

[ exportSyslog=true syslogHost=<syslogServer>
syslogFacility=<facility> ] [ cefVersion=<cef.version> ]

[ cefCompliance=<cef.flag> ] [ --proxy.host <proxy.host> ]

[ ——proxy.port <proxy.port> ]

where the above parameters are:

CHAPTER 11| Administration Guide 260



> <tool>:
« OnWindows: SIEMClient.bat
« On Linux: SIEMClient.sh
> <file>: Path and filename of the credentials store.

» <host> and <port#>: Connection details to the Forcepoint CASB management
server. Port is usually 443.

» <dir>: Directory where the SIEM tool saves the produced activity files. Required
even if pushing to syslog.

» <trust>: Path and filename of the trust store file downloaded above.
» To push produced activity files directly to syslog, include

[ exportSyslog=true syslogHost=<syslogServer>
syslogFacility=<facility> ]

where the above parameters are:
« <syslogServer>: Address of the syslog server.

« <facility>: Anidentifier not otherwise used by the syslog server, usually local#
where #is a number from 1to 9 (e.g., local3).

> <cef.version>: Sets the specific version of CEF.
« If cefVersion=1, the tool uses the legacy CEF format.
« If cefVersion=2, the tool uses the true CEF format.

« If cefVersion=3, the tool uses a newer version of CEF that supports the new
activities columns (Target, Message, and Properties).

If the cefVersion parameter is included in the command, the tool ignores the
cefCompliance parameter.

If the cefVersion parameter is omitted from the command, the tool uses the cef
Compliance parameter.

> <cef.flag>: Enables the true CEF format.
« |If cefCompliance=true, the tool uses the true CEF format.
« |If cefCompliance=false, the tool uses the legacy CEF format.

« If the parameter is omitted from the command, the value defaults to false and the
tool uses the legacy CEF format.
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6. Complete one of the following activities:

» <proxy.host> and <proxy.port>: Connection details to the proxy server if
connecting to the Forcepoint CASB management server through a proxy server.

» If pushing produced activity files directly to syslog: Configure the syslog server to
receive the logs with the configured Facility identifier, and if necessary to forward

them to the relevant SIEM system.

> If not pushing to syslog: Configure the SIEM system to retrieve new activity files

from:

<dir>/activities alerts files/<NewFileName>.CEF

where <dir> is the above configured output directory.

Every time the SIEM tool is activated, it retrieves logs for the time period since the previous
retrieval and generates a new activity file for the SIEM /syslog system. The tool determines
the last import time by keeping a file with the last imported activity ID. To import all data

(not just the data from the last import), delete this old file.

Old activity files are not automatically deleted. You should configure periodic cleaning or

removal of each activity file upon retrieving it.

Activities and alerts CEF mapping

The following table compares the true CEF format fields to the fields used in the Activities and
Alerts table exported from the SIEM tool. This true CEF format replaced the legacy CEF format
previously used in Forcepoint CASB.

Forcepoint CASB Field Description CEF Field
N/A Vendor
N/A Product
N/A Version
Event ID Activity ID SignaturelD
Action Action Name
Severity 6 = Info Severity

7 = Low

8 = Medium

9 =High
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Forcepoint CASB Field Description CEF Field
10 = Critical
Mitigation Action Action taken by the Gateway act
Service Type Application level protocol (https, | app
http, imap, etc)
N/A "Normal Activity" or cat
"ruleName/PolicyName"
Rules Empty or "ruleName" cs1
Asset Asset name destinationServiceName
Endpoint ID Endpoint ID deviceExternalld
External If IP is external = "True" deviceFacility
Data Object Data object deviceProcessName
N/A dhost
Admin If account is Admin = "Admin" dpriv
If not = "User"
Server IP Service Provider Server IP dst
Login name Username suid
N/A dvc
N/A dvchost
Time Activity date in Epoch end
Session ID Session ID externalld
File Size File Size fsize
Title / Department / Client title / department / msg
location / Service location sourceCountry / destCountry
Activity Status Activity Status (failed/success) | outcome
Service Type Service Type proto
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Forcepoint CASB Field Description CEF Field
Action Action reason
URL URL request

Endpoint type / Endpoint OS
/ User Agent

Endpoint type / Endpoint OS /
User Agent

requestClientApplication

Time Activity date in Epoch rt
Managed If device is Managed = sourceServiceName
"Managed"
If not = "Unmanaged"
Source IP Source IP src
Time Activity date in Epoch start
Full Name User name and last name
Data Types DLP data types cs2
File type File type cs3
Is sensitive data If data matched any DLP rule = csb
"Yes"
Data Types details DLP data type description cs6

Source IP reputation

IP reputation category name

AD.IPReputationCategory

TOR Networks

AD.TORNetworks

Suspicious IPs

AD.SuspiciousIPs

Anonymous proxies

AD.AnonymousProxies

IP Chain AD.IPChain

External AD.IPOrigin

Account AD.samAccountName
Authentication Type Authentication type dproc

Record General field flexString1

CHAPTER 11| Administration Guide

264



Forcepoint CASB Field Description CEF Field

Account SAM account name suser
Follow up Mitigations API action (quarantine) flexString2
Amount General numeric field cni
Impact Score Numeric value between 1 and cn2

100
Target General field duid
Properties General field oldFileld
Message General field oldFileName
Data object ID General field fname
N/A Target user SAM account name | duser

Incidents CEF mapping

The following table compares the true CEF format fields to the fields used in the Incidents table
exported from the SIEM tool. This true CEF format replaced the legacy CEF format previously
used in Forcepoint CASB.

Forcepoint CASB Field Description CEF Field
N/A Vendor
N/A Product
N/A Version
Incident ID SignaturelD
Account The SAM account name. suser
Incident Description The incident description. cs6
Mitigation Action The mitigation action taken by act
Forcepoint CASB as a result of the
policies breached by the incident.
State Active / Acknowledged / Ignored cat
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Forcepoint CASB Field

Incident Name

Description

The rule name to which the incident
relates. If you move the mouse over the
Incident Name, Forcepoint CASB
displays a tooltip of the rule's

CEF Field

cs1

description.

Asset The asset name assigned with the cloud | destinationServiceName
service.

N/A If account is Admin="Admin" dpriv
If not="User"

Login Name The account used to access the cloud duser
service.

Last Alert Time The date and time of the current last alert | end
attached to the incident.

Description The relevant rule's description. msg

Incident Detection Time | The date and time Forcepoint CASB rt

detected the incident. This is the time
Forcepoint CASB processed the data
and can be days after the first activities.

Source

The activity audit type (i.e., Real Time or
Service-logs).

sourceServiceName

First Alert Time

The date and time of the first alert
attached to the incident (i.e., the alert
that created the incident).

start

Full Name

The full name of the user. This data is
retrieved from the Active Directory if
integration is in place; otherwise it is
empty.

cs4

Occurrences

The number of alerts attached to the
incident.
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Downloading Tools and Agents

Forcepoint CASB offers multiple companion applications that customers can deploy with
Forcepoint CASB. To download these applications:

1. Onthe Forcepoint CASB management portal, go to Settings > Tools and Agents.

2. Locate the application you want to download and click the Download link. Each application
has different download links for different operating systems.

The following tools and agents are available:

» Endpoint Agents: The Forcepoint CASB Endpoint Agents enable user access to
monitored cloud services when applications and thick clients are in use. The Endpoint
Agent can be deployed to endpoints using GPO or scripts.

For more information, see "Deploying the Forcepoint CASB Security Service" on page 305.

» Active Directory Tool: The Active Directory Agent is a lightweight service allowing
communication between the Forcepoint CASB service and the customer Active Directory.
The Active Directory Agent allows data enrichment based on Active Directory data synced
to the Forcepoint CASB service. It is mandatory for Identity verification, CASB IDP, and
data enrichment.

For more information, see "Setting up Active Directory Agent retrieval” on page 189.

» SIEM Tool: The SIEM tool is a lightweight service allowing easy export of information from
the Forcepoint CASB service into SIEM services. The SIEM Tool allows the export of data
tofiles (in CEF format) or to syslog.

For more information, see "Setting up SIEM / syslog integration" on page 259.

» Application Discovery Tool: The Application Discovery Tool scans network log files
from any device (e.g., firewall, web proxy, SIEM, or router) and produces details about all
cloud application activity, including usage metrics and risk information for found cloud
applications. You can view scan results locally in a produced PDF, or in the Forcepoint
CASB management portal after the results are uploaded.

For more information, see "Installing and configuring the Cloud Discovery tool" on page 16.
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Licensing

All licensed products and add-ons are listed under the icon:

Explain This Page
Help Contents

&

On the About CASB page, you can also add new licenses provided by Forcepoint.
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CHAPTER 12

Managing Service Assets

To enable Forcepoint CASB'’s cloud service monitoring features (except for
Discovery), you need to configure Forcepoint CASB to manage the cloud services as
an organizational asset. This chapter explains how to create these assets in
Forcepoint CASB and to configure their features. Configuration tasks that apply to the
Forcepoint CASB system in general rather than per-asset are explained in Forcepoint
CASB System Administration.

This chapter discusses the following:

Creatingan asset ... .. 270
Configuring asset governance connections ... ... ... 278
Customizing access enforcement ... ... 283
Updating Forcepoint CASB assetdata ........................................ 287
Configuringacustomasset ... ... ... 288
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Creating an asset

To create and initially configure an asset:

1.

Create the asset in one of the following ways:
a. Tocreate an asset through Settings:

Go to Settings > Resources > Assets and click Add Asset:

Assets

Assets

Box

Amazon AWS

+ Add Asset

@ D

Office365 G suite

Select the relevant asset type (you can navigate pages, search, or Search by

category) and click Next:

Add Asset
Select Asset Type

amazon

G CONFLUENCE

Collaboration

Linked [}

Social Network

@ AUToDESK 360

Other

$:3 Drophox

File sharing

Microsoft
Exchange

Productivity

box

File sharing

S A Google
C Apsz

Productivity

T NETSUITE

Collaboration

B Protectou

stom app 1 Upload new app

[Fconcur

Travel and Expense

jive

Other

1] Office 365

Productivity
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iii. Enter a Name and Description or use the default ones, then click Add:

Add Asset

Asset Details

Asset Name

Dropbox

service that offers

and client software

Dropbox is a file hosti

ng
B

cloud

storage, Tile synchronization,

Add

—

*

b. If youidentified access to this service in Discovery:
i. Inthe Discovery dashboard application list, by the relevant application, click

Actions > Manage:

> |Applic
> |Dasht

Block by Skyfence

Ma “?-;e
Bloch_dy
A

cknowledge

Third Party

Or, in the Discovery application details page, click Manage App:
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@ Biock by Third Party
L

/] Block by Skyfence
1

@ Manage App
' i

@ Acknowledge
L

ii. Entera Name and Description or use the default ones, then click Add:

Add Asset *

Asset Details

Add

2. Toenable activity logs to identify asset administrators, and to enable various
notifications to asset administrators:

a. Create a CSV file with a header row and a row for each asset administrator; columns
are name, email, and phone (for SMS notifications). The name is the user name the
administrator uses to log in to the asset. It can be viewed in the Forcepoint CASB
audit logs by adding the Login name field to the viewed columns.

b. Inthe asset settings page, under SaaS Administrators, Browse to and upload the
CSV file:
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» SaaS Administrators

Upload File

Save Admin File

Browse

c. Click Save Admin File.

3. Forcepoint CASB needs to know the organizational users’ login usernames for this asset.
In the asset settings page, under Organizational Directory Settings, configure the
relationship between user information as known from the user directory and asset login

names. Select one of:

CHAPTER 12| Administration Guide

273



A Organizational Directory Settings

Email Mapping

One To One Mapping

Custom Field Mapping

Custom Field

Organizational directory to Saas account mapping

Saas account to Crganizational directory mapping

File Mapping

Browse

Save Directory Seftings

» Email mapping: Asset login names are users’ email addresses as in the user
directory.

» One-to-one mapping: Asset login names are users’ account names as in the user
directory.

» Custom field mapping: Asset login names match the selected directory field.

» Organizational directory to SaaS account mapping or SaaS account to
Organizational directory mapping: Manipulate field values as needed. Type a
search expression in the first field, and a replace expression in the second. The part
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of the source value (organizational directory or asset login name depending on
selection) identified by the regular expression (RegEx) in the first field will be
replaced by the second field, which can be a fixed string or another part of the field
value identified by regular expression

» File Mapping: Browse and upload a two-column CSYV file listing, for each user,
their directory account name and their asset login name.

Click Save Directory Settings.

To check mapping results, go to Settings > Account Management > User Data and look
at the asset column.

4. To avoid monitoring non-organizational accounts on the asset (for example, employees’
personal Gmail accounts), under Monitoring select to monitor only the following users
and select to monitor users with specified domain suffixes and/or users who appear in the
known organizational directory:
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A Monitoring

Monitor the activities of the following users:

These users’ activities will be logged, and allowed access according to policy.

(O All authorized users

Forcepoint CASB will monitor the activities of all users who are authorized for the service asset.

(®) Only the following users

Forcepoint CASB will monitor the activities of the following selected users. Other authorized users will connect to the
service asset directly, bypassing the CASE senvice.

[[] users whose email addresses have one of the following domain suffixes

[] users who appear in the organizational directory (AD integration required)

(®) Al directory users
(O only directory users belonging to any of the following Organizational Units (OUs)

Do not monitor the activities of the following users:

These user's activities will not be monitored, they will connect to the service directly bypassing CASB service.

[] Forcepoint CASB will not monitor the activities of the following selected users. These users will
connect to the service asset directly, bypassing the CASB service.

Monitored activities

ted, Forcepoint CASE will monitor all activities of the above users.
Forcepoint CASE will monitor only the login activity, subsequent activities will be directly to the service asset, bypassing
the CASB service.

] Monitor only login activity

Save User Monitoring Setfings

If you selected to monitor Users who appear in the organizational directory, select
whether to monitor All directory users, or only users belonging to any of some specified
Organizational Units, in which case, for each relevant OU:
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a. Click Add an Organizational Unit.

b. Eithertype the OU string (as appearing in the organizational Active Directory), or click
Browse Directory:

Add an Organization Unit X

Either click Browse directory below,
or paste the OU string from Active Directory:

For example: OU=MyUnit,DC=MyCompany,DC=Dom

o
S
o
3
g

Add Cancel
| | | |

c. If you're browsing the directory, select the relevant OU:

ADDOUSs ®
¥ |ab

¥ domain2

Automation

Save Cancel
I |

Click Save.
d. Click Add.
Optionally, select Monitor only login activity. This feature is for reverse proxy only.

Click Save Monitoring Settings.

5. Itis recommended to configure Account Access and Security Governance for the
asset.

6. Itis highly recommended to deploy gateway enforcement.

7. You can customize asset access enforcement.
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Configuring asset governance
connections

For activity details, data classification, and account access & security governance features,
and for some activity details, Forcepoint CASB needs to be able to collect account settings, user
information, and (when available) audit logs directly from cloud application servers. These features
are then available even when Forcepoint CASB is not deployed as a gateway to the cloud

applications.
Account Access & Security Governance is currently supported for the following cloud services:

Amazon AWS
Box

Dropbox
Google G Suite
Office 365
Salesforce

¥ ¥ ¥ ¥ ¥ ¥

For Forcepoint CASB to be able to collect information directly from a cloud application asset,
configure the connections to each relevant cloud service asset as follows:

1. Prepare the following types of accounts to the cloud service:

» Web Connection: To collect information via web requests (‘scraping’). A web
connection is required for Governance configuration review, specifically comparing
security settings configuration to benchmarks and policies.

*» API Connection: To collect information via an API call to the cloud service. An API
connection is required for the following capabilities:

« Activity import
« Data classification
« Mitigation actions

« Excessive rights (Dormant, orphaned, or external users)

The accounts should have full administrative permissions; alternatively, for a description of
a sufficient but more restrictive permission set, see the Forcepoint CASB Service Provider
API Connection Guide.
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Configuring a web connection

In Forcepoint CASB, a web connection is used to collect user activity through web requests
(‘'scraping').

1. InForcepoint CASB, go to Settings > Resources > Assets > asset > Asset
Governance, and configure the Web connection:

»~ Asset Governance

API connection

V/ Credentials added successfully Change connection

Q Activity import enabled
Test connection

Delefe connection

Web connecticn

User Name

Password
Login URL (optional

hitps://app.box.com/fogin

Test Web Connection

The account credentials should have full administrative permissions. Alternatively, for a
description of a sufficient but more restrictive permission set, see the Forcepoint CASB
Service Provider API Connection Guide.

If the asset API uses a token (rather than credentials), paste it into the Password field. For
both connections, Login URL is necessary only if a non-default URL is used (for example,
if your organization uses single sign-on or a customized URL).

2. Click Save Connection Settings.

3. You can receive automatic updates upon scans, including the information marked in the
Access & Security Governance dashboard as New.

To receive these updates, if you haven'’t yet done this:
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a. Configure a Governance notification.

b. Goto Settings > Access & Security Governance and enable the notification:

s > Access & Securlly Govemance.

Hosets > Roso
Access & Security Governance

Define general access & security govemance Settings for l of your managed cloud apps

Notifications
Defne the noif

settings for alerts about changes to the access & security governance status

This is a global setting for all access & security governance-enabled assets.

Configuring an API connection

Forcepoint CASB leverages the API offered by the cloud service to audit and monitor user activity,
scan and classify stored files, provide information about sharing, apply corrective (mitigation)
actions, and compare security settings to regulations and industry standards.

#  Note: Connecting Forcepoint CASB to a cloud service's APl must be performed using an

Administrator account that has access to all users' and administrators' folders in the
account.

1. InForcepoint CASB, go to Settings > Resources > Assets > asset > Asset
Governance.
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»~ Asset Governance
API connection

v/ Credentials added successfully Change connecticn
@F ) Activity import enabled

Test cennection

Delefe connecticn

Web connecticn

User Name

Password

Login URL (optional)

hitps://app.box.com/ogin

Test Web Connection

2. By default, Forcepoint CASB creates an API connection with read and write permissions.
This allows you to both audit the activity and assign mitigation actions that require write
access to the asset, such as Quarantine, Remove sharing permissions, and Keep a safe
copy.

If this is an Office 365 asset, you can configure the connection to allow read-only access to
the asset's data. Read-only access allows activity auditing and data classification, but only
supports the Audit Only mitigation action.

To select the read-only permission:

a. Open the drop-down menu above the Set connection button and select Request
read-only connection.

#  Note: This option is only available before the connection is set. After the
connection is set, the drop-down menu is disabled.

Read-only access only supports the Audit Only mitigation action. If you have
policies in this asset that are set to another mitigation action, Forcepoint CASB
displays a message stating that those policies' mitigation actions will reset to
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¢ Audit Only. If you wish to keep the other mitigation actions, click Cancel to
keep the read-write permission.

3. Under API connection, click Set connection. A new browser window opens and displays
the log in page for the cloud service.

4. Onthe cloud service's log in page, enter your administrator login credentials. Forcepoint
CASB automatically requests that the service generate a token with a set of permissions.
These permissions will be presented by the cloud service. You can review and accept
these. Note that the required permissions are a subset of the admin capabilities limited to
the minimal requirements for Forcepoint CASB functionality.

5. Review the required credentials, then click the button to grant access. The cloud service
window closes.

6. InForcepoint CASB, return to the cloud service asset's settings page (Settings >
Resources > Assets > asset > Asset Governance), if you are not there already.

7. Forcepoint CASB displays the message Credentials added successfully if the API
connection accepts the administrator login credentials.

8. Click Test connection under API connection to test the connection. Forcepoint CASB
connects to the cloud service through the API and attempts to retrieve the user list, data
classification download, and activity download.

If this is an Office 365 asset, you can select the Check encryption check box to check the
connection to the key management service (in this case Azure Key Vault). For more
information about setting up a key management service, see "Managing your key
management services" on page 213.

If the connection test fails, Forcepoint CASB is not connected to the cloud service through
the API. Verify that you are connecting with an account that has administrator privileges.

9. Click on to enable activity download.

G Actnerty download enakbled

10. After this is completed, Forcepoint CASB imports all users' audited activities from the cloud
service.
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Customizing access enforcement

Various Forcepoint CASB features include enforcement by blocking activities or accounts, or by
requiring verification for activities or accounts. For each managed service asset, you can
customize Forcepoint CASB behavior in these scenarios.

Customizing account and activity blocking

Various Forcepoint CASB features include enforcement by blocking activities or accounts. You
can customize what appears in browsers, for blocked accounts and for block activities.

To customize the appearance for blocked accounts and for block activities:

1. InForcepoint CASB, go to Settings > Resources > Assets > asset > Blocking:

Amazon AWS General Asset Information

Office365

. @ Amazon AWS

Amazon AWS
G Suite
Amazon Web Services is a collection of remote computing services

X Delete Asset

v Access Mapping
v Data Object Mappings
v Saa$S Administrators

v Organizational Directory Settings

A Blci}%king

(_) Generic authentication error

2. Select one:

» Generic authentication error: Forcepoint CASB sends a 401 error, and the
browser displays a page accordingly.

» Custom page: Forcepoint CASB displays a custom page. For each of Blocked
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account page and Blocked action page, you can use Forcepoint CASB’s default
page (contains message Your account has been blocked. Please contact your
administrator), or Browse to upload your own HTML page. To use the Forcepoint
CASB default page as a basis for changes, Download and edit it. To revert to the
Forcepoint CASB default page, click Restore default.

-

= . 2
\_J) Generic authentication error

FTN -
\®) Custom page file upload

Blocked account page Blocked action page

block_account.html Browse block_action.html Browse

Save Blocking Parameters

3. Click Save Blocking Parameters.

Customizing identity verification

Various Forcepoint CASB features include security enforcement by requiring identity verification.
Forcepoint CASB sends the user a verification code and blocks access until the user enters that
code. You can customize how the code is sent, identity expiration, and the page presented to the
user for verification.

To customize identity verification behavior:

1. InForcepoint CASB, go to Settings > Resources > Assets > asset > Identity
Verification Settings:
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Assets > Access & Security Govemance > Assets

Assets

Amazon AWS S General Asset Information
Box @
Name Amazon AWS
Office365 EJ
Type Amazon AWS
G Suite
Description Amazon Web Services is a collection of remote computing services

X Delete Asset
L

v Access Mapping

v Data Object Mappings

v SaaS Administrators

v Qrganizational Directory Settings

v Bloeking

>

Identity Verification Settings

2. Optionally customize the identity verification page that will be presented to users:

A Identity Verification Settings

ty verification page

Account self verification page Action self verification page

verification_account.htmi Browse verification_action.htmi Browse

For each of Account self-verification page and Action self-verification page, you can
Download and customize the content and style of the verification page. Then Browse to
upload it.

Torevert to the Forcepoint CASB default page, click Restore default.

3. Under Notification Type, select how verification codes are sent to users (Email and/or
SMS), and how many times a user can request a code before being blocked until the
following day:

CHAPTER 12| Administration Guide 285



Notification Type

V’ Email Notification settings
W swms

Alowupto 10 notifications in 24 hours

Email and SMS messages are as configured in Notifications.

4. Configure whether and after how much time verification expires:

Custom expiration period

Identity verification expiration 24 h 0 m

Save self service settings

5. Click Save self-service settings.
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Updating Forcepoint CASB asset data

Forcepoint continuously researches service application behavior, and from time to time might
provide customers with asset data updates to improve the Forcepoint CASB product’s ability to
monitor asset user activities. In some cases, you can request custom changes to asset data from

Forcepoint professional services.

Toinstall an asset data update:

1. InForcepoint CASB, go to Settings > Resources > Assets > asset > Data Object

Mappings:
Assets = Access & Security Govemance > Assels
Assets
— General Asset Information
o @ Amazon AWS
Office365
GJ Amazon AWS

G Suite
Amazon Web Services is a collection of remote computing services

X Delete Asset

v Access Mapping

A Data Object Mappings

Upload data object mapping file

Browse

Download default

2. Browse to and upload the asset update file.
3. Click Save mapping file.
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Configuring a custom asset

Forcepoint CASB can monitor uncommon assets such as homegrown organizational service
applications, with limited feature functionality.

To add a custom asset, create the asset as usual, and in the Add Asset window select Protect
custom app. Configure relevant asset settings.

Some additional settings that might be relevant to custom assets appear in the asset Settings
page, under Advanced Settings:

A AdV@nced Settings

Enable Blocking & Self Service feature

Don't validate this asset's server certificate

Allow client-gateway communication using SSLv3 ciphers (not recommended)
In case of data analysis failure

N o - PO
\_J) Block content

N
\®) Allow content

Save Advanced Seffings
L 4

» If the service application doesn’t present a proper certificate, select Don’t validate this
asset’s server certificate.

> If the service application uses the non-secure SSLv3, select Allow client-gateway com-
munication using SSLv3 ciphers.
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CHAPTER 13

Setting up Gateway
Enforcement

For cloud user activities to go through the Forcepoint CASB gateway, connections
from browsers and other client applications need to go through the Forcepoint CASB
gateway. To implement this, reverse proxy and endpoint routing solutions are
available.

Reverse proxy provides a secure solution by disabling non-gateway connections to
cloud assets. However, non-browser client applications, such as most Office 365
desktop applications and most mobile client applications, can only access their native
server URL. If only reverse proxy is used, these applications will not work. Endpoint
routing provides a good solution for controlled organizational devices, including for
applications that do not support URL changes, but does not disable non-gateway
connections from other devices. A comprehensive solution recommended in many
cases is to use both types of solutions in parallel (supported by Forcepoint CASB):
Implement reverse proxy as the primary enforcement method, and distribute the
Forcepoint CASB endpoint routing solutions as needed for applications that cannot
otherwise be directed to the Forcepoint CASB gateway.

This chapter discusses the following:

Setting up reverse proxy (IdP Proxy) . ... 290
Setting up endpoint routing solutions ... ... ... 305
Blocking unmanaged service applications ... ... ... ... 314
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Setting up reverse proxy (IdP Proxy)

For reverse proxy enforcement, configure cloud service applications to accept service requests
for the relevant account(s) only from the Forcepoint CASB gateway. This can be done for each
service application either by IP restriction (configure accounts to accept service requests only
from the gateway’s IP address; not available for all service applications) or by IdP proxy as
explained in this section.

IdP proxy overview

For any cloud application that has been configured as a managed asset, you can configure the
application to authenticate users by an external single sign-on Identity Provider (SSO IdP; a third-
party 1dP, which might already be configured for your organization, or Forcepoint CASB can itself
be the 1dP), and configure the IdP to redirect via Forcepoint CASB. Upon authentication, the IdP
redirects the connection (with identity assertion) via Forcepoint CASB. For Office 365, the flow is
slightly different, in that even before IdP authentication, browser connections are redirected via
Forcepoint CASB.

End-users will need to log only into the IdP, as usual with such single sign-on systems. Instead of
then redirecting to the cloud service, you'll configure the IdP to automatically redirect to Forcepoint
CASB, with no impact on user experience. You can additionally configure the cloud service to
accept only such connections, or, for gradual deployment, you can choose to allow non-gateway
connections as well. To support these two options, Forcepoint CASB provides the following two
IdP Proxy modes:

» Limited Integration: The IdP redirects via Forcepoint CASB, but the service application
does not enforce such connections. Forcepoint CASB functions as a transparent proxy,
passing on the original authentication token which is addressed to the service application.
The service application is configured to trust authentication originating from the 1dP.

Limited Integration has the following advantages over Proxy Enforcement:
» Simpler configuration, and easier to revert from if necessary.

» For gradual deployment, for the service application to continue accepting also
connections that do not go through Forcepoint CASB. This is relevant if the service
application does not enable configuring multiple IdP accounts (as is the case for most
service applications) but the IdP can be configured to use the same certificate for two
accounts addressed to the same service application.

» Proxy Enforcement: The IdP addresses its response to the Forcepoint CASB gateway;
the Forcepoint CASB gateway accepts the authentication from the 1dP, then re-signs the
response with its own certificate. The service application accepts only such authentication
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signed by the Forcepoint CASB gateway.

Proxy Enforcement provides complete reverse proxy enforcement.

Rather than use a third-party 1dP, you can use Forcepoint CASB itself as a single sign-on IdP.
This simplifies some configuration of IdP Proxy.

Using Forcepoint CASB as a single sign-on
identity provider

Instead of using a third-party IdP, Forcepoint CASB itself can be used as a single sign-on IdP.
Users sign into Forcepoint CASB's |dP page with their organizational domain credentials, and
Forcepoint CASB authenticates users to the service application by their email address (more
precisely, by the Active Directory property mapped to Account Email, usually mail).

For Forcepoint CASB management server performance or high-availability considerations, a
separate, external Forcepoint CASB instance can be dedicated for IdP, or, for simpler
configuration, use the main organizational Forcepoint CASB.

Forcepoint CASB as IdP is not supported for Office 365.
To configure Forcepoint CASB as an IdP:

1. Make sure that a relevant Active Directory (not static directory file) is configured.
2. InForcepoint CASB, go to Settings > Forcepoint IDP:
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ccess & Security Governance = Assets > Forcepoint IDP

Forcepoint IDP

Name F Forcepoint CASB
Login Page

ForcepointIDP_login.html Erowse

Download Restore Default

Save Login Page

Security Settings

Enable persistent login

Expiration time is | 12 hours
Block after | 5 | failed login attempts by a user from the same IP for | 15 | minutes

Save Security Settings

3. Under Login Page:

» Customize the current login page: Click Download to save a copy of the current
login page, then customize the content and style. Click Browse to upload it.

» Upload a new login page: To use a different login page, click Browse to upload the
file. The login page must be in HTML format.

> Use the default login page: If you are using a custom login page, you can return to
using the default login page by clicking Restore Default.

Click Save Login Page.

4. Under Security Settings, click Enable persistent login to set a defined Expiration time.
You can also define values for temporarily blocking access after a set number of failed login
attempts.

Click Save Security Settings.
5. Select how Forcepoint CASB should sign its responses:

» Forcepoint CASB self signed key pair: Use a certificate automatically-generated
for the organization.
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» Custom key pair: Use a provided certificate. Click Browse to upload a certificate

PFX file in Base 64 (not binary) format, and provide the password.

Click Save Key Pair.

6. Foreach service application that should accept single sign-on:

a. Make sure that Active Directory users are properly mapped for the service

application.

b. Inthe service application’s administration site, configure your organizational account

for single sign-on from an IdP, including:

i. The service application’s single sign-on configuration settings will require either
an IdP metadata file or manually-provided IdP URLs. You can find both of these

in Forcepoint CASB at Settings > Resources > Assets > asset > Single

Sign-On Settings > Cloud Application IDP Settings:

Assets = Access & Secury Govemance > Assets

Assets

Amazon NS General Asset Information

i m Amazon AWS
GJ Amazon AWS

Amazon Web Services s a collection of remote computing services

X Delete Asset

v Access Mapping

v Data Object Mappings

v Saa$ Administrators

v Qrganizational Directory Settings
v Blocking

v Identity Verification Settings

A Singl@ign-On Settings

Either copy the Manual Configuration URLs to the service application’s

administration site, or Download SAML Metadata, then upload it to the service

application’s administration site.

ii. Forthe service application to trust the I1dP, it requires the IdP’s public key

certificate. In Forcepoint CASB, in the above page, Download IDP Certificate,

then upload it to the service application’s administration site.

c. InForcepoint CASB, in the above page, scroll down to General Settings and provide:
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General Settings

Save General Settings

» Application’s Login URL (required): The service application’s login URL for
single sign-on.

If you're using an external Forcepoint CASB instance for the |dP, when you
later on configure IdP Proxy you'll be directed to change this field’s value to the
relevant Forcepoint CASB URL.

> Default Relay State: The URL of the service application page that the user
should be presented with upon successful authentication. To send the user to
the last-accessed page, leave empty or enter a slash (/) depending on service
application syntax requirements.

» Entity ID: If required by service application, provide the required string.
Click Save General Settings.

d. Under Active Directories, specify one or more configured organizational
directories to use for authenticating users for this service application.

Click Save Active Directories.

e. Under SAML Attributes, provide additional attributes that are required by some ser-
vice applications (notably, AWS).

Single sign-on is now active. To test, go to the Single Sign-On URL that appears under
Cloud Application IDP Settings above. Make the URL available to end users, such as by
linking to it from an organizational portal.

Configuring IdP proxy

You can configure IdP Proxy in either of two modes: Limited Integration or Proxy Enforcement.

To configure IdP Proxy for Office 365, you'll need to follow a different procedure.
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Limited Integration requires that the IdP be either Forcepoint CASB itself (not an external
Forcepoint CASB instance) or an IdP that supports separating the redirection destination from the
final authentication recipient, so that it can mark its response as addressed to the service
application but redirect the connection to the Forcepoint CASB gateway.

To configure IdP Proxy for a service application, in either of the above modes:

1. Make sure that single sign-on via Forcepoint CASB as IdP or via a third-party IdP is fully
configured for the service application.

2. Make sure that the service application is configured as a managed asset.

3. Configure an asset-specific gateway address to be mapped to the service application’s
address:

a. InForcepoint CASB, go to Settings > Resources > Assets > asset > Access
Mapping > Add URL Mapping:

Assets > Access & Securily Govemance > Assels
Assets

—_— General Asset Information

@ Amazon AWS
Office365 E:]
Amazon AWS

G Suite
Description Amazon Web Services is a collection of remote computing services

X Delete Asset

A~ Access Mapping

Forcepoint CASB proxy URL Service URL

+ AU%JRL Mapping

b. Configure the URL mapping:
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URL Mapping

Forcepoint CASB proxy URL

Service URL

Save

Cancel

» By Forcepoint CASB proxy URL, type an asset-specific prefix and select

the relevant gateway from the list.

» By Service URL, type the service application’s URL.

Click Save.

4. InForcepoint CASB, go to Settings > Resources > Assets > asset > |dP Proxy

Integration:

CHAPTER 13| Administration Guide

296



+ Assets > Aceess & Security Govemance > Assels

Assets

Amazon AS g General Asset Information
Box m

Name Amazon AWS

Office365 G]
Type W@ Amazon AWS

G Suite
DESCI'I;]{ICH Amazon Web Services is a colleclion of remote computing services
X Delete Asset

v Access Mapping

v Data Object Mappings

v Saa$ Administrators

v Qrganizational Directory Settings
v Blocking

v ldentity Verification Settings

v Single Sign-On Settings

v IdP Proxy Integration @

For the following settings, you can click Use a Wizard, or just set them on this page.

5. Select the IdP Proxy mode: IdP Integration or IdP Integration with Anti-bypass:
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A |dP Proxy Integration

OR Change integration settings manually

Choose Identity Provider

This Identity Provider will be used for authenticatio

Choose Identity Provider A"

(O IdP Integration with Anti-bypass

porate sing
oud a

ign-on to automatically d

t users to the CASB gateway. All users will be forced fo
cation through the CASB (

| Save IdP Proxy Integration Settings |

6. Select the Identity Provider. If the IdP is a separate Forcepoint CASB instance, select
CASB External. If the IdP is the same Forcepoint CASB you’re working on (local), select
Forcepoint CASB.

7. ForIdP Integration with Anti-bypass mode only:

a. Unless you selected Forcepoint CASB (local; in which case the IdP’s certificate is
already known), provide Forcepoint CASB with the IdP's public key:

i. Obtainthe IdP's public key certificate file; it should be available for download
from the IdP's page for the service application.

ii. Back in Forcepoint CASB, under Identity Provider’s Signing Certificate
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provide the IdP’s public key file:

1+
15}
g
1]
(o]
[1:]
or
[1+]
T
[}

Identity Provider's Signing Certificate

Browse

{bu

b. ForIdP Integration with Anti-bypass mode only, Select how Forcepoint CASB should

re-sign authentication responses:

Signing Key Pair

(T Custom key pair

Key File

Key pair tha e used by the proxy to sign outgaing

(®) Forcepoint CASB self signed key pair,

Browse

» Forcepoint CASB self-signed key pair: Use a certificate automatically-gen-
erated for this service application asset.

» Custom key pair: Provide a certificate. Click Browse to upload a certificate
PFX file in Base 64 (not binary) format, and provide its password.

For Forcepoint CASB IdP Proxy to be effectively enforced, the certificate
should be different than the certificate used by the IdP.

c. Click Save IdP Proxy Integration Settings, then click Download Signing

Certificate.

Upload this certificate file that you downloaded from Forcepoint CASB to the service

application’s administrative portal, in its single sign-on settings, as the IdP’s public

key.

8. Unless you selected Forcepoint CASB (local; in which case the application login URL is
known from Forcepoint CASB IdP settings):
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a. Copy the service application's URL for single-sign on by IdPs.
b. Paste the SSO login URL into Forcepoint CASB under Application Login URL

Mapping > Application’s Login URL:

Application Login URL Mapping

c. Click outside the URL field to auto-generate a mapped Forcepoint CASB URL.

d. Copy the above Forcepoint CASB URL to the IdP’s administration site for the
service application as the service provider’s single-sign on/ Login / Assertion

Consumer Service (ACS) URL.

If the IdP is an external instance of Forcepoint CASB, enter it in the external
Forcepoint CASB at Settings > Resources > Assets > asset > Single Sign-On

Settings > General Settings > Application’s Login URL, and click Save General

Settings.
9. Click Save IdP Proxy Integration Settings.

IdP proxy is now active.

Configuring IdP proxy for Office 365

To enable browser communications with Office 365 to go through Forcepoint CASB, Office 365
must accept authentication only from an IdP (for example, Okta or Microsoft ADFS), and the IdP
should be accessed via Forcepoint CASB. Forcepoint CASB is then effectively a transparent

reverse proxy in front of the |dP.

You can configure |dP Proxy for Office 365 in either of two modes: Limited Integration or Proxy

Enforcement.

To configure IdP Proxy for Office 365, in either of the above modes:

1. Make sure that single sign-on via a third-party IdP such as ADFS is fully configured for

Office 365.

2. Make sure that Office 365 is configured as a managed asset.

3. Configure an asset-specific gateway address to be mapped to Office 365’s address:

CHAPTER 13| Administration Guide

300



a. InForcepoint CASB, go to Settings > Resources > Assets > Office 365 > Access
Mapping > Add URL Mapping:

Assets > Access & Security Govemance > Assels

Assets
Amazon AS General Asset Information
Name Office365
Type E] Office365

Description Office 365 offers access to various services and software built around the Micr

X Delete Asset
L |

A Access Mapping

Forcepoint CASB proxy URL Service URL

+ AG%JRL Mapping

b. Configure the URL mapping:

URL Mapping

Forcepoint CASB proxy URL

Service URL

Save Cancel
| 1l |

» By Forcepoint CASB proxy URL, type an asset-specific prefix and select
the relevant gateway from the list.

» By Service URL, type Office 365's URL.
Click Save.
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4. InForcepoint CASB, go to Settings > Resources > Assets > Office 365 > IdP Proxy
Integration:

A |dP Proxy Integration

(®) Disabled

Mo integration with WS-Federation. Users will not be automatically directed to the CASEB gateway.

(O IdP Integration

=1

corporate single sign-on to automatical
B rollout by retaining the option to access

t users to the CASB gateway. This mode enables a gradual
e cloud application directly.

e

(O IdP Integration with Anti-bypass

corporate single sign-on to automatically direct users to the CASB gateway. All users will be forced fo
cess the cloud application through the CASB Proxy.

Usec
ac

Save IdP Proxy Integration Seftings

Select the IdP Proxy mode: IdP Integration or IdP Integration with Anti-bypass:

In step 3, provide your organizational domain:

To configure IdP Proxy:

1. Make sure that single sign-on via a third-party ldP (for example, ADFS) is fully
configured for Office 365.

2. Make sure that URL Mapping (above) is configured.
3. Enter your organizational domain (for example, acme.com):

Save

-

7. ForIdP Integration with Anti-bypass mode only, Select how Forcepoint CASB should re-
sign authentication responses:
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signing Key Pair
Key pair that will be used by the proxy to sign outgoing SAML requests ta the cloud application

(®) Forcepoint CASB self signed key pair,

() Custom key pair

Key File

2]
o
(%)
w
&

» Forcepoint CASB self-signed key pair: Use a certificate automatically-generated
for this service application asset.

» Custom key pair: Provide a certificate. Click Browse to upload a certificate PFX
file in Base 64 (not binary) format, and provide its password.

For Forcepoint CASB IdP Proxy to be effectively enforced, the certificate should be
different than the certificate used by the IdP.

8. Download and run the Windows Azure Active Directory Module for Windows PowerShell.

10.
11.

12.
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In PowerShell, run:
Connect-MsolService
At the prompt, provide your Office 365 administrative account.

Copy the command that appears in Forcepoint CASB under step 7, replace output.xml
with a convenient location to save the output file, and run the command in PowerShell.

In Forcepoint CASB, in step 7 (in Limited integration) or 8 (in Proxy Enforcement) click
Browse and upload the output XML file.

If your organization uses Kerberos authentication, authentication from organizational
endpoints needs to be directly to the IdP's URL. For this, expand advanced settings and
select Bypass Skyfence for passive login on desktops:

Wl Hide advanced setlings

Bypass Skyfence for passive login on desktops

303


https://msdn.microsoft.com/en-us/library/azure/jj151815.aspx#bkmk_installmodule

The integration with Kerberos may require additional configuration of the IdP. Please
contact Forcepoint support for assistance.

13. If your organization's Office 365 login URL is non-standard, under advanced settings
provide it.

14. Click Save IdP Proxy Integration Settings.
15. Copy the command now displayed below and run it in PowerShell.
16. If your IdP enables |dP-initiated access (not relevant for ADFS):

a. Under Application Login URL Mapping > Application’s Login URL provide the
service application’s URL for single sign-on login by IdP, and click outside to auto-
generate a mapped Forcepoint CASB URL.

b. Do one of the following:

» If the IdP portal includes an Office 365 link with an editable Office 365 URL,
change the URL to the Forcepoint CASB Office 365 |dP proxy URL.

» Otherwise, hide or otherwise prevent use of the default link to Office 365, and
create a new SAML 2.0 application icon with the Forcepoint CASB Office 365
IdP proxy URL.

IdP proxy is now active.
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Setting up endpoint routing solutions

Deploy endpoint routing solutions to the managed devices within your organization to route all
asset connections from these devices through the Forcepoint CASB gateway.

For routing on Windows and Mac endpoints, implement endpoint routing either with the Forcepoint
CASB Security Service agent (also known as the Forcepoint CASB Endpoint agent), or by
distributing a PAC file through GPO distribution. See "Deploying the Forcepoint CASB Security
Service" below and "Automated PAC file distribution” on page 309 for more information.

All provided routing solutions have extremely low resource impacts and provide a seamless user
experience.

Deploying the Forcepoint CASB Security
Service

The recommended method of endpoint routing for desktop endpoints is installing the Forcepoint
CASB Security Service on organizational endpoints. The Forcepoint CASB Security Service (also
known as the Forcepoint CASB Endpoint agent) automatically routes connections from all
browsers and applications on an endpoint to their destinations via the Forcepoint CASB gateway.
The Forcepoint CASB Security Service has an extremely low resource impact and merges its
routing functionality with existing organizational proxy settings to provide a seamless user
experience. The service is maintained with a watchdog service.

Installing the Forcepoint CASB Security Service
(Attended)

Toinstall the Forcepoint CASB Security Service on a Windows or Mac endpoint:

1. InForcepoint CASB, go to Settings > Tools and Agents.

2. Under the Endpoint Agents section, download the package that matches your
requirements: Windows 32-bit, Windows 64-bit, or MacOS.

3. Complete one of the following OS-specific tasks:

» OnWindows: As an Administrator, run the Forcepoint CASB Security Service
installer.

» On Mac: As an Administrator, install the application bundle from the DMG, then run
the following file inside the installed application bundle:

SkyfenceSecurityServicelnstall<ver>.app/Contents/MacOS/osx-intel
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4. Continue through the wizard. Depending on the browser type, you might be directed to
close the browser.

5. Onthe Gateway Details wizard page, provide the name (not IP) address of the
organizational Forcepoint CASB gateway, and its listening port (usually 443).

@ skyfence Security Service - H

Gateway Details FFORCEPOIHT | Security Service

Indicate the host of the Skyfence Cloud Gateway or load balancer

Indicate the port used by the forward proxy of the Skyfence Cloud Gateway or load
balancer

|43 |

< Back Mext = Cancel

If you are not sure what the gateway address is, in Forcepoint CASB go to Settings
> Tools and Agents. In the Endpoint Agents section, the gateway address is listed
under the Desktop agents.

6. Onthe Endpoint Port Range page, provide a range of ports that the Forcepoint CASB
Security Service can use for host-internal communications with local client applications.
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. Skyfence Security Service — x

Endpoint Port Range FFORCEPOIHT | Security Service
Provide a range of ports available for host-internal communications with local client
applications

Minimum:

Maxirmum:

< Back Mext = Cancel

Providing a range enables fallback when ports are unavailable. To avoid conflicts with other
known ports in use, provide other ports.

7. Onthe Verification Domain(s) screen, enter one or more domains to be used in DNS
requests to identify if the endpoint machine is on a known, or safe, network. Separate the
domains with a comma. For example,
domain1.com@0.0.0.0,domain2.com@255.255.255.255.

This step is optional depending on your PAC file retrieval method. Verification domains are
required if you are retrieving the PAC file dynamically using WPAD and need to verify that
the endpoint is on a trusted network by matching the DNS name to the known address. If
you are not using WPAD to retrive the PAC file, you do not need to complete this screen.
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. Skyfence Security Service — x

Verification Domain(s) FFORCEPOIHT | Security Service

Verification Domain(s) used in DMNS requests to identify if the endpoint is on the
known/safe network. (e.g. domainl.com@0.0.0.0,domain2.com®255.255.235.255)

< Back Mext = Cancel

8. Complete the wizard.

The Forcepoint CASB Security Service is now installed on the endpoint. If you find that a specific
endpoint application is not being properly directed via the gateway, perform troubleshooting.

Deploying the Forcepoint CASB Security Service
via CLI (Silent)

To centrally deploy the Forcepoint CASB Security Service, you can use an automated distribution
system such as Active Directory Group Policy to distribute the installer, then:

*» Windows: Run as an Administrator:

SkyfenceSecurityServicelnstall <ver> <os>.exe --mode unattended -
-gwHost <gw> --gwPort <port> --minListeningPort <minport> --
maxListeningPort <maxport> [--disablePac 1] [--prefix <location>]

» Mac: Run:

sudo SkyfenceSecurityServicelInstall
<version>.app/Contents/MacOS/installbuilder.sh --

mode unattended --gwHost <gw> --gwPort <port> --
minListeningPort <minport> --maxListeningPort <maxport> [--
disablePac 1] [--prefix <location>]

where
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<gw> is the name (not IP) address of the organizational Forcepoint CASB gateway.
<port> is the organizational Forcepoint CASB gateway’s listening port (usually 443).

<minport> and <maxport> define a range of ports that the Forcepoint CASB Security Service can
use for host-internal communications with local client applications. Providing a range enables
fallback when ports are unavailable; to avoid conflicts with other known ports in use, exclude those
ports. If the Forcepoint CASB Security Service will be using an externallly-distributed PAC file
rather than one retrieved from Forcepoint, it must use only a single fixed listening port, so
<minport> and <maxport> must be the same.

Include --disablePac 1 for the Forcepoint CASB Security Service to use an externally-
distributed PAC file rather than one retrieved from Forcepoint CASB.

<location> (optional) is the installation directory. If omitted, the Forcepoint CASB Security
Service is installed in:

» Windows: C:\Program Files (x86)\SkyfenceSecurityService
» Mac: Applications\SkyfenceSecurityService
For example:

SkyfenceSecurityServicelInstall 4.1.1.465 windows x64.exe —mode
unattended —-gwHost acme.skyfencenet.com —-gwPort 443 -minListeningPort
1024 -maxListeningPort 1031

Firefox and Safari browsers that were open during the Forcepoint CASB Security Service
installation will not be affected until they are restarted.

Removing the Forcepoint CASB Security Service
via CLI
To remove the Forcepoint CASB Security Service:

» Windows: Run the following as an Administrator from the installation directory of
Forcepoint CASB Security Service:

uninstall.exe --mode unattended
» Mac: Run:

sudo /Applications/SkyfenceSecurityService/uninstall.app/Content
s/MacOS/installbuilder.sh --mode unattended

Automated PAC file distribution

An alternative method of endpoint routing for desktop endpoints is distributing a Forcepoint CASB
PAC file via an automated distribution system such as Active Directory Group Policy. Endpoint
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browsers route connections to asset destinations via the Forcepoint CASB gateway. Non-browser
client applications are not affected by the PAC file.

Configuring automated PAC file distribution

To configure automated PAC file distribution:

1. Make sure that the Forcepoint CASB management server is configured with an
appropriate PAC file.

2. InForcepoint CASB, go to Settings > Endpoints > Agent/Endpoint Monitoring and
check Enable Proxy Auto Configuration (PAC):

cess & Security Govemance = Assets > Agent / Endpoint Moritoring

Agent / Endpoint Monitoring

[ | Enable Mobile Agent Configuration

Mobile configuration URL
mobile users that nee

: to install the agent on their device. The link leads to a page with deployment instructions

ribute the link below to

siecga |
L

M Enable Proxy Auto Configuration (PAC)
Forcepol ASB a ates a new PAC file based on your current file and the new CASB settings
ration file New proxy configuration file

Downioad the merged PAC

c

(®) Detaut fie (No PAC URLs)

(O Remote URL

O Local file

‘ Browse
1

Save Configuration |
|

3. Under New proxy configuration file, download the PAC file.

4. Using standard distribution systems, distribute the PAC file to organizational endpoints and
configure browsers to use it.

PAC file management

Both methods of desktop routing use a PAC file that is produced by the organizational Forcepoint
CASB to define per-asset routing to Forcepoint CASB. If your organization already uses a
distributed PAC file for other purposes, this PAC file needs to be merged with the Forcepoint

CASB PAC file.
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The Forcepoint CASB Security Service automatically performs this merging, so for Forcepoint
CASB Security Service in most cases you do not need to do anything with PAC files. However, in
some cases, you might choose to externally perform the merging and/or distribution.

You can either manually merge the PAC files, or you can submit the PAC files to Forcepoint CASB
for automatic merging, then use the merged output for manual download and distribution or for
automatic retrieval by the Forcepoint CASB Security Service.

Automatic PAC file merging
You can externally manage PAC file merging.

To provide the organizational PAC file to Forcepoint CASB to be automatically merged with its
PAC file, you can either upload a static organizational PAC file, or you can point Forcepoint CASB
to a location for continuous updating.

To configure automatic PAC file merging:

1. InForcepoint CASB, go to Settings > Endpoints > Agent/Endpoint Monitoring and
check Enable Proxy Auto Configuration (PAC):

Assets > Agent / Endpoint Monitoring

Access & Security Govemance
Agent / Endpoint Monitoring

Enable Mobile Agent Configuration

Mobile configuration URL
Save Configuration

J Enable Proxy Auto Configuration (PAC)
Current proxy configuratlnn file New proxy CGH'\QUI’HUDH file

(®) Default fie (No PAC URLs)

() Remote URL

O Local file

Browse

Save Configuration

2. Under Current proxy configuration file, select one of the following:

» Default file: Don’t merge anything into the Forcepoint CASB PAC file.

» Remote URL: Periodically get the organizational PAC file from this URL and merge
it into the Forcepoint CASB PAC file.
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» Local file: Merge the uploaded PAC file into the Forcepoint CASB PAC file.
3. Click Save Configuration.

The PAC file is now ready to be used by the Forcepoint CASB Security Service or for
distribution.

Manually merging PAC files

You can manually merge the organizational PAC file with the Forcepoint CASB PAC file, then
distribute the merged file to endpoints. You will need to merge the PAC files again any time you
add services as managed assets or there are any changes to asset domains.

The merged PAC file must include routing for all domains of all cloud services that are Forcepoint
CASB assets. The address that the PAC file should point to depends on whether the PAC file will
be on endpoints running the Forcepoint CASB Security Service or not:

» On endpoints not running the Forcepoint CASB Security Service, point to the (optional)
organizational Forcepoint Web Security Gateway.

» On endpoints running the Forcepoint CASB Security Service, point to 127.0.0.1:<port>,
where <port> is the Forcepoint CASB Security Service’s listening port.

For the Forcepoint CASB Security Service to use a manually distributed PAC file, it must
be installed via CLI with --disablePac 1 and with a single listening port (i.e., -
minListeningPort must be the same as --maxListeningPort).

Testing and troubleshooting endpoint
routing solutions

To check whether connections to an asset are being properly routed from a Windows or Mac
endpoint through the Forcepoint CASB gateway, verify that when connected to the asset, the
presented certificate is for the Forcepoint CASB gateway.

If you find that on Windows or Mac endpoints running the Forcepoint CASB Security Service, a
specific endpoint application is not being properly directed via the gateway, it is possible that the
Forcepoint CASB Security Service cannot properly monitor that application. In this case, you will
need to create a custom script to get the application to use the PAC file. Forcepoint CASB support
can assist in creating this script.

After you have created the script:

1. InForcepoint CASB, go to Settings > Endpoints > Agent/Endpoint Monitoring.

2. Under Custom Scripts, upload the script under the relevant OS (Windows or Mac):
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Custom Scripts

I® windows Scripts @ vacOs Scripts

Browse Browse
|

Save Scripts

3. Click Save Scripts. The script will run every few minutes on endpoints running the
Forcepoint CASB Security Service.
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Blocking unmanaged service
applications

With endpoint routing, you can block users from accessing unmanaged service applications, by
specifying domain addresses to be blocked.

To block a domain:

1. InForcepoint CASB, go to Settings > Organizational Network > Domains:

User Risk Dashboard = Assets > Domains

Domains

Internal domains

Please specify the domains owned by your organization {(example format: mycompany.com). All users detected by Forcepoint
CASE from the Intermal domains are classified as Internal Users. All users outside of these domains are classified as External
Users. This classification is used during Data Classification to determine if files are shared internally or externally and can be
used to restrict file access to external users.

Enter line-separated domains list

Blocked domains

Please specify the domains that users should not access (example format: restrictedcloudservice.com). This list is used by the
Endpoint Agent to restrict access to unauthorized domains.

support. photobucket . com

press.spotify.com

el.boxcdn.net -
community.igniterealtime.org
Aol mmme S5 ea s

2. Under Blocked domains, type the domain address(es) to block. Each domain address
must be on a separate line.

3. Click Save.

To allow access to a blocked domain:

1. Select the domain address and press the Delete key.
2. Click Save.
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