V-Series Appliances
A Visual Primer for the Version 8.3 CLI

Mapping the New Command Line Interface
to the Previous V-Series Appliance Manager
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HOW TO MANAGE A V-SERIES APPLIANCE

Beginning with version 8.3, V-Series appliances are managed through an enriched
command-line interface (CLI) with interactive help. This replaces the appliance console.

The CLI will remain in future versions, when a centralized appliance manager is added.

8.5
2.2 Command Line Interface Contrnfiund
GUI Console Appliance Manager GUI
Weloome to the i
 — i
Sl [ e Logon to use the commsnd line —
interfaoe. e
: oconfig_ : —_——
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HOW TO MANAGE A V-SERIES APPLIANCE 3

This short presentation shows how to access the CLI, and maps the former
single-appliance console to the new CLI commands.

FORCEPOINT |
CLI Syntax example: ‘
N

(config)# set interface ipv4 See slides 10-12 N [ cocomse

Network Bandwidth

--interface <c|n|pl]p2]el]e2>

[--ip <ipv4 address>] See slides 13- 23 - | A conimion
- ystem
[--mask <ipv4_netmask>] Network Interfaces
[--gateway <ipv4_address>] ﬁ$$
Web Components
= - L) Administration
[ ] Optlonal parameter See Slldes 24 - end \‘ Patches / Hotfixes
Backup Utiity
< > list of approved iim

Account Management

values for a parameter

| separator



TO ACCESS THE COMMAND LINE INTERFACE (CLI) 4

To manage the V-Series appliance with the CLI, select your preferred CLI access method, and then log on:

» Use PUTTY or similar tool on a Windows server (iTerm or similar on Mac) to access the CLI.
» Connect to the IP address of the C interface

Use port 22

Select SSH (enabled by default)

Use your admin credentials to log on _

You now have admin privileges P

» Or, attach a keyboard and monitor dlrectlyto the appliance. . @

» Or, connect to the appliance via serial port or KVM.
» Serial port settings: 9600 baud, 8 bits, no parity

4
4
4
4

» Or, use the Virtual Console feature of the DELL Remote Access Controller (iDRAC).

After logon, for assistance with a specific CLI command, enter ? or type help.
Use the Tab key for command completion.



HOW TO LOG ON TO CONTENT GATEWAY MANAGER 5

The new appliance logon page in Version 8.3 is used only to access Content Gateway Manager.
To reach the Content Gateway logon page, open a browser. Enter the IP address of the C interface.

New Content Gateway logon page Former logon page

[ V-series Appliance

Hostname: UAV1Ok forcepolint.com
Security mode: TRITON AP-WEB

Logon Portal
Appliance Management
Manage the applisnce face (CLI). Select an acoess method: uaWeb.forcepoint.com
* Use PuTTY or shmilar tool on Windows (iTerm or similar on Mac) to sccess thr CLI Security mode: TRITON AP-WEB
= Connect bo the IP addiess of the C interface
* Useport 22
* Select S5H Jenabled by default) ‘ Appliance Manager | Appliance configuration and monitoring

* Use admin credentials set during frstboot

« Artach a keyboard and manitor directly to the appliance.

‘ Content Gateway Manager | Content Gateway settings and configuration

* Connect to the appliance via serial port or KVM.
= Serial port settings: 9600 baud, 8 bits, no parity

* Use the Virtual Console feature of the DELL Remote Access Controller (iIDRAC). © 1996 - 2016 Forcepoint LLC
© = i

For assistance with specific CLI commands, see the CLI Gulds

Content Gateway
Usa the Content Gateway Manager to configure Content Gateway settings for this appliance,

Content Gateway manager remains the same as in prior versions.



GETTING HELP WITH CLI COMMANDS

Use the help command to access CLI help information at any time.
# help

# help show

# help show log

Use the Tab key to auto-complete command words, or to display a list of available
words or phrases to complete a command.

Use the question mark (?) to display help information for the current command path
without pressing Enter and without losing the current input.

# 2
# show ?
# show system ?

Use the up arrow key to display the previous command.



CLI MODES

The CLI has 3 modes. You start out in view mode.
» view — displays status and settings. Also accesses the other 2 modes.
» config (contains all view commands) — changes settings and enables/disables options
» diagnose — performs troubleshooting; handles system and network test commands

Mode selection
» To move to config mode: (view)# config (re-enter admin password)
» To move to diagnose mode: (view)# diagnose
» To returnto view mode: (config)# exit or (diagnose)# exit
» To exit from the CLI: (view)# exit
» You cannot move from config directly to diagnose or vice versa.

To bump another admin
» Only one admin can work in config mode at a time.
» To bump the admin who is currently working in config mode: (view)# clear session --config
» This moves that person to view mode.



CLI PASSWORD

To change the password for the admin account, you need the current one.
(config)# set account admin --password

Password requirements
Must be 8 to 15 characters in length and include:
At least one uppercase character
At least one lowercase character
At least one number
At least one character in this set:
(M#%& ()*+,-./;<=>?2@[]1"_{]}~

Password recovery options
Go to http://www.forcepoint.com and select Documentation > Forcepoint Appliances.
See the CLI Guide section on Basic account management.



http://www.forcepoint.com/support/

MAPPING THE V-SERIES MANAGER TO THE NEW CLI

FORCEPOINT "

B Co
Status =2

General R
i CPU and Memo
See slides 10 - 12 h&u&_ ook
Network Bandwidth
See slides 13 - 23 ;a.auumd fy:..r.gum.. -

Network Interfaces
Routing

Alerting

Web Components

_ Ad 3t10 (2 Administration A
See slides 24 — end N
Backup Utility
Logs

Toolbox E

Account Management

A complete CLI Guide is online.



STATUS > GENERAL 10

General

» Appliance status S s
(config)# show appliance Status | e s Mt B Bared
(config)# show email Ao [ momimme [ oo
(config)# show network-agent | ™™ S lusbord oozl
(config)# show proxy o Bdomaeinen i
(config)# show web ‘:KM"TE':L" )| | o :m:?”J; @ Covin vy Mo Lk
l::h, " Restart | [ stopsarvices |
» Appliance restart T
/ shutdown B e S
(config)# restart appliance & s
(config)# shutdown appliance S e sene
ot
» Module restart — T
(config)# restart email T =hii

(config)# restart network-agent
(config)# restart proxy
(config)# restart web



STATUS > GENERAL (continued)

General

» Module Stop / Start

(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#

stop email

start email

stop proxy

start proxy

stop web

start web

stop network-agent
start network-agent

B status

CPU and Mamary

Dk Usage
Notwork Bandwicth

| & configuration

Systern
Network Interfaces
Reaiting

flerting

Wih Componints

2 Adminkstration
Patchos | Hotfoms
Backup Uty
Logs
Toohax
Agcount Management

Content Gateway
Resources Usad:
cPUls): 4

RAM: 5.79 GR
Interface(s) g p1 (dedicated)

o P2 (dedicated)
& € (shared)
pest |
TRITON AP-WER
Resources Usad:

cPuls): 2

: 5.79 GB
Interfaca(s): g C (sharad)

Hestart

Appliance Controller
Resources Lisad:

cru: 1
R 182 GB
Interfaca(s}: i c (sharad)

L] Menitor status without timing out

Services:

& Content Cop

o Contant Gataway

i Contant Gateway Manager  Launch

Services:
\ Filtering Serdce
i Policy Database
i Policy Broker
uf Policy Server
L




STATUS > CPU AND MEMORY / DISK USAGE / BANDWIDTH 12

Hostname: uaWeb.forcepoint.com @
CPU and Memory

«
= [ status ~ 4
(config)# show cpu :m. avpliance Contraler o
use Ctrl+C to quit CPU Usage Memory Usage
_ Disk Usage 100 —f:pu | 3% Lf,::ed 30% 100
(config)# show mem Network Bandvwith a0 Used  gormm
- § o0 Total g o0
use Ctrl+C to quit P Al E me:  1867MB
System = |l o =
Network Interfaces N .
Routing
Disk usage
Web Components
(config) # show diskio —— Comer S ey
- %o Administration A~ CPU Usage Memory Usage
offers a choice of modules , Individual CPU Used %: 6%
Patches / Hotfies Combined CPU usage: usage: Used o 100
I| Backup Utilty cPU ‘ MB: 343 MB .
_ ) | Logs Loe 1: 1% JotalMB: 5745 MB .
(config) # show diskspace | ;o o SR 1% P oo
- - < g0
ShOWS al I part 1 t 1ons Account Management : a0 gpu \ 1% 20
20 gPU | 2% °
i}

Network bandwidth

(config) # show bandwidth

shows each enabled interface;
updates every 5 seconds;
use Ctrl+C to quit



CONFIGURATION > SYSTEM / TIME / DATE / HOST / DESCRIPTION

Stop all services before you reset
system time and date. See slide 10.

(config)# show appliance info

(config)# show system timezone

(config)# set system timezone
--zone <zone_name>
-—index <zone_index>

(config)# show system ntp

(config)# set system ntp

--status <on|off>

(config)# set system ntp

--server <serverl>, <server2>,<servel

(config)# show system clock

(config)# set system clock
--date <yyyy/mm/dd>
--time <hh:mm:ss>

(config)# show system host
(config)# set system host
--name <name>
--description <description>

Hostname: uaWeb.forcepoint.com () Log Off
&Y System [7 Hep -]
Status ~
System Information Ccomponent Information
General
CPU and Memory Hostname: uaWeb.fercepoint.com Name Version
Security mode: TRITON AP-WEB Content Gatevay 820
Disk Usage -
Appliance Version:  8.2.0 Network Agert 820
Network Bandwidth Hardware Platform: V5000 G3 TRITON AP-WEB 820
Date/time: Nov 15, 2016 14:06:44 GMT
A Configuration . Uptime: 35 Days 21 Hours 22 Minutes
Time and Date
Network Interfaces X ) ) )
The system clock requires the time zone, current time, and date to be specified. These settings are reflected in event logs and
Routing timestamps.
Alerti . -
erng Time zone: \(GMT) Greenwich Mean Time e
Web Components -
Time and date: (O Automatically synchronize with an NTP server. Enter up ta 3 NTP servers:
43} Administration A Primary NTP server: 0
Patches / Hotfixes Secondary NTP server:
Backup Utility ) Tertiary NTP server:
Logs ® Manually set time and date:
Toolbox Date: 2016-11-15 =
Account Management
Time: 14:06:44
Hostname
Set hostname as: [uaWeb.forcepoint.com
Appliance Description
Provide a brief unique description. This description is displayed in the TRITON Manager when the appliance is added there.
Description |
——— | |

13



CONFIGURATION > NETWORK INTERFACES (IPV4) 14

Show current interface for one module IR
(config)# show interface info 0 stotes R o ]
[_ —mOd u I e <app I ema i I I p rOXy I General Content Gateway Interfaces (P1 and P2) G
Web I netWO rk_agent>] [C);U an ;‘Iemory Proxy interface for inbound (user requests) and outbound {communication with Internet).
Netw::(gBandw»dth Select interfaces being used:
@® P1 only
Show unused physical interfaces A Configuration ~ Ortandp2
(Config)# show interface unused Systen :1:0: Address:  00:0A:F7:82:8F:F4
1p Addross: primaryons: [ ]
Routing
; ; ubnetMask: [ | secondaryomns: [ ]
Enable or Disable an interface Aereng oo o Seeondany N
_ ~ Web Components Default Gateway: l:l Tertiary DNS: I:l
(config)# set interface status o
= 2} Administration ~
--interface <e2 I p2 > \:atches/HQtﬁxes rﬁ:ress: 00:0A:F7:82:8F:F5
< --enabled | --disabled > Backup Utiity Poress: T
. . LOgS Subnet l—
Configure IPv4 interfaces Toobox Mask:
- - - Account Management
(config)# set interface ipv4d Network Agen Interface (N) ;
- letworl el ace I
-1 nte rface <C I n I pl I p2 I el I 62> Network Agent interface menitors all Internet traffic in the network, reperts on bandwidth usage and sends blocking
- - d d information for non-HTTP/HTTPS traffic.
--1 p < 1 pV4 a reSS> S?nd blecking information for non-HTTP/HTTPS traffic via:
[--mask <ipv4 netmask>] ) fnterface €

O Interface N

--gateway <ipv4 _address>

MAC Address: 00:16:3E:36:D4:6A
Ip Address: fooos ] pimayons: [ ]
- - - Subnet Mask: 5 a Secondary DNS: l:|
(config)# delete interface ipv4d

Default Gateway: l+ Tertiary DNS: l:l
--interface <n|pl|p2|el]e2>
--status <enabled]disabled>

T s e |




CONFIGURATION > NETWORK INTERFACES (IPv4 continued)

Configure appliance DNS settings
(config)# set interface dns
[--dnsl <ipv4_address>]
[--dns2 <ipv4_address>]
[--dns3 <ipv4_address>]
[--module <email|network-agent|proxy>]
Omit module if configuring appliance DNS

Delete appliance DNS settings
(config)# delete interface dns
[--dns-server <dns2 | dns3 >]
[--module <email|network-agent]proxy>]
Omit module if deleting appliance DNS

Display bonded interfaces

(config)# show interface bond
Bond interfaces

(config)# set interface bond

[--mode <active-standby]load-balancing>]
Remove bonding

(config)# set interface unbond

15

Status

General

CPU and Memory
Disk Usage
Netwaork Bandwidth

Hostname: uaWeb.forcepoint.com @@

A

Content Gateway Interfaces (P1 and P2)

Proxy interface for inbound (user requests) and outbound (communication with Internet).

Select interfaces being used:
® P1only

A Configuration . Oprrandp2
P1
HEET MAC Address:  D0:0A:F7:82:8F:F4
Pekuconk: ntes IP Address: 10.0.0.3 Primary DNS: I:l
Routin
P SunetMask: [ | secondaryOns: [ ]
ing

Web Components

42} Administration
Patches / Hotfixes
Backup Utiity
Logs
Toolbox
Account Management

Default Gateway: [ | Temayows: [ ]
P2

MAC
Address:

P I—
Address:

Subnet I—
Mask:

00:0A:F7:82:8F:F5

Network Agent Interface (N)

S8 Network Interfaces
”

Network Agent interface monitors all Internet traffic in the network, reports on bandwidth usage and sends blocking

information for non-HTTP/HTTPS traffic.

Send blocking information for non-HTTP/HTTPS traffic via:
® Interface C

O Interface N

MAC Address: 00:16:3E:36:D4:6A

IP Address: 10005 Primary DNS: l:l

55.265.255.255

Subnet Mask: Secondary DNS: I:l
Default Gateway: Tertiary DNS: l:l

0K l Cancel l\'




CONFIGURATION > NETWORK INTERFACES (IPv6) 16

| PV6 | nterfaces Hostname: uaWeb.forcepoint.com @ Log Off
(config)# set interface ipv6 R o |
_ Status - Pva IPV6 I
-—interface <c|n|pl|p2]el]e2> — vt Networing:
[--status <enabled | disabled>]| oo™ © st
() Enable
[— -1 p < i pv6_add ress>] fetmork Benauitn Appliance Controller Interface (C) G
[_ _p ref i X I en < i ntege r>] /A Configuration -~ Configure IPv6 addressing for the C interface. DNS settings configured for IPv4 are automatically applied.
System MAC Address:

[--gateway <ipv6_address>] 1Pv6 address: |

Routing )
Alerting Subnet prefix length:
_ _ _ Web Components Default Gateway: |
(config)# delete interface 1pv6
_ A3} Administration ~ | Content Gateway Interface (P1) G
--1 nte rface <C I n I pl I p2 I el I e2> Patches / Hotfixes Configure IPv6 addressing for the P1 interfaces. DNS settings configured for IPv4 are automatically applied.
Backup Utility P1
Logs MAC Address:
Toolbox IPv6 address: |
. . Accountdanagerent Subnet prefix length: I—
DNS settings configured for IPv4 are Defauk Gateway: |
automatically applied
Network Agent Interface (N) G

TRITON AP-EMAIL does not support IPv6

Configure IPv6 addressing for the N interface. DNS settings configured for IPv4 are autematically applied.

Send blocking infermation for non-HTTP/HTTPS traffic via:
@® Interface C
O Interface N

MAC Address:

1PvE address: |

Subnet prefix length: [128

Default Gateway: |

T s e




CONFIGURATION > ROUTING (STATIC IPV4) 17

Display a table of configured static
IPv4 routes
(config)# show route

Add a static route in IPv4 format
(config)# set route
--dest <ipv4_address>
--interface <c|pl|p2lel]e2>
--mask <ipv4_netmask>
--gateway <ipv4_address>

Delete a single IPv4 static route
(config) # delete route
--dest <ip_address>
--mask <ipv4_netmask>
--interface <c|pl|p2]el]e2>
--gateway <ipv4_address>

Hostname: uaWeb.forcepoint.com @

&«
Status -
General
CPU and Memory
Disk Usage
Network Bandwidth

A\ Configuration ~

System

Network Interfaces
Alerting

Web Components

o) Administration —
Patches / Hotfixes
Backup Utility
Logs
Toolbox

Account Managemeant

Routing (7 Heb -

IPv4 IPVE

Static IPv4 Routes

Manage static IPv4 routes for all appliance interfaces. When a route is added/imported or deleted, restart the component's
corresponding services.

O Destination Network Subnet Mask Gateway Interface
Export Table Addfimport Delete
Component Routes

Configure traffic between components and various hosts to be routed through the Appliance Controller interface (C). When a
route is added or deleted, restart the component's corresponding services.

(] Module Destination Network Subnet Mask

Delefe



CONFIGURATION > ROUTING (Static IPv4 continued) 18

Export IPv4 static routes

Hostname: uaWeb.forcepoint.com @

‘ <«
Do these in sequence shown: Status -

1. Define a remote storage location: j;U“; ooy
(config)# set Tilestore Disk Usage

Network Bandwidth

--alias <alias_name>

A, Cenfiguration ~
--type <ftp|samba]tftp> oo
—--host <i p_add ress> t Interfaces
--path <share_directory> satng

el mponents

[--user <user_name>]

2} Administration -
[__po rt <p0rt>] Patches / Hotfixes

Backup Utilty

Logs
2. Export all IPv4 static routes Toobox

Account Managemeant

(config)# save route
-—location <filestore_alias>

Note: To export IPv6 static routes,

set up a filestore alias_name and then
(config)# save route6
-—location <filestore alias>

Routing
IPv4 IPV6

Static IPv4 Routes

Manage static IPv4 routes for all appliance interfaces. When a route is added/imported or deleted, restart the component's
corresponding services.

O Destination Network Subnet Mask Gateway Interface
Export Table Addfimport Delete
Component Routes

Configure traffic between components and various hosts to be routed through the Appliance Controller interface (C). When a
route is added or deleted, restart the component's corresponding services.

(] Module Destination Network Subnet Mask

Add Delefe



CONFIGURATION > ROUTING (Static continued) 19

Hostname: uaWeb.forcepoint.com @

Add or delete one or more IPv4 static
route definitions via a text file
load route
--Ffile <file_name>
--location <filestore_alias>
--action <add]del>

(Web only)
Add or delete one or more IPv6 static

route definitions via a text file
load route6
--file <file_name>
--location <filestore alias>
--action <add]del>

Status -

General

CPU and Memory
Disk Usage
Network Bandwidth

A\ Configuration ~

System

Network Interfaces
Alerting

Web Components

o) Administration —
Patches / Hotfixes
Backup Utility
Logs
Toolbox
Account Managemeant

&l Routing

IPv4 IPVE

Static IPv4 Routes

Manage static IPv4 routes for all appliance interfaces. When a route is added/imported or deleted, restart the component's
corresponding services.

O Destination Network Subnet Mask Gateway Interface
Export Table Addfimport Delete
Component Routes

Configure traffic between components and various hosts to be routed through the Appliance Controller interface (C). When a
route is added or deleted, restart the component's corresponding services.

(] Module Destination Network Subnet Mask

Delefe



CONFIGURATION > ROUTING (Component IPv4) 20

Show table of configured component routes
(config)# show component_route

Configure traffic from appliance
component to be routed through the C
Interface. Dest is the subnet address for
which traffic will be routed.
(config)# set component route

--dest <ipv4_address>

--mask <ipv4_netmask>

--module <proxy|email>

Delete routing between appliance
component and C interface.
(config)# delete component_route

--dest <ipv4_address>
--mask <ipv4_netmask>
--module <proxy|email>

Hostname: uaWeb.forcepoint.com @

Status -

General

CPU and Memory
Disk Usage
Network Bandwidth

A\ Configuration ~

System

Network Interfaces
Alerting

Web Components

o) Administration —
Patches / Hotfixes
Backup Utility
Logs
Toolbox

Account Managemeant

&l Routing

IPv4 IPVE

Static IPv4 Routes

Manage static IPv4 routes for all appliance interfaces. When a route is added/imported or deleted, restart the component's
corresponding services.

O Destination Network Subnet Mask Gateway Interface
Export Table Addfimport Delete
Component Routes

Configure traffic between components and various hosts to be routed through the Appliance Controller interface (C). When a
route is added or deleted, restart the component's corresponding services.

(] Module Destination Network Subnet Mask

Delefe



CONFIGURATION > ALERTING SETUP (Monitoring)

Display SNMP monitor server information
(config)# show snmp config

Enable or disable SNMP monitoring
(config)# set snmp service

--status <on|off>

Configure SNMP v1 monitoring
(config)# set snmp vl

—-—community <name>

Configure SNMP v2¢c monitoring
(config)# set snmp v2c

—--community <name>

See the CLI Guide for full details about SNMP v3 monitoring

Hostname: uaWeb.forcepoint.com @

Network Bandwidth

A Configuration =
System
Network Interfaces
Routing

Web Components

&) Administration o
Patches / Hotfxes
Backup Utiity
Logs
Toobox
Account Management

Monitoring Server
Monitor standard SNMP counters on the appliance using your organization's SNMP server.

® off
O on
SNMP version: vi v

Community name:

Trap Server
Send traps (alerts) from the appliance to your SNMP server. Use the appliance MIB file for trap interpretation.

® off

O on
SNMP version: vi v
Community name: l—
1P address: | Port: 152

Send Test Trap

- loring
Status ~
Setup Alerts
General
CPU and Memory
SNMP
Disk Usage

Cancel




CONFIGURATION > ALERTING SETUP (SNMP Traps) 22

Hostname: uaWeb.forcepoint.com @

Display SNMP trap server status and version

(config)# show trap config B status . m -
General etup 2B

Display table of SNMP trap events and settings

Network Bandwidth

Monitoring Server
Monitor standard SNMP counters on the appliance using your organization's SNMP server.

(config)# show trap events e L won

System O on

N:;twark[nterfacas SNMP version: ViV
Save SNMP trap events settings for editing or use e

1. Define a remote storage location:
(config)# set fTilestore

Web Components

A3) Administration -~
Patches / Hotfxes

Trap Server
Send traps (alerts) from the appliance to your SNMP server. Use the appliance MIB file for trap interpretation.

® off

- - cku O On
--alias <alias_name> o e version: [T

‘oolbox ommunity name: l—
--type <ftp|samba|tftp> S A -

--host <ip_address>
-—path <share_directory>
[--user <user_name>]
[--port <port>]

2. Save trap settings

(config)# save trap
-—location <filestore_alias>
[--default]

Send Test Trap

Cancel




CONFIGURATION > ALERTING SETUP (SNMP Traps continued) 23

H ostname: uaWeb.forcepoint.com @ Log Off
Enable or disable SNMP traps

(config)# set trap service B stotes I <o -]
Setup Alerts
--status <on|off> e oy
Dk Usage SNMP

Network Bandwidth

Monitoring Server
Monitor standard SNMP counters on the appliance using your organization's SNMP server.

Load SNMP trap events settings from a file R Configuration . wos
(config)# load trap s oom
letwark Interfaces SNMP version: ViV

-—location <filestore_alias>
--File <name>

Routing

Web Components

Community name:

Trap Server
Send traps (alerts) from the appliance to your SNMP server. Use the appliance MIB file for trap interpretation.

A3) Administration ~ ® of
Patches / Hotfixes So
. . . Backup Utiity n
Send atest trap to verify communication togs s version: [V v
(config)# test trap event S o .

Configure SNMP v1 traps for alerting
(config)# set trap vl
—-—community <name>
-—1p <ip_address>
--port <port>

See the CLI Guide for details about SNMP v2c and v3 traps

Send Test Trap

Cancel




ADMINISTRATION > PATCHES 24

Display available appliance upgrades
(config)# show upgrade | Hostname: uaweb.forcapoint.com @) |

--list
--history Status o —
General Patches Hotfixes Proxy Settings
--status
CPU and Memory Patch Upgrades
Download or upload an upgrade fl Ie Dsk Usage Download and install available patches to ensure that the appliance is updated with the latest software.
f - # I d d Network Bandwidth The appliance automatically checks for patches once a day.
(Con Ig) oa upg raae - Configuration . Appliance current version: 8.2.0
[--Tile <fFilename>] ‘;mmg Available patches:
[--location <file location>] Network Interfaces Yordon | Desrrprie = =
No patches available.
Run without parameters to see a list of choices E‘;‘::::g Check for Patches | | oo ynired: Apr 26, 2016 =t 01:11:08 @[ uoioaa patcn manuay
Web Components -
Display status of upgrade file download ——
3 %5} Administration o Version Date Comments Log Files
(Conf 1 g)# S h ow d own I Oad I 8.1.0 Apr 13, 2016 17:03:41 Patch has been installed successfully. View log
--File <filename> Backup Utity
L
Cancel, pause, resume download -
(config)# cancel download Account Management
--file <filename>
(config)# pause download
--file <filename>
(config)# resume download
--file <filename>

Install upgrade file
(config)# install upgrade

-—File <upgrade_ file> [--force <upgrade file]



ADMINISTRATION > HOTFIXES

25

View available appliance hotfixes
(config)# show hotfix list

[--1d <hotfix_id>]
[--module
<app|web]proxylemail>]

Status A
General
CPU and Memory
Disk Usage
Network Bandwidth
A\ Configuration A

System

Download or upload a hotfix to
appliance
(config)# load hotfix

Network Interfaces
Routing

Alerting

Web Components

--id <hotfix id> e
%) Administration ~
--Ffile <name>
- - Backup Utiity
--location <alias> Loas
Toolbox

Account Management

Display status of hotfix download
(config)# show download hotfix

--File <filename>
——i1d <hotfix id>

Patches Hotfixes Proxy Settings

Hotfix Installation

Locate a hotfix to download and install on the appliance.

——— [mi]®

Downloaded hotfixes:

Hotfix ID Description
No hotfixes available.

Status Action

@| Upload Hotfix Manually

Hotfix History
Manage installed hotfixes and view uninstalled hotfixes for the current appliance version.

Appliance Version: 8.2.0

view: | Installed hotiixes v

Hottfix ID ¢
Na hotfixes instafled.

Name # Module ¢ Date Installed ~ Status ¢

Uninsall Hotfix

Hostname: uaWeb forcepoint.com @) I

& Patches / Hotfixes ? Heb

Show hotfix history
(config)# show hotfix history



ADMINISTRATION > HOTFIXES (Continued)

Stop, pause, or resume download
(config)# cancel download hotfix
[--1d <id>]
[--File <Filename>]
(config)# pause download hotfix
[--1d <id>]
[--File <filename>]
(config)# resume download hotfix
[--1d <id>]
[--File <Filename>]

Install hotfix
(config)# install hotfix

[--1d <hotfix_id>]
Remove hotfix
(config)# delete hotfix
[--1d <id>]
[--Tile <fFilename>]

Uninstall hotfix
(config)# uninstall hotfix

[--id <hotFix_id>]

Status -

General

CPU and Memory
Disk Usage
Network Bandwidth

A Configuration ~
System
Network Interfaces
Routing
Alerting
Web Components

5 Administration =
Backup Utilty
Logs
Toolbox
Account Management

Hostname: uaWeb.forcepoint.com @)

28 Ppatches / Hotfixes

Patches Hotfixes Proxy Settings

Hotfix Installation

Locate a hotfix to download and install on the appliance.

[

Downloaded hotfixes:

Hotfix ID Description
No hotfixes available.

Status Action

@| Upload Hotfix Manually

Hotfix History
Manage installed hotfixes and view uninstalled hotfixes for the current appliance version.

Appliance Version: 8.2.0

View: | Installed hotfixes A

Hotfix ID ¢ Module # Date Installed ~ Status ¢

No hotfixes instalfed.

Name ¢

Uninstall Hotfix

26




ADMINISTRATION > PROXY SETTINGS 27
Display the currentntermet proy | )

information I storws A e |
(config)# show internet_proxy e BStces Hores Proxy Settings
CPU and Memory -
Disk Usage Proxy Settings
Configure the proxy interface that etworkc Bandwdth and dotinlond hottxesipatches. < () does nothave a diect Intemet connection, & proxy server can be used to chedfor
the appliance will use to contact A Configuration ~| | O3 use proxy server
Forcepoint servers for hotfixes and s ::::dldress’ ' ports [POED
upgrades foutng : —
(config)# set iInternet proxy :T:ncimpmm e TR
-—-ip <ip address> (3 Administration -
—-port <port> I rr—
[--user <username>] Logs
[--password <password>] llbﬂt Management

Delete the current internet proxy
information

(config)# delete internet_proxy - Eomaa




ADMINISTRATION > BACKUP UTILITY

View available backups
(config)# show backup list

--location
<local | filestore_alias>

Display configured backup schedule
(config)# show backup schedule

Create a full appliance backup now
1. Define a remote storage location:
(config)# set fTilestore
--alias <alias_name>
--type <ftp]samba]tftp>
--host <ip_address>
-—-path <share_directory>
[--user <user_name>]
[--port <port>]

2. Create backup
(config)# create backup now
<local | filestore_alias>

28

Hostname: uaWeb.forcepoint.com @ |

8 Backup Utility 7 Help
Status A
Backup Restore
General

CPU and Memoary
Disk Usage
Network Bandwidth

A, Configuration A

System

Network Interfaces
Routing

Alerting

Web Components

o) Administration =
Patches / Hotfixes

Badp Wkility

Logs

Toolbox

Account Management

Perform Backup

Run the Backup Utility now or schedule backups to be performed on a regular basis. A Full Appliance Configuration backup saves
all appliance settings, as well as configuration and policy information for all active components. Component configuration backups
do not include Content Gateway. To perform backups for Content Gateway only, Use Content Gateway Manager .

Backup Type

® Full Appliance Configuration

() Web Configuration
Run Backup Now @

Local Backup Files

Schedule Frequency Last Scheduled Backup
Not scheduled Not scheduled
Not scheduled Not scheduled

Configure Backup Schedule

Manage all backup files stored on this appliance.

View backups for:

Full Appliance Configuration

[] pate

No backup file found.

Fle name

Maximum of 20 full appliance configuration backup files

[--desc “<description>"] -—type <full]email]web>

Version Backup source

Next Scheduled Backup
Mot scheduled
Not scheduled

Cancel Scheduled Backup

Comments

Delete




ADMINISTRATION > BACKUP UTILITY (continued)

Define a schedule of automated backups
(config)# create backup schedule
--location
<local|filestore_alias>
--freq
<daily|weekly]monthly>
-—day <Mon]Tue|Wed]|Thu]
Fri]Sat|Sun>
--date <integer>
--time <hh:mm>
--type <full]web]email>

Cancel all scheduled backups
(config)# cancel backup schedule

Delete all backup files in a specific location
or delete one file
(config)# delete backup

[--Tile <file_name]all>]

29

Hostname: uaWeb.forcepoint.com @ |

8 Backup utiity
Status -
Backup Restore

General

CPU and Memory
Disk Usage
Network Bandwidth

/A Configuration A

System

Network Interfaces
Routing

Alerting

Web Components

‘o) Administration &

Patches [ Hotfixes

Logs
Toolbox

Account Management

Perform Backup

Run the Backup Utility now or schedule backups to be performed on a regular basis. A Full Appliance Configuration backup saves
all appliance settings, as well as configuration and policy information for all active components. Component configuration backups
do not include Content Gateway. To perform backups for Content Gateway only, Use Content Gateway Manager .

Backup Type

(® Full Appliance Configuration

() web Configuration
Run Backup Now @

Local Backup Files

Schedule Frequency
Not scheduled

Not scheduled

Last Scheduled Backup
Mot scheduled

Not scheduled

Configure Backup Schedule

Manage all backup files stored on this appliance.

View backups for:

Full Appliance Configuration

[l bpate

No backup file found.

File name

Maximum of 20 full appliance configuration backup files

Version Backup source

Next Scheduled Backup
Mot scheduled

Not scheduled

Cancel Scheduled Backup

Comments

Delete




ADMINISTRATION > RESTORE 30
Restore appliance settings saved in a FoRCEPOINT — " 63— ==

specific backup file 0 stotus I -0 -]

(config)# restore backup coneral Backup Restore

J— I Ocati on o and bty Restore your module or full appliance configuration from an existing backup file. Use Content Gateway Manager to restore an earlier
Disk Usage Content Gateway configuration.

<local | filestore_alias> Netuwork Bzndwidth Select restore mode:

= - « . B Full Appliance Configuration
[——fl le <file name>] A\ Configuration Web Configuration
- - - System

Omit the -—file parameter to see a list | '~ . T

of choices Routing
Alerting

Web Components

£3) Administration -
Patches / Hotfixes
Badap Utility
Logs
Toolbox

Account Management




ADMINISTRATION > LOGS & CONFIGURATION SUMMARY 31

Create a configuration summary for

Hostname: uaweb.forcepoint.com @

Technical Support analysis B storus e . HITEEE
1. Define a remote storage location: p— Logs @
(Confi g)# Set fi I eStO re CPU and Memory Forcepoint Technical Support may request log files to assist you with unexpected results.

Disk Usage Select Module: i i
- - . - Appliance Controller Loq Options
__al 1as <a| 1 aS_n ame=> et Badvitt :r‘ﬁ Log files are available in weekly increments for up to 5 weeks.
--type <ftp|samba]tftp> A Configuration o] | [TRroN AP WES Date range:
——hOSt < i p_add ress> System View options: @ View Iast lines
Metwork Interfaces I :
--path <share_directory> Routing ) Dovinload entire fog e
[__use r <use r_name>] Web Components
[_ _po rt <p0 rt>] %2 Administration 2
2. Create configuration summary Patches / Hotfxes
(config)# save configsummary
--location Toobox

Account Management

<filestore_alias>

Display a list of log file types
(config)# show log typelist
--module <applall>]

App means list the file types for the entire appliance. All means list file types for the modules.



ADMINISTRATION > LOGS (continued) 32

D|Sp|ay |aS'[ n nn ||nes Of the appllance Hostname: uaWeb.forcepoint.com @
log file «
(config)# show log lastline Stalt‘“ * o G
Genera
—--line <i ntege r> CPU and Memory Forcepoint Technical Support may request log files to assist you with unexpected results.
__ H Disk Usage Select Module: . :
type <aUd 't I mOdu I © I SyStem> D e ApPILACEICOMIUIEN :pplll:noe con:::slreli:qwzztlm::creme nts for up to 5 weeks
--modulle <app|email|proxy]| Content Gateway co T ’ " '
mo —— | |TRITON AP-WEB Date range:
webnetwork-agent> A Networkc Agent
System View options: @ View Iast lines
Network Interfaces ) Download entire log file
. L Routing
Display data as it is appended to the Alerting
appliance log file Web Components
(config)# show log realtime Q) Administration N
--Ffilter <string> Fatches  Hotfes
Backup Utiity
--type <audit]module]system> | ogs |
_ Toobox
--module <app|]email|proxy|web] | acount mnsgeren
network-agent>
--timeout <integer>




ADMINISTRATION > LOGS (continued) 33

Configure When |Og fl|eS are tO be Hostname: uaWeb.forcepoint.com @
archived = «
(config)# set log archive B stats * o G
General
——type <SyStem I audit I email I CPU and Memory Forcepoint Technical Support may request log files to assist you with unexpected results.
netwo rk—a_gent I Web> ekl Select Module: Appliance Controller Log Options
Network Bandwidth Appliance Controller . . .
- < t t - Content Gateway Log files are available in weekly increments for up to 5 weeks.
--size <integer|string| Y p——— . | |TRITON APED Date range:
--freq <weekly|monthl early> ok Agen
q yl y I y y System View options: @ View Iast lines
Network Interfaces ) .
() Download entire log file
) R L. ) Routing
Display log file archiving settings Alerting
- = b
(config)# show log archive /eb Components
--type <system|audit]email] %) Administration "
Patches [ Hotfixes
network-agent]web> ey T
[ ogs
Toobox
Zip the log file and move it to a remote Account Management

filestore
(config)# save log
--module <all]applemail]
network-agent]proxy|web>
--type <all]audit]module]system>
--location <filestore_alias>

See slide 31 for filestore definition command.



ADMINISTRATION > TOOLBOX

Custom block pages are described

in the online AP-WEB API Guide B storus

Hostname: uaWeb.forcepoint.com )

R Tooioox

Enable or disable remote CLI access via
SSH.
(config)# set access ssh
--status <on]off>

Display whether remote CLI access via
SSH is enabled
(config)# show access ssh
--status

Web Security Block Pages
General

CPU and Memory
Disk Usage
Network Bandwidth Spedfy block page type:

® Default block page

Alerting
Web Components

) Administration =
Patches / Hotfixes
Backup Utiity
Logs

Account Management

Upload File(s)

Appliance Command Line

Remote Access

client.

ff
n

)0
) O

®

Technical Support Tools [0

Download File(s

Deleie

Access the appliance command line using a remote SSH

(i

Use http://testdatabasewebsense.com to test current block pages based on the policy configuration in your environment.
Customize block pages if desired. Use Apply Changes to confirm your customizations.

A\ Cenfiguration ~ O custom block page
System Download files from the editable directory to customize. Upload desired changes and any additional files (custom logos, jpegs,
etc.).
Network Interfaces )
Routing Files in editable directory (on appliance):

Apply Changes

Command Line Utility

Execute basic network troubleshooting commands for
appliance modules in a command line environment.

Launch Utility




ADMINISTRATION > ACCOUNT MANAGEMENT 35
Change the account password ‘

. -
(config)# set account admin B storue ~ I 2 wer 1,
p— Change Password (i
__paSSWO rd CPU and Memory Current password: [ |
You will be prompted to enter the new password. e zmﬁﬁlmm} P
Define an email address for admin account gy Configaration " | Email Settings
Sy=ten n the even e appliance admin password is lost or forgotten, a password recovery email is sent to the admin email address.
paSSWOfd recovery Nitwo*lnteﬁxes :’rot:lide thetStI:IITP spfr‘versett?ngs tpu usefv?serlwdi:ng pfgsgwtutrd'recgveryemdails. " ‘ 1o the ad ! add
_ - Routin . . .
(config)# set account email e ”“m“”m““““} }
Web Components SMTP server:
—--address <address> port:
\;"; Administration ~ Test Connection
Display the SMTP server settings used with e L] S server requires suthentiation
admin email address, S et :
(config)# show account smtp — -
Content Gateway Manager Password Reset
Define an SMTP server for admin account R e o e e e naaer Paaray ™ Log on to Content Gateway Manager and go fo
password recovery
(config)# set account smtp Help Language Preference
- ele referred language for displaying Help information.
--host <location> seeee g Peving e mrmat
Language: | Englis
~-port <port> L Eresmcc)

-—-user <name>

Test the email address for password recovery
(config)# send test email



ADMINISTRATION > ACCOUNT MANAGEMENT (continued)

Hostname: uaWeb.forcepoint.com ()

Delete the password recovery email address
(config)# delete account email

Delete SMTP settings
(config)# set account smtp
--address <address>

Display Technical Support account access
or activity history
(config)# show account tech-support
--status
(config)# show account tech-support
--history
The two parameters cannot be used at the same time.

Enable or disable access for Technical Support
(config)# set account tech-support
--status <on|off>

General

CPU and Memory
Disk Usage
Netwaork Bandwidth

A Configuration -~
System
Netwark Interfaces
Routing
Alerting
Web Components

A3} Administration =
Patches / Hotfixes
Backup Utility
Logs
Toolbox

Account Management

&8 Account Management ? Help
Status ~ ’
(i

Change Password

\
New password: [ @
\

Current password:

Confirm new password:

Email Settings

In the event the appliance admin password is lost or forgotten, a password recovery email is sent to the admin email address.
Provide the SMTP server settings to use for sending password recovery emails.

Notification email address: | |

SMTP server: ‘ ‘

Port:

Test Connection

[ SMTP server requires authentication

Account: |

Password: |

Content Gateway Manager Password Reset

Click Reset Password to reset your Content Gateway Manager password. Log on to Content Gateway Manager and go to

Configure = My Proxy > UI Setup > Login to change the new password.
Reset Password

Help Language Preference

Select preferred language for displaying Help information.

Language: |English v




ADDITIONAL COMMANDS

All commands in this Visual Primer, plus additional commands that do not map to a previous
console screen, are described in the TRITON Appliances CLI Guide for version 8.3.

The CLI Guide is at the Support website under Documentation > Forcepoint Appliances.
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