Security in the age of social media
Exploring the benefits and security risks
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Legal notice.

The information provided in this presentation should not be construed as legal advice or legal opinion
and should not be considered representative of the views of its authors, speakers, and/or Websense.
The material is not intended as a definitive statement on the subject addressed. Rather, it is intended to

serve as atool providing practical advice and references.
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The format of this event is a panel discussion
around a relevant topic. You can influence the
debate by asking questions of the panel.

Join our expert panel to discuss your security issues www.websense.com/speakup



R CoToMeeting File fdit  View Wandow Audo p OB O ¢ e Thldssd Q

Audio Mode: ) Use Teiphone

Wetserse x | Use Mic & Speakers

Dl l 516‘5! 0014

iLasl 0 8
Access Code 259—6]0 7”
Mbmﬁo
¥ poure seeedy on the call, prasa #00F row

. Collaboration T
The security tmpllcatnons for this new Web Wecome o Speakip. 8 eyl grves

o
. chance © & o‘wmmm a panel of
paradigm eitars s o
< Can wmmﬁcm
Ayt YOU CEN CNOOSE M BNd DN N e suds
e

every secerity expert should
about dowd computing and
collaboration

\p & o | ~

L) ‘\'-".' !"'\

@ 3 = Webinas 1D4 210-628-489
O owitiabeswsnisoriposhin

speakup GoToV\ebinar

You can ask guestions to the panel using this
guestion input box. The moderator will attempt to
Incorporate as many questions as possible.

) e N
N/ -

TN o NNl 1 O el s . £y Fe Sk

S
spea ku p Join our expert panel to discuss your security issues www.websense.com/speakup



OBO ¢t e Thild Q

Audio Mode: * Use Telwphons

! Use Mic & Speakers
Dal 1516‘510014

iLasl 0 8
Access Code 259—6]0 7”
Audio PIN. 60
¥ poure seeedy on the call, prasa #00F row
Talhmg

AUDIENCE POLL QUESTION

Weltome © Speaciip. @ Brum hat prves e
chance © e otwmm-»n a panel of
xpory #03 you

< Can WMMPCW

A YOt yOU SN CNOOSE ME and S0RMET A e Ul
e

TEST: What every secerity expert should
know about dowd computing and
collaboration
Webinas ID# 210-628-489

Golo\VWebinar
speakup

Throughout this event we will ask what you all think
with an online poll as indicated by this slide
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As the poll is opened, your screen will change to
show the multi-choice question. You will have a few
seconds to respond.
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When the poll is closed we will show what the
audience collectively answered.
The expert panel will respond to the poll results.
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Your poll answers are confidential and individual responses are never shared.
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Introducing today’s panel websense

Rich Mogull Jason Clark Scott Kleper Carl Mercier

Analyst & CEO Chief Information Security & CTO & Founder Director of Software Development
Securosis Strategy Officer, Websense Context Optional & founder of Defensio

(a Websense company)

Matthew Mors (Panel Moderator)  Charles Saunders Paul Fabretti
Vice President (Question Moderator) CEO, Gabba & ‘Blending
Mix Public Relations Websense the Mix’ blog author
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RSS feeds

Why should social
networks matter to
companies?
What are the
benefits?

Facebook
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Have your say:

Poll Question

What is your company’s approach to social media?
(tick one)

0 We have no policy

O Generally speaking we block access for employees
0 We allow selective access for certain departments

0 We allow selective access for certain employees

0 We fully embrace the social web across the company
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Many security experts
say they block access
to social fabrics, is this
a long term strategy?
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Have your say:

Poll Question

What are your two biggest concerns about opening access to
g social networks? (tick two)

O Productivity loss

U Losing control of reputation
L Malware infection

L Accidental data loss

L Malicious data loss

speakup
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Advanced
Persistent
Threats

Botnets

Phishing bait

How have hackers embraced the
concept of social networks and
what are the risks?

Impersonation

Shortened links

Data leaks

Cross site
request forgery

speakup
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Maybe Anna Chapman could
have been more successful as
a spy if she had copied Robin
Sage and used social media

s ll'it‘kt‘t‘ in social

What does thls 118 security chiet -
“ ‘ networking expernme

attack tell us about
social media and
social engineering
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Why do the usual
methods of security fall
to protect companies
across the dynamic
web?
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Have your say:

Poll Question

How do you perceive the security threat from big brand social networks as
opposed to any other part of the internet?

O Much higher than general, requiring system change

O Slightly higher than general, requiring system change

O Slightly higher than general, no system change required

U About the same as in general, no system change required
O Lower than the web in general, no system change required

S
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Engaging in
Tweet /
Facebook /

LinkedIn RAGE ’

Accumulating
friends or
connections with
no discriminatign

Quoted out of
context

Mixing personal
with
professional

Password
laziness across
all networks

Common errors that users

make with social networks.

Can you ever guard
against these?

Sharing too
much company
information

Clicking on
every email link
| advert that
comes their way

speakup
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Targeted
attacks

Real-time
security
protection

Cross vector
attacks

How should modern day

security solutions protect

against this new threat
landscape?

Inbound
defense

Outbound
filtering against
data leaks

Social
engineering
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Have your say:

Poll Question

Has what you have heard today make you think you will do
g anything differently than you have in place already?

O Yes
0 No
1 Undecided, need further research

speakup
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Introducing Websense.
In just one slide
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Basic Account: Upgrade Welcome, Charles Saunders « Add Connections - Seftings - Help - Sign Out
Linkedﬁ Home Profile Contacts Groups Jobs Inbox More... Groups ~ a
_ Websense SpeakUp
speakup
S Discussions Members  Promotions  Jobs  Search  Manage  More... Invite others » Group rules

Maximum length is 200 characters.

& Attach a link
My Activity

Most Popular Discussions

Do you use social networks, such as Facebook or Twitter, for business
puUrposes in your organisation?

| am interested to see how companies are using social media as pan of their business
infrastructure,

ted 3 days ago

O Like $°Comment More ~ See more »

Updates: Last 7 Days
Tracy Ryan has joined the group.
2 4

1 hour ago + Send message

7 people have joined the group,
including Rinolds Kaneps, Michael
Bell and Andy Johnston

21 howrs ago

1 Ana-Maria Boldizsar has joined the
‘ group.
| day ago -

Send message

See all updates »

Continue the debate, connect with peers, Join us on LinkedIn

Group: Websense SpeakUp
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the BIG security conversation

Welcome to a new forum for informed debate on
the big issues facing security experts. Cloud
computing, social networking, compliance & risk
management and data loss prevention are just
some of the hot security topics due for close
scrutiny. Join the conversation, visit:

www.websense.com/speakup
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Websense 2010 Threat Report

(LI Highlights Keyfindings Events Malware \Web Email Data Social networking Major discoveries

I. INTRODUCTION

Websense® Security Labs™ uses the Websense ThreatSeeker® Netwark to
discover, classify, and monitor global Internet threats and trends. Featuring the
world's first Internet HoneyGrid™, the system uses hundreds of technologies
including honeyclients, honeypots, reputation systems, machine learning, and
advanced grid computing systems to parse through mare than 1 billion pieces of
content daily, searching for security threats

wekbsense

201

Every hour the ThreatSeeker Network scans more than 40 million websites for
malicious code and nearly 10 million emails for unwanted content and malicious
code. Using more than 50 millien real-time data collecting systems, it monitors
and classifie eb, email, and data content. Together with the Websense
Advanced Classification Engine (ACE) - an advanced compaosite content
classification engine embedded in Wehsense solutions — the ThreatSeeker
Metwork provides h=ense with unparalleled visibility into the state of content
on the Internet and in email

This report summarizes the significant findings of
the ThreatSeeker Network during 2010.

Wehsense researchers using
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