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Hangs, Crashes & BSOD

Please search KB articles and relevant release notes to identify a match with any existing known issues before escalating.

User Mode dumps on Windows

1. Download debug tool from Microsoft:
http://msdl.microsoft.com/download/symbols/debuggers/dbg_x86_6.11.1.404.msi
2. Install Debugging tools for Windows
First we install it. Accept all the defaults. 
3. Collect Crash dump
Open Windbg, on “File” menu, click “Attach to a Process”, then in the process list window, choose the process to be diagnosed and click “OK”. In the Windbg command input window, type “g” and hit Enter, as shown below: 
[image: g]
Figure 1
Then the windbg command input window will show “Debugger is running...”. Leave the system running, until the crash happens. When the crash happens, the Windbg command window will accept input again. Now enter the command: 
.dump –u /ma [path name]
[image: type_cmd]as shown in Figure 2(if it asks whether to save workspace information, click “Yes”):

Figure 2

Enter the following command in Windbg’s command window as shown in the red circle in Figure 2: .dump –u /ma c:\dump\NAdump.dmp
It tells Windbg to create a dump file; its path is designated as “c:\dump\NAdump.dmp”. Then it shows “Dump successfully written” as shown in Figure 2.
Now we can collect the dump file. Please note that Windbg appends the date/ time to the file name to make it unique.
Now you can close Windbg and restart the process. We also need to pay attention to if the customer has ‘auto restart service’ configured on the service. In the case that they have ‘auto restart’ configured, when the service crashes with windbg attached it, it won’t auto start because windbg is waiting for user input.


4. Collect Hang mode dump:
When our process (e.g. EIMserver.exe) goes into a hang situation, such as deadlock or the CPU reaches 100%, we open DOS command prompt window, go to Windbg installation directory,  type in following command: Adplus –hang -quiet –pn EIMserver.exe
The adplus script instructs the debugger to take a memory snapshot of the process with name “EIMserver.exe”. 
[image: hang_dump_folder]You may see that a “CDB debugger” command prompt window pops up and then disappears quickly. This means that the dump file is written to disk. You can find the dumps in the debugger’s installation folder. We need to collect the content of the whole folder suffixed with the date and time as shown in Figure 3:
Figure 3

Kernel Mode dumps on Windows
On the BSOD (blue screen of death) machine, enable "Kernel mode dump" as followed:

After rebooting:
1. Right click "My Computer" select "System Properties" and click the "Advanced" tab.
2. In the "Startup and Recovery" section, click "Settings".
3. In the "write debugging information" section select the drop down menu, select "Kernel Memory Dump" and click OK. 
Now, the next time a blue screen happens, a kernel mode memory dump “MEMORY.DMP” will be created in %SystemRoot% folder. Please get the dump file.
Dumps on Linux
1. Follow the KB to create crash dumps on Linux:
https://emea.salesforce.com/articles/Knowledge_Article/Enabling-process-core-dumps-on-Linux-servers-and-V-Series-appliances
2. Install gcore tool to create hang mode dumps when necessary
a. First run the command ‘ps-e|grep [process name]’ to find the pid of the process to be diagnosed.
b. Run the following command to get a core file for the process:
Gcore [pid].
c. Collect the core file with name core.pid
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Microsoft (R) Windows Debugger YVersion 6.7 0005.1
Copyright (c) Microsoft Corporation. Al rights reserved

xxx wait vith pending attach
Synbol search path is: *xx Invalid wxx
% Synbol loading may be unreliable without a synbol search path .
% Use synfix to have the debugger choose a synbol path *
% After setting your symbol path, use reload to refresh synbol locations. *
Executable search path is
ModLoad: 00400000 00402000
Modload: 72900000 70960000
Modload: 7c800000 7c8£5000
ModLoad: 10000000 10005000
Modload: 77440000 77265000
Modload: 77270000 77£01000

\Docunents and Settings\ytian\Desktop\crash\tst_drvstn.exe
\VINDOUS\systen3z\ntdll.dll

\VINDOS\systen32\kernsl32 dll

\Docunents and Settings\ytian\Desktop\crash\ny_dll2.dll
\VINDOS\systend2 \ADVAPI32 . DLL

\VINDOWS\systen32\RPCRT4 .d11

ononon

(7a8.260): Access violation — code c0000005 (11! secand chance !11
e22=00000000 ok

££d6000 ecx=606c6568 edx=7c90eb94 esi=00000a28 =d1i=00000000
012fedc ebp=0012icl iop nv up i pl zr na pe nc
cs=001b £5=0023 ds=0023 e==0023 fs=003b  gs=0000 ©£1=00000246
xxx VARNING: Unable to verify checksun for C:\Docunents and Settings\ytian\Desktop\crash\my_dll2.dll
xxx ERROR: Synbol file could not be found. Defaulted to esport symbols for C:\Docunents and Settings\ytian\Desktophcrash\ny_
ny_d112 InyFunc3+0x8
10001038 89308 nav dvord ptr [eax].eck ds:0023:00000000=77227277
0:000> dunp —u c:\dunp\Nidunp dnp
Creating c:\dunp\NAdunp_0aad_2007-07-11_20-20-51-378_07a8 .dnp - nini user dunp
Dunp successfully written
0:000> .dunp —u /ma o:\dunp\NAdunp.dnp
0a24_2007-07-11_20-26-10-533_07a8.dnp — nini user dunp

JT7T00> [ dunp —w /ne o \dunp\Hhdunp.dnp

110, Col0 5ys 0:<Local> Proc 000:728 Thrd 000:260
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Command

Executable search
ModLoad: 00ca0000
ModLoad: 77920000
Modload: 75740000
Modload: 75590000
ModLoad: 77000000
ModLoad: 75be0000
ModLoad: 76b90000
ModLoad: 75870000
Modload: 75530000
Modload: 75520000
Modload: 77130000
Modload: 75210000
Modload: 75960000
ModLoad: 76450000
Modload: 77420000
ModLoad: 77360000
Modload: 72230000
Modload: 75ca0000
Modload: 73300000
Modload: 75520000
Modload: 75970000
ModLoad: 73320000
ModLoad: 77300000
ModLoad: 75b10000
Modload: 72dB0000
ModLoad: 74870000
Modload: 76220000
(=50_11ad)  Break

023 ss=002b

779d000c oo
0i001> g

x*x wait with pending attach
Synbol ssarch path is

path is
00=d0000
77540000
75840000
755d6000
77020000
75282000
76529000
75960000
75530000
75520000
77120000
75510000
75962000
76ded000
77530000
77367000
72£c2000
76823000
73401000
75735000
759££000
73329000
77360000
75bde000
72230000
74883000
76b63000

o

000N00NNN0NN0NNN0NN0N0N00N

Copyright (c) Microsoft Corporation. AlL rights reserved

SRV*c:\synbolhttp://nsdl.nicrosof t .con/davnload /synbols

\Vindovs\SysHOUE 4\NOTEPAD . EXE
\Vindows\SysWONE 4 ntdll dil
\Vindovs\syswouti\kernsl32.d1l
\Vindows\sysvovt 4 \KERNELBASE 411
\Vindows\syswout4\ADVAPI32 dll
\Vindows\sysvoveinsvert .dll
\Vindows\SysWOWE4\sechost .dL1
\Vindows\sysvawt4\RPCRT4 .d11
\Vindows\sysvan6i\GspiCli.dll
\Vindows\sysvowt 4 \CRYPTBASE . d11
\Vindovs\syswowt4\GDI32.dL1
\Vindows\sysvovw64\USERI2 d11
\Vindows\sysvaw64\LPK dll
\Vindovs\syswovt4\ISP10.d11
\Vindovs\syswout4\COMDLG32 .11
\Vindows\sysvavt 4\SHLYAPI .dL1
\Vindows\VinSxS\z86_nicrasoft . vindows. comnon-controls_6595b64144ccf1df_6.0.7600.16661 none
\Vindows\sysvowt4\SHELL32 d1l
\Vindows\systend2\WINSEOOL . DRV
\Vindovs\syswovtizale32 dll
\Vindows\syswout 4\OLEAUT32 .11
\Vindows\systend2\VERSION.dL1
\Vindows\systen32\IMK32 DLL
\Vindovs\syswout {\HSCTE dI1
\Vindows\systendz\uzthene.dll
\Vindows\SysUOWE 4 dvnapi .d11
\Vindows\syswout4\CLECatO. DLL

instruction exception — code 80000003 (first chance)

eax=72£da000 sbx=00000000 ec:
=ip=779d000c esp=0238fcld by

ds=002b

ntdlllDbgBreakPoint
int

cs<0023 ss-002b  ds=002b
ntdll1DbgBreakPoint
779d000= oo

int

0000000 edz=77a5£50a ==1=00000000 =di=00000000

238£240 iopl=0 nv up i pl zr na pe nc
02b £s=0053 gs=002b ©£1=00000246
3

(e50.11i8). Break instruction exception — code 80000003 (first chence)

0000000 edz=77a5£50a ==1=00000000 =di=00000000
227820 iopl=0 nv up i pl zr na pe nc

es=002b £==0053 gs=002b e£1=00000246

3

000> [

Ln0, Col0  SysO:<Local> Proc000:e50 Thrd 001:1118
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