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Introduction

To help you make the transition to Websense Web Security or Websense Web Filter, this guide covers
the basic steps involved in setting up Websense filtering software with reporting components in a
small to medium Windows network (up to 2500 users).

Q Important

Please refer to the Deployment Guide for your Websense
software version for detailed help in planning where and
how to install Websense components.

This guide includes information about how to:

1.

Install Websense filtering software on a Windows 2003 Server machine (Install Websense
filtering software, page 6).

Install Websense reporting software on another Windows 2003 Server machine (Install Websense
reporting tools, page 8).

Perform basic configuration tasks (Initial configuration, page 9).

Adapt the Default policy to the needs of your organization (Install Websense filtering software,
page 6).

Add filtering clients to Websense Manager (Add filtering clients to Websense Manager, page 16).

Construct policies for filtering clients whose Internet access needs aren’t met by the Default
policy (Design and implement custom policies, page 17).

Assign custom policies to the appropriate clients (Assign policies to clients, page 20).

Use investigative reports to analyze Internet usage patterns (Assess your implementation, page
21).

Complete product documentation is available at www.websense.com/global/en/SupportAndKB/
ProductDocumentation/.
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Prepare to install

This guide provides instructions for installing the Websense filtering software, version 7, in a stand-
alone configuration. This configuration is designed for small to medium networks (up to about 2500
users).

o Websense filtering components are installed on a single machine.

+ Websense reporting components are installed on a different machine.

+ \Websense software is not integrated with any firewall, network appliance, or proxy server.

J Note

A single machine may not have adequate processing power, memory, and disk
space to handle your filtering needs. Websense software is designed to be modular,
allowing you to deploy different components on different machines to make the
most efficient use of your resources.

If you are installing Websense filtering in a larger network, or if you want to learn
how to integrate Websense software with a firewall, network appliance, or proxy
server, see the Deployment Guide for assistance.

Make sure that your installation machine meets or exceeds the following recommendations before
starting the installation process.

Hardware recommendations

Filtering machine:

& Quad-Core Intel Xeon processor, 2.5 GHz or greater
¢ 2GBRAM
+ 10 GB free hard disk space

Reporting machine:

& Quad-Core Intel Xeon processor, 2.5 GHz or greater
¢ 4GBRAM
¢ 100 GB free hard disk space
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Software specifications

These are streamlined specifications for a small to medium Windows network. For a more complete
list of supported configurations, or if you are deploying in a Linux or mixed environment, please refer
to the Deployment Guide.

Operating system:
+ Windows Server 2003 (Standard or Enterprise) SP1 or R2
Reporting tools used by Websense reporting tools:

¢ Microsoft SQL Server 2005 (recommended) or 2000, or
+ MSDE 2000, and
+ Internet Explorer v7

Configuration prerequisites
¢ Deployment: Connect the filtering machine to an unmanaged, unswitched hub that is located

between an external router and your network. This allows the Websense Network Agent to
monitor both outgoing Internet requests and replies sent to the requesting clients.

l..
/

Unswitched hub

Router
Websense software

Important

Do not install Websense filtering software on a machine running a firewall. When
Websense software is installed as a stand-alone product, the Websense Network
Agent uses a packet-capturing utility that may not work properly when installed on
a firewall machine.

o=@
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+ Internet access: For the database download to occur during installation, the Websense machine
must have Internet access to the download servers at the following URLS:

= download.websense.com
= ddsdom.websense.com

= ddsint.websense.com

= portal.websense.com

= my.websense.com

Make sure that these addresses are permitted by all external firewalls, proxy servers, routers, or
host files that control Internet access on the Websense filtering machine.

Install Websense filtering software

1. Log on to the machine that you want to use for filtering with local and domain administrator
privileges.

Install with domain administrator privileges to ensure that User Service can retrieve user logon
information from the domain controller.

Stop any antivirus software and close all unnecessary applications.

Download the Windows installer package from www.mywebsense.com/download. Select the
Websense Web Security / Web Filter installer.

4. Extract the installer files.

@ Important

Do not extract the installer files to a folder on your desktop. Accept the default
location (C:\Temp), or select another appropriate directory.

After the files are decompressed, setup.exe runs automatically.

5. When the welcome screen appears, click Next, and then follow the onscreen instructions to
accept the subscription agreement.

Select Websense Web Security / Web Filter as the product to install, and then click Next.

Enter and confirm the Password for the WebsenseAdministrator account. This is the default
account used to access Websense Manager.

@ Important

Make note of the WebsenseAdministrator password.
Unless you create other administrative accounts, you must
enter this password each time you access Websense
Manager.

Because WebsenseAdministrator has full, unconditional access to all Websense Manager features
and functions, creating a strong password is highly recommended. A strong password contains a
combination of lower and upper case letters, plus numbers and special characters.

8. Proceed through the installer, following the onscreen instructions and making the selections
described here:
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m  Multiple IPs Detected: If the installation machine is multihomed, all enabled network
interface cards (NICs) with IP addresses are listed. Select the IP address of the card to use for
Websense component communication.

m Integration Option: Select Stand-alone.

m  Network Card Selection: Specify which network interface card (NIC) to use for monitoring
traffic. If the machine includes multiple NICs, select the one (connected to an unswitched
hub, span port, or mirror port) that is able to monitor all Internet requests.

m  Websense Filtering Feedback: Indicate whether Websense software should send
information about access to Websense-defined categories and protocols to Websense, Inc.
This data does not include information about users or machines in your network, and is used
to continually improve filtering accuracy.

m  Transparent User Identification: This guide does not include instructions for configuring
Websense software to identify users or objects in a directory service without prompting them
for logon information. Select None. You can install a transparent identification agent later.

m  RADIUS Agent: Select Do not install RADIUS Agent. The agent can be installed later, if
desired.

= Installation Directory: Accept the default path.

m  System Requirements Check: The installer checks the resources of the installation machine.
If the installation machine has insufficient disk space, the selected components cannot be
installed, and the installer will quit.

= Installation: A summary list appears, showing the installation path and size, and the selected
components. Click Next to begin installation.

A status bar shows the progress of the installation process.

9. After installing the filtering software, the installer displays an installation complete message.
Click Next to exit the installer.

10. An HTML page opens, giving instructions for starting Websense Manager. Close the page. You
do not need to launch Websense Manager at this time.

With the installation complete, start your antivirus software again, and then move to the reporting
machine to install Websense reporting components.
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Install Websense reporting tools

© N o O

10.

11.
12.

Log on to the machine that you want to use for reporting with local and domain administrator
privileges.

Stop any antivirus software and close unnecessary applications.

Copy the Websense installer package from the filtering machine, or download it again from
www.mywebsense.com/download.

The same installer is used for both filtering and reporting components.
Extract the installer files.

.\' Important

Do not extract the installer files to a folder on your desktop. Accept the default
location (C:\Temp), or select another appropriate directory.

After the files are decompressed, setup.exe runs automatically.

Click Next on the welcome screen, and then accept the subscription agreement.
When prompted to select a product to install, select Custom, and then click Next.

To choose which reporting components to install, select Custom, and then click Next.
Mark the Log Server check box, and then click Next.

Log Server is the Websense reporting component that collects Internet activity information for
reporting. When you install Log Server on a Windows machine, you activate the reporting
features of your Websense software.

In the Policy Server IP Address field, enter the IP address of the machine on which you installed
Websense filtering components, and then click Next.

When prompted, provide the following information about the database engine you want to use to
store filtering log records:

m Database Information: Specify the location (IP address or machine name) of the database
engine (Microsoft SQL Server or MSDE) machine. If the database resides on the local
machine, the host name is entered automatically. Select SQL database account as the
method for Log Server to access the database. Do not use a Trusted Connection.

m Database Access Account: Enter the user name (for example, sa) and password for a SQL
Server account with administrator rights.

m Database Location: Accept the default location for the Log Database (wslogdb70), or click
Browse to select another location. Depending on the number of users filtered, the database
may grow rapidly.

= Minimizing Database Management: Accept the default database management selections
(site visits are logged; log records are not consolidated).

Select an installation location for the Websense reporting components, and then click Next.

The installer checks the resources of the installation machine, and then provides a summary of the
components to be installed. Click Next on each screen to continue the installation.

A status bar shows the progress of the installation. When the Installation Complete message
appears, click Next to exit the installer.

Once the reporting components have been installed, start your antivirus software again and continue
with initial configuration tasks.
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Initial configuration

After installation, perform the following steps on the filtering machine:
+ Launch Websense Manager and enter your subscription key (see Getting started with Websense
Manager, page 9).

+ Configure Master Database download settings (see Schedule Master Database downloads, page
10). The database contains the URLs and protocol definitions that Websense software uses to
filter Internet requests.

+ Enable the Messenger Service on workstations being filtered, so protocol block messages can be
received (see Protocol block messages, page 11).

+ \erify that Websense software is configured to monitor traffic from all workstations that you
want to filter (see Define your network, page 11).

Getting started with Websense Manager

Websense Manager is the configuration interface to Websense filtering software. This Web-based tool
is used to manage filtering policies, configure Websense software, and generate reports. You can
access Websense Manager from anywhere in the network.

Each time you open Websense Manager, you connect to Policy Server, the Websense component that
stores Internet filtering policy and server configuration information. Initially, you use a default
administrative account, WebsenseAdministrator, to connect to Policy Server.

1. To launch Websense Manager, either:

= Log on to the Websense filtering machine and double-click the Websense Manager desktop
icon.

= Launch a supported browser (Internet Explorer 7 or Firefox 2) anywhere in the network and
go to:

https://<Filtering IP Address>:9443/mng/

Access to Websense Manager is secured with an SSL security certificate issued by Websense,
Inc. Because the browser does not recognize Websense, Inc., as a known Certificate Authority
(CA), a security warning is displayed.

2. To access Websense Manager, do one of the following:

m  Select the option to ignore the warning and continue. (The exact phrasing of this option
varies between browsers.)

= Permanently accept or install the certificate. (See Accepting the Websense Manager security

certificate in the Websense Knowledge base for instructions).

3. On the Websense Manager logon page, enter the user name WebsenseAdministrator and the
password that you created during installation, and then click Log On.

4. You are offered the option of launching a Quick Start tutorial. Quick Start tutorials provide an
excellent method for becoming familiar with Websense software. To continue following the steps
in this guide, click Skip to continue to Websense Manager.

Websense Manager opens, showing the Status > Today page. Because you have not yet entered a
subscription key, the Health Alert Summary at the top of the page shows a series of errors and
warnings.

5. Click the Settings tab of the left navigation pane. The Settings > Account page is displayed.
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6. Enter your Subscription key exactly as you received it, and then click OK.

7. Click Save All at the top of the right shortcut pane to save the key and start downloading the

Websense Master Database.
No filtering occurs until you enter a subscription key. Downloading the database ensures full and

accurate filtering.

To configure future database downloads, continue with Schedule Master Database downloads, page

10.

Schedule Master Database downloads

Once you have entered your subscription key in Websense Manager, verify that your local copy of the
Websense Master Database will be updated regularly. The Master Database contains the category and
protocol definitions used to determine how Web sites are filtered.

1. On the Settings tab of the left navigation pane, select Database Download.

Account

Filtering

Main \Settings | Database Download

(D About Database Download Settings
Use this page to set the schedule for downloading the Websense Master Database, and to provide information about any

proxy server or firewall through which the database must pass.

Database D
Directory Services
Logon Directory
Logging

Risk Classes

User Identification

Remote Filtering

Policy Servers

2. Next to Download days, determine how frequently updates to the Master Database are

Alerts and Notifications
Reporting

Database Download

Use these options to schedule automatic downloads of the Websense Master Database at least once each week. Be sure a valid
subscription key has been entered on the Account page.

Downloaddays: Fsu BEm Ftu Fw Fth FF Fsa

Download timeframe:  From:|21:00 x| To:|06:00 =

Real-Time Security Updates

Real-time security updates occur when new threats are identified. Standard daily downloads at the specified times include all other
updates. When you enable real-time security updates, the standard database download automatically occurs everyday.

Enable real-time security updates
Proxy Server or Firewall

If Websense software must go through a proxy server or firewall to access the Internet, configure these settings.
O use proxy server ar firewall

Server IP or l—
name:
Port: o

Authentication

If the proxy server or firewall requires authentication, configure these settings.
[ use authentication

User name:
Password:

TEVRVRVEVEVE. - 2 0 0 - 0 00 0 00 000 000D

downloaded. By default, downloads occur daily.
= Atan absolute minimum, you must download the database at least every 14 days to continue

filtering without interruption. As a best practice, download the database daily (the default).
= If you have subscribed to Websense Web Security, the Download days check boxes are

selected and disabled by default. In the Real-Time Security Updates area, Enable real-time
security updates is also selected.

When Real-Time Security Updates are enabled, in addition to receiving complete, daily
database updates, you receive interim updates each time new threats are identified.

3. Use the Download timeframe fields to specify a time period for each database download

attempt.

Because the process of loading database updates into memory is CPU-intensive, schedule the

download for a low-traffic time.

4. 1f Web browsers in your network are configured to send requests through a proxy server,
configure the database download process to use the same proxy settings as the browsers:

Configuration Guide (Version 7)
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a. Check Use proxy server.
b. Identify the proxy server or firewall machine in the Server IP or name field.

Note
J It is best to identify the machine by IP address. You can use a machine name, but do
not use a machine name that contains extended ASCII or double-byte characters.

c. Enter the Port used by the proxy server or firewall (default is 8080).

5. If your network includes an external firewall or proxy that requires authentication to access the
Internet, configure the database download process to provide valid credentials:

a. Check Use authentication.
b. Enter the User name and Password required by the proxy server or firewall.

c. Configure the proxy server or firewall to accept clear text or basic authentication. For
instructions, see the documentation for your proxy server or firewall.

6. Click OK to cache your changes, and then click Save All in the right shortcut pane.
If Websense software was unable to download the database when you entered the subscription
key because of missing proxy or firewall settings, a database download starts automatically.

It is best to wait until the Master Database has finished downloading before performing any policy-
related configuration. To monitor the progress of the download:

1. Click the Main tab of the left navigation pane to go to the Status > Today page.
2. Click Database Download at the top of the content pane.
3. Click the Filtering Service IP address for detailed progress information.

When the database update reaches the Completing update stage, log off of Websense Manager, wait
a few minutes, and then log back on. This ensures that any changes to categories and protocols can be
properly stored in the Policy Database.

Protocol block messages

When your filtering settings block access to Internet protocols, your can determine whether protocol
block messages are displayed on user machines. Protocols are filtered according to your
specifications regardless of whether users can see the block messages.

For protocol block messages to display in supported Windows operating systems, the Messenger
Service must be enabled on each client machine being filtered. Check the Windows Services manager
to see if the Messenger Service is running. If your company policy requires Messenger Service to be
disabled, advise users that certain protocols will be blocked without notification.

Define your network

During installation, you indicate which network card on the filtering machine Websense software
should use to monitor Internet requests. After installation, when the first database download is
complete, Network Agent, the Websense component that monitors requests in a stand-alone
configuration, uses some simple guidelines to identify the machines in your network and start
filtering requests.

+ Machines in the following IP address ranges are assumed to be internal machines. Requests sent
to these machines, and communication between these machines, are ignored.
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10.0.0.0 - 10.255.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255
224.0.0.0 - 239.255.255.255

+ Requests sent to the Internet from all internal machines visible to Network Agent software are
monitored.
If this basic configuration is adequate for your network, no additional configuration is necessary.

If, however, you want to configure Network Agent to monitor requests sent to some internal
machines (like an internal Web server), or to ignore Internet requests sent from certain machines, you
can make those changes in Websense Manager.

Complete instructions for configuring Network Agent monitoring and blocking behavior can be
found in the Quick Start for Network Agent, or in the Websense Manager Help (Network
Configuration topic).

Customize the Default policy

Websense software includes a predefined Default policy. The Default policy is used to filter:

+ Anyone to whom no other policy has been applied.

+ Anyone whose current policy does not enforce a category filter or protocol filter for the current
time period.

The Default policy acts as a safety net, ensuring that a certain fundamental set of filtering restrictions
is applied to those not explicitly identified as requiring a different filtering policy. This means that
even if you have not identified a single client, a filtering policy is still enforced for everyone in the
monitored network.

Initially, the Default policy monitors all traffic without blocking any requests.

Like other policies, the Default policy is a schedule, used to determine when a specific category
filter and protocol filter pair is enforced. A policy can enforce the same category and protocol filter
pair 24 hours a day, 7 days a week, or it can enforce different category and protocol filters at different
times.

For example, to limit access to high-bandwidth sites during peak hours, but allow access to those sites
during low usage periods, you could define a Peak Hours category and protocol filter, and an After
Hours category and protocol filter.See Create category filters for the Default policy, page 13, and
Create protocol filters for the Default policy, page 14.

Use the schedule component of your Default policy to determine when each category/protocol filter
pair is enforced. See Edit the Default policy, page 15.

Configuration Guide (Version 7) > 12



To view and edit the Default policy in Websense Manager, go to Policy Management > Policies, and
then click Default.

Policies > Edit Policy
g Apply to Clients About 5

Policy name: Default

Description: [In new installations, this palicy enforces the Manitor Only categary and protoc
Clients: Ousers 0 networks 0 computers

Policy Definition

Schedule:
Start End Days Category / Limited Access Filter  Protocol Filker

o0 =] [e400 = Mon Tue Wed ThuFrisat y - [ Monitar Ony =] [Moanitor Only =l
n
Add | Delete
Category Filter: Monitor Only i | Protocol Filter: Monitor Only

Description: Description:
Permits access to all categaries. Permits access to all protocols,

=20 HLE all Categories - =2l Protacals j
© =0 £ User-Defined & Datépase ~

© = 0@ apartion G 500 Net
© =500 adulk material EFFile Transfer

Create category filters for the Default policy

A category filter is a listing of all URL categories with a corresponding action, or filtering option
(like block or permit), assigned to each. The category filter applies actions both to Websense
categories, defined in the Master Database, and to any custom categories that you have created.

1. Onthe Main tab of the left navigation pane, go to Policy Management > Filters.
2. Under Category Filters, click Add.

3. Enter a unique Filter name. The name must be between 1 and 50 characters long, and cannot
include any of the following characters:

*<>{}~13%&Q@#."|\N&+=2/;:
Filter names can include spaces, dashes, and apostrophes.

4. Enter a short Description of the filter (up to 255 characters). This description appears next to the
filter name in the Category Filters section of the Filters page, and should explain the filter’s
purpose.

The character restrictions that apply to filter names also apply to descriptions, with 2 exceptions:
descriptions can include periods (.) and commas (,).

5. Select an entry from the drop-down list to establish the foundation for the new filter. You can
either make a copy of an existing filter, or use one of the following templates:

m  Default applies nuanced filtering, assigning the permit, block, confirm, and quota actions to
different categories.

= Basic blocks categories commonly considered to present a liability or security risk, and
permits the rest.

= Basic Security blocks only categories in the Security Risk class, and permits the rest.

= Monitor Only permits all categories. (The Default policy initially enforces the Monitor Only
category filter).

6. Click OK to cache your changes and go to the Edit Category Filter page.
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7.

8.

Select any category in the Categories list, and then use the buttons below the list to change the
action (Permit, Block, Confirm, Quota) applied to the category. If you have completed a
Category Filter Planning Worksheet, use it to help you customize the filter.

Filters > Edit Category Filter
About
Filter name: Documentation Rename
o Ftina: For the Technical Documentation department. Blocks access to categories in the |&
b e Security Risk class and advertisements. Applies the Confirm action to -
Policies using this filter: 1 View Policies
Categories (i  Advertisements G
=€) =7 [ (A News and Media | Description:
o e == _';, (3 Productivity fsi'lgis that provide advertising araphics or other ad content
e '
@ = (1 (3 Freeware and Software Download Advanced Filtering
© =5 [ (A Instant Messaging 15§ Block keywords
=7 [} (¥ Message Boards and Forums
©:=: “‘" 4 104 Block file types

] @ Block with Bandwidth Optimizer

Category Details

' Shopping

4 Social Organizations
A Society and Lifestyles
acial Events

\ Sports

Tasteless

@
Permit I Block | Confirm

Apply to Subcateganes

Quota |

Legend —
6 Permit @ Quota =4  Block Keywords Q Bandwidth Optimizer
Q Block + Confirm [E, Block File Types

Note that some parent categories include subcategories. The action applied to the parent category
is not necessarily applied also to its subcategories.

m  Expand each parent category to see its subcategories.

= To apply the same action to a parent category and all of its subcategories, apply the action to
the parent, and then click Apply to Subcategories.

When you have finished making changes to the category filter, click OK to cache the changes

and return to the Filters page. Changes are not implemented until you click Save All in the right

shortcut pane.

Repeat this procedure to create any additional category filters required for the Default policy.

Create protocol filters for the Default policy

After creating category filters, create the protocol filters used to filter requests for non-HTTP
protocols. If you do not want to filter non-HTTP protocols, select the Permit All protocol filter in
every time block.

1.
2.
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On the Policy Management > Filters page, under Protocol Filters, click Add.

Enter a unique Filter name. The name must be between 1 and 50 characters long, and cannot
include any of the following characters:

*<>{}~-13%&@#." | \N&+=2/; :,
Filter names can include spaces, dashes, and apostrophes.

Enter a short Description of the filter (up to 255 characters). This description appears next to the
filter name in the Protocol Filters list, and should explain the filter’s purpose.



The character restrictions that apply to filter names also apply to descriptions, with 2 exceptions:
descriptions can include periods (.) and commas (,).

Select an entry from the drop-down list to establish the foundation for the new filter. You can
either make a copy of an existing filter, or use one of the following templates:

m  Default blocks the Instant Messaging / Chat protocols, as well as the P2P File Sharing, Proxy
Avoidance, Instant Messaging File Attachments (if subscribed), and Malicious Traffic
(Websense Web Security).

= Basic Security blocks the P2P File Sharing and Proxy Avoidance protocols, as well as
Instant Messaging File Attachments (if subscribed) and Malicious Traffic (Websense Web
Security).

= Monitor Only and Permit All permit all protocols. (The Default policy initially enforces the
Monitor Only protocol filter).

Click OK to cache your changes and go to the Edit Protocol Filter page.

Select any protocol in the Protocols list, and then use the buttons below the list to change the
action (Permit or Block) applied to the protocol. If you have completed a Protocol Filter
Planning Worksheet, use it to help you customize the filter.

Note that the action applied to one protocol in a protocol group is not automatically applied to
other protocols in the group. To apply the same action to all protocols in a protocol group, apply
the action to one protocol, and then click Apply to Group.

When you have finished making changes to the protocol filter, click OK to cache the changes and
return to the Filters page. Changes are not implemented until you click Save All in the right
shortcut pane.

Repeat this procedure to create any additional protocol filters required for the Default policy.

Edit the Default policy

When you are finished creating category and protocol filters, you are ready to edit the Default policy.
You may want to use the Policy Planning Worksheet to design the Default policy before you begin.

1.

In Websense Manager, go to Policy Management > Policies, and then click Default.

The Edit Policy page opens, showing the current policy schedule. By default, the Default policy
enforces the same category and protocol filter at all times, every day.

If you want to enforce different category and protocol filters at different times, start by creating
the time periods that you need.

a. Click Add (below the Schedule table) to add a time block to the schedule.
b. Use the drop-down lists to change the Start time and End time in the new time block.

c. Click the down arrow (v) in the Days column to determine which Days of the week are
included in this time block.
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3. To specify which category and protocol filter you want to enforce during each time period, click

the appropriate Category / Limited Access Filter or Protocol Filter entry, and then select a

category or protocol filter from the list.

Policies > Edit Policy

4. When you are finished editing the policy, click OK to cache your changes and return to the

Policies page. Changes are not implemented until you click Save All.

gig Apply to Clients About
Folicy name: Default
Description: [Enfarces the General Access categary filter and Basic Security protacal filter. 24 hours
Clients: 3 users 1 networks 1 computers
Policy Definition G
Schedule:
Start End Days Category / Limited Access Filter Protocol Filter
& Joooo =] |2-1 [ fs“1°“ TueWed ThuFriSat v | General Access =] [Basic security =l
i --Category Filters-—-
Default
Basic
. |Basic Security .
Category Filter: General Access (i |Block All by (i
. o Documentation
Description: General Access i
Devel 1 e e e the Ionitar Only ften considered to present a
Permit All
Add Category Filter
--Limited Access Filters--
= Add Limited Access Filter
=20 @ All Categories = = A PTOToCol =
© =00 User-Defined miPatahase -
= T, ™ (&
Wil w‘\‘/"\'-'“\f.ﬁm & bbb b S S Q/‘\‘S\SW\MA FAW N WY N

After you click Save All, it takes only a few seconds for the customized Default policy to take effect.

Next, learn how to add filtering clients to Websense Manager. Once clients have been identified in

Websense Manager, you can assign them custom policies.

Add filtering clients to Websense Manager

To filter clients using policies other than Default, first add them to Websense Manager. In all
environments, you can define computer (IP address) and network (IP address range) clients. If your
network includes a directory service, you can also define directory (user, group, or domain/

organizational unit) clients.

Note

Even if your network includes a supported directory
service, Websense software always identifies computer
clients by IP address, and not by name.

v

Before you can add directory clients, you must configure Websense software to communicate with
your directory service. This configuration is performed on the Settings > Directory Services page.
Websense software can communicate with Windows Active Directory (Native Mode), Novell
eDirectory, or Sun Java Directory via LDAP, or with Windows NT Directory / Active Directory
(Mixed Mode) via NTLM.

See the Websense Manager Help (available in HTML or PDF format) for complete configuration
instructions for your directory service.
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Add workstation and network clients

In Websense Manager, go to Policy Management > Clients, and then click Add.

Use the Computer or Network fields to enter an IP address or contiguous IP address range to
identify a machine or group of machines for filtering.

Click the right arrow (>) to add computer or network clients to the Selected Clients list.

Repeat steps 2 and 3 to add additional clients. Note that all clients in the Selected Clients list are
initially assigned the same policy.

Use the Policy list (below the Selected Clients list) to select which policy will be assigned to the
new clients. The Default policy is initially selected.

Click OK to cache your changes and return to the Clients page.

m Individual IP addresses are shown in the Clients tree under Computers.

m IP address ranges are displayed under Networks.

When you have finished adding clients, click Save All in the right shortcut pane.

Add directory clients (users, groups, and domains/organizational units)

Once you have configured Websense software to communicate with a supported directory service,
you can add users and groups from the directory as filtering clients.

1.
2.

In Websense Manager, go to Policy Management > Clients, and then click Add.

Expand the Directory Entries folder and browse to find users, groups, domains, or
organizational units to add as filtering clients.

If you are using an LDAP-based directory service, you can also click Search to enable a directory
search tool.

Click the right arrow (>) to add selected directory clients to the Selected Clients list.

Repeat steps 2 and 3 to add additional clients. Note that all clients in the Selected Clients list are
initially assigned the same policy.

Use the Policy list (below the Selected Clients list) to select which policy will be assigned to the
new clients. The Default policy is initially selected.

Click OK to cache your changes and return to the Clients page. The new clients are added to the
Directory node of the Clients tree.

When you have finished adding clients, click Save All in the right shortcut pane.

Design and implement custom policies

Once you have customized the Default policy to establish a filtering baseline (and safety net) for your
organization, create additional policies as needed to provide appropriate Internet access to all groups
within your organization.

Before creating a new policy:

1.

Identify the particular needs of clients to be filtered by the new policy.

2. Create the category filters or limited access filters required to filter the clients appropriately.
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A limited access filter is an alternative to a category filter. Instead of URL categories, it identifies
individual Web sites, identified by URL or IP address, that users can access. When a limited
access filter is in effect, all sites not appearing in the list are blocked.

3. Create the necessary protocol filters.
For example, suppose that you have created a Default policy for a small credit union. Due to privacy,

security, and liability concerns, this policy is very restrictive, allowing access only to applications
used in banking transactions and the bank’s own external Web site.

A group of financial counsellors and loan officers, however, need broader access to get current
financial information and help customers compare their options.

¢ The Default policy enforces the All Tellers limited access filter and Restricted protocol filter at
all times.

¢ The Counsellors policy will require a Finance category filter that permits:
m  The Business and Economy parent category and Financial Data and Services subcategory
= The Education > Educational Materials and Reference Materials subcategories
= A Financial Counselling custom category listing additional approved sites

+ The Counsellors policy will also require an Extended Communications protocol filter to allow
some access to approved communications tools (including instant messaging and chat).

Create category and protocol filters for a custom policy just as you did for the Default policy. You can
use the category and protocol filters enforced by the Default policy as templates for the new category
and protocol filters that you create.

How does Websense software determine which policy to apply?

When you apply custom policies, situations may arise when multiple policies could potentially apply
to the same request. For example, one policy could be assigned to a user, while a different policy is
assigned to the machine where the user is logged on. In these cases, Websense software determines
which policy to enforce as follows:

1. Apply the policy assigned to the user making the request. If the policy does not exist, or has no
category filter scheduled at the time of the request, use the next applicable policy.

2. Look for a policy assigned to the computer (first) or network (second) from which the request
was made.

3. Ifthere is no computer or network-specific policy, or the policy has no category filter scheduled
at the time of the request, look for a policy assigned to any group to which the user belongs.

In cases where a user belongs to multiple groups with different policies assigned, Websense
software uses a configurable setting to determine which policy applies. See the Websense
Manager Help for details.

If there is no group policy, look for a policy assigned to the user’s domain or OU.
If no applicable policy is found, enforce the Default policy.

Refine category filtering beyond permit and block

When you create or edit a category filter, you determine whether to assign the Block, Permit,
Confirm, or Quota action to each URL category. You can further refine users’ options by
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implementing keyword and file type blocking, creating limited access filters, and defining custom
URLSs.

¢ Keywords are strings (words, or other groups of characters) used to match URLS to categories.
You define keywords and associate them with a category, then enable keyword blocking in a
category filter. When Websense software finds a keyword in a URL, the site is recategorized and
blocked.

+ File Types are groups of related file extensions, used to filter access to specific Internet content
formats. With file types, you can block access to specific kinds of files (like music or video files)
from sites in an otherwise-permitted category.

¢ Custom URLs allow you to change the way individual sites (URLSs or IP addresses) are filtered.
There are 2 kinds of custom URLSs:

m  Recategorized URLSs are sites (URLSs or IP addresses) assigned to a category other than the
one assigned by the Master Database.

m Unfiltered URLSs are sites that are permitted even when their Master Database category is
blocked, except for clients governed by a limited access filter or the Block All category filter.

Custom URLs are often used in combination with custom categories. These are subcategories that
you add to any Master Database parent category, or to the User-Defined category. First create the
custom category, and then recategorize URLSs to populate it.

Go to Policy Management > Filter Components in Websense Manager to work with keywords, file
types, custom URLs and custom categories. Limited access filters can be created and edited from the
Policy Management > Filters page.

See the Websense Manager Help for detailed instructions, and to understand filtering precedence (the
order in which filtering settings are enforced).

Filter categories and protocols based on bandwidth

Bandwidth Optimizer provides the ability to limit Internet access based on either available network
bandwidth or bandwidth usage by a specific protocol (HTTP, FTP, IRC, and so on).

Bandwidth Optimizer settings:

¢ Can be applied to any category or protocol
+ Can be configured separately for each category or protocol filter

See the Websense Manager Help for detailed instructions.

Create a custom policy

When all of the pieces of the policy are in place:

1. Go to the Policy Management > Policies page and click Add.

2. Enter a unique Policy name. The name must be between 1 and 50 characters long, and cannot
include any of the following characters:

*<>{}~13$%&@#." | \N&+=2/; :,
Policy names can include spaces, dashes, and apostrophes.

3. Enter a short Description of the policy (up to 255 characters). This description appears next to
the policy name in the Policies list, and should explain the policy’s purpose.
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The character restrictions that apply to policy names also apply to descriptions, with 2
exceptions: descriptions can include periods (.) and commas (,).

To use an existing policy as the starting point for the new policy, mark Base on existing policy,
and then select an entry from the drop-down list.

Click OK to cache your change and go to the Edit Policy page.
Edit the policy schedule, category filters, and protocol filters as needed.

Note that the filters enforced by the selected time block in the schedule are displayed in the
bottom portion of the page. You can make changes to these filters from directly within the Edit
Policy page. Remember that changes that you make to a filter here affect all policies that enforce
that filter.

When you are finished making changes, click OK to cache your changes and go to the Policies
page. Changes are not implemented until you click Save All.

Assign policies to clients

There are 2 methods that you can use to assign policies to clients of any type (directory, computer, or
network):

« Edit the client entry on the Clients page.
+ Apply the policy to clients from the Edit Policy page.

To edit a client entry:

1.

2.
3.
4

Go to Policy Management > Clients.
Select one or more clients in the Clients tree. The clients do not need to be of the same type.
Click Edit.

To change the policy assigned to the selected clients, click Change under Policy (near the top of
the page).

Select a policy from the Name list.

Click OK to cache the change and return to the Clients page. Changes are not implemented until
you click Save All.

To apply a policy that you are editing:

Go to Policy Management > Policies, and then click a policy name.
Click Apply to Clients at the top of the Edit Policy page.

Use the Select Clients tree to select one or more clients to whom the policy should be applied.
Only clients that you have already added to Websense Manager appear in this tree.

The clients to whom you apply the policy do not need to be of the same type.

Click OK to cache the change and return to the Edit Policy page. Changes are not implemented
until you click Save All.

Once you click Save All, the selected clients are filtered according to the restrictions of the policy you
assigned. (It may take a few seconds for the change to go into effect.)
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Assess your implementation

Once you have implemented Internet filtering, Websense reporting tools can help you to evaluate the
results and overall effectiveness of your filtering policies.

*

*

*

Identify Internet usage patterns for your organization.

Investigate unexpected surges or dips in Internet usage.

Verify that policies are being enforced correctly.

Identify high-traffic uncategorized sites for investigation and possible recategorization.

When you install the Websense Log Server component on a Windows machine, Websense reporting
tools are shown in Websense Manager.

*

The Status > Today and Status > History pages show graphs and bar charts with information
about current and recent filtering activity.

= Get an overview of how Websense filtering has protected your network from unproductive
and security risk browsing.

= View user activity for today, or the previous 30 days, to determine what factors need further
investigation.

= Click a chart to launch an investigative report with related information.

Reporting > Presentation Reports offers a formatted view into the Internet filtering information
stored in the Websense Log Database. Predefined charts and tabular reports make it easy to
generate a consistent presentation of data on a particular topic, such as the categories that have
been blocked the most during a particular time frame. You can:

= Run reports for specific time frames.

m  Copy predefined reports, and edit the filter that determines which clients, categories,
protocols, and actions are reported.

= Schedule reports to run at a specific time or on a repeating schedule.

Reporting > Investigative Reports provides an interactive interface that provides summaries of
current Internet usage and tools for performing detailed usage analysis. You can:

= See a quick overview of Internet usage information.

= Drill down to more detailed information on Internet activity of particular interest or concern.
= Generate customizable detail reports on specific areas of interest.

= Save and schedule Favorite Reports to run at your convenience.

Generate formatted reports

The Reporting > Presentation Reports page in Websense Manager displays a catalog of predefined
reports, organized into logical groups.

To select and generate a report:

1.
2.

3.

Click the plus sign (+) beside a group name to open that portion of the list.
Select any report. A brief description of the selected report is displayed.

Use the buttons above and below the catalog to copy or run the selected report, or to make it a
Favorite.

If you have selected a custom report, you can also edit the report filter or delete the report.
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For example, to generate a Top Sites Visited report:

1. Inthe Report Catalog tree, expand the Internet Activity heading, and select the Top Sites
Visited report.

Presentation Reports
[y 10b Queue @ Scheduler | About [

Report Catalog

7 % Show Favorites only

Edit Repart Filter | Copyl Deletel Favorite | M

= Internet Activity
Detail of Bandwidth by Group

Detail of Bandwidth by User

Detail of Full URLs by Category

Summary of Destinations by User

Summary of Internet Browse Time by User

Top Categories Visited

Top Groups Activity by Requests

Top Sites Visited

Find out which sites are accessed most. Verify that the Internet is being used productively. If there are non-productive sites, consider
recategorizing the URLs so you can block them while permitting the category.
Top Users Activity by Requests

User Activity Detail

User Activity Summary

Security Threats
Policy Enforcement
Productivity
 Network Activity

Edit Report Filter | Cnpyl Deletel Favarite | M

Click Run at the top or bottom of the list.

On the Run Report page, enter start and end dates, choose HTML as the output format, and
accept the default of 10 as the number of reported sites.

4. Click Run.

Websense software gathers the appropriate records from the Log Database, and displays the
report in the Websense Manager content pane.
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To create a custom report, first copy a predefined report, and then configure the clients, categories,
protocols, and filtering actions to include on the report.

1. Onthe Presentation Reports page, select Top Sites Visited under the Internet Activity group.
2. Click Copy to create a duplicate of the predefined report in the Internet Activity section of the
report list.
Select Top Sites Visited(1), the duplicate you just created, and then click Edit Report Filter.

4. Accept the default (all items reported) or select items of interest, and click Next to move through
the Clients, Categories, Protocols, and Actions tabs.

5. On the Options tab, change the Report catalog name and Report title to New Top 5 Sites
Visited. This name appears on the Presentation Reports page in place of the name you clicked in
step 3, and on the finished report.

Presentation Reports > Edit Report Filter

Clients Categories Protocols Actions Options

Set the name, title, description, and logo for the report, and indicate whether the report should be marked as a Favorite in the Report
Catalog.
General

Report catalog name: [New Top 5 Sites Visited

Report title: [New Top & Sites Visited

Description: ich sites are accessed most. Verify that tiE‘:J

ing used productively. If there are non—

¥ Loga: wsReporterlogo_bmp 'l
[T Save as Favorite
Show only top: |5 'l
< Back | MNext = |

For Show only top, select 5, and then, click Next.
On the Confirm tab, select Save and run, and then click Finish.
On the Run Report page, set the Output format to HTML, and then click Run.

Websense software gathers the appropriate records from the Log Database, and displays the
report in the Websense Manager content pane.

The changes you made in the report filter are saved with the new report. The new name appears
on the Presentation Reports page. Any time you choose this report to run, it uses the filter you
defined.

See the Websense Manager Help for information about presentation reports.

Analyze Internet access trends

The Reporting > Investigative Reports page in Websense Manager lets you browse logged Internet
activity data interactively.

When you initially open investigative reports, the main page shows a summary of Internet use by risk
class. Each risk class groups categories by their potential risk type (Security Risk, Legal Liability,
Productivity Loss, Network Bandwidth Loss, or Business Usage). A category can appear in more
than one risk class.
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Browse current summary data, drill down to find more detailed information, customize the dates
included, or use the Search function to view activity for a particular client or URL.

E User by Day/Month E‘ Standard Reports -E] Favorite Reports GE Job Queue E Options
‘ Anonymous _ATW outliers v Pie Chart Full Screen Measure: | Hits j
Internet Use by:
Rizk Claz= ol
Database: JDOE-TEST | wslogdb70 Search fcr;IURL Hostname =] |:|E

v TN € v ron: A - i

Select top by ¥ and Display |5 | =] Results BHE EIREC
Risk Class Hits +

o¥ Business Usage 558
) Productivity Loss 907
) Network Bandwidth Loss 333 T
) Security Risk 41 R
) Legal Liability 28 =

Total: 2,307

Drill down to uncover the details that matter most to your organization.

1. On the initial report, click Productivity Loss to display a list of drill-down options.
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e
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¢
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|
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. 2 Security Risk
"

P W PPN
If there is no Productivity Loss entry, clients in your network have not requested any sites in that
risk class. In that case, select another risk class.
2. Click by Category in the list of options.
The chart changes to show today’s activity in the categories assigned to the selected risk class.
Use the View options above the chart if you want to change the dates included in the report.

3. Click the first category name in the chart (for example, News and Media) to display a new list of
drill-down options.

4. Click User to have the chart show a list of users who have requested sites in the selected category.
You can continue selecting drill-down options to see more detail about any item of interest.
Additionally, you can design your own report, showing just the details that interest you most. For

example:
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Go to Reporting > Investigative Reports to restore the default report.
Select Category from the Internet Use by list.
Click the bar or number for any category that shows a significant number of hits.

The flexible detail view appears, showing a tabular report of today’s traffic for the selected
category. The default report includes columns for User, Date, Time, URL Hosthame, and Hits.

Investigative Reports > Detail View
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4. Click Modify Report in the toolbar at the top of the content pane. A dialog box opens.
The columns displayed in the current detail report are shown in the Current Report list.

5. To change the information that appears in the report, select a column name (User, Category, and
so on), and then use the left and right arrow buttons to move selections between the Available
Columns and Current Report lists.

fj https://10.201.72.85:9443/explorer_wsedetail.exe?&c=—usrxc=date&c=t... |9
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To add new data to veur current repert select a column from the left and

move it to the celumn on the right.
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Source Server Time
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Full URL Bandwidth

Ianth

4 -

Bytes Sent

Bytes Received

User

Source IP <

[T zave selection as default columns.

[ [ €D Internet [+ 100% - 4

For descriptions of all available columns, see the Websense Manager Help.

6. Click the up and down arrow buttons to change the order of columns in the report. The first entry
represents the first column in your report.

7. Click Submit to close the dialog box and update the report.
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Notice that the new columns are now displayed, in the order you specified.

You can save any report as a Favorite by clicking Favorite Report in the toolbar at the top of the
content pane. Then, run the same report quickly at any time, or schedule it to run on a recurring basis.
See the Websense Manager Help for details on scheduling investigative reports.

Conclusion

This completes your initial configuration of Websense Web Security or Websense Web Filter. Please
refer to the Websense Manager Help for detailed information about continuing to configure and
manage your filtering setup.

Also see Websense Knowledge Base for access to articles, technical papers, video tutorials, and other
resources that you can use to make the most of your Websense filtering and reporting software.
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