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Speaker 

Claude Chiorean 
 

• Sales Engineer,  ANZ team 
• Over 17 years of IT industry experience 
• Worked in a number of global organizations and have been involved in 

large scale projects that have given me the opportunity to work on three 
different continents 
 
 

• cchiorean@websense.com 
 

 
• This session is being recorded and the slides will be made available 
• Questions are welcomed throughout the session via the question panel  

 

mailto:cchiorean@websense.com
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Objectives of today’s session 

• Give you some ideas on how to identify those advanced threats that 
maybe have sneaked in already. 

• How do you know that your existing security solutions are fit for 
purpose? You can ask for a second opinion. 

• An invisible enemy is impossible to fight. 
• Insight into Websense risk assessment tools 

• Web/DLP Risk Vision 
• Data Loss Risk Assessment 

• This is definitely not a sales pitch… we provide these risk 
assessments activities free of charge. 
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Can you see threats across the kill chain? 
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The POV (Proof of Value) assessment tool 

WEB/DLP RISK VISION 
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Risk Vision – the need to know what you don’t know 

• TRITON Risk Vision is an easy to deploy threat monitoring solution 
that offers customers the ability to monitor and evaluate their 
exposure to advanced threats and data theft attempts without 
interfering with any existing infrastructure.  

• TRITON Risk Vision can also be deployed as a POV tool to prove 
that Websense detects more threats than most competitive solutions  
 

ThreatSeeker 
Intelligence Cloud 

File/Object 
Sandboxing 

 Advanced  
Classification  

Engine 

Data Loss/Theft 
Detection 
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Risk Vision as a POV tool 
Risk Vision as a POV shows off  
• Advanced Threat Detection  
• Global Threat Awareness  
• DLP capabilities  
• Sandboxing capabilities  
• Full TRITON User Interface with full reporting 

functionality and Advanced Threat Dashboard 
with forensic reporting  
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Risk Vision Architecture 
• Websense appliance 

connected to a SPAN port 
• Can be deployed upstream or 

downstream from an existing 
proxy 

• Authentication agent can be 
used for user identification 

• Parent proxy authentication can 
be used if downstream proxy is 
capable of authentication 
header “injection” 

• SSL inspection is not available 
with Risk Vision. This is 
included only in the full Triton 
set of products 
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End of assessment deliverables 

1. Risk Assessment Report 
• A comprehensive report that provides a summary of the 

security issues found in your network as the result of the in-
depth analysis of real time web activity 

• You can use this report to assess your current security 
postures and discover areas for improvement in your 
current security defenses 

 
2. Risk Vision Log Analysis 

• Presentation to the customer with a detailed insight into the 
top threats discovered during the assessment 
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Risk Assessment Report - Threat Analysis 
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Top critical and high severity threats 

• All the hits mentioned in the table above were missed by customer existing Web gateway. 
• Websense provides geo-destinations. 
• Access details for these URL’s are embedded in this report. 
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Top devices infected with advanced threats 
Source  Full URL Category No of hits 

10.21.40.154 
  

http://ffff99fff.no-ip.biz/READY Dynamic DNS 14012 

http://allp706.zapto.org/is-ready Advanced Malware Command and Control 10479 

10.19.20.120 http://dz-dz.zapto.org/is-ready Advanced Malware Command and Control 717 

10.7.67.198 http://www.whatsmyipaddress.com Bot networks 25 

10.7.36.46 www.hdcfbank.com Bot networks 3 

10.7.96.123 http://www.arthit.ru/drawing/0158/drawings-18.html Advanced Malware Command and Control 1 

10.1.25.209 www.iciicbank.com Bot networks 1 

10.7.87.127 http://www.mangomission.co.cc/favicon.ico Bot networks 1 

10.18.48.46 www.localhost8080.com Bot networks 1 

• We observed totally 8 devices initiating connections to malicious websites. 
• We also have seen 10.21.40.154 initiating lots of connections to both Dynamic 

DNS and Command and control servers, we recommend thorough investigation 
on this machine. 

http://dz-dz.zapto.org/is-ready
http://www.whatsmyipaddress.com/
http://www.arthit.ru/drawing/0158/drawings-18.html
http://www.mangomission.co.cc/favicon.ico
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Risk Vision Log Analysis example 

 This is an example of site injected with obfuscated content and drug selling links. 
 hxxp://spectrumwritingllc.com/wordpress/2011/10/resizing-visio-swimlanes/ 
 Obfuscated content : 

 
 
 
 
 
 
   
 Decompiled  obfuscated code content: 

Lure 
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Risk Vision Log Analysis example 

Redirect 

 Sites infected with a malicious iFrame (Security Risk) 
 Real-time analytics detect and prevent access to numerous 

URLs containing Malicious Embedded iFrames such as: 
hxxp://www.smartgridinformation.info 

 In this case, the redirection chain leads to the malicious attack 
site: hxxp://eiueuiuewi.com 

 This URL is or was distributing a malware variant of 
HTML/ScrInject.B.Gen virus. Reportedly this will try to 
download other malicious files on the local drive under 
%Temp%\ICD1.tmp|isactivex.dll 
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Risk Vision Log Analysis example 

 Sites containing code that may intentionally modify users' systems without their 
consent and cause harm. (Security Risk) 
 

 Based on real-time analytics, obfuscated exploit kit content hosted on 
hxxp://ads1.afaqs.com/www/delivery/afr.php?zoneid=258&cb=INSERT_RAND
OM_NUMBER_HERE was prevented. 
 

 Obfuscated content generates an JS redirection which calls upon a well-known 
exploit kit called Dotkachef using popular URL redirectors injected in the 
website source code…like the one below: 
 
 

 Exploit 
Kit 
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Risk Vision Log Analysis example 

 Some sites directly drop malicious executable files, for example: 
hxxp://solutionnice.info/v708/?&q=StationObservationChecklistsHygie
neandFoodSafetypdf&product_name=StationObservationChecklistsH
ygieneandFoodSafetypdf&installer_file_name=StationObservationCh
ecklistsHygieneandFoodSafetypdf&affiliate_id=eetto&custom_installe
r_file_name=StationObservationChecklistsHygieneandFoodSafetypdf
&q=StationObservationChecklistsHygieneandFoodSafetypdf&externa
l_id=1391412091373763191 

 
 The downloaded file disguised itself as PDF but was in fact an 

EXE file : 
StationObservationChecklistsHygieneandFoodSafetypdf   
(MD5 Hash:3266be5614175ef63425f36cfc5b9366) 

 Threat Scope Analysis Report: 
http://csi.websense.com/ThreatScope/FileAnalysis?requestId=e0e
d8bd2-9f5d-4fbe-ba97-a2d0016531b7 
 

 
 
 

Dropper 
File 

http://csi.websense.com/ThreatScope/FileAnalysis?requestId=e0ed8bd2-9f5d-4fbe-ba97-a2d0016531b7
http://csi.websense.com/ThreatScope/FileAnalysis?requestId=e0ed8bd2-9f5d-4fbe-ba97-a2d0016531b7
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Risk Vision Log Analysis example 

Example URLs:  
 hxxp://www3.bizcollection.com 
 hxxp://imptestrm.com/rg-main.php?folio=7PO56U6JO&dmn=trenery.com 
 These sites had communicated with destination IP address: 141.8.224.25 

Port: 80. 
 Based on threat intelligence gathered from the ThreatSeeker Intelligence 

cloud, the host 141.8.224.25 is associated with the Palevo worm, a 
component of the Mariposa (butterfly… in Spanish) bot network 
 

 Palevo typically acting as a downloader, to download and install further 
malicious payloads, can perform several other malicious routines such as 
stealing login credentials and other online-banking-related information, as well 
as corporate and personal data 

 
 Connecting to specific sites to send and receive commands from C&C 

infrastructure, Palevo can be instructed to execute a range of actions 
including downloading files, scanning ports, and performing DDoS attacks 
against target addresses 
 

 

Call 
Home 
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DATA LOSS RISK ASSESSMENT 
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DLRA Benefits 

DLRA would help organizations to find 
• What business processes and channels allow sensitive information to 

leave the corporate network 
• How much and what type of sensitive information is going outside the 

network 
• Whether sensitive information is residing in public repositories 
• What regulations are violated because of sensitive information getting 

leaked 
• Which business function(s) send sensitive information outside the 

corporate network 
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DLRA Process 

• Scope for the DLRA discussed with the customer 
• Policies would be designed as per the organization’s requirement 
• The exit points (Outbound email and Web traffic) would be monitored 

by the DLP tool 
• Identified storage repositories would be scanned for sensitive 

information 
• The incidents would be monitored and discussed with the identified 

team 
• Data Loss Risk Assessment report and presentation would be 

submitted 
• From initial inception to presentation of findings, the entire process will 

take between 3 and 5 weeks 
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DLRA Architecture 



© 2015 Websense, Inc.  Page 22 

Resource requirements for DLRA 
Websense Component Hardware Software Quantity 

TRITON Manager Console 
Quad Core 3.0 Ghz or higher 

200GB HDD 
8 GB RAM 

Windows 2008 /2012 Server (64Bit), 
SQL 2008/2012 Standard Edition (or 

SQL Express can be used) 
1 

Protector Appliance 

Dual core 3.0 Ghz or higher 
2x 72GB HDDs 

4GB RAM 
Min 2x Gig NICs 

Physical/Virtual Appliance  
1 

• The required OS for the TRITON Console needs to be installed on appropriate 
hardware/VM by the customer 

• Port mirroring requirements needs to be completed by the customer, including 
connection of mirrored ports to the Protector appliance 

• Where firewall segregation of Websense components may be encountered, 
appropriate ports needs to be opened for DSS components 

• Appropriate Active Directory user account and details to be provided for AD 
integration 
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Template policies 

• Standard out of the box template policies or 
customized policies can be used 

• Fingerprint or discovery tasks  
• The Endpoint agent deployed to manage users 

devices on and off the network 
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Breakdown by policy 
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Breakdown by top source 
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Financial confidential information and budget sent to 
personal email address 
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Corporate strategic document sent to Hotmail account 
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Drawings uploaded on untrusted domains 
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Salary details sent to a personal email account 

15,000 employee salary details including senior management was sent 
to a personal webmail account 
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Source code sent to competition 
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Credit Card information leaked 

• Over 2300 Customer Credit Card numbers have been sent in Clear text 
over corporate email 

• Clear PCI violation for an organization who needs to be PCI compliant 
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Credit Card numbers picked up being printed… 

• A good example of 
the effectiveness of 
DLP. It has picked up 
on CC numbers 
being printed. 

• This may be for 
legitimate business 
purposes, but users 
should be aware that 
this data can be 
cached in the printer 
and re-printed by 
others, or simply 
intercepted on the 
network 
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Confidential document uploaded to Google Docs 

• An example of the 
effectiveness of 
Endpoint DLP 

• It has picked up a 
confidential document 
being uploaded to 
Google Docs, by a 
contractor 
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High volumes of activity to removable media 

• This user has an 
unusually high volume 
of copying data to the 
removable storage 
device 

• Given he’s an IT 
contractor this type of 
behavior may warrant 
further investigation. 
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Conclusions 

• Websense risk assessment tools enable you to see into advanced threats 
and data theft that traditional defenses miss 

• A powerful combination of ACE, global security intelligence, file sandboxing 
and data loss/data theft detection into one monitoring appliance 

• Easy to deploy via a network TAP or SPAN port 
• Deployed on Websense V-Series appliances using Triton management and 

reporting servers 
• We are here to prove that our technology protects organizations from the 

latest advanced threats and insider data exfiltration techniques 
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THANK YOU… 
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