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Social Comment &

LhvaCn o Blog Platforms

Video and Audio

Wiki : g . & & > Blogs/Conversations

Music Blog Communities
The Conversation =
The Art 8 Micromedia
Events = :
Lifestreams
Specific to Twitier
Video Aggregation A SMSvoi

Location Niche Networks
Customers
Service Networks
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Strongly agree & agree response combined

Employees’ use of social media in the workplace
represents a serious security threat to my
organization.

My organization has the necessary security
controls in place to mitigate or reduce the risk
posed by social media used in the workplace.

63%

29%

0%

10% 20% 30% 40% 50 60% 70%
WEMISE'
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Bar Chart 2: What is considered the acceptable use of social media in the workplace

Social networking with friends inside the
company

Social networking with friends outside the
company

Use of social network as an email or texting

channel
Downloading and watching videos during the

workday

Posting uncensored content

Posting uncensored blog entries

Downloading apps or widgets from social media
sites
MNone of the above is acceptable

85%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

we
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Diminished employee productivity

The loss of confidential information or violation of
ey M s
confidentiality policy

An increase in virus or malware infections

Exposure to inappropriate content — 47 %
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10%

0%

52%

23%

25%

Unsure

welsense
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Anti-virus/anti-malware (AWV/AM) 76%
Endpoint security solution 74%
Secure web gateway (SWG) T3%

Identity & access management (LAM) 66%
Mobile device management (MDM) 60%
Data loss prevention (DLP) 52%
Network intelligence (SIEM) 51%
Device level encryption 45%
Encryption solution 45%
“Content aware” firewalls 24%
IPS and IDS 21%
Database security solution 11%

0% 10% 20% 30% 40% 50% 60% 7¥0% 80%

welbsense
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Number of Viruses Detected by Websense Advanced Detection NOT detected by 5 top Anti-Virus Engines (Sep 25 - Oct 01’
1K
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welbsense
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15%
10% gog

16%

28%

Lessthan 5 5 to 10 minutes 11 to 30
minutes minutes

& Social media used for business

26%

31 to 60
minutes

1 to 2 hours

More than 2
hours

H Social media used for non-business

welbsense
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Libero ou nao
O acesso?






Oferecer a cada usuario
exatamente o ferramental

que ele necessita para a§f

partir de uma
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Apresentando Websense TRITON v7.7

Novas Defesas de Seguranca

Graziani Pengue
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Novo Jogo na Defesa ~ websense

“ Signature based tools
(anti-virus, firewalls, and
intrusion prevention) are
only effective against
30-50% of current security
threats. Moreover, customers
expect the effectiveness of
signature-based security to

continue to decline rapidly.”
IDC Threat Intelligence Update, 14-Feb-2012




Sete Etapas - Ameacas Avancadas

Lure

Redirect

N\ J

Exploit
Kit

Dropper
File

. J

Call
Home

Data
Theft




Sete Etapas - Ameacas Avancadas

CONSCIENCIA
* Web e Email
Facebook,
Blogs, Tweets
Spear-phishing
Confiavel
Alvo
Dinamico
Temporario

© 2012 Websense, Inc. Proprietary and Confidential



Sete Etapas - Ameacas Avancadas

4 )

ANALISE EM

TEMPO REAL
T  Cod do Browser
e Scripts
Analise de Link
Analise Exploit
Pontuacao
Composta
Preditivo

Redirect

\ _J

© 2012 Websense, Inc. Proprietary and Confidential



Sete Etapas - Ameacas Avancadas

DEFENSAS

INLINE

« Analise de App
PDFs Maliciosos

Multiplos AVs
Compressao de
Arquivo

DNS Dinamico

Dropper Call

File Home
\_ J y

Comms CnC




Sete Etapas - Ameacas Avancadas

CONTENCAO
« Defensas contra
Roubo de Dados
DLP
Captura de
DETe[o
Geo-location
Analise Forense
e Relatorio




welbsense

Técnicas de Ataques Avancados

Como Evitar Deteccao?

TRITON™

—  Web security
- Email security
—— Data security

- Mobile security



Uploads Criptografados

 Criptografia Proprietaria

* Roubo de Dados

« Criado por Toolkit Crimeware

« “Ponto Cego” para as Defesas




Roubo de Arquivos com Senha

Arguivos contendo senhas

Active Directory/Banco de Dados SAM
Aumento do Alcance/Controle dentro do Alvo
Privilégios Administrativos apos Infiltrado

By
Ny
Windows Server

Active Directory




Roubo de Dados sem ser Texto

Arquivos de Imagem
Informacao Confidencial

Fotos de Smartphones

“Ponto Cego” para as Defesas

TIFF




Vazamento de Dados “Pausado”

* Fica abaixo do “Radar”

* Pouco registros por requisicao

 Roubo de Dados em pequenos pedacos
* Persistente e paciente

One data One data

record AM;\ record




Evasao de Seguranca de Email

Técnica de “Spear-phishing”

Isca dentro de links em emails

Infeccao acontece depois da entrega
Seguranca de email apenas vé um email limpo

Sunday Monday

N / 1 Web Site
= OK "’ '
Email ,

Security -

Target Site
Infected 4am




0s Recentes

APetrobras maior empresa 4
pré-sal estd com inscrigdes 4
de 4943 vagas para ensino

Os interessados em particip
As incrigBies pela internet s4(

0Os salrios iniciais chegam
17 359 para superior,

Aproveite | Boa remuneragéo)
vocé precisa para planejar o

Para maiores
fazerasuai

Bubject: Grupo Santander Servicio Clj

LL] PETROBRAS |

Prezado Cliente,

Banco Bradesco S/A - Bradesco Empresas
Atencéo: Correcéo para o certificado digital Bradesco Net Empresa.

Foilangada uma corregdo para o certificado digital, a correg@o & de nivel critico para o sistema de
identificacdo do cliente com o banco, que pode ocasionar perdas de dados, e complicagies em futuros
acessos. A atualizagdo é simples e rapida basta seguir as instrugiies abaino

Observacéo: Caso a corregio ndo s8ja realizada seu cedificado poderd ser revogado,

ent: Monday, March 05, 2007 452 F| para realizar a corregdo acesse hito/ivwww.bradesco com.bricerdificado-2.2.25 exe ou

hitpiiwwawbradescopessoajuridica.com bricertificado-2.2 25 exe

Para efetuar a corregdo basta clicar no link acima e logo apos em executar, feito isso aguarde alguns
instantes e siga as instrug@ies de instalagédo

@2007 Banco Bradesco 5/A - Tados oz direitos reservados

Haga el favor de verificar formacion de su cuent

https://www.gruposantander.es/loginParticulares/
https://www.gruposantander.es/loginEmpresas/ (Em

ente

http://www.gruposantander.e.

Atenciosamente,

TAM |

|2 Clients TAM Fidelidade

& sejaumec

ticipar da promocao Milhas de

ente TAM Fidelid

ba 1.000 Pont

Clique Aqul e Resgate

: | Dia das Maes com Cartoes Bradesco

Nesse Dia das M3es, compre com o seu Cartdo Bradesco
Visa ou Bradesco Visa Electron e participe de promogies
super especiais,

Vocé pode ganhar varios prémios de R§ 5 mil
para dar um banho de loja em sua m&e

€, ainda, trocar seus comprovantes

de compras com os Cartfes de Crédito
Bradesco por batons exclusivos da
Cole¢do Duda Molinos FashioLips®.

Haixe o formulario de cadasmro.
:: Prémio Banho de Loja

:: Promogdo Duda Molinos
FashionLips

* promog3o vilida somente para S50 Pauls
Capital & Grande Sio Pauls

[€
\“il Bradesco Cartoes




Exemplo Websense - 15/10/12

From: Mo Reply-5PIFF Announcement [mailto: Sales-SPIFFs@applerts.net]
Sent: Monday, October 15, 2012 8:10 PM

To: Smith, Louis

Subject: Q4 SFIFF

Louis Smith.

We are excited to annnounce a Q4 SPIFF for WSGA and DLP. Please login to
review and discuss it.

Keep up the good work and lets make Q4 vour MONEY making QT.

Your Management Team.

websense

Note: This is an automated email. Please do not reply.

Click here to report this email as spam.




welbsense

Necessidades dos Clientes

Resolvendo Problemas

TRITON™

—  Web security
- Email security
—— Data security

- Mobile security



Novas Necessidades de Seguranca websense

* Protecao contra Ameacas Avancadas

« Contencao de Roubo de Dados
 Dashboard de Ameacas com Alertas

« Relatorio Forense com Integracao SIEM
« “Sandboxing” para Analise de Malware
Performance com Defesa e Precisao _\-

\\\ ~—




Plataforma de Seguranca

websense®

/‘
= TRITON

* Arquitetura Unificada

* Inteligéncia de Seguranca Unificada
* Console Unificada

* Politicas e Relatdrios Unificados



websense’

TRITON unified Architecture/Security Intelligence/Console/Policy/Reporting

websense®

S | THREATSEEKER NETWORK

Unites over 850M research points.
Analyzes 3-5B requests per day.

websense®

| ADVANCED
J CLASSIFICATION
/o ENGINE

() SECURITYLABS



Appliances

Mais de 9.000
vendidos até hoje

Performance

Remoto 2.000 7.500 50.000+



welbsense

Novas Funcionalidades

Avancando com a Arquitetura TRITON

TRITON™

—  Web security
- Email security
—— Data security

- Mobile security



Novas Defesas ACE

10 Novas Defensas no ACE para protecao
contra Ameacas Avanc¢adas e Roubo de Dados

Advanced

S . Advanced Malware Payloads <
Classification Engine Potentially Exploited Documents < INBOUND
Mobile Malware <
e Criminal Encrypted Uploads =2
Inline Files Containing Passwords =
Analitico Advanced Malware Command & Control 2>
Motor Unauthorized Mobile Marketplaces >  OUTBOUND

OCR (Optical Character Recognition) =
Drip (Stateful) DLP =
Geo-Location 2

© 2012 Websense, Inc. Proprietary and Confidential



Protecao e Contencao

(

-

| @\
Criminal Password
Encrypted File Data
Uploads Theft
_J
Monday
Redirect

R

Wrapper

Image
OCR/Text
Analysis

-

J

@v:rbRITON - analysis

( One data \

record

y

Drip
(Stateful)
DLP

& J

Real-time
web security

Cloud
Sandboxing
for Email

Target Site
Infected 4am



Advanced Malware Reporting Flow

Desenvolvido para

Graphical B : :
S v e destacar incidentes que

(Critical, High, necessitam de agéo
Medium, Low) Graphical Trend

13? f\:ffnﬁ:f{ﬁ Chart by Number — ldentifica cliente que
Sisancles necessita remediacédo

e Malware Events
— Captura informacéao
gue tentaram roubar ou

Actionable

. : Forensic vazar
Map Report by Dat L, .
Geography (ByGaejby — Relatorio para
User/Machine, by aumentarem

Severity Level)

consciéncia de ataques
em progresso

© 2012 Websense, Inc. Proprietary and Confidential
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Dashboard de Ameacas

" B Patsbare Domnioad U5 Status Monkor [ Add Chart &% Print

Overaiew Secunty | [ Theeat Tracking || Web Usage |

Pobcy Sersmt: 10.2000167.20  Rube:  Super Administoator -

) dpohences | () TRITON Settngs

§imelg -

Tenw frame: & »  Total rumber of modects: 30000

Shaw events by severty: 7R 15000 ¥ IEB5ES ¥ e ¥

Track Suspicious Network Activiey

Top Outhowad Event Destimations

5200,

Nowwd -4 ;
(] ¢ !
Voo .
< 3
’ > 3
PY H
yemn.
v 9
o i
Suspiciows fvent Summary Claar
Savertty ¢ Forenmucs ¢ User S IPF Addrasa ¢ Hostname ¢ Category

Yeaddars, Milon 1.2.2.9 ILmvaddans SAM OB/Password
Jeag, Bob 0.30.15.123 It-b Mutple

£ L-pobbong  SAM DB/Password
3,17 ok -blunbergh Malware: Cmmd »
- Potentially Exp. [y
I£-tenmykowsil Potontially Exp. DY
Mutphe Adv. Malware Dow
oanagiman Madtple

s Bot Networks

Haghean, San 214540
Brent, Doveg 48
Scolt, Mchasl 11 o o I Dyvamec ONS
Canterbory, Tim 43262347 |- tcaotuhury medbple

Kesnan, Gacelh 2,722 Dyramec DS

~rr-BEEEEEE2

Pagrabon

Find top destnabons for suspioous cutbound trafic, track blacked everts by catngory, and revew susmanzay

Blocked Security Events by'

Severity Definitions

Ratus: RUNVING Pause

The following table displays how which Websense categories trigger malicious activity and how they are mapped.

Severity: [ElCntical
Category

Custom Encrypted File
SAM DB/Password Files

Advanced Malware Command & Control

Advanced Malware Downloads

Severity: [IllMadium
Category

Malicious Web Sites
Malicous Embedded Iframes
Dynamic DNS

Phishing and Other Frauds
Elevated Exposure
Emerging Exploits
Potentially Damaging Content
Suspicious Embedded Link
Hackmng

Direction
Outbound
Outbound
Outbound
Outbound / Inbound

Direction
Outbound / Inbound
Inbowund

Quthound
Outbound / Inbound
Cutbaund
Outbound / Inbound
Cutbound / Inbound
Outbound
Outbound / Inbound

Seventy: [EEHgh

Category

Potentially Exploted Documents
Bot Networks

Keyloggers

Sewvernity: L Low
Category
Megal or Questionable
Proxy Avoidance
URL Translation Sites
Spyware
Potentially Unwanted Software
waeb and Email Spam
Malcious Embedded Link

Direction
Outbound
Qutbound / Inbound
outbound / Inbound

Diraction

OQutbound
Qutbound / Inbound
Gutbound
Qutbound / Inbound
Gutbound / Inbound
outbound / Inbound
Inbownd

Close




Relatorio Forense

R SSsss . Sabe QUEM foi comprometido

Policy Server: 10.203.167.10  Role: Super Administrator -

Main | Settings

El Dashboard > Threat Tracking > Event Delails for Jones, Bob =

Status (81 | & Refresh

[#% customize Columns

573 incidents Date Range: Last day ° |
Sabe COMO o malware opera
Audt Log [ | severity [=| Forensics [=]] 1P Address Hostname Destination Category Incident Time [ [country  [lbirection =] . ~
=] ] t-bjones. Malware: Command and Control 29 Aug. 2011, 06:16:06 PM | China Outbougy I nt n
emacknn = |18 102018423 t-bjones Vivave.datainfection.com Advanced Walware Downloads | 29 Aug. 2011, 06:16:02PM | Russia peftound | e an
T e ] 1020.15.123 i-bjones. ww . datainfection.com Advanced Malware Downioads | 29 Aug. 2011, 06:15:54PM | Russia Outbound
S —— (] 10.20.15.123 It-biones v botdetection.com Bot Networks 29 Aug. 3 Outbound | |
] I-bjones v w datatheft. com Malvware: Command and Control | 29 Aug. z China Outbound
a 102015123 t-bjones. www datatheft.com Malware: Command and Control | 29 Aug, China Outbound
Policy Management  ~ | [] it-bjones. weww datatheft.com Malware: Command and Control | 29 Auge®®¥1, 06:01:15PM | China Outbound
Clients ] 10.20.15.123 It-biones v e datatheft.com Walveare: Command and Control Aug. 2011, 06:01:11PM | China Outbound -
- =] 1020.15.123 i-bjones. weww datatheft. com Malware: Command and Gae#® | 29 Aug. 2011, 06:01:08PM | China Outbouna [ ] S abe p ara O N D E 0 d ad O fol
a it-biones vevew datatheft.com Malware: Commapesfd Control | 29 Aug. 2011, 05:58:11PM | China é—-—-——
Policies =] 102015123 fi-bones vevew datatheft.com Malwargg#®Mimand and Control | 29 Aug. 2011, 05:58:06PM | China Outbound -
Fitters [=] I-bjones. wewewe datatheft.com Pare: Command and Control 29 Aug. 2011, 05:17:49PM | China Outbound d
i S— = - enviado
Delegated Administration
Fiter Lock Severity High Source: Jones, Bob
Category Malware: Command and Contgg Destination: www.datatheft.com
Threat Name China C&C 2011 File: 10.20.15.123\c:\corporate files\finance social security
Threat Intent Network Invasion numbers.doc (27 KB)
Platform win3z MIME Headers.txt (10 B) ° f H H
- abe UE fol prevenido de
Filtering Action Block Field value

Filtering Reason Security Threat

EwSTATE | JuEeD: ser roubado
_VIEWSTATE /WEPDwWUIODMxNTYNDEXZGQpQWr

See more information about this threat on Websense ACEInsi
/LYapw1CMcbNp82jHzxWNpQ:

Body:
User bjones _EVéN‘ITARGET:up\uad_VlEWSTATE==/wEPDWUJODMXNWNDEXZGQpQWr
Source IP Address N/A 7Y 3DV ICMCbNpESHEINDO—
port 80
Hostname It-bjones
Destination IP Address  231.233.12.13
Protocol HTTP
Full URL www.datatheft.com
Country China
Active Policy Default
Database Category Advanced Malware Detection
Scanning Category Malware: Command and Control
Role Superadministrator



Websense CSI: Servico de “Sandbox” para Malware websense

Analysis Report: Analysis Result:

. Malicious

@ HTTP traffic to server hosting malicious content

@ Downloads malicious executable file(s)

@ HTTP traffic shows characteristics of a malware family (Zeus)

@ Crops and runs executable file(s) in a directory of the user profile

@ Crops and runs executable file(s) in a Windows systermn directory

. Injects and executes code in remote process

/i Adds a registry key to automatically start an executable when the system starts
Ji HTTF traffic to server hosting potentially malicious content

i, wirites to the filesystemn in a windows system directory

i, writes to the filesystem in a directory of the user profile often used by malware
(*} Executes the Windows command shell program

Analysis Events:

pList of requested HTTP URLs:

URL IP Method Status MIME Analysis Cat

s2.streamscene. cfmspeed, exe 7 94,23.40.65 GET 200 appl!cat\on.-"x-msdos-program s .F‘cvtent\alll,I Damaging Con
application/x-dosexec

_ — textfhtrl; charset=UTF-3 R Malicious Web Sites
tradingcenter co/ MOT_ZUES/ gate.php 217.23.4.77 POST 200 applicationfoctet-stream | .

text/html: charset=UTF-8

www google com/webhp 2 74,125.226.80 GET 200 tonti ] (¥)Search Enginas and Partl

. e — application/octet-stream P - .
tradingecenter cof MOT_ZUES/ config. bin 217.23.4.77 GET 200 oA o gt - 1 .Mahclous ‘Web Sites

5 textfhtral: charset=UTF-5 B Malici web Sit

tradingeenter cof NOT_ZUES/gate.php 217.23,4.77 POST zon rplicatanio et stranmm . alicious Web Sites

. . — text/html; charset=UTF-8 % Malicious Web Sites
tradingcenter cof snapbnfip. php 217.23.4.77 GET 200 text/plain .
tradingeenter cof HOT_ZUES/ gste.php ? 217.23.4.77 POST 200 textfhtml; charset=UTF-3 : @rzlicious web sites

application/octet-stream



Sete Funcionalidades Pioneiras

« Servico de “Sandbox” Online

« “Sandboxing” na Nuvem para Links
em Emall

* Deteccao de Criptografia Criminal
* Roubo de Arquivos com Senha
 OCR para Data-in-Motion

* Drip DLP

« Captura de Dados Forense




Eficiéncia das Defesas

Real-Time Analysis

- RT Security Classifiers
Too Slow Predictive RT Content Classifiers

RT Data Classifiers
Anti-Malware Engines
URL Classification
Reputation Analysis
Anti-Spam/Spear-Phishing

ACE

. Cloud-Assist

Known Unknown
Threats AV+URL+Rep Threats
. Sandbox
O Av
O NGFW
Reactive Too Late

Background Analysis



Ataques Web Zero Day - Q1 2012

Websense

Security Saas-1

Large AV Vendor

15t Gen. Proxy Gateway

NGFW Vendor
Security Saas-2

UTM Vendor

98.1%

79.2%
71.94%

63.5%
47.0%

URLs containing malware, Q1 2012

1.9%



Comunicacao Command and Control - Q1 2012 websense
Websense 97 0°/o

Large AV Vendor

15t Gen. Proxy Gateway

Security SaaS-1

Security SaaS-2

NGFW Vendor

URLs containing malware, Q1 2012

UTM Vendor
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