websense TRITON STOPS MORE THREATS. WE CAN PROVE IT.

A BETTER DEFENCE AGAINST
ADVANCED CYBER THREATS

Alison Higgins-Miller, Vice President, Asia Pacific
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Hackers Raid eBay, Access 145 mn Records

Poised to godown as 2nd >>

largest breach in US history

EBay says encrypted >>
passwords were taken

Says noreasonto believe
they have been unscrambled

JIM FINKLE

EBay sald that hackersraided itsnet-
work three months ago, accessing
some 145 million user records in
what 1s polsed to go downas one of
thebiggest data breaches in history,
based on the number of accounts
compromised.

Itadvised customers to change
thelr passwords immediately, saylng
they wereamong the plecesof data
stolen by cyber criminals who car-
riedout the attack between late
Februaryandearly March.

EBay spokeswoman Amanda
Miller told Reuters that those pass-
words were encryptedand that the
company had no reason to believe the
hackers had broken the code that

scrambled them. “Thereis noevi-
dence of impactonany eBay custom-
ers,” Miller said. “We don't know that
they decrypted the passwords be-
cause it would notbe easy to do.”

Shesald the hackers galned access
to 145 millionrecords of which they
copied “alarge part”. Those records
contained passwords as well as email
addresses, birth dates, mailingad-
dressesand other personal Informa-
tion, butnotfinancial datasuchas
creditcard numbers.

Milleralsosaid the company has
hired FireEye Inc’'s Mandiant foren-
sics division to help investigate the
matter. Mandiant 1sknown for pub-
lishinga February 2013 report that de-
scribed what it sald wasa Shanghai-
based hacking group linked tothe

Peoples Liberation Army.

Security experts advised EBay cus-
tomers to be on the alert for fraud, es-

pecially if they used the same pass-
words for otheraccounts.

Still, eBay said it had not seen any
Indicationof increased fraudulent
activity onitsflagship site and that
there wasnoevidence its PayPal on-
line paymentservice had been
breached. EBay said the hackers got
Inafter obtaininglogin credentials
for “asmallnumber” of employees,
allowing them to accesseBay’s cor-
porate network. It discovered the
breachinearly May.

Thebreach could godownas the
secondbiggest inhistoryataUsS
company, based on the number
recordsaccessed by the hackers.

JohnDonahoe, CEO of eBay

Computer security experts say the
biggest such breach wasuncovered
at software maker Adobe Systemsin
October 2013, when hackers accessed
about 152million user accounts.

It would be larger than the one that
Target disclosed in December of last
vear, which included some 40 million
payment card numbers and another
70millioncustomerrecords.  Revters
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Open a Checking Account

2
A Checking Account with a Great APY, No ATM Fees

COMPUTERWORLD

Technology ~  Tools -  Whitepapers -  Cloud  Mobile  Social Data

POLITICS HEALTH CARE

Obamacare Website Was Hacked in July

Denver Nicks

Accident Compensation
Corporation NZ slammed over
data breach s stk i the Lo

NZ Privacy Commissioner says ACC displayed “an almost Ahacker managed to breach
" . . . . cybersecurity at
cavalier” attitude towards client information, recommends changes

HealthCare.gov and implant

to S‘torage of information malicious code on the federal
Obamacare website, officials

revealed Thursday.

Healthcare.gov hosts the
federal insurance exchange on

which millions of Americans




Increasing concerns about privacy and Company Director’s legal obligations websense

% of Canadians say
sesasesavanet companies should ask
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Part |: Deficient, Disconnected & in the Dark websense

Ponemﬁn

57% | 63% | 69%
Globally | | Globally Globally

Cybersecurity threats sometimes
fall through the cracks of their
company

Are not protected from Can’t stop theft of corporate
advanced cyber attacks infarmation

Websense Global Survey on Attack Intelligence, 2014



Confidential Data Targeted weksense
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The biggest targets of cyber attacks are intellectual property and customer data.

Websense Global Survey on Attack Intelligence, 2014 Ponemln



Part II- Roadblocks, Refresh, & Raising the Human Security 1Q weksense

- Lack of communication, education and inadequate security systems key reasons
for cybercriminals successfully attacking organizations across the globe
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Top reasons for cyber security investments websense

65%

say exfiltration of
intellectual property

53%
Globally
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67%
Globally
say data breach
involving customer
data

regulatory action to Globally
investigate your
company’s data

protection practises



Websense Company Overview websense

Recognised market leader (Frost and Sullivan, IDC, Gartner, Forrester)

20,000+ customers in 162 countries

1,600+ employees globally

17+ years of analysing & classifying content
$360+ Million 2013 revenues

160+ patents granted or pending

Over $1 Billion invested to achieve market leading and
award winning security solutions

Acquired by Vista Equity Partners 2013
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ANZ Customers that Trust Websense websense
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The Industry is Taking Notice — Evidence of Our Security Capabilities

» 2014 Best Advanced Persistent Threat Protection
+ 2014 Best Web Content Management Solution
* 2014 Best DLP Solution-EMEA

Gartner

2014 Secure Web Gateway MQ:
Leaders Quadrant

2013 Content-Aware Data Loss Prevention
MQ: Leaders Quadrant
FROST € SULLIVAN

2014 India ICT Award- 'Product Innovation Leadership,
Secure Content Management’

[‘] THE RADICATI GROUP, INC.

A TECHNOLOGY MARKET RESEARC H FIRM

2014 Company of the Year:
Network Security Designed for Usability

2013 Content-Aware Data Loss Prevention Market Quadrant:
Top Player

FORRESTER

2012 Email Content Security Wave: Leader

fIDC

he Future

2013-2014 IDC MarketScape: WW Messaging Security : Leader
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Layered Security Defense In Depth websense
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REDIRECT EXPLOIT DROPPER
KIT FILE

Cybercriminals The results of this Lures sent via email Once the bogus link When the exploit kit Some dropper files Cybercriminal uses
research potential research are used to or social media have is clicked, an exploit has found a path, a remain dormant C&C access to
targets via websites, create trustworthy imbedded links that kit can be deployed dropper file is until they ‘phone extract intellectual
social media, and -appearing lures redirect the user to that searches for delivered to find and home’ to command property, PIP or
more infected sites weaknesses extract valuable data and control outside other valuable data

TRITON® RiskVision™

Prevention
Threat and Data Theft Monitoring and Forensic Report

TRITON® ThreatScope™

Phishing Reporting & Education Web & Email File Sandboxing & Forensic Reporting

URL
Protection 5= - - Data Security
Sandbax Websense® Web and Email Security Gateways Suite

Real-Time Protection - Inline Analysis - Composite
Risk Scoring - Advanced Threat Dashboard

Dynamic C&C | Integrated DLP Engine
I Detection

Core Advanced websense* Global websense -
Technologies Threat ACE Threat TH REATSEEKER
INTELLIGENCE CLOUD

Classification Awareness
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TRITON STOPS MORE THREATS. WE CAN PROVE IT.




