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Advanced Attacks: Its just another business process… 

01 

Contact confirmed and 

offer accepted 03 

Customer asset access 

requested 04 

Assets access granted 
05 

Customer assets researched 

and registered for acquisition 06 

Assets acquired and 

transferred 07 

02 
Marketing Campaign “The 

Offer”: Email/Social Media 

campaign or print mail 

01 Target Market 

Identification RECON 

02 LURE 

03 REDIRECT 

04 EXPLOIT KIT 

05 
DROPPER 

FILE 

06 CALL HOME 

07 DATA THEFT 



FLOPPY BASED VIRUSES 

DESKTOP AV 

EMAIL VIRUSES 

EMAIL BASED AV 

MALICIOUS WEBSITES 

IP / URL REPUTATION 

RISE OF PROACTIVE 
DETECTION TECHNEQUES 

COMPROMISED 
LEGITIMATE SITES 

BLENDED & APT 
CONTEXTUAL & DATA-CENTRIC 

 Ever changing landscape… 



Additional Security Drivers 

• Network de-perimetrization 

• Increasing mobile work force 

• Increasing amount of corporate data in 

the cloud 



Why current solutions fail… 

Reactive Security Controls 

Security vendors need to see, 
analyse, create signatures and 
update their customers before 
being able to block… 

 

Technology examples:- 

• URL Filtering 

• IP Reputation 

• AV Scanners 

• IDS/IPS Solutions 

• Application Firewalls 

Signature-base AV 

 

URL Filtering 

 

Reputation 

 

 

Covered by Legacy  
Security 
Technologies 

97%  

2007 

Malware Gap 3%  



Why current solutions fail… 

Signature-base AV 

 

URL Filtering 

 

Reputation 

 

 

Covered by Legacy  
Security 
Technologies 

40%  

2014 

Malware Gap 60%  

Signature-base AV 

 

URL Filtering 

 

Reputation 

 

 

What Has Changed? 
• Malware has become more: 
• Dynamic 
• Prolific 
• Stealth 
• Targeted 

• “Signature based tools are only 
effective against 30-50% of 
current security threats, this 
effectiveness is expected to 
decline rapidly.” – IDC 
 

• “In 2013 85% of malicious 
content was  found on 
compromised legitimate 
websites.” 
 

• “4.1 billion live attacks were 
prevented by Websense in 2013. 
Nearly all exhibited techniques to 
bypass traditional defenses” 

 
 
 



.NO SINGLE PIECE OF EVIDENCE CAN BE 
RELIABLY USED TO DETERMINE THREATS. 
.NEW MODELS WITH FULL VISABILITY ARE 
IMPERATIVE 

” 
MODERN THREATS DEMAND 
NEW ANALYTICAL METHODS 

NO ANALYSIS ACROSS THE THREAT LIFECYLE. 
RELIANCE ON SIMPLISTIC DETECTION METHODS. 

NO OUTBOUND TRAFFIC INSPECTION. 
NO PREDICTIVE CAPABILITIES. 

RELIANCE ON INDIVIDUAL POINT SOLUTIONS. 
NO COLLECTIVE INTELLIGENCE. 

“ 
WHY SECURITY FAILS? 



What is the Risk for me? 

42% 

Security incidents 
in which employee 

records were 
compromised 

34% 

Security incidents 
in which customer 

records were 
compromised 

22% 

Companies that 
lost customers 

due to a security 
incident 

76% 

Companies that 
had to reimage 

computers due to a 
security incident 

*PwC CSO-CIO Global State of Information Security Survey 2014 



CryptoLocker Balance Sheet
For Year Ending June 31st, 2014

ASSETS LIABILITIES

Current Assets Current Liabilities

Cash $108,000,000 Accounts payable $15,000

Accounts receivable 27,000,000 Short-term notes 0

(less doubtful accounts) 0 Current portion of long-term notes 0

Inventory 0 Interest payable 0

Temporary investment 0 Taxes payable 0

Prepaid expenses 0 Accrued payroll 0

Total Current Assets $135,000,000 Total Current Liabilities $0

Fixed Assets Long-term Liabilities

Long-term investments $50,000,000 Mortgage $0

Boat 1,000,000 Other long-term liabilities 0

Buildings 0 Total Long-term Liabilities $0

(less accumulated depreciation) 0

Plant & equipment 3,000

(less accumulated depreciation) -331 Shareholders' Equity

Furniture & fixtures 2,000 Capital stock $0

(less accumulated depreciation) -41 Retained earnings 186,004,628

Total Net Fixed Assets $51,004,628 Total Shareholders' Equity $186,004,628

TOTAL ASSETS $186,004,628 TOTAL LIABILITIES & EQUITY $186,004,628



Do you trust your emails? 



Do you trust your emails? 



Do you trust your emails? 



Real or Fake? 



Real or Fake? 



Real or Fake? 



Real or Fake? 


