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More, more and more threats websense

2011 ° 2012

Unique threats discovered 16M 1001 M (r625%)

Compromised web pages discovered 83,9 18,998

1.2 million 19.4 billior. 25.8 million
1.3 / second 99.58% SPA’ | 3.44 per seat

BLOCKED WEB
THREATS PER WEEK

REAL-TIME UNIQUE PHISHING BLOCKES
UPDATES ATTACKS PER WEEK E-MAILS PR YEAR




Australia and New Zealand
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AUSTRALIANIT®

Australia Post hit by security
breach again

Banks seek to hide privacy breaches
from customers

ANDREW COLLEY The Australian

AUSTRALIA'S peak banking industry body says propesed laws forcing banks to report

m W Twest

Tony Burke, acting chief of the Australian Bankers',
report all privacy breaches would lead to "an _\“

Pin
payment systems to the detriment of all" Dt

share

Mr Burke was commenting on proposals for |
Attorney-General Nicola Roxon floated for pt

"Attempting to notify individuals potentially af
concern, disproportionate to the actual level

The ABA said that customers were already &
banking codes. Placing banks at the centre |
lead to a flurry of needless account cancella

"There would be no action that the cardholdi
fraud is high. then the bank would have alre:
cancelled the card.” he said

Ian Simpson, chief

Mr Burke said banks were still comfortable w el jE’GEﬂ Souree
bodies, and the ABA withneld its position on -
appropriate for merchant customers rags

saland, excel
privacy, eqc

The Business Council of Australia and indivi ;

comment on the proposal fecurity operations have been hit by yet

PAUCSITH f - the third in four weeks.
. o ) . he Australian Bankers Association has defended the strength of T security processes in place

Federal Privacy Commissioner Timothy Pilgr across Australia’s banking system following the revelation that Reserve Bank of Australia systems

breach notices, welcomed Ms Roxon's discu! had been compromised by China-based hackers
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However, security experts said the incident highlighted the need for Australian data breach LTy T8 DI ETpOneC 0y ST

notification laws to be tightened to force organisations to come forward when they were hacked. _ B& URL-
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Website glitch exposes Dodo customer details

mber 6, 2012 Read lster
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Deputy technology editor
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Emall blunder exposes 83,000 Kiwi quake
By Juha Saarinen on Mar 25, 2013 2:40 PM ELECTRICITY
Filed under Security
TAX INVOICE Page 1of 4
ke |2 Tweet|31]  @a)s 2 Comments ACCOUNT ENQUIRTES 13 dade
Lil= A Teree 2 [in B 24hrs FAULTS & EMERGENCIES 131388
Your local distributer ks Ausgrid
Auto-complete accident. ACCOUNT NUMBER
NMI HUMBER
Details of every claimant in the New Zealand Government's Ganterbury home ANV DATE 02 Nov 2012
INVOICE NUMBER

repair programme have been disclosed by accident, the country’s Earthquake

Commission (EQC) said. Account Balance

A spreadshest smailed by the commission containing claim numbers and
adehesses of praperties could be set ta reveal dstails of from all 83,000 people
who have filad 88 000 claims in the wake of the dsvastating Christchurch
sarthquake, the commission's chisf executive an Simpson told Hew Zealand
media this aftemoon. Mo amount payabic, therefore nd action is

required of you.

The Ci

providing relisf to residential property owners afier natural disasters.

is New Zealand's agency in charge of

osed by the flaw

Simpson explained that the privacy breach occurred when an employee sent
out & messages to other commission members, and the auto-complete function
of the email program added the address of a third-party contractor

' & Gas customer statements on its website

According to Simpson, the contractor has deleted the email

The privacy breach was acknowledged by the EQC on Friday last week. At that
time, the commission said information about some 9700 claims had been sent
to a sinale versen by accident.



Increasing concerns about privacy - locally and globally weksense

166,801:%: «

Op of 2012 internet privacy ootmla-nls
were about social media and
smartphone applications in HongKong =~ "=,
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% Increase in privacy investigations |
each year from 2007-12 in Macau .,

%
have refused to provide
personal information onfine

NT 100% increase in time spent providing
privacy advice from 2007-12

86% of people think privacy is important
ULD when using or installing mobile apps **=+++eeeui.
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VIC 33% of complaints in 201112
were about data security

Source:www.privacyawarenessweek.org/

% of Canadians
savasessrane: o
permusszon to track them online

U increase in public education
and outreach in British
Columbia in 201112

assessed in
US for privacy
violations

- in2011-12

- 9% of school children
in Mexico learn about

online privacy at school

95 of New Zealanders say to
punish businesses that
misuse personal information



The Threat Landscape has Changed weksense
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4 Main Scenarios of Data Leaks websense

Unintentional Leaks:
By accident/ Ignorance

Unintentional Leaks:
Malicious Intent

Unintentional Leaks:
Poor Business Processes

Intentional Leaks:
Malicious Intent




Threat Changes Require New Defenses weksense

hanging Threat Landscape New Security Requirements

- Advanced Threats .4 Protection from advanced threats

| Data Theft } Containment against data theft
1 Malware Forensics ( | , Threat dashboard / Severity alerting

Stages of Advanced Threats ﬂ;;j Forensic reporting / SIEM integration

RS © © 0 @ } /% Malware analysis sandboxing &

R_e/- Ex'ploit Dropper Call Data .
Re direct Kit File Home Theft SEVIEes

. &
@ QEI' 0 Performance & availability of defenses



http://www.iconarchive.com/show/ravenna-3d-icons-by-double-j-design/Protect-Green-icon.html
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http://www.iconarchive.com/show/vista-artistic-icons-by-awicons/chart-search-icon.html
http://www.iconarchive.com/show/real-vista-education-icons-by-iconshock/laboratory-icon.html
http://findicons.com/icon/177863/system_performance?id=177894

Context and Content Aware Data Protection
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DLP Technology Considerations for Australian Privacy Laws
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SECURITY OF
PERSONAL

INFORMATION
(APP11)

COLLECTION OF
SOLICITED PERSONAL
INFORMATION

(APP3)

USE or DISCLOSURE
OF PERSONAL
INFORMATION

(APP6)

“Is my organisation
taking reasonable steps
to protect Personal
Information?”

“What Personal Information
IS my organisation storing
& how is it being used?”

“Am | using Personal
Information for a primary
business purpose?”

=)
=)
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o
Data In Motion =¥ &®
Monitor email, web & endpoints

Monitor & control flow of Pl data
outside of organisation

Ak

Data at Rest \9}'
What & where is Pl data stored?

Audit trail enables business units to
determine compliance

\“4 ¥
Data In Use Y el

Analyse flow of data inside / outside of
organisation & determine purpose of use



Large Health Organisation websense

PROBLEM:

Traditional AV & Firewalls not providing
protection.

Increasing volume of incidents, concerns -
with data theft and Privacy Law compliance

Workforce increasingly mobile, need end point
data protection

SOLUTION:

50% reduction in data loss incidents
8 weeks to deploy DLP for Web and Email
Reduced infrastructure from 16 to 6 appliances



Gartner

2013 Secure Web Gateway MQ:
Leaders Quadrant

2013 Content-Aware Data Loss
Prevention MQ: Leaders Quadrant

Secure Web Gateway Software
2012 Worldwide Market Share Leader
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2012 WCF Vendor Landscape:
Champion

2012 DLP Vendor Landscape: Champion
& Trend Setter Award

FROST & SULLIVAN

2012 Global Web Content Filtering
Competitive Landscape: Sole Market
Leader

2012 Global Web Content Filtering
Market Share Leader
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Analysts Recognise Websense

FORRESTER

2012 Email Content Security
Wave: Leader

Gartner

2013 Secure Email Gateway
MQ: Visionaries Quadrant

OST @& SULLIVAN
2013 Global Web & Email Security
Content Security:

Customer Value Enhancement
Award

INFONETICS
RESEARCH

Integrated Content Security
Gateways

CY12 Worldwide Market Share
Leader
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Analyze the Future

2013-2014 IDC MarketScape: WW
Messaging Security :
Leader

2012 IDC MarketScape: WW Web
Security Products:
Leader

I THE RADICATI GROUP, INC.
/| A TECHNOLOGY MARKET RESEARCH FIRM

2013 Corporate Web Security
Market Quadrant: Top Player

2013 Content-Aware Data Loss
Prevention Market Quadrant: Top
Player



Conclusion
Reducing Risk, Ensuring Compliance to the Australian Privacy Act

websense

Organisations face multiple data security challenges and conflicting priorities
across the business

The Australian Privacy Act (APA) will be enforceable from 12t March 2014
Enforcement of Australian Privacy Act:

$340K (non-corporate entities / individuals)

$1.7M(Corporations)

In order to meet the APA’'s Information Security requirements, organisations need
to take measures to prevent, detect and respond to a breach.

Unified Content data security strategy is key to meeting Australia’s Privacy Act
requirements — are you prepared?
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cutting through complexity

QUESTIONS & ANSWERS




