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Data loss – how bad is it?
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Source: KPMG Data Loss Barometer 2012, http://www.kpmg.com/PT/pt/IssuesAndInsights/Documents/data-loss-barometer-2012.pdf



Which key changes in the Privacy Amendment bill are likely to impact 
technology?

From To

Adequacy approach

C b d di l hibi d

Accountability approach

C b d di l i d bCross-border disclosure prohibited 
‘unless’... 

No mandatory data breach

Cross-border disclosure permitted by 
default with disclosure and consent

No mandatory data breach 
notification requirement ???

Compliance with the APPs requires organisations to know:

•What Personally Identifiable Information (PII) is held?What Personally Identifiable Information (PII) is held?

•Where it is located?

•Who has access?

H it i d?
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•How it is secured?



Certain factors increase the difficulty in complying with these 
requirements

High degree of PII is both provided to Location / jurisdiction

Key drivers

High degree of 
outsourcing and use 
of external suppliers

PII is both provided to 
and accessed by 

suppliers

Location / jurisdiction 
of data and 
personnel 

increasingly fluid

Additional factors

Low levels of 
staff 

awareness
‘Customer 

i ’

Data 
management

A complete 
view of allawareness 

regarding the 
privacy 

requirements of 
PII and 

experience’ 
can override 
privacy and 
governance 

t l

management 
practices 
struggle to 

keep abreast of 
the evolving 

view of all 
suppliers and 

their 
relationships 

can be difficult a d
understanding 

what PII is 

controls t e e o g
environment

ca be d cu
to obtain
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From our experience, there are many areas where PII may be 
unknowingly transmitted or stored outside of core systems..…

Customer / Client / Patient PII Employee PII

Data warehouses Development and 
testing environments

rn
al

Performance 
management / payroll 

spreadsheets

Crisis management 
repositories

In
te

r

Local folders, drives 
and email

Tapes and DR 
technologies

Active Directory & 
Email

Reward and 
recognition systems

Data enrichment Corporate travel B i d i t
Mailing houses / 

D t iproviders
p
company Business card printer

Ex
te

rn
al Document scanning 

providers

Ser ice pro iders (incl USB ke s and portable Corporate cardE Service providers (incl. 
previous + PoC)

USB keys and portable 
hard drives

Corporate card 
provider Hotels and airlines
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What should IT be doing?

Action APP

Determine whether a PII data inventory exists All APPs

Determine why data is in these locations and how it is secured All APPs, particularly and APP 11 –
Security of personal information

Understand which service providers hold or have access to PII, and 
identify the jurisdiction of both the service provider and where the 
data is held / accessed

APP 8 – Cross border disclosure of 
personal information

Review contracts and Service Level Agreements (SLAs) to make APP 8 and APP 11Review contracts and Service Level Agreements (SLAs) to make 
sure responsibilities and controls for the protection of data are 
clear, robust and auditable

APP 8 and APP 11

Confirm policies and procedures for the following:
• Data lifecycle

APP 11
APP 11• Data lifecycle

• Systems lifecycle
• Vendor lifecycle

APP 11
APP 8 and 11

Ensure your staff understand the privacy requirements on them –
or at a minim m the kno ho to ask for help

All APPs, particularly APP 1 – Open 
and transparent management ofor at a minimum they know who to ask for help and transparent management of 
personal information and APP 6 – use 
or disclosure of personal information

Regularly test your security – focusing on the risk areas identified 
i h i b

APP 11
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in the inventory above



What should be occurring across the organisation?

Reviewing and updating

Process mapping of data 
management - how is it 

collected, where is data held, 
where does it get sent, when 

Reviewing and  updating 
Privacy Policies & collection 

notices

Preparing obligation registers
g ,

/ how is it deleted?

Gap analysis against new 
principles (most businesses 

are doing this)

Updating compliance 
manuals

What are
Staff trainingPrivacy risk assessments

What are 
others 
doing
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Two key messages to improve the likelihood of compliance to the new 
requirements…

• What PII is held?
• Where it is located?
• Who has access?
• How it is secured?

Provide staff and service providers with 
the tools to manage PII securely
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular 
i di id l tit Alth h d t id t d ti l i f ti th b t th tindividual or entity. Although we endeavour to provide accurate and timely information, there can be no guarantee that 
such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should 
act on such information without appropriate professional advice after a thorough examination of the particular situation. 
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