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Enterprise Security Goes Mobile 

Welcome 
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Mobile security: trends, threats and challenges to IT 

security 

Coffee Break  

Websense® TRITON™ Mobile Security 

Agenda 

Close  

9:10 – 10:10 

10:10 – 10:20 

10:20 – 11:15 

11:15 
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Mobile Breakfast Briefing 

Carl Leonard 

Websense, Inc. 
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Trends in the Mobile Landscape 

5 



© 2012 Websense, Inc. 6 

Tablets Outselling Laptops? 
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TYPES OF DEVICES METHODS OF ACCESS TYPES OF DATA STORAGE OPTIONS APPS USED 

CORPORATE DATA  
CENTER 

3G 

CORPORATE  
DATA  

PERSONAL 
DATA 

CLOUD STORAGE 

ON-DEVICE  
STORAGE 

EXTERNAL 
STORAGE 

BUSINESS APPS 

CONSUMER APPS 

THE MOBILE ENTERPRISE. 
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Externalization of 
IT infrastructure 

Consumerization &  
virtualization  
of the end point 

Business 
enablement 
via social web 

Security 
consolidation 
continues 

Windows8 security 
leaps forward 

Data oriented 
attacks are an 
everyday event 

HACKED 

T
R

E
N

D
S
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THE EMPOWERED USER 
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Fundamental shift in security needed 

10% 21% 59% 

NONE 1 TIME 2 TO 5 TIMES 

THE NUMBER OF SUCCESSFUL NETWORK SECURITY BREACHES OVER THE PAST YEAR 
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WEB EXPOSURE DRIVES INFORMATION THEFT 

Insider abuse 
52% 

Malicious software download 
48% 

Malware from a website 

Malware from social media 

System glitch 

43% 

29% 

19% 

Do not know 
16% 

Malware from a message 
5% 
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0%

5%

10%

15%

20%

25%

30%

Web Security
Gateway

SIEM-
Intelligence

Vulnerability
Mgmt

DLP Endpoint
Security (AV,

etc.)

IDM IDS/IPS Encryption GRC Firewall

Security & IT Exec’s Surveyed 

What is your best security solution? 

AV? 
Firewall

? 
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It’s the Data – Not the Device 

• Challenges 

– User owned device 

– You may or may not own the pipe 

– Lives outside your network 

• Primary Risk 

– Secure corporate data on the device 

• If the device is lost 

• Employee leaves the company 

– Prevent data leakage to unauthorized destinations or 

recipients 
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Examples of Data at Risk 
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Ponemon Report 

• Headlines 

– 77% agree that employee use of mobile devices is 

essential or very important to their organization’s 

ability to meet its business objectives. A similar 

percentage. 

– 76% recognize that these tools put their 

organizations at risk. 

– 51% experienced data loss because of unsecured 

mobile devices, including laptops, smartphones, 

USB devices, and tablets. 

– 59% saw an increase in malware infections as a 

result of unsecured mobile devices in the 

workplace. 

– 59% say that employees circumvent or disengage 

security features such as passwords and key 

locks. 
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Morning Excercises 
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Exercise: Think Like a Hacker 

 

How would you attack 

your organisation? 
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Exercise: Let’s Create an App 
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Rogue App – version 1 
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Rogue App – version 2 
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What are we interested in? 

Who 

When 

Where 

What 

H Y 

How 
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App Analyser 
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Attack Vectors to Look Out For 

25 
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Windows Phone 8 
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App Tricks 

vs 
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Location-based Services 

• Delivering customised 

content to users 

• More powerful on 

certain devices 

• Social Engineering 
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Hi, please click here 

Hi Dan, shall we meet at The Black Lion later? 
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QR Codes 
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http://iJustStoleYourData.co.cc/ 
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Spear Phishing 
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Announcing Cyber Security Intelligence Services 
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• How did it get in? 

• Which defense worked? 

• Which defense failed? 

• How is the PC/server/device 
affected? 

Security Intelligence Services 

• Who was targeted? 

• What data was targeted? 

• Where is it now? 

• How do we tighten defenses 
to prevent a repeat? 

 

"It's becoming clear that many of these emerging threats cannot be defended 
against in-house, creating a shift in security posture toward being more proactive.” 

IDC Senior Analyst Christine Liebert  
IDC press release, Jan. 31, 2012,  http://www.idc.com/getdoc.jsp?containerId=prUS23290912  

When defenses fail… You need answers. 

Blocking is not enough.  IT needs resources to become proactive. 
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• ThreatScope malware             analysis 

sandbox 

• Priority access to a variety 

of research tools/services 

• On-demand videos 

– Security Labs TAB events 

– Research presentations 

• Threat & Security training including: 

– Analyzing mobile malware 

– How to de-obfuscate JavaScript 

– Dynamic analysis of malicious files 

 

CSI: On-Demand 

33 
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Websense ThreatScope™ Sample Report 
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Websense ThreatScope™ Sample Report…cont 
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aceinsight.com 
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CSI: Live 

37 

Forensic Investigation 
• Partner with a researcher and 

Websense Security Labs 

• Completely Confidential 

• Forensic 4 pack add-on 

 

Hands-on Security Training 
• Security Labs Instructors  

• 3-day security class w/hands-on 

• Offered twice annually 

 (EMEA and NA locations) 

Proactive Security Reviews 
• Policy and configuration 

• Define use case exercises 

• Industry, regional, and custom 

network concerns 

• Semi-Annual 

 

Custom Control Assessments 
• Full white/black list analysis 

• Assess each item for  

• Security classifications 

• Categorization 

• Performed quarterly 

 

Work Directly with Websense Security Labs Researchers 
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http://securitylabs.websense.com/ 
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Coffee break 
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Appendix 

40 
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Mobile Device Security  

Jon Noel 

43 
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• Consumerization of IT 

 

• IT challenges with mobile devices 

 

• TRITON Mobile Security Overview 

 

• Best practices for BYOD strategy 

 

• New iOS 6 features 

 

 

 

 

Agenda 

44 
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Consumerization of IT 

45 

Fast & disruptive 

 

Enables business 

 

Increases productivity 
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• Data on devices 

 

• Types of devices on network 

 

• Policies for BYOD 

 

• Mobile app use, jail broken devices 

 

• Administration & deployment 

 

Mobile Security Challenges 

46 
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It’s Mine! 

47 
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Current Approaches 

OPTION #1 

ActiveSync 

for device 

controls 

Provides basic 

controls such as 

access to Exchange, 

password 

enforcement, 

remote wipe but no 

data leakage 

prevention or 

threat protection. 

OPTION #2 

Backhaul 

traffic over 

VPN 

Using a VPN client 

to backhaul traffic 

to enterprise 

network. Results in 

higher 

infrastructure and 

management 

costs. 

OPTION #4 

Mobile Device 

Management 

(MDM) 

solutions 

Provides device 

level controls but 

these systems are 

content unaware 

and vulnerable to 

malware & data 

loss. 

OPTION #3 

Tablet as a 

terminal 

Run enterprise 

apps on a server 

farm and display 

them on the 

tablet. Significant 

investment in 

infrastructure with 

limited data 

protection. 

OPTION #5 

Container 

approach 

Provides a container 

to access email, 

calendar, contacts 

and a some other 

apps. Good but 

expensive approach 

and impacts user 

experience 
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Mobile Device Security  

50 
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Mobile Device Security  

51 

Web & Email 

security 
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Mobile Device Security  

52 

Malicious app and 

mobile malware protection 

Web & Email 

security 
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Mobile Device Security  

53 

Malicious app and 

mobile malware protection 

MDM Web & Email 

security 
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TRITON Mobile Security  

54 

Protection from: 
• Mobile malware 

• Malicious apps 

• Phishing & scams 

• Advanced malware 

• Data theft 

Control for: 
• BYOD 

• Enterprise devices  

• Mobile DLP for email 

• Web security & apps 

• Compliance 
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TRITON Mobile Security  

55 

** iOS, Android 

Mobile Security 

ACE + ThreatSeeker Network 

Malicious Mobile App Tracker 

Management + Reporting 

VPN** 

WiFi/3G 

Mobile Security Web Security 

TRITON Console 

Web Filtering 

RT Security Updates 

Web Security Filters 

Web Proxy + SSL 

MDM Controls 

Mobile App Controls 

Malicious App Protect. 

ACE RT Defenses 

Cloud 

Mobile Malware Prot. 

http://www.microsoft.com/en-us/office365/online-software.aspx
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TRITON Mobile Security  

56 

Exchange 

Email Server 

ActiveSync* 

Enterprise email 

** iOS, Android 

*Any ActiveSync 

  compatible device 

Mobile Security 

ACE + ThreatSeeker Network 

Malicious Mobile App Tracker 

Management + Reporting 

Enterprise 
DLP controls 

VPN** 

WiFi/3G 

Mobile   

Email 

DLP 

Mobile Security Web Security 

http://www.microsoft.com/en-us/office365/online-software.aspx
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TRITON Mobile Security  

57 

Exchange 

Email Server 

ActiveSync* 

Enterprise email 

** iOS, Android 

*Any ActiveSync 

  compatible device 

Mobile Security 

ACE + ThreatSeeker Network 

Malicious Mobile App Tracker 

Management + Reporting 

+ MDM  

Enterprise 
DLP controls 

VPN** 

WiFi/3G 

Mobile Security Mobile   

Email 

DLP 

Web Security 

http://www.microsoft.com/en-us/office365/online-software.aspx
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TRITON Mobile Security Demo 

58 
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• Identify your objectives 

– Protecting corporate data on the device and the use of it 

 

– Regulatory compliance 

 

 

• Understand the threats 

– Lost or stolen device 

 

– Misuse of corporate data 

 

– Web/network based attacks 

 

Best Practices for BYOD Strategy 

59 
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Best Practices for BYOD Strategy- Continued 

60 

• Countermeasures and controls 

– Allow only a specific set of devices 
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Best Practices for BYOD Strategy- Continued 

61 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 
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Best Practices for BYOD Strategy- Continued 
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• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 
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Best Practices for BYOD Strategy- Continued 

63 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 

– Establish minimum security posture for devices accessing corporate 

data 
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Best Practices for BYOD Strategy- Continued 

64 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 

– Establish minimum security posture for devices accessing corporate 

data 

– Decide what mobile apps are allowed or banned 
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Best Practices for BYOD Strategy- Continued 

65 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 

– Establish minimum security posture for devices accessing corporate 

data 

– Decide what mobile apps are allowed or banned 

– Be clear about privacy and employee responsibility of personal data 

and apps 
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Best Practices for BYOD Strategy- Continued 

66 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 

– Establish minimum security posture for devices accessing corporate 

data 

– Decide what mobile apps are allowed or banned 

– Be clear about privacy and employee responsibility of personal data 

and apps 

– Define a clear service policy for devices that fall under BYOD criteria 
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Best Practices for BYOD Strategy- Continued 

67 

• Countermeasures and controls 

– Allow only a specific set of devices 

– Establish security policy for mobile devices 

– Integrate policies for personal devices with your Acceptable Use 

Policy 

– Establish minimum security posture for devices accessing corporate 

data 

– Decide what mobile apps are allowed or banned 

– Be clear about privacy and employee responsibility of personal data 

and apps 

– Define a clear service policy for devices that fall under BYOD criteria 

– Have a strategy when an employee leaves the company 

 
More Info:  http://www.websense.com/content/mobile-aup.aspx?cmpid=prblog 

 

 

http://www.websense.com/content/mobile-aup.aspx?cmpid=prblog
http://www.websense.com/content/mobile-aup.aspx?cmpid=prblog
http://www.websense.com/content/mobile-aup.aspx?cmpid=prblog
http://www.websense.com/content/mobile-aup.aspx?cmpid=prblog
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Devices on iOS6 

• Disable Shared Photo Stream 

 

• Disable Passbook from 

appearing on the screen when 

locked 

 

• Automatically remove profiles 

after a given period of time 

 

• Set device wallpaper 

 

• Prevent recent contacts from 

syncing to the mail server 

 

iOS New Features 

Devices set-up in supervised 
mode  

• Lock down devices to one app 
with App Lock and disable the 
home button 

 

• Force all device network traffic 
through global HTTP proxy 

 

• Prevent installation of 
certificated or unmanaged 
configuration profiles 

 

• Disable iMessage 

 

• Disable Game Center and 
iBookstore and set iBookstore 
rating restrictions 
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Thank you 
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QUESTIONS..? 
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