
© 2012 Websense, Inc. 

CyberSecurity Intelligence™ Services 

CSI: On-Demand  &  CSI: Live 
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Websense Security Labs 
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WSL: Discover, protect & alert important threats 
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WSL: Log, summarize & report 
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WSL: Provide Insight 

5 



© 2012 Websense, Inc. 

 

WSL: Summary 
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Big Data = Big Opportunity 
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Threat Detection/Probes 
Real-Time Security Updates  
Shared Analytics/Feedback 

Websense 
Hosted 
Customers 

Websense  

Web Security Gateway 

ACE 
Technology 

URL and 
Security 
Database 

Websense  

Security 

Labs 

ACE 
Technology 

Websense  

Hosted 

Security 

1 billion pieces of 
content per day 

10+ million emails 
per hour 

2.5 billion URLs 
per day 

400+ million  
sites per day 

ACE 
Technology 

3-5 billion per day 
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A Lesson From History – The Tower of London 
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Announcing Security Intelligence Services 
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• How did it get in? 

• Which defense worked? 

• Which defense failed? 

• How is the PC/server/device 
affected? 

Security Intelligence Services 

• Who was targeted? 

• What data was targeted? 

• Where is it now? 

• How do we tighten defenses 
to prevent a repeat? 

 

"It's becoming clear that many of these emerging threats cannot be defended 
against in-house, creating a shift in security posture toward being more proactive.” 

IDC Senior Analyst Christine Liebert  
IDC press release, Jan. 31, 2012,  http://www.idc.com/getdoc.jsp?containerId=prUS23290912  

When defenses fail… You need answers. 

Blocking is not enough.  IT needs resources to become proactive. 
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• Enhance incident response capabilities 

• Optimize your security posture 
o Defenses – Ensure optimal configuration 

and application of existing defenses 

o Personnel – Build and maintain 

professional in-house security expertise 

o Practices – Apply custom use cases and 

other resources to upgrade best practices 

• Powered by researchers from 

Websense® CyberSecurity Intelligence™ Services 
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CSI: On-Demand 
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• ThreatScope malware             
analysis sandbox 

• Priority access to a variety 
of research tools/services 

• On-demand videos 
– Security Labs TAB events 

– Research presentations 

• Threat & Security training including: 
– Analyzing mobile malware 

– How to de-obfuscate JavaScript 

– Dynamic analysis of malicious files 

 

CSI: On-Demand 
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• Applies key ACE analytics 

• Monitor infection lifecycle 
– Infection process 

– post-infection activity 

• Track infected system activity 
– System level events/behavior/changes 

– Changes to processes, registry, files, etc. 

• Communication monitoring 
– Network communications 

– Includes connections used,  methods used, destination, etc. 

• Complete, easily understood report 
– activity observed, malware profile, etc.  

Websense ThreatScope™ 
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Websense ThreatScope™ Sample Report 
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Websense ThreatScope™ Sample Report…cont 
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Sample Video of Flamer Analysis 

17 



© 2012 Websense, Inc. 

CSI: Live 
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Work directly with 

a live, Websense 

Security Labs’ 
Researcher 

 

• Custom consultation 

• Security reviews 

• Forensic assistance 

CSI: Live* 

19 

*Includes CSI: On-Demand resources 
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CSI: Live 
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Forensic Investigation 
• Partner with a researcher and 

Websense Security Labs 

• Completely Confidential 

• Forensic 4 pack add-on 

 

Hands-on Security Training 
• Security Labs Instructors  

• 3-day security class w/hands-on 

• Offered twice annually 

 (EMEA and NA locations) 

Proactive Security Reviews 
• Policy and configuration 

• Define use case exercises 

• Industry, regional, and custom 

network concerns 

• Semi-Annual 

 

Custom Control Assessments 
• Full white/black list analysis 

• Assess each item for  

• Security classifications 

• Categorization 

• Performed quarterly 

 

Work Directly with Websense Security Labs Researchers 
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• Work directly with a live 

Websense Security Researcher 

• Completely Confidential 

• As needed forensic investigation 

support 

• 4 Incidents 

  (per annual contract period) 

• “Forensic 4 Pack” option for 

additional incidents 

CSI: Live – Forensic Investigation 
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Heartland Payment Systems TJX Companies Inc. TRW Sony Corporation Card Systems 

130m HACKED 94m HACKED 90m HACKED 77m HACKED 40m HACKED 

RockYou Inc. Sony Corporation Bank of New  
York 

32m HACKED 

US Dept of 
Veterans Affairs 

26m STOLEN 

HM Revenue 
& Customs 

25m LOST 25m HACKED 

T-Mobile 

17m LOST 

Canada 
Revenue Agency 

16m STOLEN 12m LOST 

GS Caltex TD Ameritrade 

11m LOST 

DAI Nippon 
Printing Company 

9m FRAUD 

Fidelity National 
Info Services 

8m FRAUD 6m HACKED 

Chilean Ministry 
of Education 

6m HACKED 

Data Processors 
International 

5m HACKED 

1 million records lost, coloured by breach type Source: Nathan YAU 
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• Instructors from  

Websense Security Labs 

• 3-day security training  

with hands-on sessions 

• Includes two attendees 

• Offered twice annually 

(EMEA and NA locations) 

CSI: Live - Security Training with Hands-On 
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• Full policy and configuration 

evaluation 

• Leverage industry, regional, 

and other standards 

• Incorporate unique enterprise 

concerns 

• Define and assess custom 

use case exercises 

• Available Semi-annually 

CSI: Live – Proactive Security Reviews 
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CSI: Live – Custom Control Assessments 

• Review submitted 

allow/deny lists 

• For each URL, provides 

– Categorization 

– Security classification 

information 

• Available Quarterly 
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CSI: Summary 
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CyberSecurity Intelligence™ Services 

CSI: Live 

• Direct access to Security             
Labs researchers 

• Forensic investigation partner 

• 3-day classes w/hands-on labs 

• Regular security reviews 

Customer Allow/Deny lists 

Full security posture 

• Includes CSI: On-Demand 

"It's becoming clear that many of these emerging threats  
cannot be defended against in-house, creating a shift in  
security posture toward being more proactive.” IDC Senior Analyst Christine Liebert  

IDC press release, Jan. 31, 2012,   
http://www.idc.com/getdoc.jsp?containerId=prUS23290912  

CSI: On-Demand 

• ThreatScope malware             

analysis sandbox 

• Priority access to              

research tools/services 

• Video resources from research 

presentations & TAB events 

• Online security training 
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CyberSecurity Intelligence™ Services 

Live Researcher Access 

Blocking is Not Enough 

On-Demand Resources 
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Questions 
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http://securitylabs.websense.com/ 


