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Who Am I? 

 

• John Enger (Senior Sales Engineer) 

– 14 year Industry Veteran 

– 7 Years with Websense 

– Scandinavian Ancestors!  

– Focused on Channel Partner Enablement 
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Agenda 
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• A Quick Recap 

 

• The Websense TRITON Solution 

 

• Ask the Panel (Q&A) 
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A Quick Recap… 
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Legacy Defences are full of holes! 
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Managing many independent systems is HARD! 
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The Enemy is in 

    your Blind Spots 
• SSL 

• Spear Phishing 

• AD, SAM, Password extraction 

• Custom Encryption 

• Malware 
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Lure Redirect Exploit 
Kit 

Dropper 
File 

Call 
Home 

Data 
Theft 

Seven Advanced Threat Stages 

Recon 
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4 Reasons Why Current Defenses Fail 
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1 PRIMARILY BASED ON  
SIGNATURE & REPUTATION 

2 LACK OF REAL-TIME  
INLINE CONTENT ANALYSIS 

Collect samples for lab analysis using 

background processes 

Producing new signatures (network/file) 

and reputations (URL/file) 

3 FORWARD FACING ONLY,  
LACK OUTBOUND PROTECTION 

4 MORE OF THE SAME IN 
NEW DEPLOYMENT OPTIONS 

UTMs, NGFWs, IDSs, Network Threat 

Monitors 

SSL severely impacts performance,  

or blind to it 

Not data-aware, lack contextual analysis, 

minimal to no forensic visibility 

History is not a reliable indicator of future 

behavior. 

Signature creation cannot keep up with the 

dynamic creation of threats 
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The Websense TRITON Solution 
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•Unified architecture 
•Unified security intelligence 
•Unified console 
•Unified policy & reporting 

Unified Platform 
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Once Upon a Time… 
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1994 2000 2004 2006 2007 2008 2009 2010 

Unified Content Security 

Real-time content security 

Essential Information 

Protection™ Protect by 

blocking access 

to compromised 

sites; 

ThreatSeeker™ 

technology 

Manage 

Internet 

access for 

productivity 

Web Filtering: 

Block inappropriate 

content in the 

workplace 

Acquired Inktomi Traffic Server 

Acquired Port Authority Technologies 

Acquired SurfControl 

Acquired Defensio 

Unveiled TRITON Architecture 

$600m Investment in 

R&D: more than doubled 

over last three years 

Websense Evolution 

Investment & Innovation 
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Websense Evolution 
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DISCRETE PRODUCTS UNIFIED ARCHITECTURE UNIFIED SOLUTION 

2007 2008 2009 2010 2011 2012 and Beyond 

THE PLATFORM 

CLOUD 

SCALE 

MOBILE 
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TRITON Unified Security Architecture 
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Unified content security 

SaaS Appliance Software Mix & match “on premise” 

and “in the cloud” 

deployment 

Maximize 

visibility  

and control 
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• Real-time Threat Engines 
• Security, Data, Content 

• Over 10,000 Analytics 

 

• Three Anti-Malware Engines 
• Commercial AV Engine 

• Heuristic Analysis Engine 

• Malicious PDF Engine 

 

• Spear-Phishing, Reputation 
and Web Link defenses 

 

• Composite Scoring Model 

Real-time Threat & Content Analysis 
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• ThreatSeeker Network Intelligence 
• Over 900M Endpoints, 3-5B Requests/day 

• Facebook Partnership 

 

• Websense Security Labs 
• Global locations working 24/7 

 

• Real-time Updates to ACE 
 

• Predictive Defense 
• Composite scoring inputs 

• Determine defense analysis 

• Convicts via prediction  

Defenses & Analytics 
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• Five Top AV Engines 

• Results Posted Daily 

• Security Labs Site 
• AV Test Results 

• Real-time Updates 

• Requests Analyzed 

• Security Blog 

Effectiveness Proven Daily 
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Facebook Partnership 

• Exclusive Partnership 
Protecting Facebook Users 
since October 2011 

• All Facebook users protected 

• Free Defensio Facebook App 
for Consumers 

• Provides Websense with 
visibility into the Facebook 
private network 

 

• Unparalleled Intelligence 
Enhancing ThreatSeeker 

OUR FACEBOOK INTEGRATION 
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TRITON Security in Action 

Threat & Solution Examples 
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Example #1 

Email Security Evasion 
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• Spear-phishing technique 

– Embedded web link in email lure 

– Time malware infection after delivery 

– Email security sees a clean link 

Email Security Evasion 
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Sunday Monday 

Web Email 

Security 

Target 

Web Site 

OK 
Web 

Target Site 

Infected 4am  
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Example #2 

Network Invasion / Privilege Escalation 
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• Password files 

• Active Directory/SAM database 

• Expand reach/control within target 

• First priority once inside 

Password File Data Theft 
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Web 



© 2012 Websense, Inc. 

• Proprietary encryption 

• Cloak comms & data theft 

• Crimeware toolkit enabled 

• Blind spot for defenses 

Criminal Encrypted Uploads 
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Web 
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ACE New Defenses  
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Predictive 
Inline 
Analytical 
Engine 

Advanced 
Classification Engine 

10 New Defenses in ACE to protect 
against Advanced Threats & Data Theft 

New ACE Analytics/Defenses: 
Advanced Malware Payloads  
Potentially Exploited Documents  
Mobile Malware    
Criminal Encrypted Uploads  
Files Containing Passwords  
Advanced Malware Command & Control  
Unauthorized Mobile Marketplaces  
OCR (Optical Character Recognition)   
Behavioral (Drip) DLP  
Geo-Location  

OUTBOUND 
WSG 

INBOUND 
WSG 

OUTBOUND 
WSGA 



© 2012 Websense, Inc. Proprietary and Confidential 

Advanced Malware Reporting Flow 

Actionable 
Forensic 

Data 

(By Geo, by 
User/Machine, by 

Severity Level) 

Map Report by 
Geography 

Tabular Report 
for All Infected 

Clients 

Graphical Bar 
Chart by Severity 

(Critical, High, 
Medium, Low) Graphical Trend 

Chart by Number 
of Advanced 

Malware Events 

Email Alerts 

 Designed to draw you 
to actionable data  
– Identifies client to be 

remediated 

– Captures data that was 
attempted to be stolen 

– Reports to raise 
awareness of attacks in 
progress 

http://www.iconarchive.com/show/layered-system-icons-by-BogdanGC/World-Wide-Web-icon.html
http://www.iconarchive.com/show/pretty-social-media-icons-by-custom-icon-design/email-icon.html
http://www.iconarchive.com/show/oxygen-icons-by-oxygen-icons.org/Actions-office-chart-area-stacked-icon.html
http://www.iconarchive.com/show/aesthetica-2-icons-by-dryicons/chart-icon.html
http://www.iconarchive.com/show/sleek-xp-basic-icons-by-deleket/Preview-icon.html
http://www.iconarchive.com/show/pretty-office-7-icons-by-custom-icon-design/Generate-tables-icon.html
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Threat Dashboard 
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Forensic Reporting 
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• Know WHO was compromised 
 

• Know HOW the malware 
operates (intent) 
 

• Know WHERE the data was 
being sent 
 

• Know WHAT was prevented 
from being stolen 
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Websense CSI: Malware Sandbox Service 
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Example #3 

Insider Data Theft 
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• Image files 

• Confidential information  

• Smart phone pictures 

• Blind spot for defenses 

Non-Document Data Theft 
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Web 
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• Remain below the radar 

• Low record count per request/incident 

• Steal data in small chunks 

• Persistence and patience 

Slow Data Leaks 
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Web 

One data 

record 

One data 

record 
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Contextual Intelligence 

•Websense User Service 
> real-time user I.D. 

•Websense Web Intelligence              
> real-time destination awareness 

Categories / Dictionaries 

Regular Expressions 

File Matching 

Statistical Analysis 

PreciseID 

+ 

 Content identifiers   

WHO WHERE 

CONTEXT 
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NEW in Data Security v7.7 

Drip DLP 
 

Detect suspicious 
“low and slow” 

movement of data 
 

(e.g. 5 SSNs in  
an hour) 

Outbound by 
Geographic 
Destination  

 
Create DLP policies 

by geo for “high 
profile targets” and 

high risk geos 

OCR 

 
Extract text from 

images and scanned 
documents for 

analysis 
 

No other vendor 
can do OCR for data 

in motion! 

 

Machine 
Learning 

 
Ease discovery 

projects  by 
automatically 

finding content that 
is similar to the 

content we have 
learned in the past 
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Relative Threats – and Websense answer 
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Accidental 

Intentional  
(Non-Malicious) 

Malicious Insider 

Malicious Outsider 

EMPLOYEE EDUCATION 
Predefined Templates, Notifications/confirm,  

Self Release 

VISIBILITY 
Unique matches, Actions by Incident Severity, Source 

and Destination Awareness, Drip DLP  

WEBSENSE SECURITY LABS (ACE) 

SSL Decryption, URL categories, Geo Location,  

Unauthorized/Proprietary encryption 

ADVANCED DETECTION 

Drip DLP, App control, OCR Detection 



• Industrial Espionage 

– Malicious Insider 

– Targeted engineering 
blueprints 

– Stolen data sent to major rival 
over an extended period 

– Filed legal case in the UK High 
Court 
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Recent Example – October 2012 
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Lure Redirect Exploit 
Kit 

Dropper 
File 

Call 
Home 

Data 
Theft 

Seven Advanced Threat Stages 

Recon 
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Lure 

Seven Advanced Threat Stages 

Recon 

AWARENESS 
• Web & Email 

• Facebook, 

Blogs, Tweets 

• Spear-phishing 

• Trusted entry 

• Targeted 

• Dynamic 

• Timed 
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Redirect Exploit 
Kit 

Seven Advanced Threat Stages 

REAL-TIME 

ANALYSIS 
• Browser code & 

active scripts 

• Link analysis 

• Exploit analysis 

• Composite 

scoring/ratings 

• Predictive    
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Dropper 
File 

Call 
Home 

Seven Advanced Threat Stages 

INLINE 

DEFENSES 
• App analysis 

• Malicious PDFs 

• Multiple AVs 

• File compress. 

• Dynamic DNS 

• Botnet & CnC 

comms 
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Data 
Theft 

Seven Advanced Threat Stages 

CONTAINMENT 
• Data theft 

defenses 

• Embedded DLP 

• Data capture 

• Geo-location 

• Forensic details 

& reporting 

• Alerts/severity 
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Conclusion 

Final Thoughts and Q&A 

46 



© 2012 Websense, Inc. 

 

Key Takeaways 
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TRITON Advanced 
Classification 
Engine (ACE) 

ThreatSeeker 
Network 
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Analysts Recognize Websense 
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2010 Global Content Filtering Products 

Market Share Leadership of the Year  Award 

Web Filtering  Products 2011 Competitive 

Landscape: Market Leader 

Web Filtering Products 

2011 Market Share Leader 

2012 WCF Vendor Landscape: 

Champion 

2012 DLP Vendor Landscape:  

Champion & Trend Setter Award  
Hosted Message Security 

Services Radar Report: 

Value Leader 

Best Hybrid Strategy Award 

2011 Content-Aware Data Loss Prevention 

MQ: Leaders Quadrant 

Secure Web Gateway Software  

2011 Worldwide Market Share Leader 

2012 Secure Web Gateway MQ:  

Leaders Quadrant 

2012 Corporate Web Security 

Market Quadrant: Top Player Integrated Content 

Security Gateways 

CY11 Worldwide 

Market Share Leader 

 

2012 IDC MarketScape: 

WW Web Security 

Products: 

Leaders 

 

Web Security: 

2011 Overall Market 

Share Leader 

 

Web Security Appliance 

2011 Market Leader 

 

Web Security Software 

2011 Market Leader 

 

Data Leak Prevention Suites 

Wave, Q4 2010:   

Recognized Leader 

2012 Secure Email 

Gateway MQ: 

Visionaries Quadrant 

http://www.gartner.com/silentlocalechooser.jsp?locale=wcw
http://www.gartner.com/silentlocalechooser.jsp?locale=wcw
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Let Us Prove It 
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Thank You for Listening 
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Any Questions? 


