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My Personal Top 5

#5 Customers are growing up! Data loss is on the map! Multiple large
projects (1/2 Million+) for DLP across the region

#4  Actively engaging with partners to expand our reach & security
#3  Channel relations are getting stronger

#2  Hybrid is hot! The use of our hybrid solutions are rapidly increasing in
Europe.

#1  Products are enhancing, catering to market needs. The unified

TRITON solutions make uEseIII x-sell EASY!
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New Advanced Malware Reporting!

& TRITON o ecumrvcowrn
Web Security Data Security Email Security

=) Appliances

Main | Settings

%

Status

Alerts
Audit Log

Reporting ~
Presentation Reports
Investigative Reports

Policy Server: 10.203.167.10  Role: Super Administrator

Dashboa
£} Database Download | (E] Status Monitor | [3% Add Chart | &4 Print

QOverview Security ThreatTracklngW Web Usage ] +

Time frame: All ~ Total number of incidents: 50000

585

Show events by severity: [¥] l[&l 15000 il 56 L 48 Whatis Severity?

Track Suspicious Network Activity

Find top destinations for suspicious outbound traffic, track blocked events by category, and review summarized suspicious events.
Top Outbound Event Destinations Blocked Security Events by Category

Status: Running

Advanced Filters

¢ . .
List of all client
[ﬂ Policy Management ~ IS O a C I e n S
. Russia
Clients Swedern
: . - . i suspected of advanced
Policy Exceptions Irelznd United KingdBia K
IS ran o
Policies Mexico Portugal ©_Spain - & 25000 . .
- 4 o
o malware activity by
Fitter Components Pery Brazil E: .
Delegated Administration Se e r t | e e I
Filter Lock 2 / V I y V
Chile 0
11/6/11 11/21/11 Today
Time range
Suspicious Event Summary Clear Customize Export to CSV S r H t I |
Severity ¢ Forensics + User ¢ IP Address ¢ Hostname * Category % Last Attempt# Country ¢ Direction # Incidents eve I y eve S

] Waddams, Milton 1.2.3.4 It-mwaddams SAM DB/Password Files 1 hour ago United Kingdom Outbound 15000 .
[+] Jones, Bob 10.20.15.123 |t-bjones Multiple 2 hours ago  Multiple Qutbound 578 C u Sto m I Za b I e
[+] Gibbons, Peter 2.9.7.56 lt-pgibbons  SAM DB/Password Files 5 hours ago  United Kingdom Outbound 1
4] Lumbergh, Bill 20.195.84.33 dk-blumbergh Malware: Cmmd and Ctrl 12 hours ago Russia Outbound &
™ [+] 4.68.34.55 Potentially Exp. Docs 1 hour ago United States OQutbound 28
™ [+] Smykowski, Tom 4.6.9.12 lt-tsmykowski Potentially Exp. Docs 6 hours ago  China Qutbound 1
™ [+] Portwood, Dom  Multiple Multiple Adv. Malware Downloads 6 hours age  China Qutbound 12 . .
™M Nagheen, Sam  23.45.4.1 dk-snagheen Multiple 7 hours ago  Uzbekistan CQutbound 15 [ ] I n d I Cate S If a ny d ata
L Brent, David 48.48.48.34 [t-dbrentl Bot Networks 7 hours ago  Mexico Qutbound 3
L Scott, Michael  11.267.6.7  dk- tt2  Dynamic DNS 15 hours ago  China Outbound & Wa S i n CI u d ed i n t h e
L Canterbury, Tim 43.267.54.7  lt-tcanterbury multiple 6 hours ago  Russia Inbound 35
L Keenan, Gareth 2.7.5.33 Dynamic DNS 3 hours ago  Russia Outbound 2
blocked attempt
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http://www.iconarchive.com/show/pretty-office-7-icons-by-custom-icon-design/Generate-tables-icon.html

Advanced Malware Forensic Report

) TRITON e o seconr cowe
Web Security Data Security Email Security (=) Appliances | {0} TRITON Settings | F Help ~
Main | Settings Policy Server: 10.203.167.10  Role: Super Administrator -
Bl Dashboard > Threat Tracking > Event Details for Jones, Bob i
Elalus [# Customize Columns (40| & Refresh
573 incidents Date Range: Last day .
~emomonecn o Advance Malware Forensics
Audtt Log O | severity 2| Forensics [X][ 1P Address[©]  |Hostname [=] | Destination = [category = [incident Time [ |country [T|Direction =] =
d (] ibjones www.datatheft.com Walware: Command and Control | 29 Aug, 2011, 06:15:06PM | China Outbound « . 3 ”
9 Reporting - (8 -] 10.2015.123 -bjones. www.datainfection.com Advanced Malware Downloads | 29 Aug. 2011, 06:16:02PM | Russia Outbound (eg WOI’m.bOt.WIn 2 y Stuxnet, or AV maIWare name)
Presentation Reports E 5] 10.20.15.123, I-bjones vewwi datainfection.com Advanced Malware Downloads | 29 Aug. 2011, 06:15:54PM | Russia Outbound
. i [ H | 10.20.15.123 Ht-bjones www botdetection.com Bot Networks. 29 Aug. 2011, 06:11:17PM  Canada Outbound M | T
EvesticatielRep O 5] I-bjones www datatheft. com Malware: Command and Control 29 Aug, 2011, 06:02:05PM  China Outbound a Ware ype
d 8 10.20.15.123 ibjones www.datatheft.com Malware: Command and Control | 29 Aug, 2011, 06:0201PM | China Outbound
[£] Policy Management  ~| | [ ] i-bjones vy, datatheft.com Malware: Command and Control | 29 Aug. 2011, 06:01:15PM | China Outbound M alWare I nte nt
ents =] (] 10.20.15.423 t-bjones www.datathett.com Malware: Command and Control | 29 Aug, 2011, 06:01:11PM | China Outbound
o — ] ] 10.20.15.123 t-biones wiw . datatheft.com Malware: Command and Control | 23 Aug, 2011, 06:0L:08PM | China Outbound
CRCYERCEDIONS O (5] Ibjones www datatheft. com Malvare: Command and Control | 29 Aug. 2011, 05:58:11PM | China Outbound T r t PI tf rm
Policies [m] ] 10.2015.123 I-bjones www datatheft.com Malware: Command and Control | 29 Aug. 2011, 05:58:06PM | China Outbound - a g e a O
Fiters [=] 5] t-bjones www.datatheft.com Malware: Command and Control 29 Aug. 2011, 05:17:43PM | China Outbound
Fiter Components L M | Att k N
SO PR .- Dotoil- alware Attack Name
Fiter Lock Severity High Source: Jones, Bob . i i
Category Malware: Command and Control Destination: www.datatheft.com L k t L b S t f M D t I
Threat Name China C&C 2011 File: 10.20.15.123\c: \corporate files\finance social securik - In (0} ans Ite 1or ore etalls
Threat Intent Network Invasion numbers.doc (27 KB)
Platform win32 MIME Headers.txt (10 B)
Threat Type Malware Parameters and Body

Filtering Action Block Field Value

Filtering Reason Security Threat EVENTTARGET load Y 1
Incident Time 08/29/2011 06:16:06 PM P a a OrenSICS
See more information about this threat on Websense ACEInsight SENSPNIE | ERR TS e e
= /LYapv1CMcbNp82jHzxWNpQ==
Policy Enforcement

User bjones Egeé:NﬁARGET:up\nad_VIEWSTATE: -/ WEPDwWUJODMxNTYNDEXZGQpQWr - ShOWS aCtual docu ment that was

Source IP Address N/A /LYapv1CMcbNp82jHzxWNpQ
Port 80

i prevented from being stolen!

Destination IP Address  231.233.12.13

Protocol HTTP

Full URL www.datatheft.com

Country china

Active Policy Default

Database Category Advanced Malware Detection
Scanning Category Malware: Command and Control
Role SuperAdministrator
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Additional Cloud Connection Options websense

nt C/Ient

* PAC File ”83.'&%
CFl/ e)

 Endpoint Client BiRﬂAiNﬁH
) Proxy Chaln BRANCH Aerohive Router WEESENEE\-
* Firewall Redirect — e— (RO ORE

 Aerohive Router

. . e
* Mobile Devices 32012 smac|
. - e 15

I'Serles = Autumn 2012
¢ VPN Tunnel = autumn 2012




I 1000 NNOVATIVE CLOUD CONTROLLED WEB SECURITY

lo: 258¢
* No compromise Web security made simple

 Optimized end user experience

* Advanced cloud optimizations for cost effective
delivery

 Hardware or Virtual Appliance

(ATéCELER A%géz ® 2012 Websense, Inc. CONFIDENTIAL websense



New Category Page Including New D

@ TRITON" Hosted Security

User: Admin Three {Customer Three)

Home f

Web Security

rE) Help

{@} Account Settings

Support PIN: 900432

Reports

Authentication and Endpoint
Browsing Times

Real Time Scanning

Volumes

€ DEFAULT

General | | Connections | | Access Control | | Endpoint | | End Users | | web Categories | | Application Controls | | File Blocking | | Web Content & Security | | SSL Decryption

Saved Reports

Policy Management

Time periods
Custom Categories

[ notifications
End user registration pages
Motification pages

%o Settings

Authentication Service
Configuration info

Custom Authentication Settings

Domains
Endpoint download
Full Traffic Logging

Websense Fitter Categories Z

Categories
Choose actions for web categories to restrict access to your end users. Requests are assigned to at least one category, using the Unknown category if no other category can match.
N € Quick select ... -
Abortion

“ Action
Adult Material
) e Allow access

Advocacy Groups ~~ Do not block

FI > N LS W I

that serve as directories or services for downloading music.

Bandwidth * = (@ ‘2 Require user authentication
Business and Economy = 5@ Confirm
- Drugs & @ Use Quota
@ € Block access
Education & -
Display the Access Denied ~ page
Entertainment w*
~ & MP3 and Audio Download Services (%]
Extended Protection Q*
- Gambling ¥ [x] Category Info
i Games <) Sites that support downloading digitzed music, such as MP3 files, or
-

Government &

8 privacy 'Y Elevated risk &7 web 2.0

Category Exceptions

Displaying exceptions for category: MP3 and Audio Download Services

Name Categories Time Period Action Enabled

Add exception

Users and Groups

© 2012 Websense, Inc. CONFIDENTIAL
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Delegated Reporting

— Account Permissions

= Manage Users = Directory Synchronization [ view al Reports

[ Full Traffic Logging

— Policy Permissions

Hosted Email Security per-policy permissions

Black
Wiew View View Wiew and View
Modify Wisw Configuration  Quarantine View  Quarantine Quarzntined Delivered White Filtered
Configuration Configuration Audit Trall Administration Quarantine Awdit Trail  Images Messages Listing Reports
] [ [ [ O O @ O
perauLT [ ] ] ] ] O O @ O
Hosted Web Security per-policy permissions
Wiew View
Modify Wisw Configuration Filtered
Configuration Configuration  Audit Trail Repaorts
] O
DEFALLT I:I l:l l:l l:l l:l

— Group Filtering For Hosted Web Reporting
Clear selection

Mo user groups selected.

Select one or more user groups using the shift and/or control keys to make multiple selections.
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Social Media Controls

wehsanse
@ TRITON" Hosted Security User: Admin Three (Customer Three)
1&! Web Security ) {E’.} Account Settings | & Help

Support PIN: 900432

DEFAULT
Reports "

General | | Connections | | Access Control | | Endpeint | | End Users | | Web Categories | | Application Controls | | File Blocking | | Web Content & Security | | 5L Deayption
Authentication and Endpoint

Browsing Times Applications

Real Time Scanning Choose actions for web applications to restrict access to your end users.

Volumes N € Quick select ... -

Saved Reports = Web Applications Action

5] Policy Management = ~ Do not block

I - Dok © slockacces
Time periods i [ LinkedIn Connections o
Custom Categorias B Linkegin 106
inkedIn Jobs o
2 [
L5 wotifications - [ uinkedn Mail w
End user registration pages “ [ LinkedIn Updates ~
Notification pages _
& Twitter
() 5 )
o Settings - [ various Apply changes to sub-categories.
Authentication Service E@YouTube
Configuration info Category Info
Custom Authentication Settings o category selected.

Dormaing
Endpoint download
Full Traffic Logging

Websense Fiter Categories

Category Exceptions

Select one or more categories to view exceptions or click here to view all exceptions.
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Social Media Dashboard

WEDESTEES

TRITON™ Hosted Security User: mailcontrol (Customer Three)

| Home 1 Email Security H Web Security H Admin f {9’:} Account Settings Lg) Help
-

Support PIN: 261773 Switched to: Customer Three C@ Switch .4’ Pin

n Controls

Major Application types over the last 7 days (EEE) Facebook over the last 7 days
100K 100K
—— Facebook Apps
- B Facebook Chat
75K 75K ¥ Facsbook Commenting
= boak B Facebook Events
2 . L“: d°1° 2 B Facebook Friends
i sok - c::h adin § 90K B Facebook Games
§- - _:’ i W Facebook Groups
= . Yw' Terh = Facebook Mail
LEL 25K ¥ Facebook Photo Upload
25K W Facebook Posting
B Facebook Questions
0 W Facebook Video Upload
]
~ H o o - M o ~ ® o o - M o
[N ] o H & A a 5 2 °q A A N g
= = - c [= o o = = - c c L o
e & 1] 5 1 3 u E & 13 3 5 3 o
= @ = [= = [ ] = = z
Twitter over the last 7 days LinkedIn over the last 7 days
30K 30K
22.5K
M LinkedIn Connections
15K W Twitter Follow 15K

M LinkedIn Jobs
W LinkedIn Mail

ﬁ
W Tvitter Mail E'
= M LinkedIn Updates

B Twitter Posting



Social Media Reporting

ﬁ k 2012
\ ACCELERATE

EEEE
RITON" Hosted Security
1 Home H

User: mailcontrol (Customer Three)

i@} Account Settings rE? Help

@Swﬂ:ch 4‘ Pin

Email Security r Web Security

1 Admin r

Support PIN: 261773 Switched to: Customer Three

Reports ~

Authentication and Endpoint Chart

Selection Table
Browsing Times

Real Time Scanning Volumes by Major Application

Volumes

Request volumes and sizes of the Major Applications, during the last 7 full days.

Saved Reports
100K

Policy Management -

Paolicies
Time periods
Custom Categories

™l —
. ,,(;,‘__ HNotifications -~

End user registration pages W Facebook

B LinkedIn
Other

W Twitter

W YouTube

Motification pages

o# Settings -

Authentication Service
Configuration info
Custom Authentication Settings

Domains
Endpoint download
Full Traffic Logging

Interface Logs
Websense Fiter Categories 1

Mote: Days are from midnight to midnight UTC (universal time), not local time. Al dates/times are in UTC , not local time.
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Websense Mobile Security Vision

Corporate Wi-Fi Securing 3G/ Public Wi-Fi Mobile DLP
Mobile Email Protection
Web & I?ata Prevent Data
Securlfcy Protect Sensitive MDM & Web Loss
Protection Data Security Policies (Cloud DLP)
(ActiveSync) (i0S & Andriod)

Phase 1 Phase 2 Phase 3 Phase 4

I(/T 2012 :
\ ACCELERATE ® 2012 Websense, Inc. CONFIDENTIAL websense



BEST KEPT SECRETS websense

. websense* ¢ FaCEbOOk
. THREATSEEKER NETWORK

Unites over 850M research points.
\_/ Analyzes 3-5B requests per day. pa rt n e rS h I p

websense®

®) ACEz- . SE's position;

5 | Use case
wsebsEeréURlTY LABS solutions, not
& features
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NEW GLOBAL PARTNER TECHNICAL ENABLEMENT INITIATIVE welbsense

* New global team of Senior Websense SEs
— Focused 100% on partner technical sales enablement
— Regular, pro-active, partner-specific training
— Separate pre-sales and pro-services content
— Supplements certification courses

e There will NEW 7.7 Technical Partner Pack

(AcceLeraiZ weksense



