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For file fab6adfe5c279146fbc8af74abcfc1f46a338132 uploaded 2012-07-03 at 06:08:23 PM

Threat level: 0 Malicious

7 total

View results =

Recommendation: Do not allow this file to be run in your network. Perform remediation on machines on which the file may have run.

Threat Assessment
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File details:

Hash MD5
Hash SHA-1

Hash SHA-256

Process events show characteristics of a userland rootkit

HTTP traffic shows characteristics of a malware family [fue5]

Injects and executes code in remote process(es)

HTTP fraffic to server hasting malicious content

Drops executable file(s)

Writes to the filesystem in a directory of the user profile often used by malware

Executes the Windows command shell program
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34101da4902000dcb014334e84502307

f01bcoed305abde345e123992593 196766558464

Drops and runs executable file(s) in a directory of the user profile often used by malware

286580a11e4b3458bac0f38817fccda09f909d66f00142abd0943Cca7bb5293087 e

Requested HTTP URLs

The analyzed file requests the following URLs.

File size

File uploaded

Report created

Technical Details

URL IP Address Category Details Method
&) Search Engines -
wWww.google.co kriwebhp BE 74125235223 El GET
and Portals
109.169.37.149/~admin/config/g S D Malicious Web P
ata 109.169.37.149 : - JEE POST
ate.php e Sites El 'ﬁ
109.169.37 .149/~admin/configic . @ Malicious Web o
e 109.169.37.149 : B = GET
onfig.bin = Sites El 'fl
www.google comiwebh B 74105095012 | © Search Engines 2] GET
e s ' L and Portals
ﬁ Resolved hostnames
The analyzed file used DNS to resolve the following hostnames.
Hostname Category IP address

www.l.google.com
www.l.google.com
www.l.google.com
www.l.google.com
www.l.google.com
www-cctld.l.google.com
www-cctld.l.google.com

www-cctld.l.google.com

o

a search Engines and Fortals
ﬁ' =search Engines and Fortals
a Search Engines and Portals
&) Search Engines and Portals
&Y Search Engines and Portals
ﬁ' Search Engines and Portals
ﬁ search Engines and Fortals

ﬁ =search Engines and Forals

‘ IP addresses

The analyzed file requests the following IP addresses.

IP Address

74125235223

109.169.37.149

109.169.37.149

74.125.235.212

¢ File syste

!.{,:\‘ 5

ASN

BS 4515169 Google Inc.

ZIE AS20860 lomart

gl AS20860 lomart

BE AS15169 Google Inc.

m modifications

74125235212

74.125.235.209

74125235211

74125235208

74125235210

74.125.235.223

74125235215

74125235216

Status

200

200

200

302

233.82 KB
2012-07-03 06:08:23 PM

2012-07-03 06:10:11 PM

e mime (1]

text/htmil;
charset=LUTF-8

text/htmil

application/octet-
stream

text/htmil;
charset=UTF-8

The analyzed file changes the following items in the file system. This type of change can be performed by both malicious and benign files.

Event
Creates file
Opens file
Writes file
Creates file
Opens file

Writes file

-

File path

ci\Documents and Settings\AdministratorApplication DataWytiublocut.exe

c\Documents and Settings\AdministratonApplication DataWytiublocut. exe

c\Documents and Settings\AdministratonApplication Data\Wytiub\ocut.exe

ci\Documents and Settings\AdministratoriLocal Settings\Tempitmp43c431b7.bat
c\Documents and Settings\AdministratoriLocal Settings\Tempitmp43c431b7.bat

ci\Documents and Settings\AdministratoriLocal Settings\Tempitmpd3c431b7.bat

“E—:{:‘ Process modifications

The analyzed file affected the following system processes.

Event

Creates process
Creates process
Creates process
Creates process

Writes to remote process
memaory

Creates thread in remote
process

Writes to remote process
memaory

Creates thread in remote
process

Writes to remote process
Mmemaory

Creates thread in remote
pProcess

Writes to remote process
memaory

Creates thread in remote
process

Writes to remote process
memaory

Creates thread in remote
process

Registry

File path

Sample started

CAWINDOWS\system32dwwin. exe

ClDocuments and Settings\AdministratorApplication Datatytiublocut.exe

CAWINDOWS\system32icmd. exe

CAWINDOWS\explorer.exe

CAWINDOWS\explorer.exe

CAProgram Files\adobe\Reader 8.0'\Readerireader_sl.exe

C\Program Files\Adobe\Reader 8.0\Readerireader_sl.exe

CAWINDOWS\system32\dwwin. exe

CAWINDOWS\system32\dwwin. exe

C\Documents and Seftings\AdministratorApplication DataWytiublocut.exe

CADocuments and Settings\AdministratoriApplication DatatVytiublocut. exe

CAWINDOWS\system32icmd.exe

CAWINDOWS\system32icmd.exe

Mo Windows Reqgistry changes were made.

Global system events

The following global system events were detected.

Event

Creates semaphaore
Creates event
Creates semaphaore
Creates event
Creates semaphaore
Creates mutex
Creates mutex
Creates semaphore
Creates mutex
Creates mutex
Creates mutex
Creates event
Creates event
Creates semaphaore
Creates semaphore
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates event
Creates semaphaore
Creates event
Creates semaphaore
Creates semaphaore
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates semaphaore
Creates mutex
Creates semaphaore
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates mutex
Creates event
Creates event
Creates mutex
Creates mutex
Creates event

Creates event

Name
C:?WINDOWS?TEMP?34101DA4902000DCB0143A4E845023B7 EXE
Globalusereny: User Profile setup eventd502307 . exe

shell {A48F1A32-A340-11D1-BCEB-00A0CA0312E1}2307 .exe
Globalicrypt3Z2LogoffEvent

shell {210A4BAD-3AEA-1069-A2D9-08002B30309D}23b7 exe
Global{560E8C23-8914-8BDB-890D-617D3301B1E3}3b7 exe
SHIMLIB_LOG_MUTEX

shell {A48F1A32-A340-11D1-BCEB-00A0CA0312E1}
ZonesCounterMutex

ZonesCacheCounterMutex

ZoneslLockedCacheCounterMutex

DINPUTWINMM

Globalusereny: User Profile setup eventE1}

shell {210A4BAD-3AEA-10689-A2D9-08002B303080}

MsoDWExclusive 1280

c:ldocuments and settingsladministrator!local settingsitemporary internet fileslcontent.ies!

cldocuments and settings!administratorlcookiesittingsitemporary internet fileslcontent.ies!

cldocuments and settings!ladministratoriocal settingsthistorylhistory.iesliles!content.ies!

WininetConnectionMutex
RasPoFile

Local{C4C4EBE7-EES0-1911-890D-6170D33D1B1E3}ication DataWWytiub\ocut.exe

C:?DOCUMENTS AND SETTINGS?ADMINISTRATORYAPPLICATION DATAPWYTIUB?0OCUT.EXE

Globalusereny: User Profile setup eventpplication DataWytiublocut.exe
shell {A48F1A32-A240-11D1-BCEB-00A0CA0312E 1}ication DataWytiub\ocut. exe
shell {210A4BA0-3AEA-1069-A2D9-08002B30309D}ication DataWytiub\ocut.exe
Global{F6AF4TFE-42C1-2B7TA-C395-FF3879492FAG}
Global{F6AF47TFE-42C1-2B7A-D794-FF3860D482FAG}
Global{FEAF47FE-42C1-2B7A-C394-FF3879452FAG]}
Global{FEAF47FE-42C1-2B7A-1393-FF38A04F 2FAG]

shell {210A4BAD-3AEA-1069-A20D9-08002B303090}}
Global{FEAF4TFE-42C1-2B7TA-CFA3-FF38754F2FAB}
MsoDWExclusive 1556
Global{FEAF47FE-42C1-2B7A-8B93-FF38314F2FAG)}
Global{FEAF47FE-42C1-2B7A-1392-FF38A94E2F AR}
Global{FEAF47FE-42C1-2B7A-2B92-FF38914E2FAG}
Global{FEAF47FE-42C1-2B7A-8792-FF383D4E2F AL}
Global{FEAF47TFE-42C1-2B7A-FB91-FF38414D2FAG}

GlobalAABBAD 76-AB41-776E-890D-617D330D1B1E3}
Global{AABBAD 79-AB4E-776E-890D-617D33D1B1E3}
Global{CCEF996F-9C58-11BA-890D-617D33D1B1E3}
Globalf4E17ASFD-ACCA-93C2-890D-617D32D1B1E3]
GlobalABST7A4D-TFTA-TBB2-890D-617D330D1B1E3}
GlobalMABST7TA4C-TF7B-7B82-890D-617D33D1B1E3}
LocalfC7B1CC59-CO6E-1A64-890D-617D33D1B1E3}
Global{591416AA-1390D-84C1-890D-617D33D1B1E3}
Local{C7B1CC5A-CA60-1A64-890D-617D330D1B1E3}
Global{FEAF47FE-42C1-2B7A-ATI1-FF381D4D2FAEG}
GlobalCCBF996F-9C58-11BA-890D-617D33D1B1E3}er_sl.exe
GlobalFEAF4TFE-42C1-2B7A-6F92-FF38D54E2FAG}er_sl.exe
Global{FEAF47FE-42C1-2B7A-8F92-FF38354E2F AR}
Global{FEAF47FE-42C1-2B7A-DB91-FF38614D2FAG}
Global{FEAF47FE-42C1-2B7A-7TBI1-FF38C14D2FAG]
Global{FEAF47FE-42C1-2B7A-1B96-FF38A14AZFAG]
Global{F6AF4TFE-42C1-2B7A-5F92-FF38ES4E2FAG]
GlobalCCEF996F-9C58-11BA-890D-617D330D1B1E3}3b7 exe
Global{FEAF47FE-42C1-2B7A-3393-FF38894F2FAGL 30T exe
Global{FEAF47FE-42C1-2B7A-3794-FF38BD482FAG}3b7 exe
Global{FEAF47FE-42C1-2B7A-4B91-FF38F14D2F AL}
GlobalCCBF996F-9C58-11BA-890D-617D33D1B1E3}cation DataWytiub\ocut. exe
GlobalFEAF4TFE-42C1-2B7A-7791-FF38CD4D2FAG}cation DataWytiublocut.exe
Global{F6AF4TFE-42C1-2B7A-6791-FF38DD4D2FAG}
GlobalvsEM32_EVENT_NUFPDEXPIAPI_9_C38A14A2FAGY
Global\SEM32_EVENT_NUPDEXPIAPI_S_C38A14A2FAG}
Global{FEAF47FE-42C1-2B7A-6F92-FF38D54E2F AL}
Global{F6AF4TFE-42C1-2B7A-3794-FF388D482FAG}
GlobalhsEM32_EVENT_MNUPDEXPIAPI_8_C38DD4D2FAR}

GlobalVsEM32_EVENT_NUPDEXPIAPI_9_C38DD4D2FAG}
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