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Introduction The Traditional Phishing
“Is this email a phish or is it legitimate?” That’s AttaCk MOdeI

the question that employees — and executives in
particular — are asking with greater frequency.

Is it hyper-paranoia or justified angst? Recent
compromises — including those at a federal
government laboratory, an email marketing giant,
and a leading security technology organization

Phishing attacks have long followed a tried-and-
true model that relies upon a shotgun approach:
high volumes of email, containing malware as an
attachment or in the body of the email itself, are
sent to untargeted recipients. The process is as

follows:
— give credence to the latter, and evidence that
hackers have adjusted their phishing attack tactics 1. A hacker sends a mass email to thousands of
in ways that get past traditional email security users.

defenses. In fact, although email remains highly
vulnerable to foul play, security continues to rely
heavily on principles and technologies that are

more than a decade old. Organizations need to
take a new look at email security, particularly as 3. The recipients’ PC is infected with a Trojan or

2. A small percentage of recipients act on the
email (e.g., downloading an attachment that
contains a virus).

newer, more targeted phishing attacks proliferate. other form of malware.

o Mass spam email

downloaded
from attachment
g

e User PC infected with Trojans or other malware

o .%'I'l"i'
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Traditional Defenses Against
Phishing Attacks

Although the traditional phishing attack model
has been effective for years, its efficacy has been
waning. Users are now keen on recognizing and
ignoring these attacks, having dealt with emails
purporting to come from long-lost relatives in a
faraway land for years.

Traditional email security solutions, likewise,
have become very proficient in sniffing out these
schemes by employing technologies such as:

¢ Sender Email Reputation to identify
addresses that are known to spew out spam.

¢ Lexical Analysis to analyze email content
that contains word combinations and
patterns commonly found in spam.

e Antivirus to help defend against known
viruses that reside in email attachments.

Sender Reputation

Block email from known

Frem: readjeithadd | TEEThmatter, com
T Joe Smith

suspected spammers, 2

like readjustedhaé@
12481bmatter.com.

Meisage | ® | Copy. doce |69 KB)

Cwpar Sy,

Subject:  PRIVATE AKD CONFIDEMTLAL

These defense techniques have become so
reliable and effective that many leading email
security solutions now guarantee detection levels
of 99 percent for all spam and 100 percent of all
known viruses. As a result, most users no longer
receive these emails in their inboxes.

The Evolution of Phishing
Attacks

Though some hackers have been deterred by
successful defenses, most have responded by
modifying the phishing attack model in some
slight yet significant ways. Though the basic
framework remains in place, today’s phishing
attacks are lower in volume, highly targeted,
and more legitimate in appearance. Moreover,
malware is now delivered via an embedded URL.

Sent: THU S//2012 9530 AM ¢

Antivirus

Compare malicious binary
files and attachments, like
the ‘copy.docx’ file, to
known virus signatures.

This proposal sy come 1o you 5 a big surprise, bt | beliewe it i only a day that people meet and becoms great frisnds and busi

P parrsrs.

1t"s ravy pleasusrne witing you this emadl, | am a Togoless by Nationality:. My name is ALVIS EYADEMA, | am one of the numerous sons of
Labe GMASSINGBE EYADEMA, with s marny wile amd children which aen one of the them, formaer President of Togo whe rule for 33
yiars ded lrber was sucopedied by my half brother and the Snit son FALRE EYADEMA. Befone my tather died b depoiited buge

you I5% of total some for your

amoisnt of money in the security comgany here in Accra, Capital city of Ghana.

Mo with ey fathir axit, | nadd & foneign panner with the imags of God in him wio will assist me 10 ficiie this prodeeds is abroad
+and who will equally not sidetrack me when this money get into his possession. On Completion of this transaction, | wish to ofer
w, 109 for

OF i and B5% for | and my Eamily and vy family will also

Lexical Analysis

Analyze word
combinations and
patterns commonly
found in spam.

o lncwr with can work together for eone detads.

Yiours traby,
Aoty Eyncherna.

CETHE SRR B O Country For @ joint invistment Jcconding bo your dinectivis.

| am here in Ghana because of a treat of ay lfe to my half brother, FAURE, the csmrent Peesident now, who i trying all means 1o cos-
Fscane the fumds from me alar knowing that my lite father made a bups depedin with sy name s ki nes of Kin,

Please review aftached document and comtact me at avieyadema S @vocketmail.com with the above menticeed information’s if
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The revised process is as follows:

1. Hackers target recipients by gathering
intelligence on them from the likes of social
networking websites.

2. Hackers compromise a legitimate domain or
server, where targeted recipients may have an
existing relationship, to gain access to a legitimate
and therefore reputable email address.

3. Hackers use gathered intelligence to create
phishing emails, which are sent via a reputable
email address to targeted recipients.

4. A large percentage of recipients act on the
email by clicking on an embedded URL that links
to a legitimate but compromised website and
surreptitiously downloads malware.

5. The malware looks for network vulnerabilities,
perhaps to shut down security defenses and
create back-door access to internal systems to
capture valuable corporate information.

6. Confidential data such as intellectual
property and customer data is stolen.

Hacker gathers intelligence via social <K
networking websites.

-

O——

o0 e M Hacker creates targeted phishing email.

Why Traditional Defenses Fail

By just slightly modifying the traditional phishing
attack model, hackers have hit pay dirt because
they’ve been able to thwart traditional security
measures:

e Sender Email Reputation fails to block the
phishing email because it is sent from an
address not traditionally associated with bulk
or malicious emails.

¢ Lexical Analysis fails because the phishing
email does not contain any word combinations
commonly associated with spam.

e Antivirus fails because the malware isn’t
contained within the message but instead is
delivered via a web page through obfuscated
script.

The new phishing attack model has enabled
hackers to compromise organizations such as Oak
Ridge National Laboratory, known for its research
into cyber security topics that include malware,
vulnerabilities, and phishing. In an April 2011 attack,

|| o Unsuspecting recipient
clicks on URL embedded

in email.

Hacker takes [g\
over legitimate
business server.

o Hacker infiltrates corporate network with Trojans or other malware.

e Confidential information is
transmitted to hacker.
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57 of its users clicked on a malicious link that
exploited a zero-day vulnerability within Internet
Explorer (IE), exposing the individuals’ Social
Security numbers and birthdays. Similar attacks
exposed sensitive information at the marketing
giant Epsilon and at the security company RSA.

Best Practices to Catch
Today’s Phishing Attacks

As low-volume, targeted phishing attacks
proliferate, organizations need to reexamine
their email security posture. Here are a few
starting points to help organizations adapt and
minimize the risk of a compromise:

Web Intelligence Within Email
Security Gateway

Almost all phishing attacks — 92 percent — now
contain a web component to elude traditional
email gateway antivirus defenses. URLs that are
embedded in these emails often link to websites
that are hosting obfuscated malware. Real-time
web analytics and an up-to-date database of

X

Sender Reputation

- - From:  reedunthads ) 1 Menatten.oon
Example@emailinfo. e o Stk

example.com is not L]
known for sending >
out spam. Mppage | E° Cogy doce (89 mEy

As low-volume, targeted phishing

attacks proliferate, organizations need to
reexamine their email security posture.

known good and malicious websites, including
social networking sites, are vital to stop
converged web and email threats from entering
the inboxes of end-users.

Recommendation: Combine gateway antivirus
with proactive web threat intelligence in email
security technology as part of a layered defense

strategy.

Point-of-Click Threat Analysis

Modern phishing attacks succeed primarily
because phishing emails now contain embedded
links that point to dynamic-IP botnets or web
pages that host dynamic code — two techniques
that may elude even the most robust gateway
malware analysis. For example, an email sent

stz THU SOA000 #:50 am

This proponal rry corme B vou i & big serprie, but | believ i b osly o day that peopie meet and betose great ends and bk
rews patrerL

Lexical Analysis

'y resy s riting you thin s, | sm s Togolews by Mationaliby. Wy same o ALY, [YMDGA, | s orer of the ramerous s of
Lo GAMASTINGEBE EYADELAA, mith pp sy wite a0a ohdigees, wheok am oo oF e than, doavvay Prgibder off Tago who sl fos B
e e b i s ooeched By rry il brothes e the Birit dce RAURE CRADEMA, Belors rey Rither died B depoited hugs
Brvonnn of FAOAEY I UM SECUATY SOy harg i Ao, Capial oy of Ghasa

No commonly used
word combinations or
patterns of spam.

e ik vy Lythaw o, | e @ Tonpagn partear weth the image of Godlin him who sl o me bo receive this proceedy. in abrosd
» i ey el ogailly fe sbtach e mhen ths money 9 D b ponsrision. On Completion of th bafnaecon, | wish b olle’
weau VR of Botal some dor your 1 i ercn snd G55 for | srd oy bsmily sred ey ey sl sine
DT DT 1D O ORI O b T PO BUEDTN 0 YO T TS,

| ami e by Ghara bocaine of 3 half |
Ficite the burch b me st knowing that rey lrte Lthe

Antivirus T P e

Pt v attachd dotuimerl sl (OALICL T B [y 1) L. .. Fivmes ot
¥ou krewe with can weerk frgesher for more detain

Script-based attack in
Web page; no known
signatures or history of
similar attacks.

Sour Sy,
ot Eyrma
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Number of viruses detected by Websense Advanced Detection NOT detected by 5 top antivirus engines (Apr 17- Apr 23).

800

Apr 17 Apr 18 Apr 19

at midnight may contain a link to a web page
that was harmless on the initial security scan
at the gateway. However, the same web page
may include injected malicious code when

the recipient clicks on the link the following
morning. Every week, an average of more than
700 pieces of malware is delivered using this
attack model — undetected by the leading
antivirus engines.

Recommendation: Isolate and sandbox
suspicious emails that contain URLs for real-
time analysis at point-of-recipient-click to
reduce security risk while not increasing false
positives or compromising end-user experience.

Real-Time Analysis of Data
Transmission

Modern hackers are after data, and not just any
data. They seek intellectual property, product
roadmaps, and anything that might be of vital
importance to business success. Organizations
need an extra line of defense in their email
infrastructure, and in the data-accessing devices
such as tablets and smartphones, to oversee the
flow of information and prevent data loss.
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Recommendation: Analyze all outbound data

to automatically block, quarantine, or encrypt
sensitive data, and monitor for patterns that
may indicate a slow but steady leak of important
information.

Immersive End-User Training

Installing the latest security solutions means
nothing if users don’t practice cyber safety.
Remember that the wall between a user’s
personal life and work life has shrunk or fallen
altogether. That means users can be well
protected at work, but not when checking
personal email on their company-issued laptop
at home. The best way to get them to “think
security” is to raise awareness within the
organization of the strategies and tactics used by
today’s hackers.

Recommendation: Immerse employees with
examples of real-world phishing attacks, allowing
for the opportunity to relay immediate, focused
feedback and training to those who fall victim to
the exercises.
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