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Introduction

Deploying an I Series Appliance | Forcepoint Web Security Cloud

This guide describes deploying an I Series appliance as part of your Forcepoint Web
Security Cloud solution.

The I Series appliance is an add-on to Forcepoint Web Security Cloud, providing fast
on-premises URL analysis and application/protocol detection for web traffic, along
with centralized policy management and reporting capabilities in the cloud. When a
policy indicates that a request requires additional analysis, it is transparently routed to
the cloud, where cloud analytics are applied and policy is enforced.

You can choose to deploy an appliance for all of your web traffic, or as part of a larger
solution that combines the different management options available. For example, you
may wish to have an appliance on one site, but deploy the PAC file for end users on
another site, and install a web endpoint client for roaming users.

For information on getting started with the cloud service, including details of other
deployment options, see the Forcepoint Web Security Cloud - Getting Started Guide.

Note

The data security features in Forcepoint Web Security Cloud are not currently
supported with I Series appliances.

Once you have a cloud service account and have either received your I Series
appliance or downloaded the appliance virtual image, you can deploy your appliance
by completing the following tasks:

1. Issues to consider before you begin

2. Initial portal settings

3. Setup and configuration

4, Connecting the appliance to your network

5. Registering the appliance

The Quick Start poster, which is packaged in the appliance shipping box, outlines

these tasks for your hardware version and includes a section for writing down
reference information during deployment.
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Recommendations for an evaluation

During the initial stages of an evaluation, it is recommended that you configure all of
your IP address ranges as trusted network sources, meaning that the appliance ignores
all traffic. You can then test your deployment with a small number of clients before
opening it up to all IP addresses and ignoring only those addresses whose traffic you
do not want to be analyzed (for example, servers that receive Microsoft and antivirus
updates).

Issues to consider before you begin

Deploying an I Series Appliance | Forcepoint Web Security Cloud
Consider the following before you begin the deployment:

e Ifyou have a hardware appliance, determine appliance rack location.

e Ifyou are installing the appliance as a virtual machine, ensure the installation
machine meets the following requirements:

m For a Silicom bypass card deployment, the card should be installed on ESXi

in VMDirectPath mode. For more information on Silicom card installation,
see Silicom card setup, page 15.

m 6 dedicated CPU cores and at least 12 GB RAM
m 128 GB hard disk drive

m The appliance virtual machine can be installed only on VMware vSphere
ESXi 5.1, 5.5, or 6.0.

e Determine appliance IP addresses for network deployment. You will require 2
addresses, and it is recommended that you configure 3.

e Determine your directory synchronization policy.

e If you wish to use transparent NTLM authentication for your users, decide
whether to connect your appliance to a local Active Directory (see Configuring
Active Directory authentication, page 33).

If you plan to use Active Directory authentication, ensure that your appliance
hostname complies with Active Directory hostname requirements (see First-Time
Configuration Wizard, page 24).

Alternatively you can enter the domain that forms part of your users” NTLM
identity when adding your appliance in the Forcepoint Cloud Security Gateway
Portal, also referred to as the cloud portal.

Note

To use your Active Directory for authentication, the appliance must be able to access
the directory’s IP address and ports. You may need to edit an internal firewall setting
or LAN routing rules.
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It is recommended that you provide a certificate when you add an appliance in the
cloud portal, in order to avoid browser warnings regarding SSL termination for
block, authentication, or quota/confirm operations. See Generating an appliance
certificate, page 10.

To use the cloud service SSL decryption feature, you must also install the
Forcepoint root certificate on each client machine. See Enabling SSL decryption
in the cloud portal Help.

The appliance ships with a pre-installed category database. After appliance setup,
an update to this database is initiated. During this update, the appliance can
analyze traffic using the pre-installed database. Because this database is out-of-
date, expect traffic analysis to become more accurate after the full update is
complete.

A progress message displayed on the Status > General page disappears when the
update is complete.

Browsing with Forcepoint Web Security Cloud via an I Series appliance has been
tested with most commercially available web browsers. However, note that using
a Windows XP machine with Internet Explorer 8 or below is not recommended, as
HTTPS connections are not supported on I Series appliances for this platform and
browser. For details of the supported browsers for use with the cloud service, see
the article Forcepoint Cloud Security Browser Support Matrix in the Forcepoint
Knowledge Base.

Using Forcepoint Web Security Endpoint with an
appliance

Deploying an I Series Appliance | Forcepoint Web Security Cloud

If some of your end users have the Proxy Connect Forcepoint Web Security Endpoint
installed, perhaps because they work remotely, you can set up your appliance to
handle endpoint traffic in one of the following ways when those end users are at a site
served by an appliance:

Ignore all traffic generated by an endpoint client. This means that endpoint users
are effectively treated as roaming users even when on-site.

Manipulate PAC file requests from endpoint clients and ensure that endpoint
traffic goes direct through the appliance rather than via the cloud service proxy.
This means that end users have less latency and get a better user experience.

Both of these configurations must be enabled by Forcepoint. Please contact
Forcepoint Technical Support for further information.

The Direct Connect Forcepoint Web Security Endpoint does not currently analyze
browsing that takes place behind appliances.
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Initial portal settings

Deploying an I Series Appliance | Forcepoint Web Security Cloud

You should have received your Forcepoint Web Security Cloud confirmation email,
including a portal user name and temporary password if you are a new cloud services
customer, as described in the Forcepoint Web Security Cloud Getting Started Guide.
The initial setup involves the following tasks:

1. Run directory synchronization
2. Add new appliance information.

Run directory synchronization

It is recommended that you use directory synchronization to import user and group
information from your LDAP directory (for example, Active Directory) into the
portal. This is the quickest and easiest way to import end users’ email addresses, as
well as NTLM details if you are planning to use NTLM identification.

Note

For alternatives to directory synchronization, see Forcepoint Web Security Cloud -
Getting Started Guide.

Forcepoint Web Security Cloud synchronizes with LDAP directories via a client-
resident application called the Directory Synchronization Client. Changes made to a
directory, such as deleting a former employee or adding a new one, are picked up by
the service on the next scheduled update. If you have more than one LDAP directory,
the client can merge them together before synchronizing the data with the service.

To set up and run directory synchronization:

1. Log on to the cloud portal from the machine you want to use for directory
synchronization.
2. Go to the Account > Directory Synchronization page.

Download and install the appropriate version of the Directory Synchronization
Client.

Deploying an | Series Appliance » 7
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4. In the cloud portal, go to the Account > Contacts page and set up an
administrator contact with Directory Synchronization permissions. The logon
credentials you define will be used by the Directory Synchronization Client to log
onto the manager.

5. Configure the Directory Synchronization Client as described in the Directory
Synchronization Client Administrator’s Guide, including the logon credentials you
created in the previous step.

Note

If your LDAP data does not include users’ email addresses, you can change the
default attribute for the primary mail value in the Directory Synchronization Client
as follows:

e When creating or modifying the Users part of your configuration profile, go to
the Data source > LDAP search page in the wizard. Click Advanced to display
the Search attributes page.

e In the Primary Mail field, replace %mail% with another attribute.

For example, you could use %userPrincipalName% if configured, or create a
‘fake’ email address using the sSAMAccountName such as
%sAMA ccountName%(@mydomain.com.

6. Once you are ready to synchronize data with the cloud, go back to the Account >
Directory Synchronization page.

a. Click Edit.
b. Click Enable directory synchronization.
c. For User policy assignment, select Fixed.

d. For Email new users, define whether synchronized users should receive a
notification email from Forcepoint Web Security Cloud.

e. Click Submit when done.
7. Run the synchronization, and check the results both in the client and on the portal:
m In the client, click on the Groups and Users tabs to view the results.

m  On the portal, go to the Account > Directory Synchronization page. The
Recent Synchronizations section shows your recent synchronization history;
click the timestamp in the date column to view details about a specific
synchronization.

Add new appliance information

Deploying an I Series Appliance | Forcepoint Web Security Cloud
To add your new appliance information in the portal:

1. Go to the Web > Network Devices > Device Management page.
2. Click the New button above the table, then click Add Appliance.
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You are taken to the Add Appliance page.

Define general settings

Under General Settings:

1.

Use the toggle at the top of the page to indicate whether this appliance is used for
filtering (ON is the default). When filtering is set to OFF, the appliance can
communicate with the cloud service, but allows all web traffic to pass through
unfiltered.

Enter a unique appliance Name (1 - 512 alphanumeric characters) and
Description (maximum length 1024 characters).

Select a Default policy for this appliance, and the Time zone used to apply policy
settings.

You will have a chance to apply different policies to different internal networks
managed by this appliance later.

If you are using transparent NTLM authentication and your appliance is not
connected to a local Active Directory instance, enter the Authentication domain
that forms part of your users’ NTLM identity. The NTLM domain is the first part
of the domain\username with which users log on to their Windows PC; for
example, MYDOMAIN\jsmith.

Important

o You must configure your end users’ browsers to support transparent NTLM
authentication, either manually or via GPO or similar. See Configuring browsers for
NTLM identification, page 37.

If you have connected your appliance to a local Active Directory for NTLM
authentication, this field is not required because the appliance automatically
retrieves domain information from the local directory.

Select a time period after which a user’s login and password must be revalidated
from the Session timeout drop-down list. The default is 1 day.

Forward traffic to the cloud for advanced analysis is selected by default. This
redirects appropriate traffic to the nearest cloud service data center for additional
analysis. Clear this check box if you do not want any traffic to be forwarded to the
cloud. All traffic will be analyzed through the appliance, without any cloud
analytics.
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Configure a Certificate Authority

Under Certificate Authority:

1. Use the drop-down list to indicate whether to Upload certificate files, or Use
default certificate.

Important

o Forcepoint recommends that you define certificates when you add an appliance, in
order to avoid browser warnings regarding SSL termination block, authentication, or
quota/confirm operations. Some browsers, for example later versions of Chrome,
may block the transaction and display an error message.

Be sure to:

1. Generate a CA certificate. Each appliance should have a valid X.509 identity
certificate with an unencrypted key. This certificate can be generated using a
variety of tools, for example OpenSSL. For details and an example, see
Generating an appliance certificate, page 10.

2. Import this certificate to all relevant browsers.
3. Upload this certificate to each appliance as described below.

To use the cloud service SSL decryption feature, you must also install the Forcepoint
root certificate on each client machine. See Enabling SSL decryption in the cloud
portal Help.

2. Ifyou have selected to upload certificate files, click Browse to navigate to the
public certificate file, then click Open to populate the Public certificate field.

3. Next, click Browse to navigate to the private key file, then click Open to populate
the Private key field. The private key must be in either PEM or .key format.

4. If you have chained certificates, click Browse and navigate to the intermediate
certificate, then click Open to populate the Chained certificate field.

The certificate chain should include the root CA, and optionally additional
intermediate CAs.

Generating an appliance certificate

Deploying an I Series Appliance | Forcepoint Web Security Cloud

Each appliance should have a valid X.509 version 3 identity certificate in PEM format
with an unencrypted key. This certificate can be generated using a variety of tools.
Below is a simple procedure using OpenSSL to generate a private key and CA that can
be used for your appliance.

This section assumes that you are familiar with OpenSSL and have a working
OpenSSL installation.

The following OpenSSL statement creates a 2048-bit RSA private key with a
password of 1234:
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openssl genrsa -passout pass:1234 -des3 -out
CA_key password.pem 2048

You must supply a password, as OpenSSL does not allow the creation of a private key
without one. You can then strip the password from the key as follows:

openssl rsa -in CA _key password.pem -passin pass:1234 -out
CA_key.pem

This also renames the private key file from CA_key password.pem to CA_key.pem.
Finally, use the following statement to create the CA:

openssl req -x509 -days 11000 -new -shal -key CA key.pem -
out CA _cert.pem

Note that this command prompts you to input information about different parameters,
such as country, state, locality, or your organization’s name.

Once you have created the private key (CA_key.pem) and public certificate
(CA_cert.pem), import the certificate to all relevant browsers, and upload the
certificate to each appliance using the Certificates tab.

Define internal network settings

The Internal Networks section of the page is used to optionally:

e Assign different policies to different internal networks.

e Identify trusted networks for which incoming or outgoing traffic, or both, should
not be analyzed.

e Configure session-based authentication for specific networks.
To begin:

1. Select the Policy Assignment tab and click Add to identify a network to which
you want to assign a policy other than the appliance default. In the Add Policy
Assignment dialog box:

a. Enter a unique Name for the network.

b. Use the Type list to indicate how you want to identify the network (IP
address, Subnet, or IP range).

c. [Enter the subnet, address, or range.

d. Select a Policy from the drop-down list.

e. Click Add.

Repeat these steps for each internal network to which you want to assign a policy.

Note that networks (IP address ranges and subnets) may not overlap, and you can
assign only one policy to each network.

2. Select the Trusted Networks tab and click Add to identify IP addresses or
address ranges whose traffic should not be analyzed. In the Add Trusted
Network dialog box:

a. Enter a unique Name for the network.

Deploying an | Series Appliance » 11
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b. Use the Type list to indicate how you want to identify the network (IP
address, Subnet, or IP range).

c. [Enter the subnet, address, or range.

Indicate whether to Bypass analysis for traffic from this network, Bypass
analysis for traffic to this network, or both.

e. Click Add.

Repeat these steps for each internal network whose incoming or outgoing traffic,
or both, should not be analyzed.

3. Select the Session-Based Authentication tab and click Add to define network
addresses and IP address ranges that should use session-based authentication. The
defined addresses will be authenticated based on a cookie sent to the browser on
the local machine.

This authentication is valid for the length of time defined in the Session timeout
drop-down list (under General).

a. Enter a unique Name for the network.

b. Use the Type list to indicate how you want to identify the network (IP
address, Subnet, or IP range).

c. [Enter the subnet, address, or range.
d. Click Add.

Repeat these steps for each internal network that will use session-based
authentication.

Note
When session-based authentication is enabled, policy SSL decryption rules that
apply to sites or categories with the Confirm action are not currently supported.
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Deploying an I Series Appliance | Forcepoint Web Security Cloud

Perform the steps below to set up and configure your appliance. The steps for the
hardware version are also described, with diagrams, on the Quick Start poster.

1.

Either:

m  Verify the contents of the accessory box that was shipped with the appliance.
It should include power cable, an appliance bezel, and a quick start poster on
the Forcepoint Documentation website.

m  Rack the appliance and plug it in.
Or:

m  Deploy the I Series appliance OVA file on a VMware ESXi workstation
server. See Installing the appliance on a virtual machine, page 13.

Power the appliance on and allow the boot sequence to complete.

Connect a computer with DHCP enabled (such as a laptop) to the appliance C1
interface. Wait a few moments, until the automatic network setup process is
complete, to begin appliance configuration.

Log on to the appliance via a web browser connection (https://169.254.0.2).
Credentials are admin/admin.

Complete the appliance First-Time Configuration Wizard.

Log off the appliance and disconnect the computer from the appliance.

Installing the appliance on a virtual machine

Deploying an I Series Appliance | Forcepoint Web Security Cloud

Download the OVA file suitable for your deployment from your website account to a
local directory. There are 2 ways to install appliance on a virtual machine:

With a Silicom bypass card connected to the ESXi host, and with one
management NIC. For this scenario, use the OVA file starting Websense-i500v-
dio-bp-Installlmage.

Without a Silicom card, just using 3 virtual switches. In this scenario, use the
OVA file starting Websense-i500v-Installlmage.
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Ensure the installation machine meets the following requirements:

For a Silicom bypass card deployment, the card should be installed on ESXi in
VMDirectPath mode. For more information on Silicom card installation, see
Silicom card setup, page 15.

6 dedicated CPU cores and at least 12 GB RAM
128 GB hard disk drive

The appliance virtual machine can be installed only on VMware vSphere ESXi
5.1, 5.5, or 6.0.

This section describes how to set up the ESXi machine, and how to install the OVA

file.

Network settings

Silicom card setup

Setting up promiscuous mode (no Silicom card)
Importing the OVA

Deployment without Silicom card

Deployment with Silicom card

Network settings

It is recommended that you have dedicated NICs for each of the 3 switches required
for the appliance. The B1 WAN and B2 LAN switches must use different physical
interfaces.

Important
o Do not use the ESXi management physical interface for the B1 or B2 switch.

To create the required network interfaces:

AN

In the VMware vSphere Client, select Hosts and Clusters.

Select your host and click the Configuration tab.

Select Networking in the Hardware section, and click Add Networking.
Select a connection type and click Next.

Select Create a vSphere standard switch.

Select the check boxes for the network adapters that your standard switch will use
and click Next.

Under Port Group Properties, enter a network label for the management NIC: C1
Management.

Click Next.

Review your settings and click Finish.
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10. Repeat these steps for 2 more switches: B1 WAN (for outgoing traffic) and B2
LAN (for incoming traffic).

Silicom card setup

To set up the Silicom bypass card on the ESXi machine, VMDirectPath technology is
required. To use VMDirectPath, verify that the host has Intel® Virtualization
Technology for Directed 1/0 (VT-d) or AMD I/O Virtualization Technology
(IOMMU) enabled in the BIOS.

L.

2. Click the Edit link.

thorin VMware ESXi, 5.1.0, 1021289
T TOEL . Virtual Machines | Resource Allocation | Performance

& FReboot Reguired

Processor Sockets:
Cores per Socket:
Logical Processors:
Hyperthreading:
Number of NICs:
State:

vMotion Enabled:
WMware EVC Mode:

wSphere HA State
Host Configured for FT:

Active Tasks:

Host Profile:
Image Profile:
Profile Compliance:

Virtual Machines and Templates:

General

Manufacturer: Dell Inc.

Model: PowerEdge R210 II

CPU Cores: 4CPUs x 3.1GHz

Processor Type: Intel(R) Xeon{R) CPU E31220
@ 3.10GHz

License: VMware vSphere 5 Hypervisor

- Licensed for 1 physical CP...
1

4

4

Inactive

4

Connected

2

A

Disabled

@ Nfa
NJA

N/A
(Updated) ESXi-5. 1.0-7997...
N/A

DirectPatn I/O:

Supported  [J

in the Hardware section.

In the vSphere Client, go to the Configuration tab and select Advanced Settings
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3. Mark the Silicom card check box. You can identify the Silicom card by checking
the device details for the Silicom Subvendor ID, which should be 1374.

Mark devices for

Mark devices for passthrough: Hide Details

D[ﬁ 00:1a.0 | Intel Corporation & Series/C200 Series Chipset Family USE Enhanced Ht
= 00:1d.0 | Intel Corporation 6 Series/C200 Series Chipset Family USB Enhanced Hi
DLE 00:1f.2 | Intel Corporation Cougar Point 6 port SATA AHCT Controller
DlE‘ 00:01.0 | Intel Corporation Xeon E3-1200/2nd Generation Core Processor Family
I [01:00.0 | Intel Corp B2580 Gigabit Network Connection |
[AIE 01:00.1 | Intel Corporation 82580 Gigabit Network Connection
IE 00:1c.0 | Intel Corporation 6 Series/C200 Series Chipset Family PCI Express Root
--I:Wﬂ 02:00.0 | Broadcom Corporation Broadcom MetXtreme IT BCM5716 1000Base
--Dlﬂ 02:00.1 | Broadcom Corporation Broadcom MetXtreme IT BCM5716 1000Base
[JI& 00:1.0 | Intel Corporation 82801 PCI Bridge

4 1 ]

Device Details

I This device is passthrough capable but not running in passthrough mode

Device Name 82580 Gigabit Net... Vendor Name Intel Corporation |
D 01:00.0 Class ID 200

Device ID 150E Subdevice ID 390

Vendor ID 8086 Subvendor ID 1374

Function 0 Slat 0

Bus i

4. Click OK.

The message “Changes made to some of the devices below will not take effect
until the host is restarted” appears on the Advanced Settings screen.

5. Restart the ESXi host server.

I [10. 2=
I—Eﬂ Mew Virtual Machine... Ctrl+M E
a Mew Resource Pool... Ctrl+Q

Enter Maintenance Mode

[

Rescan for Datastores..,
Add Permission.. Ctrl+P
Shut Down

)
|% Reboot

Report Summary...

Report Performance...

Open in New Window... Ctr+Alt+N

] | Logical Processors:
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After the restart, the list of Silicom Card NICs should appear on the Advanced
Settings screen with green bullets.

Summary | Virtual Machines ' Resource Allocation ' Performance i i Local Users & Groups | Events | Permissions

Hardware

Health Status
Processors
Memory
Storage
Metworking
Storage Adapters
Metwork Adapters

v Advanced Settings
Power Management

Software

Licensed Features
Time Configuration
DMS and Routing
Authentication Services

Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings
Advanced Settings

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

A A 2V SV SV SV S & S SV S SV SV SV S S SV S S .

DirectPath IfO Configuration

A Warning: Configuring host hardware without spedal virtualization features for virtual ma/
needed for normal host boot or operation can make normal host boot impossible and may 1.

Each listed device is available for direct access by the virtual machines on this host.

82580 Gigabit Network Connection |
..JE@ 01:00.1 | Intel Corporation 82580 Gigabit Network Cannection

Device Details

L% This device is running in passthrough mode

Device Name 82580 Gigabit Network Connection
jin] 01:00.0

Device ID 150E

Vendor ID 8086

Function 0

NANANAANAANANAANANNAN

Setting up promiscuous mode (no Silicom card)

If you are installing without a Silicom card, you must set the B1 and B2 NICs to be in
promiscuous mode:

L.

In the vSphere Client, go to the Configuration tab and select Networking in the

Hardware section.

Click the Properties link for the B1 switch.
Select the B1 NIC in the list, then click Edit.
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4. On the Security tab, mark Promiscuous Mode, and select Accept from the drop-
down list.

General Security | Traffic Shaping | MIC Teaming |

Puolicy Exceptions

Promiscuous Mode: & =
MAC Address Changes: [ |Accept ;I
Forged Transmits: ™ |Accept ;I

oK I Cancel Help

Click OK.
5. The B1 NIC properties should now look like this:

@ \I’Switc;l Properﬁe;- — —- EE
Ports |Network Adapters I
Configuration | Summary I REaaceates o
@, vSwitch 120 Ports MNetwork Label: B1 WAN
B1 WAN virtual Machine ... | VLAN ID: Mone {7}
—Effective Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: - =
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
MNotify Switches: Yes
Failbade: Yes
Active Adapters: None
Standby Adapters: None |
Add... Edit... I Remove Unused Adapters: None i
Cloze Help
Click Close.

6. Repeat steps 2-5 for the B2 NIC.
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Setup and configuration

Importing the OVA

In the vSphere Client, go to File > Deploy OVF Template.

2. Browse to the OVA file that you downloaded from your Forcepoint website
account, then click Next twice.

Enter a name for the I Series appliance VM, then click Next twice.

If you set up the network configuration on the ESXi host as described in Network
settings, you should see the following screen:

For a VM with Silicom card:
[ (&) Deploy OVF Template @J = B | )

Network Mapping
What networks should the deployed template use?

Source

OVF Template Details Map the networks used in this OVF template to networks in your inventory
Mame and Location

Disk Format Source Networks DestinationNetworks
Network I C1Management C1Management

Ready to Complete

Description:

The C1Management network -

Help | < Back | Next = I Cancel
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For a VM without Silicom card:

-
@ Deploy OVF Template

Metwork Mapping

What networks should the deployed template use?

Source

OVF Template Details
Mame and Location
Disk Format
Metwork Mapping
Ready to Complete

Map the networks used in this OVF template to networks in your inventory

Source Networks | DestinationNetworks |
B1WAN B1WAN
B2 LAN B2 LAN
C1Management | C1Management |
Description:
The C1Management network -

Help |

< Back | Mext = I Cancel

5. Click Ne

-
@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

OVF Template Details
Mame and Location
Disk Format

Metwork Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:
Host/Cluster:
Datastore:

Disk provisioning:
Network Mapping:
Network Mapping:
Network Mapping:

™ Power on after deployment

Wooldykopelymova

352.7 MB

32.0GB

TSAAS VM

thorin.

datastorel

Thick Provision Lazy Zeroed

"B1 WAN"to "B1 WAN"

"B2 LAN" to "B2 LAN"

"C1 Management"to "C1 Management”

Help |

< Back | Finish I Cancel
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6. Click Finish, and wait for the installation to complete.

r— =
() 6% Deploying TSAASVM =i

Deploying TSAAS VM

Deploying disk 1 of 1

1 minute and 10 seconds remaining

[ Close this dialog when completed

Deployment without Silicom card

Deploying an I Series Appliance | Forcepoint Web Security Cloud

If you have deployed the VM without a Silicom card, you must verify the MAC
addresses that have been generated:

1. Initially, no MAC addresses are assigned to the machine NICs. Turn on the new
VM, then right-click the VM and select Edit Settings.

Each NIC should now have a MAC address:

r ~
(2 TSAAS_OVF - Virtual Machine Properties =) =B e
Hardware lOpﬁgns ] Resources Virtual Machine Version: 8

Device Status
™ Show All Devices Add... Remove ¥ Connected
Summary ¥ Connect at power on
M 4096 MB
M Memory Adapter Type
l - crus 4 C t adaptel E1000
I;l Video card Video card HUEIEE R
= VMCI device Restricted
e SCSI controller 0 LI Logic Parallel
&= Hard disk1 Virtual Disk
E® MNetwork adapter1 B1 WAN (s lﬁ
BB Network adapter2 B2 LAN
B Network adapter3 C1 Management DirectPath 1O
Status: Mot supported @)
Metwork Connection
Metwork label:
B1WAN |
Help oK | Cancel |
2|
h

2. Confirm that the generated MAC addresses are in alphabetical order, with B1
WAN having the lowest address, followed by B2 LAN and then C1 Management.
If this is not the case, change the mapping of your NICs as follows:

a. Select the NIC with the lowest MAC address.
b. Under Network Connection, change the Network label to B1 WAN.
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c. Repeat the Network label change for the next lowest MAC address (setting it
to B2 LAN) and finally the highest MAC address (setting it to C1
Management).

d. Click OK when done.

Deployment with Silicom card

Deploying an I Series Appliance | Forcepoint Web Security Cloud

If you have deployed the VM with a Silicom card, you should connect the Silicom
Card NICs to the new VM as follows:

1. Right-click the new VM, and select Edit Settings.

= [ 10.0.38.23
G [TSA
Power 3 q

Guest r L
Snapshot L
¥  Open Console En
[ Edit Settings.. e
Upgrade Virtual Hardware 09
414]

Add Permission... Ctrl+P

Report Performance...
Rename

Open in Mew Window...  Ctrl+Alt+N
ow

Remove from Inventory hor

Delete from Disk
] | vSphere HA Protection: (3

2. Click Add.
3. Select PCI Device from the Device Type list, then click Next.
(@ Add Hardware - — a -_, ; ==
Device Type

What sort of device do you wish to add to your virtual machine?

Device Type
Select PCI/PCIe Device
Ready to Complete

Choose the type of device you wish to add.

fl l@SeriaI Port Information

l epafﬂ"E| Port This device can be added to this Virtual Machine.
éFloppy Drive
{25 co/DVD Drive

QUSB Controller
USE Device (unavailable)
(i1 Device

Ethernet Adapter
EHard Disk

SCSI Device (unavailable)

Help | < Back | Mext = I Cancel
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4. Choose the first NIC of the Silicom card (this is the first entry displayed on the
Configuration tab > Advanced Settings page).

F —
@ Add Hardware ! l
- -

i

Choose PCI Device
N Which of the present PCI/PCle devices would you like to add?
Device Type Connection
Select PCI/PCIe Device
Ready to Complete Specify the physical PCI/PCle Device to connect to:
Y
i
I |01:00.0 | Intel Corporation 82580 Gigabit Metwork Connection LI

or restored, or to particpate in vMotion,

Mote: The presence of a PCI/PCIe device passthrough wil
& prevent the use of many commands on the virtual machine.
It will not be able to be suspended, to have snapshots taken

Adding a PCI Passthrough device to this VM will automatically
@ set its minimum memory reservation equal to its memory size.

Help | < Back | Mext = I Cancel

Zi|

thorin VMware ESXi, 5.1.0, 1021289

Summary | Virtual Machines ' Resource Allocation ' Performance

Configuration

Local Users & Groups | Events | Permissid

/

v Advanced Settings

5. Click Next, then click Finish.
6. Repeat steps 2-5 for the second Silicom NIC.

Hardware DirectPath I/O Configuration
Health Status A Warning: Configuring host hardware without spedal virtualization features for ?
device needed for normal host boot or operation can make normal host boot im

Processors

Memory /
Storage Each listed device is available for direct access by the virtual machines on this host. /
Metworking

Storage Adapters /
Metwork Adapters ll% 01:00.0 | Intel Corporation 82580 Gigabit Network Connection

F2 01:00.1 | Intel Carporation 82580 Gigabit Network Connection /

AR AV A A SV S o SV SV S S SV SV S 5 S S SV S S 8 4
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7. Click OK on the Virtual Machine Properties page to see the final result:

TSAAS VM - Virtual Machine Properties S (pmn (Bl S
P

Options ] Resources Virtual Machine Version: 8

Memory Configuration

I Show All Devices Add...
1011 GB7 Memory Size: 43: GE -
Hardware Summary 512 B
Maximum recommended for this
g Loy 096 M8 ssecal| ¥ ouestOs: 1011GB.
CPUs 4
id d id d Maximum recommended for best
I;I Video car Video car 125 GB 4 performance: 4084 MB,
VMCI devi Restricted
= Bvice Est ) 64 GBH Default recommended for this
© scslcantroller 0 LSI Logic Parallel 4 guestOs: 2 GB.
& Hard disk1 Virtual Disk 32 S8 Minimum recommended for this
BB Network adapter1 C1 Management 16 ] =1 guestOS: 512 MB.
@ PCldeviceo Intel Corporation 82580...
@ PCldevicel Intel Corparation 82580... 8GB 4
4GB
2 B
1GEH
512 MB—=
256 MBH
123 MB—
&4 MBH
32 MBH
16 MBH
aMBH

4 ME -

Help oK Cancel

First-Time Configuration Wizard

Deploying an I Series Appliance | Forcepoint Web Security Cloud

The First-Time Configuration Wizard walks you through some initial settings that are
important for appliance operation. You must complete the wizard before you can
manage the appliance. Canceling the wizard before completing initial appliance
configuration logs you out of the appliance, and any settings you may have entered up
to that point are not saved.

Click Next on the Welcome page to start the wizard.

1. On the Hostname page, enter the appliance host name or fully-qualified domain
name (FQDN). The name can consist of 1-32 alphanumeric characters, dashes,
and periods. It must begin with a letter and cannot end with a period.

The format for an appliance hostname is hostname. You can also use the format
hostname.parentdomain.

The format for the FQDN is hostname.parentdomain.com.

If you plan to use Active Directory authentication, the following hostname
requirements are enforced:
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Total length of 2 - 128 alphanumeric characters (including hostname and
parent domain name elements; format is hostname.parentdomain)

May include dashes, underscores, and periods

Must begin with an alphanumeric character

Cannot end with a dash, underscore, or period

Hostname element length should be between 2 and 15 characters

Cannot match any of the following reserved words:

ANONYMOUS BATCH BUILTIN
DIALUP INTERACTIVE INTERNET
LOCAL NETWORK NULL
PROXY RESTRICTED SELF
SERVER SERVICE SYSTEM
USERS WORLD

Click Next to continue with the wizard.

On the Network Interfaces page:

a.

In the Outbound Traffic section, specify the appliance IP address and subnet
mask for the network bridge created by the B1 and B2 interfaces. These
interfaces are used for all outbound traffic. One interface (B1) handles traffic
routed out of your network, and the other (B2) handles traffic to your internal
network.

To allow appliance management via the B1 and B2 bridge interfaces along
with the C1 interface, mark the Allow appliance management access in
addition to the C1 interface check box.

Provide the IP address and subnet mask for the C1 interface in the Appliance
Management section. This interface is used for appliance management
functions. This interface can also be used when the B1/B2 bridge interface is
in hardware bypass mode.

If you have deployed a virtual appliance that does not include the appliance
bypass function, use of the C1 interface for appliance management is
optional. If you do not define a C1 management interface, then you must use
the B1/B2 bridge interface for management purposes. In this case, the
Outbound Traffic section includes a Use this interface for appliance
management check box, which is marked and not accessible.

If you do wish to define a C1 management interface, mark the Use a
dedicated appliance management IP address check box in the Optional
Appliance Management section, and enter the [P address and subnet mask for
the C1 interface. The Allow appliance management access in addition to
the C1 interface check box is then accessible for marking or clearing.

In the DNS Servers section, define a DNS server by entering its IP address in
the IP address field and clicking Add. The IP address appears in the DNS
Server IP Address list.
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You can define up to 3 DNS servers. You cannot define more than one server
with the same IP address.

Click Next to continue with the wizard.

3. On the Routing page, specify the IP address of your default gateway for outbound
traffic.

Note

In many cases, you need only a gateway specification on this page. However, there
may be cases where explicit or static routing is required. For more information on
these scenarios, please see the knowledge article Configuring routing for I Series
appliances.

If you need to define routing over the bridge interface, please contact Technical
Support in the first instance. You can define routing rules over the management
interface as follows:

Click Routing Table.

Click Add and then provide the following route information in the Route Properties
dialog box:

e Destination network

e Subnet mask for the destination network

e Gateway IP address

e Interface used. In the drop-down list, select either Bridge, (B1, B2) or
Management (C1).

The appliance supports the use of a single VLAN tag to identify management
communication traffic from the appliance to the cloud and database download
services. This tag is also used by any client that communicates with the appliance
bridge interface, either explicitly for management purposes or transparently, for
example for authentication, or for quota or confirm actions when filtering.

Note

Ensure you have configured valid routing between any client generating traffic that
is intercepted by the appliance and the bridge interface, taking into account the
VLAN tag that you define on this page.

Mark the Use the following VLAN tag check box, then enter the tag in the entry
field using a number from 0 to 4094.

Click Next to continue with the wizard.

4. The final page of the wizard summarizes the entries and selections you have
made. If you want to change any setting after your review, click Back to access
the desired wizard page and edit your settings.

If you are satisfied with your settings, click Finish.
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Setup and configuration

You must log off the appliance and log back on for your configuration settings to take
effect.

When you log back on, you are prompted to change your initial password (if you have
not already done so) and register the appliance with Forcepoint Web Security Cloud.
See Registering the appliance for information.

Note

If you are unable to access the appliance, you can connect to the appliance manager
interface at any time using the C1 interface via https://169.254.0.2.
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Connecting and registering
the appliance

Deploying an I Series Appliance | Forcepoint Web Security Cloud

This chapter describes connecting the appliance to your network, and registering the
appliance with the Forcepoint cloud service. It also contains information on running
diagnostics, and monitoring appliance traffic.

Connecting the appliance to your network

Connect the appliance to your network. The appliance must have at least a valid
connection to the cloud service for registration and the subsequent database update to
succeed. You can choose either of the following methods:

e Install the appliance in your network and then register it with the cloud service.
The appliance operates as a simple network bridge, forwarding all traffic, until
registration is complete.

e Install the appliance offline, with only the B1 interface connected to the network
to allow an upstream connection to the cloud service. Once registration is
complete and the appliance is fully set up, you can connect it to your the rest of
your network.
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The sample diagram shows a typical deployment:
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Configuring your firewall

Deploying an I Series Appliance | Forcepoint Web Security Cloud

If your network includes a firewall, by default your appliance is configured to use the
standard destination TCP ports 80 and 443 for connections to the cloud service.
Ensure these ports are open.

Alternatively and depending on your corporate firewall policy, you can configure your
appliance to use the following ports, which are the ones used for non-appliance
connections to the cloud service:

Port Purpose

8002 Configuration and policy update information retrieval from Forcepoint
Web Security Cloud. This port must be open for an I Series appliance to retrieve
periodic configuration and policy updates from the cloud service.

8081 Proxy service. This is where the cloud-based content analysis is provided.
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80 Notification page components. The default notification pages refer to style
sheets and images served from the Forcepoint Web Security Cloud cloud
platform. For these pages to appear correctly, this Web site is accessed directly
(i.e., not through the cloud service).

This port should also be opened for standard web traffic that does not need to be
sent to the cloud for further analysis.

443 Service administration. The cloud portal is similarly unproxied. Otherwise, it
would be possible for you to accidentally block access and then be unable to
rectify the situation.

This port should also be opened for standard secure web traffic that does not need
to be sent to the cloud for further analysis, and for database updates.

You can switch between the standard and alternative ports at any time using the
appliance command-line interface (CLI). To switch port settings:

On the appliance machine, open a command-line window.
2. Type device.

cmd> device
3. Type one of the following:

device> use_standard_ports yes

for the standard ports 80 and 443

device> use_standard_ports no

for the alternative ports 8002 and 8081, plus 80 and 443

The CLI returns the confirmation Done when the ports have been switched. If the
ports are already set to the option you specify, the CLI returns Not changed.

You must also open outbound UDP port 123 to enable the appliance to synchronize its
clock with the Network Time Protocol.

To guarantee availability, Forcepoint Web Security Cloud uses global load balancing
technology to direct traffic across multiple geographic locations. Content analysis is
typically always performed by proxies from the cloud service closest to the end user.
In the event of localized or Internet-wide connectivity issues, the global load
balancing technology automatically routes requests to the next closest location. To
make the most of the resilience offered by this infrastructure, users must be allowed to
connect to the entire cloud service network, both those IP addresses that the service
uses now and those that may be deployed in the future.

If you decide to lock down your firewall, you should permit all the IP address ranges
in use by the Forcepoint cloud service for all the above ports. These ranges are
published in the Knowledge Base article Cloud service data center IP addresses and
port numbers. Note that you must log on to your Forcepoint support account to view
this article.
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Connecting and registering the appliance

Registering the appliance

Deploying an I Series Appliance | Forcepoint Web Security Cloud

Once you have connected the appliance to your network, change the initial password
and register the appliance with Forcepoint Web Security Cloud.

When you log back in to the appliance after completing the First-Time Configuration
Wizard, the initial screen lets you change the initial password, if you have not already
done so, in the Administrator Credentials box. If you changed the password before
completing the wizard, the Administrator Credentials box does not appear on this page
when you log back in.

This initial page also lets you enter your Forcepoint Web Security Cloud registration
key. To register your appliance:

Log on to the cloud portal and select Web > Network Devices.

Select the row that contains this appliance.

Click Register at the bottom of the page to open the Register Appliance box.

Return to the appliance manager and paste the key into the Registration key field.

1
2
3
4. Copy the displayed registration key and click Close.
5
6. Click OK.

At this point, an update to the pre-installed Web category database begins. During this
update, the appliance can analyze traffic using the pre-installed database. Note that
this database is out-of-date, and analysis may be more accurate after the update
process completes.

A download progress message appears on the Status > General page. This message
disappears when the update is complete.
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Now you have completed the initial setup process, you can begin configuring your
service to manage your organization’s traffic. To get started with the cloud portal,
refer to the Forcepoint Web Security Cloud Getting Started Guide.

Additional information and help for your appliance hardware version can be found on
the Forcepoint Documentation website.

This chapter contains guidance on using the following features of your I Series
appliance:

e Configuring Active Directory authentication

e Managing protocols and exceptions

e Running diagnostics

e Monitoring appliance traffic

Configuring Active Directory authentication

Use the appliance Configuration > System page to connect to an Active Directory
server for transparent NTLM authentication. When this screen first opens, the status
under Active Directory Authentication is Disconnected, and a button labeled
Connect is available.

To establish a connection to an Active Directory server for authentication:

Click Connect.

2. Inthe Active Directory Authentication dialog, enter the following server
information in the appropriate fields:

m  Domain name
m Active Directory administrator name
m Active Directory administrator password

Note that this password is used only for establishing the server connection.
The contents of this field are not stored anywhere in the system.

3. Indicate how the system finds the domain controller by selecting 1 of the
following options:
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m  Auto-detect using DNS
m Enter a domain controller name or IP address.
You can specify backup servers in a comma-separated list.
4. Click OK.
The connection cannot be made if the server hostname does not adhere to Active

Directory naming restrictions. See First-Time Configuration Wizard, page 24, for a
detailed list of Active Directory hostname requirements.

After a connection is successfully established, the button name changes from Connect
to Disconnect.

Enabling browsers for NTLM transparent authentication

In an I Series appliance deployment, NTLM transparent authentication is available for
your end users if you:
e Connect your appliance to a local Active Directory

e Enter your NTLM domain on the Authentication tab when you add your appliance
to Forcepoint Web Security Cloud

e Select NTLM transparent identification where possible on the Access Control tab
in your Forcepoint Web Security Cloud policy.

Note

If validating against a local Active Directory for NTLM
authentication, an end user cannot use their email
addresses as their user name, and must use the

domain\username format (for example,
MYCOMPANY \jsmith).

In order for a browser to work with NTLM transparent authentication, the machine on
which the browser is hosted must be part of the domain. You must also configure your
end users’ browsers to support this form of authentication. See Configuring browsers
for NTLM identification, page 37.
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Managing protocols and exceptions

Deploying an I Series Appliance | Forcepoint Web Security Cloud

Protocols

Click the Protocols tab to manage how protocols, or non-HTTP Internet traffic, are
handled by a policy.

The list of protocols appears in a 2-level tree display similar to that in the Categories
tab. Protocol groups can be expanded to show the individual protocols within each

group.

The list on the Protocols tab includes both standard protocols and any custom
protocols that you have defined on the Policy Management > Protocols page. The
standard protocol groups are updated regularly.

Configure how a protocol is filtered by selecting it in the protocols tree and specifying
an action (Allow or Block) from the box on the right. You can select a protocol
directly from the list, or enter text in the search box to locate the protocol you want.

Use the Shift and/or Ctrl keys to select multiple protocols.

Exceptions

Exceptions allow the default action for a protocol to be overridden for specified users
and groups of users.

Exceptions are listed at the bottom of ther Protocols tab. You can click a protocol to
view the exception rules that apply to it. Click Add to add a new exception.

For more information, see Exceptions in the Forcepoint Web Security Cloud help.

Running diagnostics

Deploying an I Series Appliance | Forcepoint Web Security Cloud

The Diagnostics tab on the appliance Status > Alerts and Diagnostics page provides
the capability to run a series of system tests to determine the current state of the cloud
service. As a best practice, it is recommended that you run these tests when you first
deploy an appliance, and if you encounter any connectivity issues.

The first time you open the Diagnostics tab, a table shows a list of the tests to run. The
tests include, for example, a status check of the network interfaces, the default
gateway, your DNS servers, or the cloud connection.

Click Run Diagnostics to start the tests. The Results column displays test status (In
progress) and results (Passed, Failed, or Could not complete). For tests that do not
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complete or fail, the Details column displays more information, including suggestions
for resolving the issue that caused the failure.

Each time you open the Diagnostics tab thereafter, the results of the last test run
appear, along with the date/time of those tests.

Monitoring appliance traffic

Deploying an I Series Appliance | Forcepoint Web Security Cloud

The capability to monitor appliance traffic for troubleshooting purposes is available
via the appliance command-line interface (CLI). Access the traffic monitor using the
following commands:

cmd> status

status> monitor

Then run the monitor using the monitor command and its arguments:
monitor <arguments>

Other command options let you configure default display attributes for the log entries
as well as display custom attribute combinations and protocols. Detailed information
about the CLI monitor command options can be found in the document I Series
Appliance Traffic Monitor.
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Configuring browsers for
NTLM identification

Deploying an I Series Appliance | Forcepoint Web Security Cloud

This appendix describes how to configure supported Microsoft Internet Explorer,
Google Chrome, and Mozilla Firefox for NTLM transparent identification, either
manually or via a Group Policy.

Internet Explorer & Google Chrome

Note
The settings in this section will also be applied to a Google Chrome browser on the
same machine.

The screenshots in this section are taken from Internet Explorer 11 on Windows 7.

To enable NTLM on a single Internet Explorer browser:

1. Go to Tools > Internet Options.
2. Select the Security tab.
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3. Select Local Intranet, then click Sites to open the list of Trusted Sites for the
Intranet zone.

'l '
Internet Options @lﬂ

| General |ISEUJFH-'5"| |F‘ri'u'aq-' I Content | Connections | Programs | Ad‘uanced|

—

Select a zone to view or change security settings.

@ & v O

Internet e Mli=p=d |Trusted sites  Restricted
sites

Local intranet |
This zone is for all websites that are

found on your intranet.

Security level for this zone

Allowed levels for this zone: Al

Medium-low i

- Appropriate for websites on your local network
(intranet)

— - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- 5ame as Medium level without prompts

[| Enable Protected Mode (requires restarting Internet Explorer)
1 Custom lewvel... Default lzvel 1

[ Reset all zones to default level ] 1

[ Ok ] [ Cancel Apply

38 <« Forcepoint Web Security Cloud



For Internet Explorer 8 and above, click Advanced on the window that appears.

i T— 4
Local intranet M

Use the settings below to define which websites are induded in
Ay the local intranet zone,
[7] Automatically detect intranet network
Incude all local (intranet) sites not listed in other zones
Include all sites that bypass the proxy server
Indude all network paths (UNCs)

What are intranet settings?| [ Advanced ] [ Ok J [ Cancel

—
L8

Enter the IP address of the B1/B2 bridge interface on your appliance, then click
Add.

Clear the Require server verification box.
Click Close.

i e — s’
Local intranet ﬁ

e o . S a—

¥ou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add
Wehsites:
* surfcontral.com Remove
* websense, com

[ Require server verification (https:) for all sitez in this zone

Close

With Local Intranet still selected, click Custom level.
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9. Scroll down to the User Authentication section, and ensure Automatic logon only
in Intranet zone is selected.

82, User Authentication
#2, Logon
(™) Anonymous logon
I @ Automatic logon only in Intranet zone
) Automatic logon with current user name and password
() Prompt for user name and password

4 I I

*Takes effect after you restart Internet Explarer

Reset custom settings

Resetto: | Medium-ow (default) T] I Reset...

10. Click OK, and exit Internet Options.

Configuring NTLM via Group Policy

To create an NTLM transparent authentication policy using a Group Policy Object
(GPO):

1. Log on to your Active Directory domain controller (DC) using a domain admin
account.

2. Perform the steps listed in Internet Explorer & Google Chrome to enable NTLM
in the Internet Explorer or Chrome browser on the DC.

3. To turn off Internet Explorer Enhanced Security Configuration:
a. Open Server Manager.
b. Scroll down to Security Information, and click Configure IE ESC.

c. Turn ESC Off for administrators and users, and close the window.

~) Security Information i o to Windows Firewall
&) Configure Updates
*4 Check for Mew Roles

Windows Firewall: Domain: 20

wWindows Updates: Download updates anly, using Windows Update _:"_!n Ay S oy Cer e et

Last checked For updates:  Today at 3:07 AM | ]h Caonfigure IE ESC |

4. Open Group Policy Management.

Right click your domain name (or the OU that contains the end users who will
receive this policy), and click Create a GPO in this domain, and link it here.

Give your new policy a name, and click OK.
Right-click your newly-created policy, and select Edit.

Navigate to User Configuration > Policies > Windows Settings > Internet
Explorer Maintenance > Security > Security Zones and Content Ratings.

9. Select Import the current security zones and privacy settings.
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10. You may receive a warning about Enhanced Security Configuration. This is why
the enhanced configuration was disabled in step 3, so that this policy will apply to
workstations without enhanced security turned on. Click Continue.

11. Turn on Enhanced Security Configuration again, and repeat steps 4-9 to create a
policy with ESC enabled. This ensures that workstations with either configuration
are supported.

12. Close all open windows.

The changes will take time to replicate though your Active Directory, depending on
your setup. This may be from 15 minutes to an hour; if you have a multi-site AD
setup, it may take a day or two.

You can then set up a login script that will install the policy when end users log on to
their workstations.

This method uses 2 files:

e login.bat

e ntlm.reg
The login.bat script contains two lines:

@echo off
regedit /s \\path\ntlm.reg

In the ntlm.reg script, replace <Box IP> with the IP address of your appliance:

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion
\Internet Settings\ZoneMap\Ranges\Range5]
"*""=dword:00000001

"":Range''="<Box IP>"

Mozilla Firefox

Deploying an I Series Appliance | Forcepoint Web Security Cloud

Note

If you are configuring Firefox v38 or later on Linux, you must perform step 6 in the
procedure below to ensure the browser falls back to NTLM vl. This is due to the
Linux version having issues with NTLM v2 that can cause authentication failures.

The screenshots in this section are taken from Mozilla Firefox version 40.

To enable NTLM transparent authentication in Firefox:

1. Open Firefox, and type about:config in the address bar.
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2. Click I'll be careful, I promise! to open the advanced configuration page.

This might void your warranty!

|

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

Show this warning next time

:I'II be careful, I promise!

Type ntlm in the Search field.

4. Select network.ntlm.send-lm-response and double-click it to toggle it to on.

W "} about:config | + | _ﬂ

about:config

Search:  ntlm

Preference Name +  Status Type
network.auth.force-generic-ntim default boolean
network.automatic-ntim-auth.allow-non-fqdn default boolean
network.automatic-ntlm-auth.allow-proxies default boolean
network.automatic-ntlm-auth.trusted-uris default string
network.ntlm.send-Im-response default boolean

5. Double-click network.automatic-ntlm-auth-trusted-uris. In the box that
appears, enter the [P address of the B1/B2 bridge interface on your appliance, and
click OK.

6. If you are configuring Firefox on a Linux machine, double-click
network.auth.force-generic-ntlm-v1.

The Status is changed to user set, and the Value is changed to true.
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