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For regulatory and compliance reasons, many organizations are required to journal all
communications in their organization, including email communication.

Microsoft Exchange Server provides a mechanism for journaling email messages.
This mechanism can capture messages flowing through any MTA, including those in
Websense email security solutions.

To use Exchange message journaling with Websense security products, you are
required to have the Websense Email Archive add-on installed. Exchange message
journaling works together with Websense Email Archive to record information about
incoming and outgoing email messages.

This guide explains how to set up journaling for Microsoft Exchange 2010. It
explains:

What is journaling?, page 1

Journaling prerequisites, page 2

Set up the journaling process, page 2

Troubleshooting tips, page 16

Journaling best practices, page 18

* 6 6 O o o

Remove Exchange 2010 journaling setup, page 19

What is journaling?

Journaling is the ability to record all communications. Archiving, on the other hand,
refers to reducing the strain of storing data by backing it up, removing it from its
native environment, and storing it elsewhere. You can use Exchange journaling as a
tool in your email retention or archival strategy.

Journaling is an operation on a customer's mail server that collects all email- inbound,
outbound and internal- and can automatically and securely forward a copy to the
archive.

Journaling does not capture existing messages stored in users' active mailboxes: it
only captures new messages. As journaling captures new messages "in flight," users
cannot alter nor delete email before it is archived.
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Also, journaling does not capture miscellaneous items like contacts, calendar items or
tasks. Consequently these items will not be saved in the archive.

Envelope versus standard

In Exchange 2000 and 2003, the default method to capture messages sent to and from
users ("Standard Journaling") does not capture all message header content like BCC
recipients or distribution lists. As a result, later Exchange versions contain
applications to capture this additional message information.

The new method to capture messages ("Envelope Journaling") forwards a single email
to the Archive as an envelope with two parts: a report of message recipient
information and the actual message (which becomes an attachment). Envelope
Journaling associates all users with a message, including CC and BCC recipients and
members of distribution groups. All envelope information is saved in the Archive.

By default, Exchange 2010 Journaling is Envelope format.

Message size limit

Message size limit is currently SOMB for the Cloud Archive and 20MB for
AdvisorMail. If you are dual-journaling to both Archives, your message size limit is
20MB

Oversized messages sent via journaling cannot be saved in the Archive. If an email is
oversized because of its attachments, neither the message nor the attachments will be
archived.

Journaling prerequisites

The following permissions and Microsoft Exchange components are required to
configure Journaling for Exchange 2010.

Exchange Server Prerequisites:

1. Fully configured installation of Exchange

2. Administrator access to the server

Set up the journaling process

To configure Journaling on your Exchange 2010 server, follow these steps:

1. Create a journaling contact
2. Create an SMTP send connector

3. Activate journaling
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4. Create a distribution group and add members (select users only)

5. Implement journal rules (select users only)

6. Disable NDRs (non-delivery reports)

Create a journaling contact

L.

A

[ Introduction
[ Cortact Information
2 New Mail Contact

Select Start > All Programs > Microsoft Exchange Server 2010 >

Exchange Management Console.

Click the + sign to the left of your Exchange server.

Click the + sign to the left of Recipient Configuration.

Click Mail Contact under Recipient Configuration.

In the Mail Contact page (a), click New Mail Contact in the Actions pane

(b).

Select the New Contact option (a) and then click Next (b).

In the New Mail Contact window, type Journaling in the First Name field,
Contact in the Last Name field and Journaling Contact in the Alias field (a).

Click Edit (b).

New Mail Contact

—_|

Contact Information

Enter the account information that is required to create a new mail contact orto mail-enable

an existing mail cortact.

| Completion " Specify the Crganizational unit rather than using a default one:
da,
First name: Initials: Last name:
IJDumaIing Contact
Name:
IJDumaIing Contact
Alias:
|JoumalingContact
M
Extemal e-mail address:
Help < Back | Mext = Cancel
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8. Type the journaling address provided to you (a) and then click OK (b).

E-mail address: _\

Enter the joumnaling address herE/

E-mail type:
[SMTP

QK I Cancel

Note

J The journaling address is unique to your organization. If
you have not been provided with this address, please
contact support.

9. Click Next.
10. Click New.
11. Click Finish.

You have successfully created a journaling contact as shown below.

Create an SMTP send connector

1. Select Start > All Programs > Microsoft Exchange Server 2010 >
Exchange Management Console.

Click the + sign to the left of your Exchange server.
Click the + sign to the left of Organization Configuration.
Click Hub Transport.

Click the Send Connectors tab.

In the Actions pane, click New Send Connector.

AN
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7. Type Journaling Connector for the Name field, for the Select the intended
use for this Send connector drop-down list, select Custom (a). Click Next

(b).

a
New Send Connector
= -

O Introduction Iniroduction

This wizard helps you create a new Send connector. After you create the Send connector,

[ Address space right-click #t in the work pane and then click Properties to corfigure other properties that

] Netwaork settings a aren't shown in this wizard.
[0 Source Server Name:

[l New Connector |Joumaling Connector

[ Completion

Select the intended use for this Send connector:

ICustorn j

Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers.

N

Help < Back MNext = Cancel

8. Click Add. The SMTP Address Space window opens.
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9. In the Address field, type the Address Space (a). Leave the cost at 1 and then
click OK (b).

SMTP Address Space j x|

Type:
|SMTP

~

IEnterthe address space here )

[T Include all subdomains

Cost:

[1

10. Click Next.

11. Select the Route mail through the following smart hosts option and then
click Add.

12. Select the Fully qualified domain name (FQDN) option, type the smart host
provided to you and then click OK.

x

™ |P Address:

[0.0.0.0

Example: 192.168.10.10 a,
*  Fully qualfied domain name {FI]DI'\.I\}:\

IErlter smart host here _/

Example: smarthost. company.com

13. Click Next.
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14. Select None for the Configure smart host authentication settings and then
click Next.

Note

J Exchange 2010 servers automatically send all outbound
email via TLS encryption: no outbound security
configuration is required by the Administrator.

15. Click Next.
16. Click New.
17. Click Finish.

You have successfully created a send connector as shown below.

I Exchange Management Console B Aﬂlﬂ

Fle Acton View Help

ke Mok : ([ 48 | Actions
2 Ly Marosoft Exchange On-Premise
&l ki) Organization Configuration Hub Transport B
44 Maibox 3 NewRemote Domai...
|, Client Access .
‘s Hub Transport % Mew Accepted Domain...
43 Unified Messaging B NewE-nel Adires ok
@ g Server Configuration -
@ & Recipient Configuration |3 Mew Transpart Rule...
M Tocbor B ew Journal Rude..
3 New Send Connector...
il ExportLlist...
View v
& Refresh
H e
I I i

Activate journaling

1. Select Start > All Programs > Microsoft Exchange Server 2010 >
Exchange Management Console.

2. Click the + sign to the left of your Exchange server.
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Click the + sign to the left of Organization Configuration.
4. Click Mailbox.

In the Database Management tab, right click your mailbox database and select
Properties.

[# Exchange Management Console

Fie Acton View Help

| 7m H=

fé’ "‘_‘uormts"’d_ ti:mc i Es Mailbox ST ) | Actions
@ & Organization Configural Mot a
= § Server Configuration " f Create Filter R
s Maibox ¥ Expand All Storage Groups
e Name ~ [Roe [ version
22 b Transport EoWIaIZEILGE Hub Transport, Client Acc.... Version 8.3 (Bu | &' Colapse All Storage Groups
i Unified Messaging i3 Exportlist...
# gR.ec'pia'\lCDﬂﬁglm e 5
Toolbox
¢4 Refresh
| | E =
[ Hep

s WIN-XX4I2ZEIULGE
Database Management |w=w,.w |

Name | Database File Path
[l = First Storage Group

WIN-XXAT2ETULGE
B Manage Client Access 5.

= Manage Hub Transport ...
Sn Manage Unified Messag...
m Manage Diagnostic Log...
58 Enter Product Key...

& New Storage Group...
[] Properties

Mailbox Database

B
4 | ’I w Dismount Database -
| |

6. Click the Maintenance tab.
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7. Select the Journal Recipient check box (a), and then click Browse (b).

Mailbox Database 1676741326 Properties
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8. Select Journaling Contact (a) and then click OK (b).

4% Select Recipient - Entire Forest -0 x|

File  View Scope

Search: Find Mow Clear
Display Mame = | Alias | Recipient Type | Primary .
3 Administrator Adminigtrator User Mailbox € Adminigt

Joumaling Contact JoumalingContact Mail Cortact local-ac

2

% |
QK h Cancel |

1|

1 ohject(s) selected. 3 object(s) found. .:

9. Click OK.

You have successfully activated message journaling.

Create a distribution group and add members (select users only)

1. Select Start > All Programs > Microsoft Exchange Server 2010 >
Exchange Management Console.

Click the + sign to the left of your Exchange server.
Click the + sign to the left of Recipient Configuration.
Click Distribution Group.

In the Actions pane, click New Distribution Group.

AN

Select the New Group option and then click Next.
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7. In the New Distribution Group window, type Journaling Distro in the Name
field and Alias field (a). Click Next (b).

,q’; New Distribution Group

- -

1 Introduction Group Information

Enter account information for the distribution group.
[ Group Information £

| Mew Distribution Group Group type:
| Completion *' Distribution
™ Security

[~ Specify an Organizational Unit rather than using a default one:

|
a-'.' ,ﬁE_II'HE:

I.Joumaling Distro

Name (pre-Windows 2000):

I.Joumaling Distro

Alias:
|J0uma|ingDistr0

|2

Help < Back Ment > Cancel

8. Click New.
9. Click Finish.

You have successfully created a distribution group.

Add the users whose email messages you want journaled to the Journaling Distro
distribution group.

Implement journal rules (select users only)

1. Select Start > All Programs > Microsoft Exchange Server 2010 >
Exchange Management Console.

Click the + sign to the left of your Exchange server.
Click the + sign to the left of Organization Configuration.
Click Hub Transport.

Click the Journal Rules tab.

In the Actions pane, click New Journal Rule. The New Journal Rule window
appears.

AN
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7. In the Rule Name field, type Journaling Rule (a) and then click Browse (b).

g New Journal Rule

[ Mew Joumal Rule New Journal Rule
= : This wizard helps you create a new joumnal rule. When enabled. the new joumal rule is
! Completion a executed on your organization’s Hub Transport servers.

Fule name:

|J0uma|ing Rule

Send Joumal reports to e-mail address: b
I l Browse... | }

Scope:
{* Global - all messages
" Intemal - intemal messages only

" Edemal - messages with an extemal sender or recipient

[™ Joumal messages for recipiert:

¥ Enable Rule
-+ To use premium joumaling, you must have an Exchange Enterprise Client Access License
{CAL).
Help < Back: | Mew Cancel

8. Select Journaling Contact from the list and then click OK.

9. Select the Journal messages for recipient check box and then click Browse.
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10. Select Journaling Distro from the list (a) and click OK (b).

&% Select Recipient - Entire Forest o ] 4

File  View Scope

Search: Find Mow Clear
Display Name = | Alias | Recipient Type | Primarny .
24 Administrator Administratar User Mailbox Administ

local-ac

- Y Joumaling Distro Joumaling Distro Mail Universal Distribution ... Joumali

1| | 2

1 object(s) selected. 3 object(s) found. .:

11. Click New.
12. Click Finish.

You have successfully implemented journal rules for select users in your organization.

Disable NDRs (non-delivery reports)

1. Select Start > All Programs > Microsoft Exchange Server 2010 >
Exchange Management Console.

Click the + sign to the left of your Exchange server.
Click the + sign to the left of Organization Configuration.
Click Hub Transport.

Click the Remote Domains tab.

In the Actions pane, click New Remote Domain. The New Remote Domain
window opens.

AN
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7. In the Name field, type a name for the remote domain (a), in the Domain
name field, type the domain name of the Address Space provided to you in
the Domain name field (b). Click New (c).

New Remote Domain

New Remcte Domain
When you create a remote domain, you can contral mail flow with more precision, apphy
[ Completion message formatting and messaging policies, and specify acceptable character sets for
messages that are sent to and received from the remote domain. After you create a remote
domain, you can specify mone advanced securty, policy, and pemission configurations for
messages that you exchange with the remote domain.

g (= =,

iErrter Remote Domain Description HBE/"

[ New Remote Domain

¢ Domain name: \
\lErrter Address Space Domain Heri}

[ Include all subdomains

Select the check-box below to indicate this remote domain is used for your cloud-based
organization.

[~ Use this domain for my BPOS tenant

Help = Back New Cancel

Note

J If your Address Space is
Address.Space@AddressSpace.com, then the Address
Space domain is AddressSpace.com.

8. Click Finish.
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9. Right click Address Space Domain and then select Properties.

|8 Exchange Management Console =101 %
Fle Action View Help
(e #mAim
{21 Mirosoft Exchange E Hub Transport 713 e« | | Actions
= E‘a Microsoft Exchange On-Premises = Fudes I T Hub Transpart ry
B L& Organization Configuration EREOL!
& Mabox Send Connectors | Edge Subscriptions | Global Settings 5 New Remote Domain. .
Remote Domains Accepted Domains Address Polides
-';E:Mlm I fed | Emad &5 New Accepted Doman...
&y EbiTraneport “F Create Fiter .
sl Uniified Messaging 5] New E-mail Address Policy...
= Server Configuration
pes ) t Configuration & New Transport Rule...
21 Toolbox ' new Journal Rule...
. New Edge Subsciption...
5 Exportlist...
View .3
[ Refresh
B e
7 Remave
D Properties:
KT — | jLi|
|

10. Click the Message Format tab.
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11. Ensure the Allow non-delivery reports check box is deselected (a) and then
click OK (b).

Address Space Domain Properties x|

'General Message Format | BPOS Tenant Domain |

Message Format Options

¥ Alow automatic replies

¥ Alow automatic forward
v Allow deliv
[T Alow non-delivery reports

orts

v [lisplay sender's name on messages

[T Use message text line wrap at column: I

BExchange richtext format :
£ Always use

i~ Never use
* Detemmined by individual user settings

Character Sets
MIME character set: IN-:une j
Mon-MIME character set: I None j

b
B ok | ) Cancel Apply Help

12. You have successfully disabled NDRs.

Note

J Your Journaling set up is now complete. If you encounter
any problems with the journaling process, or if journaling
stops, please refer to the Troubleshooting tips below. If
journaling stops for an extended period of time, we cannot
recover lost email.

Troubleshooting tips

o Make sure the Journaling Contact SMTP Email Address (journal address
provided to you) is spelled correctly

o Restart the Microsoft Exchange Transport Service.
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Click Start and then click Run.
Type services.msc in the text box (a) and click OK (b).

Run

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For you,

I SEFVICEs. MSsC

b

CIE |

Cancel

=~

| Browse, .. |

c. Locate and click the Microsoft Exchange Transport service (a) and

click Restart (b).
Services
File Action Y¥iew Help
= @A EFHR EZE r 81 o
% Services {Local) Services (Local)
Microsoft Exchange Transport Name  / il
@Microsoﬂ: Exchange Search Indexer
Stop the service %Microsoft Exchange Service Host
b the service .
(| Restart e service 3 sndant
%Microsoft Exchange Transpork
Microsaft Exchange Transport Log Search
Descripkion: M Ft OFfice Di Fice Servi
;he Microsoft Exchange Transport %M:E:ZEZH SeaI::h Lza:;z:gse)erwce
ervice,
%Microsoﬂ: Software Shadow Copy Provider
%Net Lagon
%Net.Tcp Patt Sharing Service
%Netl‘ﬂeeting Remote Desktop Shating
%Network Connections
8 Netwark DDE
SR Network DDE DE0M
%Network Location fwareness (MLA)
%Network Provisioning Service
%NT LM Security Support Provider
%Oﬂ’ice Source Engine
%F‘erformance Logs and Alerts =
4 | I 3
Extended A Standard /

d. A dialog displays with the following message: "Microsoft Exchange
Transport service is being restarted." When the dialog closes, you have

successfully restarted the service.

& Your firewall may be blocking outbound email messages.

a. Many firewalls can block email messages sent using TLS encryption,
even if they are set to allow all outbound email messages.
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b. Ifyou have a Cisco firewall, chances are very high that the ESMTP
packet inspection is enabled and blocking the TLS-encrypted email
messages. For more information, visit Cisco support by clicking on the
link below or copying and pasting it into your web browser. http://
www.cisco.com/en/US/docs/security/asa/asa72/release/notes/
asarn723.html#wp219670

o Verify there are no enabled Send Connectors utilizing the domain name of the
contact being journaled to. Get-SendConnector | Where {$ .AddressSpaces —
match "domain.com" If you get a match on one, then there is a send connector
handling that domains email.

¢ Check if you are having a connection issue.

a. Issue telnet to smarthost (i.e. telnet ssljournal.advisormail.net 25) this
should return a 220 banner, seen in the figure below.

® MO Terminal — bash — 80x24

taths-macbook:~ tath$ telnet ssljournal.advisormail.net 25 =
Trying 64.70.94.154...

Connected to ssljournal.advisormail.net.
Excnne e ie 1Al

narg
228 ambuffer®2jrn.office.com Microsoft ESMTP MAIL Service,

9 ready a an , O ; L £ =

Version: 6.8.3798.3085

Journaling best practices

¢ Contact Archiving Support if you make any changes to your host provider or
upgrade your Exchange Server. You will be provided new setup instructions to
update your journaling configuration.

Monitor your Exchange Server for issues.

When adding or deleting a user mailbox on your Exchange Server, make sure you
also update that user in the Archive Administration ta

& Make sure you hide the journal recipient(s) from your Global Address List
(GAL).
¢ Envelope Journaling using journaling rules

»  When journaling rules are implemented under the Hub transport, exchange
transport agent is executed first and can conflict with messages being archive
(if there’s transport rules to drop messages). You need to set the journaling
agent as first priority using the steps below. Once this is set even messages
that are meant to drop will be archived.

*  Open EMS
*  Set-transport agent: identity is "journaling agent," priority is "1".
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e Restart services (services.msc) for MSExchangeTransport or via a
Command window by typing net stop msexchangetransport & net start
msexchangetransport.

+ [ want to journal all messages on my Exchange server, but do not want to enable
journaling on each mailbox store.

o Create a new journaling rule, seen in the figure below.

ournalalproperties &

Geneeal |
(@& )
Stabus: Enabiled

Modiied  Surday, Oclobes 17, 2010 7:15:13 P

Send Joumnal reports o e-mal addeess:

|CSExchange07 Cosp Browse...
SCDDe K

T Intemal - intesmal messages only
" Extemal - messages with an estemnal sendes of recipient

™ Joumal messages for iecipient:

= On Send journal reports to e-mail address, click Browse to select a contact.
m  Select Global — all messages.

»  Ensure the Journal messages for recipient option is deselected. Selecting
this will journal all messages for all users for the entire Organization.

& Verify the journaling mailbox is set to allow mail only from Microsoft Exchange
and Authenticated Senders Only.

o Set-Mailbox <Journal Mailbox Name> -AcceptMessagesOnlyFrom "Microsoft
Exchange" —RequireSenderAuthenticationEnabled:$true

Remove Exchange 2010 journaling setup

There are 2 ways to remove Exchange 2007 Journaling setup:

Remove Exchange 2007 Journaling setup for all users, follow these steps:
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1
2.
3.
4

Remove address space domain
Deactivate journaling
Remove SMTP send connector

Remove the journaling contact

Remove Exchange 2007 Journaling setup for select users, follow these steps:

A S e

Remove address space domain
Remove journal rule

Remove the distribution group
Remove SMTP send connector

Remove the journaling contact

Note

J Only complete the above steps if you wish to stop sending
email to the Archive. Once you remove the journaling
setup, email cannot be saved in the Archive.

Remove address space domain

1.

A AT

Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

Select the + sign to the left of your Exchange server.

Select the + sign to the left of Organization Configuration.
Select Hub Transport.

Click the Remote Domains tab.

Right click Address Space Domain and then select Remove.

Click Yes to confirm.

You have successfully removed the Address Space Domain.

Deactivate journaling

L.

Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

Select the + sign to the left of your Exchange server.
Select the + sign to the left of Organization Configuration.
Select Mailbox.
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5. Within the Database Management tab, right-click your mailbox database
and select Properties from the drop-down menu.

[B Exchange Management Console

Fle Acton View Help

&% 5o El

R =
& [ Mcrosoft Exchange On-Premice f e | Managed DefaultFolders | Managed Custom Folders | | Mailbox =
&3 New Maibox Databas. ..

9 New Public Folder Dat. ..

New Database Avalla...

New Sharing Policy...

Mew Address List...

Mew Managed Default...

New Managed Folder ...

New Offine Address B...

s Mailbox Database
Database Copies | ——
Database ~

" NIRRT T

Export List...
Viewy »

i

There are no items to show in this view.
G Refresh
H rep o

-

Mailbox Database 16767...
¥ Dismount Database

0 | i L — I 5 Move Database Pat... |
| | |
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6. Select the Maintenance tab within the resulting Mailbox Database Properties
window. Deselect the Journal Recipient check box (a) and then click OK
(b).

Mailbox Database 1676741326 Properties x|

- Gmmlw Cliert Settings |
(l__ Joumal F-'uenc:ip:uiv.a-rrt:)I

da IJ-:-umaIing Contact

Mairtenance schedule:

IHun daity from 1:00 AM. to 5:00 A.M. j Customize... |

[¥ Enable background database maintenance (24 x 7 ESE scanning)
[T Don' mount this database at startup
[T This database can be overwritten by a restore

[T Enable circular logging

) b oK I Cancel Boply Help

You have successfully deactivated journaling

Remove journal rule

1.

A

Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

Select the + sign to the left of Organization Configuration.
Select Hub Transport.
Select the Journaling tab.

Select the Journal Rule whose Journal Email Address, from within the list,
that matches the journaling address used during the journaling setup (a) and
select Remove in the right-hand Actions pane (b).
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6.

Click Yes in the resulting confirmation dialog box.

You have successfully deleted the Journal Rule.

Remove the distribution group

1.

5.

Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

Select the + sign to the left of Recipient Configuration.
Select Distribution Group.

Select the Distribution Group for the journaling setup you are deleting (a),
from within the list, and click Remove in the Actions pane (b).

Select Yes in the resulting confirmation dialog box.

You have successfully deleted the Journaling Distribution Group.

Remove SMTP send connector

L.

A

Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

Select the + sign to the left of Organization Configuration.
Select Hub Transport.
Select the Send Connectors tab.

Your Send Connectors display in a list. To find the Send Connector associated
with your journaling setup, follow these steps:
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a. From the Send Connectors tab, right-click a Send Connector from within
the list, and then select Properties.

¥ exchange Management Console

L] Marasoft Exchange B Hub Transport S0 4] | Actions
H %‘mmm ' Remote Domains | Accepted Domains Hub Transport -
= (& maibox E-mal AddressPoies | TransportRules | JoumalRules 24 New Remote Domain. ..
{ﬁim = W #3 New Accepted Domain...
it I create Fiter ) New E-mai Address Polic...
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b. Select the Address Space tab, within the Journaling Connector Properties
dialog box. If the address listed (a) matches the Address Space used
during the journaling setup, then this Send Connector must be deleted.
Click Cancel (b) to close the dialog box.

Journaling Connector Properties 5[
General (_ Address Space )| Network I Source Senrerl

Specify the address space(s) to which this connector will route mail:

gaAdd... v Edt.. X
Type | Address 8, | Cost
SMTP @dmssﬁpace.ame.m@ 1

4| | i

[T Scoped Send connector

b
] 0’ Cancel h Ay

Note
J If the address listed does not match the Address Space
used during the journaling setup, repeat the above steps.
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6. Select the Send Connector that needs to be deleted, from within the Send
Connectors list (a), and select Remove in the right-hand Actions pane (b).

~ioix

[4] Mcrosoft Exchange B Hub Transport PRI [Actions

vt [ e P
“ & Mobox E-mai Address Polides | TransportRules |  Journal Rules % Mew Remote Domain...
& Clent Access SendComnectors | Edgesubserptons | GlobalSettngs &% New Accepted Domain. ..
¥ Hmbﬁ;ml I Create Fiter ) New E-mail Address Polic...
;. m:;;g:;::ﬂw q’ .J[.il_’u] Connector li—rat-ls--: e
28 Tookbox N I New Journal Rule...
2% MNew Send Connecter...
® New Edge Subscription..,
|5 ExportList...
View 3
|G, Refresh
H tee
Journaling Connector -
O psabe b
7~ Remove
(] Propertes
H heo

7. Select Yes on the resulting warning dialog box.

You have successfully deleted the SMTP Send Connector.

Remove the journaling contact

1. Open the Exchange Management Console window by selecting Start -> All
Programs -> Microsoft Exchange Server 2010 -> Exchange Management
Console.

2. Select the + sign to the left of Recipient Configuration.
Select Mail Contact, within the Recipient Configuration node.

Your Mail Contacts display in a list. To find the Mail Contact associated with
your journaling setup, follow these steps:

a. Right-click a Mail Contact, from within the list, and then select
Properties.
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b. Select the Email Addresses tab. If the external email address (a) matches
the Journaling Address used during the journaling setup, this Mail
Contact must be deleted. Select Cancel (b) to close the dialog box.

i
. General I Contact Information Address and Phone
Crganization I Membeer COf E-Mail Addresses | Mail Flow Settings

Every e-mail address type has one default reply address, displayed in bold. To

change the default, select an entry in the list, and then click: "5et as Reph”. To
set one address as extemal e-mail address, click "Set as Bdemal”.

E-mail addresses:
gAAdd... - 7 Edit.. 2 SetasReply SetasExternal

Address
SMTP

JoumalingContact @com contoso.com

local-acme@acme _com

Bdemal E-mail Address
— 3
\EEITP:Incd—a::me@amne.mD

¥ Automatically update e-mail addresses based on e-mail address policy

b
] ( Cancel D Apphy

i

Note

J If the external address listed does not match the Journal
Address used during the journaling setup, repeat the above
steps.
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5. Select the Mail Contact that needs to be deleted, from within the list (a), and
then select Remove in the right-hand Actions pane (b).

B Exchange Management Console
Fle Action View Help
&% | > m  Em
e S Co——
" @ L1 Organization Configuration | f Create Filter a Pl Coniaet %
@ § Server Configuration - B Modfy the Maximum Nu...
B mcmﬁgramn i | G Fra..
£2, Distribution Group 72 New Mail Contact...
;Mgmm | 3, New Mai User...
g Move Request = Exportlist...
28 Toolbox = %
G| Refresh
Help
Journaling Contact -
O Dsabe hy,
(> Remove
L Send Mai
[ Propertes
Help
KN | i | K | >
| |

6. Select Yes on the resulting warning dialog box.

You have successfully removed the Exchange 2010 journaling setup.
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